ASA 8.2:fEFHASDMi&Eifnat, global, staticHll
access-listip T HEITIREERD ( 3 )
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. Cisco 5500 & 5I|ASAKR Z~8.2
. Cisco ASDMAx7%6.3
X ; A E{EECisco ASAFEEIRA8.0RI8.22IETRYF , AANATHEERBEERENX,

AXHFNEFARRBREEREREANKEREL. XHEA 'JE’JFJ?“ﬁ_isz'é“ﬁ:'ug REERR (/R
) BAEREREE) . MREHEREEER  FRACCHEBIMNES ARERNEE,

MEXHEFNFMEN , F2EEREMETREN,

Application
Sarvar ‘Q

Internal Cisgo ASE Chatside

M erw ok T atwr ok

@ Intemnet ;
172.16. 11024 e - Cloud 5
172.16.10.024 PP ' 209,165 200 0 :
Crutside User

172 da. 10024

LB iE Y IPAR L 5 R TE Internet E RRES L8, Bt REERERERFEHNRFC
191841k,

S FF Y5 RA

IS AR RS Z MBI NEHIBEZLRBI N HNER. ESTHERASIINE, REFEIFE
ESEDMZ)ARMEFESEES J%ﬁBH’JE%&o F\Eﬁﬁﬁﬁﬁﬂﬁté%&ﬁ]n#‘ﬁ’f“ﬁﬁ , JEIE ] LA
BFEHRE—EDMZE] 5 —EDMZRVERR

REGEEHRBFA  EMERBPELIBBEELEE, IIEER Anat-control, ILEERNE RERA
T @ IBASDME A b ThEE | LAME AFFBBASAHNESRMEST it ER, B2 K NREHRE
TEMERSFA  AZALIEFTEEHMEREREFEN, "‘*E%ﬁﬂﬂ%ﬁﬁ%ﬂ’]ﬁﬁtﬁﬁo
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Configuration = Firewall = NAT Rules
o Add » @ Ede W Dok f@ &.Eaﬂ"' CLFndEDIag;am.‘,_-.-

Clrrulrrai Tran
SourcE Deskination Sarvice Inket

# Type

E:
@ Enable traffic throwgh the Firewall wakthout addrass translatu:un ]

|] ﬂapq:-l'.l] ][ Reset ]

AE RS ERBBNATE M BIEE

LR LVEBE EBRENATR AR AR —EAMEMMEREHENBIHR. Al , EEEREFERTS
BT AN TN ER I | RBLEREHRE S EIRN P,

FTRUTHER | BLARFATERBEIBNAT BT :

1. B ZE Configuration > Firewall > NAT Rules , #&Z— TAdd , R #&1E1£Add Dynamic NAT Rulei#
IEJ«XEEEEJJ NA%EE'J o

.FI|EE iews Tools ‘Wizards ‘Window  Help

tﬁl Home 9?% Corflguration D l'-"lnntnrlr‘ug| @Sme @- Rafr&sh a Back \__J

Device List. 8%

& add ] Delete & Connect *n:tdrﬁ' E‘i Ti ;%
Furewall LI e Add Satic NAT Rule...
% 7 | |3t add oynamic NaT Rue...
% B4 Add MAT Exempt Rule..,
|
ﬁ% Bee A | || add Satic Policy NAT Rue. .,
r
| ﬁﬂ Sike-to-Ske VEN | il Add Dynamic Policy NAT Rule. .
.Ig IPS WE B
= & Hdres:

I
ﬂ) Device Management

o de

2. BEERIMAMERN T ENEE, £ASourcet®{* iy DetailstR i iZE 12 X #/H8E 1 B R
P31k o



&% Add Dynamic MAT Rule

Ej”mal Ry e ey i YR CR TTCTIEY 1oiis
Interface: | |
SOUrce: | BJ
Translaked
Select a global pool For dymamic transiation,
| Pool ID Interface Addresses Pood
(] {outbound) Same a3 ofiginal address (identity)
L) {irbound) Same as original address (identiky) E
P
Connection Settings

3. EA R , CREFERZEAZMER. E—TOKMUERREE,



% Browse Source

& add [ £dt [f Delete  CL Where Used

Fiker: | ke
arme sl TP Address Metmask Descriphion Civject MAT Add
= IPwd Mebwork Qbjects
L any 0.0.0.0 0.0.0.0

{25505, 2550

-l manage. .. 10,77.241.64 255, 255,255, 192
- il outside-.., 209.165.200.0 255, 255,255,224
™ 20,1.1.10 20.1.1.10 265,755,255.255
ﬂ. L7216, 172.16.01.1 255,255.255.255
L. B 172,16..,, 172.16.11.10 255, 255,255,255

= 172.16..., 172.16.12.2 258, 255,255, 255

M 209.16.,, 209,165.200.10 255, 255,255.255

[ SOUCE -3 ]Erﬂlde-retl.-'.lnrkaﬂ

4. ¥ — T Manage LAIE 12 B FR {8 BE A5 2 BR 2 49 1P it



@& Add Dynamic HAT Rule

Criginal
tnterface: T
! <
Soiroe! |In5|n:]E-netl.~.b:tic;.|'24 [3
Transiabed
Select a gobal pool For dvnamic branslation.,
| Pocl ID Interface Addresses Poal
o0 {outbound) Same &5 origing address (dentity)
L0 (inbound} Zame as origingl address (dentin) ® =
Manage, ..
i
Connection Settings L3
[ ok ][ coce ][ nHeo |

5. #&— T AddEABAEXAdd Global Address PooltR & .
#5 Manage Global Pool

|PoollD  Inkerface | AddressesPool

i oK :” Cancel ” Help ]

6. iZ#2Rangei® E i & £ Starting and Ending IP Addresses A R i . Mo |, BisEM —ith
IDIEIE— TAdAEUE HFTIB R bt ., R— TOKLURER| TEELEM, RE,



& Add Global Address Pool

Irkesface: | outside w |
PoclID: |10 |
IF &ddresses bo &dd Addresses Pool
(%) Range £ 209,165, 200,20 - 209.165.200,40

Starting IP Address: 20916520020 |
Ending IP Address: (202,165.20040 |
Netmask {optional): 5255;.255.'255.'192 |

{ ) Port Address Translation (PAT)

[P &ddrees |
L = -1 " nr T = | .
[Haimass daptianeai! | |

'® Port Address Transiation {(PAT) using IP
Address of the interface

(o ) o J (o]

7. 2 — T OKLLIR[EIE|Add Dynamic NAT Rulet® &,

&% Manage Global Pool X
& add @ =t @ oelete
Pocl ID Inkerface Addrasses Pool

8. E— TOKLASE A B EENATR RIE B



&% Add Dynamic MAT Rule

Crignal —
Inferface: | inside W
SOLrce: !mmg—nﬂmrm‘zq E]
Translated
Select a global pood far dynamic translation,
Pool ID Inkerface fiddresses Pool
~+( {outbound) Same as original address (idantity)
-0 {irbound} Same as arignal address (idenkitv)

Connection Settings

e
e

E s Tl so oo

9. — T Apply AEE AR, FEX : Enable traffic through the firewall without address
translationiBIH R RIBHAREE,

Configuration » Firewall > SAT Rules = |
odd- F e [Jocete 4+ & % O3B - Q Frd B3 osgram 7 Packet Trace
Crriginal Translabed
L Tvpe
Source Draskinakion Service Inberface Acdress Servyice

(T ) (o]

iE R ILASDMELERFHAICLIE H

nat-control
global (outside) 10 209.165.200.20-209.165.200.40 netmask 255.255.255.192
nat (inside) 10 172.16.11.0 255.255.255.0

BIRLWELE |, 172.16.11.0888 1 T RSB ANAT1209.165.200.20-209.165.200.40 % By 4E47

IP#zat, FER , NATHIDIEEEE, AJLUEMEENNAT DB S —ERE/dmzigsg. NREIR
it DR BRRE |, BIEREARERK , it Ae@ AR, Rt , KU EHABREPAT , 81
NERBERAMIDH U EETRE.

HE AR AEHRRAETEAENE | 512, EE# Mclear xlatein &7 BEFIE LS HE M,

B, TANREERBRETERKRT , EXCMER. EMclearxlate TRENM , BRATE
VAN LR B ER

AT AT EMEIRPATEH B S IR
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MEFLERBEMEA — B bt ErTER | FBFEAPAT, WMRglobalfEAigE —@Eibut , HIEX
Mt BIRER, ASAAFESENEET —EEER  ZEBRYERZ65,535(EF Exlate R T E
i,

TR THR , AR RIS ERERPATIA BN EBEEE

1. B ZConfiguration > Firewall > NAT Rules , & — TAdd , A#&i###Add Dynamic NAT Rulei®

Configuration = Firewall = NAT Rules

#iod <@ et WOkt | 4 4 | % Ba
| Add Static MAT Rule... i
Add Dynarmic MAT Rule. .
Add MAT Exempt Rule...

m

Add Stakic Policy NAT Rule. ..

=

Add Dvnamic Policy MAT Rule. ..

*

3

ddress

HUBEBRENATR A,

2. BEERTHEAFTEENNEMNZE, £ HSourcet i+ HDetailsik §12 12 3 #/{8 3% 1Y B B
IPibit , R%iEEinside-network. #— T "Manage. LAEZ "Translated s Zit& A,

&% Add Dynamic NAT Rule

Origgnial
Itsrface: IS |
SOUrCe ! |h5idametwcwkj‘?.¢ {E]|
Translabed
Salect a glabal pool Far dyramic bransiation,
Poaol ID Interface Addresses Pool
] {outhound) Same a5 original sddress (dentity)
1] {inbound) Same a5 original address (identity)

Manage, ..

Connection Settings ¥



&% Manage Global Pool

| Pool ID Tnterface Addresses Pool

|i K i| Cancel Hel
3.8#—T "Add. . : L J| -

4. & Port Address Translation(PAT)using IP address of the interfacei®1& , A% &% — TAdd#
HIE R thath, TESCALNATH 2D Bl —ID,

B Add Global Address Pool |

Inferface; outside |

PoolID: |20 |

() Range [ |iii igi EEEEEﬁ ii

St 1P tddress:| |
Erdirg 17 addrissi | |

1 Port Address Transdation (PAT) it
pishes | |
Matrmask (aptiaral); | il

'E:' Port Address Transiation (PAT) usng TP
Address of Ehe irterface

o] Cemd J [

5. WRE AR EREN I , AT ERZ L E— AV, B— TOKEIREEAI
Dynamic NAT RulefR &,



B% Manage Global Pool

i Add @ Edic W Delete

Pool IT Interface addresses Pool

“ oukside == | gutside

K, Cancel | | Help

& Add Dynamic NAT Rule

Ciriginal -
Inkerfare; | nside v|
Source!  |inside-networkf24 E]‘
Translabed
Select a global pool For dymamic bransiation,
| Pool I Interface Addresses Pool
| =0 {ioutbond}) Same as orlginal address (identity)
{ w0 {irbound) Same as original address (identity)

&

Conmection Settings

ok [J[ concel |[ teb |

7. LEBEE#I Configuration > Firewall > NAT Rules B HER T Bl BV BHRENATIR B,



JE

Confiquration > Firewall > NAT Rules
I:I::II&E' B + 4+ Lt E Q, Find f29 Diagram &
Oraginal Translated
2 Type
SO Dreskinakion Service Inkerface Address
= incade
i -EEE Dy namic iy irside-network/24 outside B8 outside
[[] Enable traffic throwgh the firewall without address translation
| foply | || Reset

LEPATEERY S MACLIEH -

global (outside) 20 interface
nat (inside) 20 172.16.11.0 255.255.255.0

PR 1l o 55 3 #85h B S\ AR AR 2%

wn

RAERSERAY , ARABRSRENENEHAETUSEARBEZ N AEBROENER, =

REFEERAENBREER , 7 7EASDM RERERERA, ARBIFREA !zl]ﬂjun"rﬁﬂﬁﬂﬂ %EF?

AEER ( FHAFTP, SMTP, POP3, HTTPSHIWWW ) MR &IFFE HE A EHREAARER,

AR SEGEFENGESRE—@ "BRELE, KA

AR TR

1. B ZE Configuration > Firewall > Access Rules , #— TAdd ,

R#EIBEEAJD Access RuleiEIE LA

Configuration = Firewall = Access Rules

g add ~| @ e W

+ ¥ | &

g Add Access Rule, ..

g Add IPvE Access Rule..,

ain

4;’5'

=—E]

@ any

" UETPPRITRRR
—

B E®GE, | S

2. ESourceﬁﬁ{J_EFJLEEE»&H’JEIPi&iﬂ:O &Eanyfﬁ%Destlr{atlon_( E*“) insidefEA

Interface ( ST ) , REBEFEPermit ( B1E ) . &% , & — T Servicell L #Detailsizif |

I\\\b



FRREEYTCPARHHE, &

B Add Access Rule

Interface: insii:ll: L

Action: (=) Permit () Deny

Source: 172.16.10.100 [I|
Destinstion | arw [-]
Service:  |Ip EJ |
Description:

[v] Enable Logaing

et mauw v|

More Options

[ ox J[ camel [

% Browse Service

o Add v (@ =cte i Delete | @ whers s

_r|.5 Sarvice Group...

[l TCP Service Group... b
wr | LUDP Service Group...
gﬂ? TCP-LIDP Sarvice Group. ..
fee  TCMP Growp. .

_r% Protocol Group. ..

3. #—TAdd , R&IZIETCP Service GroupiE &, cbeigp el
4. MALENEZTE, BESEMENE  RRE—TAJUEEBEHE THPNKE B0,



@& Add TCP Service Group

Group Mame:  Peemit-172.16,10,100

Dresoription:

%) Exigting Servics/Service Group: Members in Group:
m"ﬂ HI-HI'FE

| = TCP Servics Groups ~
| - Predsfined
rer: ol
L t';"FI
-rgx. chargen
-~ M cifs
- Kk cikris-ica e
et chigbe _ Add = |:_
Rob: daytine T
- xeke discard
- Mgk domain
fie echa
Tek: exac
1ok Firnger
e Ftp-data
"N gopher

e T

[ Create new member:
Part/fange: | '

| €

| ok [ cancel |[ ren ]
5 BEEAAMULTEIREREN R, B—T TOK1 UTHBRKEHEZIRE.




@& Add TCP Service Group

Group Mame: Permit-172, 16,10, 100

Description:
Members in Group;
o,
i (BT
r | (- 10k ﬁ;lil
B - Nt frp-data
- ik ninkp |
i
- W pranywhere-data ool
18 https
- i pi-Aubo-rp :
|| - # pop3

i pop2 :
g rsh :

2

o sip
i
EE suUnifpc
- k- bacacs
o I talk
1k belnet

s uucp
wer whois )

{) Create new member:
Port/Range: I

.

6. EANENEEICEENTCPRHEE, H—T "OKL (H#E).



§% Browse Service

% Add ~ [ Edit [ Delete @ Where Used

Fl:sr:l |'
Name Protocol | SowrcePorts  Destination Ports | ICMP Type | Description
L LmeFtp kep default (1-65535) 21

e Frp-data bep default (1-65535) 20
gt hitp bep default {1-65535) 80
g hitps  kep default {1-65535) 443
mrp:p? kcp default (1-65535) 110
Lwesmkp kep default (1-65535) 25
- EiERDP kep
=1 Predefinad
i gy aol Ecp default {1-£5535) 5190
-2 bgp kcp default {1-65535) 179
-2k chargen  Rop default (1-65535) 19
i HE cifs kcp default {1-65335) 3020
il citri-ica bep default {1-65535) 1494
1 clighe kcp default {1-65535) 2748
i@ daytime  kep default {1-65535) 13
g discard  kep default (1-5535) 2
i T5E domain Ecp default (1-65335) 53
1@ echo kep default (1-65535) 7
LR BB Ecp default (1-65535) 512
Seleched Service

o e



§& Add Access Rule

Interface: m'v
Action: (%) Permz () Deny
SOUrCE: 172, 16,10.100 g]
Destinstion aﬂ‘:-f a|
Service:  Permit-172.16.10.100 B
} Descrigtion:
[+] Enable Logging
Lagging Level: Default |
More Options
| ok []| concel |[ Heo |

7. B — TOKKUZERERE.

Wt

8. £ Confi guratlon > Firewall > Access RulesE& #finside M E F AT A B ZIEBE B A RIR A,

@'Eﬂtﬂb&i&te 4+ 4 ¥ B2 - Q Find B Oiagram [ Export + (@ Clear Hits 5] Show Log &7 Par

# Enabled Source Destination Service Ackion Hit= Lagaing Ti
= ,F inside (2 m:nmmg ruh'ss}
@' any @ P [TCP Group: Permit-172,16.10.100
= _ﬂ' inside 1P+ (2 imphct incoming rules) TCP: fop (21}
P @ any @ Anvy less secure ne... 15D IEE LE'{;E}':ED}
[2 &P any @ arry o0 I TOp: htkps {443)
= .F' ranage (2 imphidt incoming rules) TCP: pop3 (1100
i @ any @@ finvy less secure ne... e ip L smtpvl.'ES‘}
9. %{Eﬁ*‘ﬁﬁﬁ B M LAE#EEServices EBM A AIB B PRETCPIRMME. R— TEditMA =
ﬂ%ﬂﬂlﬂsﬂﬁi%.%ﬂo
Lz Enseil = Accees Budes L0, padeess” Servess | Tew Rongss
fea [foskie | + &£ 5 G 0}, Frd [ Diagram [l Export ~ @0y Ol His (3 Shaws Log &7 Padhet Trace SErviEes @8 =
whisd | Soorce Cestatian Servioe Aown  HEE logong  Tme Dsopeon [ 'ﬂ PR N b L
2 ooy rules) Fiksi:
: ELT e Y O N -
e D Dy Ireplc rade | &1 TCP Servics Grouse A
. g W Pormit Irnplicit ks P o e
= B G oy Ernplick s w8 Foedata
1 2 ok rcoring rabes) = hits
o ey A Arvy led Seture e i o Perci Ernplt ruls; Per = hikzs
@ oy & oy . Qb Dery Ireplek ruie W popd
1 1P (2 impiot incoming nulesh ¥ imip |
P any & ey less smorene.. D o Parmit Ernplicit ruls: Par TR RDP |
o o ey . O Derw Erepleck: ruie | = Fredefined
£ (2 ireering rubed) s
(B 8 2.0.1.0 5 209,185.500.10 e d W Parit 0 b
i ey = P G D=y el rde 1 chagen

TEBREEME THRETCPRIHE. fRE.

B,

BRIBENERPITIER , RRE—TOKLRTF



@& Edit TCP Service Group

faroup Mame: Permit-172.16. 10,100

Description:

Mame

R

PortfRange:

{#) Existing ServicefService Group:

=~ TCP Serhce Groups

mek- citroe-ica

- ik :tuj;.a

- §i%- daytime
exe discard

: - domain
me echao
IEs aXaC

- mi#e finger

L g gophes

- N h323

N PRy e

() Create new member:

[l

Add ==

|

o ][ G | [ b

1. IWEFER TASDMH TE BT

. Meii, sl ban]ne
| B | l CISCO
O e seroes |Tiemtem |
# aad [ twnin B Comact Wadde Few P + & 4By B 0 red B capen et ¢ g Cear e (5] Sowlog 47 R T e RLRE
fwomall o 3 » frathe  Soures Teatruean ssreca Mwr M Laggng  Tem Cemripten Wi - (b ) el ) e e
mm ! = e (7 reareng rur) i R A |
Bamen Acce W | T L o (LA ) i Dy Frohet nuin i BT S Grmapa -
. B ey = (e ot ——
P Ltk T | o o e smarers B0 - P —m
(3, et 2 i
— dwei P Trom 3 et aind P (3 Pt Oy () It Oy e
H-IL...&.E pa A .
= [ e [ Fmm | [ e | o
| = L -
regt " ] (B vy ooy e

EREVHWCLIEE :

object-group
port-object eq ftp
eq ftp-data

eq www

port-object
port-object

service Permit-172.16.10.100 TCP



port-object eq https

port-object eq pop3

port-object eqg smtp

1

access-list inside_access_in extended permit TCP host 172.16.10.100 any
object-group Permit-172.16.10.100

1

access-group inside_access_in in interface inside

BB RN ERET, B2 0B AASDM GUISHE RS W EEE

RFEEAFHEREEBNITE HH R

FENBUAEERARRZERBIN T EHABRARE.

LUTRERANME T AR A T EREA.

EHRNEANEERERE—NTEHEAEENVPNAERER., EHESF , VPNRERBER N
: ZE%Tﬁ'éﬁf%]‘ 5 —EVPNEREFH N, HIEConfiguration > Device Setup > Interfaces , A%
1#1ZEnable traffic between two or more hosts connected to the same interfacei® &,

Confi ki Devicecas Interf
Interface Mame Enabled Ei':gl-n’;ahf IP Address E:‘:i-'; iﬂ;ﬁ Redun:
EthernetEl.Fl |n5|dE 100 1?2 1E~ ]1 llJ 255.255.255.0 P
Ethernet)z manage ‘r'es a0 10.77.241.115 255.255.255.192  No
Ethernetfs Mo M
£

[ | Enable traffic bebween bwo or more interf sces which are configured with same security levels

|: [] Enable traffic bebween bwa of mare fiosts connected bo the same interface J

| Apply U[ Reset ]

LUREREANE T AMA R A S E BB

EERATFEERSRLRINNEZzENBEHAIEEE A, HiEConfiguration > Device Setup >
Interfaces , A% 1#{ZEnable traffic between two or more interfaces that configured with same
security levelsiE 18,


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112925-acl-asdm-00.html

Configuration > Device Setup = Interfaces

Intarface Mame Enabled SeCULY IP Address AbneL: Mask

Level Prefis Leru;ﬂh Redun
Eﬂ'ler'nﬂtlzlfl U'lsldEI o0 i72.16.11.10 255, 255.255.0 Mo
'El'hernetﬂrz manage "."es o0 10.77.241.115 255.255.255.192 Mo
Ethernst0)s Mo Mo
¢
fJ Enabls traffic between by or mare nterfaces which are confiqured vith same securiby levels j

[ ] Enable traffic bebween two o more hosks connecked to the same interface

[ l Apply J][ Reset

RIE M B ERY FMCLI:

f“ll'l

same-security-traffic permt intra-interface
same-security-traffic permt inter-interface

RFTZEENEMI B ZEEMEPNEM

ETMUBBEATENATERMNAFELTRVFBRARER, SENSEAELEFBURA
AP RREEE  AEEHETHEE, ABREEPHNRRIFIEEET T EInternet LR
HAIPH#at, Ht , FEEEBFRENATREZAE Pt BB AN GIPHL, BREREE—EA
ER{RIBRES(172.16.11.5), A TEUINEEETHE , REERLERAFARSIPERALKIP, ARHA)
iR A T B i [ B RENAT LAA$172.16.11 .5%?2‘42%209.165.200.50

WERBERERBBERSERAAFARERAESELEWebAREFNI D, BTERER  HE
ER—EEENCLIFE :

access-list 101 pernit TCP any host 209.165.200.5

BRAFMEN , F2EBEIBASDM GUIFESHEREGHBEE.

AR BER@EF Tany, AFFRENBHRNEMEAESBILARSE. I URRIEHEMF
BHEEEZR , A EEARFERSERBRERHBRAKRR. BFERFBHEL DO, BERESI
AT R AEEINEER E UK ARSR L ATEE.

SERUA TSR EFFRENAT:

1. B ZE Configuration > Firewall > NAT Rules , #— TAdd , A&RIEIEAdd Static NAT Rule,


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/112925-acl-asdm-00.html

Configuration = Firewall = NAT Rules

dp Add - | @ Bt W osete | 4+ 4 | F B -
Add Static MAT Rule. ..
add Dvnarnic MAT Rule, . De

=3 Add NAT Exempt Rule... E

nrk)2 4

fwd Add Static Policy MAT Rule. .
r Add Dynamic Policy MAT Rule. ..

8% Add Static MAT Rule

Inkerface: inside v
Source! 172.16.11.5 B
Translabed —— A
Inkerface: outside b |
(&) Use IP Address: (209.165.200.5 B|

{3 Use Inkerface IP Address

Part Address Transiation (FAT)
[ Enable Port Address Translation (PAT)

Connection Settings b

| T |

P )
3. WAL EHEEREBNWFENATIRE . E—TApplyS itk in B EEZIASA,




Configuration > Firewall > NAT Bules
gzu]ﬂmlus 1 .[. ,]:,q_s,ﬂ qwgm@muhmumm

# Type
Source Deskination SErvite Iribe rf s Address
= inside {1 Static nies, 1 Dynamic rules)
2 411 Dyniamic w8 inside-networkf24 ouksids B ourside
L o

[ ] Enable traffic through the firewal| without address translation

E[ Apply g][ Resst

AT R UILASDMEL B Y R E CLITR I

static (inside,outside) 209.165.200.5 172.16.11.5 netmask 255.255.255.255

B 46 E = A/ EE INAT

EFTERBETHUMIRRERNATE , FHENATRERUNZRA MU ER, EK BB
35 Ui 3 A ER AT LA BR S iE AR

mEBU TSR

1. EZE Configuration > Firewall > NAT Rules , #— TAdd , A&EEAdd NAT Exempt Rule,
Configuration = Firewall > NAT Rules

d add +|[3 Edic [ Delete + & X

s Add Static NAT Rule.., |

31 Add Dynamic MAT Rule. ..
=4 ~AddNAT Exempt Rule, .,

dud Add Static Policy MAT Rule. . E
.i'g_ﬂ Add Dynamic Policy MAT Rule. .. ¢
g8 Insert,.,

?lb- Insert After. .. )

2. 1548 , AEPMAEE172.18.10.0E R itb it 1, HIREIZZFEExemptiEIE, NAT Exempt
DirectionEM{EIEE : FIREZENENHE G REINEFSZENENALREERZERARE
WRE, B—T "OKL UERT R,



B% Add MAT Exempt Rule

Ackion: 73 Do nok exempt

Crriginal
Tnterface: !'l154'|:|ﬂ v
Source: 172.15.10.0] B
Destiration: :E.ll'r:.-' G|
MAT Exempt Dieckion

(&3 NAT Exempt authound Eraffic Fram interface inside’ to lower security

{3 NAT Exempt inbound traffic from interface 'inside’ to higher sscurity

Descripkian

ok || cencel ][ Heb

X : i#4ZDo not exempti®
B, B EERETFRERRNAT , XESFEA "deny, BREFHMEGEFNVHERL, EF
BIAB RIS EEHEERNAT , RBRIEL TH 2 INNWERE TR ZBRNAT,

3. WO LAE L BB AR HuE F I FINATER R Al, 12— T Apply SA#% Bit & {314 FIASA,

_l;m@rqtinn > Firewall > NAT Rules
dp add ~|E Edk [oelete 4+ & % Bz B - @ Find = Diagram <7 Packet Trace

Origineal Translated

Source Destination Service Irterface
= inside 1 Exempt rules, 1 Static rules, 1 Dvnamic rules)

& 172.16.11.5 oukside
3 i Dynamic aflh inside-networkj24 outside

& Tvpe

[ ] Enable traffic through the Firewall without address translation

[ o =)
RHESENHECLIE L

access-1list inside_natO_outbound extended permt ip host 172.18.10.0 any
!

BT

nat (inside) O access-list inside_natO_outbound

4. HEEE , BUNBIIARENATHRERAUERE LB, E—TOKEZEZEREEN.



B5 Edit NAT Exempt Rule

Ackion: {33Exempt ¢ Do not exempt

Orignal
Irkerface: inside
Source:  |172,15.10.0 B
Destination; |any E]
MA&T Exempt Direckion

{3 NAT Exempt outbound traffic From interface inside’ bo lower security interfaces (default)

5 AEEBAUEIARELEREA,

Configuration > Firewall == NAT Rules
dp Add » G Edt [ Delete 4+ 4 X B3 @ 0, Find F59 Diagram <7 Packet Trace
Original Translated
F 3 Twpe
SouUFCE Crestinakion Sarvice Interface

= inside (1 Exempt rules, 1 Static rules, 1 Dynamic rules)

L L= Exempt 7248000 e | Jlkowd ||
- i Static & 172.16.11.5 oukside g

"3 o Dynamic @l inside-network]24 outside B

{ 1

[ ] Enable traffic through the firewall without address translation

Apiply |[ Resat J

% — T Apply A A5 L CLIE H EIX FIASA:

access-1list inside_nat0_outbound extended permt ip host 172.18.10.0 any
|

nat (inside) 0 access-list inside_natO_outbound outside

AEE EETUUEER , Enat (M THAREFHIE T —EFHEEEF (outside). LLINEETEASED
NAT.

6. ZANATH % — BN AR RES INAT. SONATHEHERAMENIPHI. ATRERF
REBMNATRE] , HhF#(172.16.11.20)E RSB BFER AR —EIP# it



0% Add Static NAT Rule

Criginal
Irterface: | inside |
Sorce: ::?2.15.11.20 D
Tramslzted
Interface: :‘ISIJt_EII_'l!: v |
(®) Dise TP Address: |172.16.11.20 (-]
(" Use Interface IP Address

Port Address Translation [PAT)
[ ] Enable Port Address Transkakion (PAT)

L

Connection Settings

“.HT“_.TH Cann:el_]f_ Help ]

IERFMNCLIE

static (inside,outside) 172.16.11.20 172.16.11.20 netmask 255.255.255.255

EREENEE (HX) (FFE)

EERNEE TR —EERANIE , ARERETERFBSEE LNABFKREE. ALk, AP
AR:S ( EEABIPHUL ) SHERA LB Pt | £ AT TR,

EARGIF , ABEAEREFBE25 LHSMTPMIARER209.165.200.15, EAEBMELSRTAK !

1. #§3825 F I A ER BB IR BS172.16.11.1588 i B3825 F Y/ HIP#31E209.165.200.15,

2. NEFEHREE25 E K H B4R IR E§209.165.200.15,
ENNERAEERFREE25 LW AIRES209.165.200.158; |, IR 245 E E [0 53825 L i R ZBE 4 1A]
BR28172.16.11 15,

1. EZE Configuration > Firewall > NAT Rules , #— TAdd , A&RIEEAdd Static NAT Rule,



Configuration = Firewall = NAT Rules

d add - | Edic [ Delete 4 4 %
o Add Static MAT Rule..,
ﬁi Add Cynamic MAT Rule...

g Add MAT Exempt Rule, .. 2
dul  Add Static Policy MAT Rule.. .

'?_'l Add Cynamic Policy MAT Rule. .. EI
__'ﬁr_ Insert... a
-IFI Insert After. .. 1

2. BERBR, BRENIPHut R EAHEBNE. #EEEnable Port Address Translation(PAT) , 1§
EEEEMHIE , REIE—TOK,

i% Add Static NAT Rule

Criginal
Irtarface: ' rside W
Source: |172.16.11.15 B
Transl=ted
Interface: inutjidc v
() Use IP Address: |209.165.200.15 [-]
(3 Use Interface IP Address

Part Address Translation (PAT)
[+] Enable Port Address Translstion (PAT)

Protocol: {(«) TCP {3 LUDP

Criginal Port: 25

Trarslsted Port: |25

i

Connection Settings

L] ok ||| concedl || rel

3. It BB REPATR BIIN T AR




Condigus ption - Firewall > AT Rules

|
[;-3‘51: foclete + 4+ % B3 8 - Q Pnd B3 Dlagram 7 Packet Trace
Cinginal Translated
L Type
Satwr it i skion Saevice Irbaif sce Addrass SEr
1 = Exerpt ™ i72.18.10.0 & anvy (outhound) -

Z B NoExewpt B 172.20.10.10 P =w {outhound)

] I 205 165, 200,15
4 = Shatic M 172.16.11.5 putsics = 209.165.200.5

[ Eraltlz braific through the firewall withoue address brandabion

Lizes ) [ Reset

ERFMHICLIEH

static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask
255.255.255.255

4. LT R AN ERE B A7R209.165.200.1589 23 Hsmtp{al AR 85 Y &5 fE 17 Al

5 1 Ei@ any @ any less secUre ne,,,  IF-1p " Hermik

: 2 & any & any IF-ip € Deny

D _ﬁ' outside (3 incoming rules)

£ = 20.1.1.10 = 209.165.200.10 @»RDP & Permit
m & any Ll 209,165,200.15 | 2 Permit ||

E 3 = = 1 | 2% Do
dgh any @ any ] TCP Group: smbp-access
TCP: smkp (25)

AR EREABEEIH  MAREFBARAUNFEHERanyBERF

{5 ARSI TCP/UDP& &

“‘_{—U’XEFEﬁﬁgﬁﬂﬂbETCP/UDPL{fﬁﬂ']El:‘(j(%lgo ETEENRERNRAHRE, FHER
R-E¥FARENER, HhAEEREHLEASANREE, RESLERKERERE LIHERE

W , IDoSHMSYN, B £EH  BFEEMPFERPERRME , EEH TAXENEE. A
HEENEMET  FSM SRR,

mERATIER

1. ¥ — T Connection Settings B & , I I8 & It iR RBE IR & KIERE,


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100830-asa-pix-netattacks.html

% Edit Static MAT Rule

Crriginal
Intetface: Insice
Soarce: 1172,16.11.15 [3|
Tramslated
Irterface: nukside o |
() Use IP Address: | 209.165.200.15 (-]
(3 Use Interface IP Address
Port &ddress Translation (PAT)

[#] Enable Port Address Translation (PAT)
Protocol; = TCP (UDP

Original Ports  smbp |
Translated Port:  smbp |

s

Connection Settings

[ ] Translate the DNS replies that makch the translation rule

-

v
Fandomize sequence number

Mairum TCP Conneckions: Imu |

Maxinwm UDP Cornections: |0 |

Maximiarm Embrvanic Connections: |5|:| |

LS -~

A
L o | cancel || Help |

2. EERRERT WIS EREEIRAERRH

% add » B Edit [ Deletse 4+ 4 % B2 Ml - G Fnd 5 Diagram &Y Packet Trace

Criginal Trarslated

SOUrCe Destination Service Inberface Address Service
Skabic rules, 1 Dynamic rules)

B 172.18.10.0 @ any {outbound)

® 172,20.10.10 & any I:nul:hnund;l

. El 172 16.11.15 (T sk Fsice B 209.165.200.15




Options

DNS Rewrite Max TCF Connections Embryonic Limik Max LUDP Connections Randomize Sequer

R R e Ry T L

=8 = .

EREMMCLIEDL -

|

static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask

255.255.255.255 TCP 100 50
|

REHEFHER

REN B EAASDMERERKENAEEE, ATUEREBEAZGERR, A7 HEELLIEE
,RFEER—ANEEE , BEERX/B/AIFFE, AR, CEESUKEEBEREZFMENGS
BRA, REEETEERELNES :

1. 8% — ERIEHBRFBANERFENEBR,

2. B —tBAEH, ERUEEBREENKER.
AR EREREHEH , FRACSASAEE 7 ERN AY/SERE , RALLIREER Rk
EREEMR., EASAERNTPRKRESEEEEFNER,

TR TEER , LUEBEBASDMES B LI EE

1. EERHER A | 2 — T Time Ranget{ 1 #YDetailsiz il



% Add Access Rule

Action: () Permit (%) Deny

Source:  |172.16.10.50

Destination | any

G G)E)D

Serice: lip

Description:

Enable Logging

Loggng Level: |Default v

More Qptions
Enable Rude

Traffic Direction: ¢ JIn (&) Qut

Source Service: | [3 {TCPorlL

ke — — .@

8% Browse Time Range

| % Add % et W Dslete

| Mame | StartTime | EndTme  Recurri

2. f—FAddS B Fraors g, | |
3. EEBMEENEE , LEEBABHAERSN, BT 0K (BE).



#% Add Time Range

Tine Ramge Manme: |F!a-str1|:tl.lsage . = |
Stark Tima End Time
) Start mow () Mewer end
{%) Starkt ak () End at {inclusive)
T [ | F . ]
Moth: |February | Day: (05 % Yesr: 2011 ¥ Morkh; |Februsry % Dayi (06 | Year: |2011
How: |14 v| mnue: 00 Haur: 16 ¥ Mnute: (30 ¥
Recurring Time B anges
You can Further constrain the active time of this range by specifying recurring ranges, The recurring time ranges wil be active within the
start and shop bime specfied.
e,
Lok [J[ Concel |[ beb |

4. WO L ENEREFEER, 12— TOKLLUREIZE "TAdd Access Rules R&E.

@® Browse Time Range

* Add H Ect ﬂ figlete

Mame Skart Time Erd Time Reecurnng Enkries -

= ]l o)

ST T [

5. BEL T LLE BIRestrict-Usage b R €5 E 2 B4 2 LB RBHR Al




§% Add Access Rule

interface: | [N |
Action: () Permit (%) Deny

Source:  |172.16.10.50 B

Deshination | an

Serice; ip

Descrigtion:

Enable Logaing

Logging Lewel: iﬂdault w

More Dptions

Enable Rule

Traffic Direction: ¢ JIn (&) Quk

Source Service: B: (TCP oF LIDP servi
Time Range; Restrict-Lisage » _ E]
L
[| ox ||| cocel || hep |
RIFLLFA R A A

B, fUA172.16.10.509 E B B R HIE A #2015 258 T 25 F2011F2H6H T &
43052 EMEMER, EREMHCLIEAY -

time-range Restrict-Usage

absolute start 14:00 05 February 2011 end 16:30 06 February 2011

1

access-list inside_access_out extended deny ip host 172.16.10.50 any
time-range Restrict-Usage

1

access-group inside_access_out in interface inside

6. AN RAIRB\UMMIEERREELE, R—TAMUAEREHKHEEE,



% Edil Time Range

Tinnez Pange Name: Pestrict-Lsage

Start Time End Tima
() Start now {7 Mever and
(%) Skt &t {#) End &t (inchusive)
iMonth: Fc_bmdr_v ¥ Day: [0S v | Year: 2011 ¥ Marith: 'lMurl:h ¥ Day: 08 ™| Year: 2011 v
Hour: 00 v Minuke: 00 | Hour: |00 ¥ | Mrute: 30 v

Reouring Time Rangss

Yo can further constrain the active e of this range by specifying recuming ranges, The recurring Bme ranges will be active within the
start and stop time specified.

7. RBENEREERE , REBE—TOKTK.

@ Add Recurring Time Range

(%) Specify davs of the week and times on which this recurring rangs will be active

For example, use this aption when wou wank the Bme range to be active every
Monday Hrrough Thursday, From 2:00 through 16:59, onke.

Drays of Ehe Week,
() Every day
() Weekdays
) Weekends
{#1 On these days of the week:

[«ItMon [w]Tue [«]wed [w]The [w]Fri []Sat [ ]5un

Daily Start Time Dally End Time {Inchushe)
Hour [15 | Minute |00 | Hour (B v Miute [00 |

{_) Spedfy a weeky interval when this recurring rangs will be active

For example, use this option when wou wank the bime range to be active
cortinuousty from Monday: ab 00 through Friday &t 16:53,

(o 1) (o J [

8. B—TOKREE TiFEEHE, RE.,



#& Edit Time Range

Time Range Mame: Restrict-Usage

Stark: Time End Time
{7 Stark mow i Mever end
%) Stark & (%1 End ak {inclusive)
voreh: [rebraary ] Dyt [15 9] vear: [2011 orthe [mereh ] eys (05 9] vear [201
How: (00 w| mMnue: 00 v mour: (00 ()| minute: (30 ]

Recurring Time Ranges

Yious can Further constrain the active time af this range by specifying recurring ranges. The recurring time ranges will be adtive within th
start and stop time spechied.

wisskaays 15:00 through 20:00

i

Edk

Dielake

i

ey
Lok JJ| concel [ web ]

BRIFLEE |, #£172.16.10.50 LN ERAEREBERERANER BANFABEIER (RTF
3FEMe L83 ) AIRMEMEIR.

time-range Restrict-Usage
absolute start 00:00 05 February 2011 end 00:30 06 March 2011

periodic weekdays 15:00 to 20:00
1

access-list inside_access_out extended deny ip host 172.16.10.50 any

time-range Restrict-Usage
1

access-group inside_access_out in interface inside

&t : MFtime-rangeW TEIHEE T BBV ENEHE , ARAEEINEHRARKEERS SME
periodicii 5 , MIEFBHERIFE R TS —HFIM

HBES

. Cisco ASANEEH
. B X BB X H - Cisco Systems
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