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I--- configuring the ASA for TACACS server

ASA(config)# aaa-server cisco protocol tacacs+
ASA(config-aaa-server-group)# exit

I--- Define the host and the interface the ACS server is on.

ASA(config)# aaa-server cisco (DMZ) host 192.168.165.29
ASA(config-aaa-server-host)# key cisco

!--- Configuring the ASA for HTTP and SSH access using ACS and fallback method as LOCAL authentication.
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ASA(config)#aaa authentication ssh console cisco LOCAL
ASA(config)#aaa authentication http console cisco LOCAL

EE  BEACST A AEE | fEASA L Ausername cisco password cisco privilege 15 RS2 — &
7R 3 {55 FH & LA A A ith B 19 BR 3R 5 R ASDM,
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1. 1B #E Configuration > Device Management > Users/AAA > AAA Server Groups > AddUAZ 31

AAA Server Group.
+meaum > ARA Server Groups. | O
ARA Servar Groups
SErar GHop Praboco Accounting Mode Peazctivation Mode Crazd Time Mz Falad Attampts
| Edit
| Dizl=te
Servers i the Seleched Group
Server Wames o TP bddress Irkerface Tme=out | Add
| Dalate

2. £Add AAA Server Group& A 12 AAA Server GroupEF#iE R , M TR, FRAMNBER
TACACS+ , It HZ 7 #9354 R cisco.
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F= Add AAA Server Group

Server Group: CISCo

Prokocal; TACZACS+ W

Accounting Made: () Simultaneous (%) Single

Reactivation Mode: (%) Depletion () Timed

Dead Time: |10 minukes

Mazx Failed Akkempts:

[ iZancel J[ Help

E_-F rOKJ ( EEE ) o

3. iZ#EConfiguration > Device Management > Users/AAA > AAA Server Groups , REBE—T
Servers in the Selected Group T #YAdd LA 38 HIAAAR R 25 -



Lonfiqurabion = Device Managenent > Lisers /fbd > ALE Server Groups
BE&& Server Groups
Sarver Group Pratocol Aeeourting Made Reachivation Mads Crezd Tive MMax Faied Attsmpls Add

il |

Een\ars in the Selacted Group|
Saryer Mame or [P address [nterface Tk

4. FEAdd AAA ServerB®E O FIZHLAAA Serversf i E A , M TR, FERAMNMEIRESE R cisco.

g2 Add AdA Server X
Server Group: Cisca
Interface Mame: dimz w

Server Mame or IP Address: |192.168,165,29

Timeouk: 10 seconds

TACZAZS+ Paramekers

Server Pork: 49

Server Secret Key: (ssses

DI Messages

£

Message Table

“ 8] 4 “ Zancel | | Help

E—TOK, R#&Z—TApply.
1E#6 B BIASA LB B T AAARIBRESAE FAAAR ARES

5.%—T "Apply. o



Configuration > Device Management = Users/AfA > AAA Server Groups

ASE Server Groups
Servar Group Protocol Aooountng Mode Reactvation Mode Dead Time: [flax Faied Attempts
cheo TACACS+ [sngl
T% N D= Seleched Gafoup
Server Mame or [P Address Inkerface Timeouk

l

Apply

|

Resat

6. i##FConfiguration > Device Management > Users/AAA > AAA Access > Authentication , &
BB —THTTP/ASDMMSSHE @MW BRI S, A& , EBEciscolf ARAMB[ALEZ—T

Applyo



Configuration > Device Management > Users/AAA > AAA Access > Authentication

Authentication | Authorization || Accounting |

Enable authentication For administrator access bo the &S,

Require authentication to allow use of privileged mode commands

[] Enable Server Group: : LOCA 2 I il

Fequire authentication for the following bypes of connections

HTTPJASDM Server Group: cisco % | [¥]Use LOCAL when server group Fails

[] serial Server Group: LOCE " I ]
55H server Group: MRSl ¥ Use LOCAL when server group fails
[] Telnet Server Group: 2 LA :erver group Fail:

—

Bpply ] Feset

#&ACSEL B ATACACSA IR 25
EHACSE B RTACACSHMRE , MU TSR -

1. 1E3#ZNetwork Resources > Network Devices and AAA Clientsif 3% — T Create , LA{EASASALE
InE|ACSERES.
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3. i##2Users and Identity stores > Internal Identity Stores > Users , A% 3% — T Create SAZE I #
ERAE,
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cisco Cisco Secure ACS
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{§ Ftest aaa-server authentication cisco host 192.168.165.29 username cisco password CiSCO@ T
RERERETEELE, LERRSOBERD , X EEKRIASANERE S EBACSHARSRN S
ERE .

8% Command Line Interface

Type a command bo be sent directly to the device. For command help, bype a command Followed by a question
marl., For commands that would prompt For confirmation, add an appropriate noconfirm option as parameter to
the command and send it to the device. To make the changes permanent, use the File > Save Running
Configuration to Flash menu option to save the configuration to flash,

Carmrmand
(@ Single Line () Multiple Line Enable context sensitive help (7)
|test aaa-server authentication cisco host 192,168, 165,29 username cisco password cisco e
Fesponse:

Besult of the command: "test aaa-serwver authentication cisco host 192,168,165,

INFO: Atteampting Authentication tast to IP address =<192.168.165. 29> (timaout:
INFO: Authsntication Successful

< »

[ Close ] [ Help ]

WHEERT BE(EHEREFER) OIMXEREEshowiE . ERAOITREshowdn i HN 2
o

[ Clear Fesponse
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