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AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
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FEHREXFERARZHEIZEBH AR RE. BANEAFIGEANIEEREHRINRE. S
PREFESEZRFREERIBEBFENRENHRIBEEMRE (ACE), BE , LAHRIEERE
F—ENE , NEATCEREHINRNGE. SREEZEDSMAE,

1. AR E

2. HYARIABEE
AUHEEERAREAZNTENRE , HUHRFEERAREBHRNENRE. AW HBEERR
TREEZNENAE , BEFRTIAEEESNERZETHENBE.

HRNTCPHMUDPE R , EAFEARERENGERFE , RAREEENNAECEUNEME
MAEORE. YREERBE (WNICMP ) , Z2RESRVENSHE K AUEEEFHEBFERE
SEBERANENENMBENTE , AEEMES G LAFFICMP , RELZFZRMAICMPRAISIZE
o ICMP#RISIZAICMPERER AL EELR,

HEASDMERA<6.3. X4 , A LAED B MR 2 Bl Ry Eh B &

1. T EBHERA
2. &=EMFERA
AR : SRR AURIEEMEAREBEMRE (ACE),

NHFBRAAZERHBEITANE. NRTHEEMBREINE , AIREEIEM,. EHwTS
TR E. ERACLI, 8% Haccess listin TEIUFEUEE , A% Haccess-grouptn & L FEX
BEBREINE, EASDM6IRESRAF , B EERAEEEIBECYBET N EH. EEEA
REBBZBENEHNRE,

EMFHERRBEIEMNEH,. M TAEBASDMHAHACL ManagerEBETHRE , ALEH
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Cisco Bo0

Inside-Foouter ; e
Cratside-Fonter = -

I'2.16.11.0 " 209.165.200.0

; ! Intermiet |

D= -F oater
172.16.2.0

IT2.16.1.0

FTRATEER , LUEERAASDMEL I FHEEE

1. i###Configuration > Firewall > Access Rules , A7 1% — T Add Access RuleiZf,

Configuration > Firewall > Access Rules
| add|+ = Edt + 4 S Ba@- qrnd
[" e Add Access Bule. .. ] Deskination
o .
;- [ 10,100 @ any
T = o T & any
= B irside (2 outgoing ruies)
1 4 & 172.16.10.50 @ any
2 & Ay & ary

~ _F' manage (2 implidt ncoming rules)

2 BENERENFEEENNE  UREYABTHEAE  SlMpermitdeny. AEE—T
Details 1z 1 LU R



#% Add Access Rule

e
Action: | @F‘amﬂ:}j i) Deny

SOUCE! any

Desbnation  &Bny

Serwice: io

-[ZH';E]@

Drescriphion;

[«] Enable Lagging
Logging Lewel; | Default v |

Hore Options o
—
Ll ok []| cocel || Hep |

&
 UTHEERBATHEEFERN TR : Interface — E L FHEBEEBRE NN T,
Action — HEEF R BIMIRERE, EMERAEE, Permit allow all matching trafficiliDeny
blocks all matching traffico Source — LIS EREMNIR, EATARE@EIPHE, W%, By
AR ST E Pt RAERR B REAPNEA—1E. 7S EADetailsiZ ihE 1218 LB IR,
Destination — W IEEREN IR, ERMARE@IPHbuL, B, BHABH A EHIPH IS
REREPAEM—1E, 7 SAEADetailsiZiHEIFIELEEIE, Service — MWRNAIFEEFEABLES
FEENRENRERRE. BEATUERSTE — BT RHENRKEAE,
. & — T Detailsizift#% , BT~ —ETSRERBHRNWIHRE, Eifinside-network , REIE
— FOK.



& Browse Source

% add [ £dt [f Delete L Where Used

F“:Et’:: | brev|
hame w L Te address Metmask Dezcriptice Chject NAT add
= IPwd Mebwork Objects
- g any 0.0,00 0.0.0.0
o7 inside-n,.. [172.16.11.0 |255.255.255.0 | I
-l manage, .. 10.77.241.64 255, 255,255. 152
- il outside-.., 209.165.200.0 255, 255,255,224
. ™ 20.1.1.10 20.1.1.10 25, 255,255.255
'_ﬂ. 172 16.... 172.16.11.1 255.855.255.255
L B 172,060, 172.16.11.10 255,255,255.255
= 172.16..., 172.16.12.2 256, 255,255,255

09,16, 209,165.200.10 255, 255,255,255

Selected Source

[ SOUrCE - ]Erﬂlde-retl.-'.lmhllzﬂ

U L e

4. 245K B EAdd Access RuleB O, 7EDestination#{ & Aany, 3% — TFOKM MR AR
AINELE,




% &dd Access Rule

Interface: “E'EIdE; v

Action: (¥)Parmit ) Deny

Source! I:inﬂda-netmrlq'i‘-! J B:

Destination | any B_

Service! io E]

Drescriptiom:

[«] Enable Lagging

Loggimg Lewel; | Default v.'
More Options b
.
[ ox [][ cocel J[ hep |

ERBVRARZAFISREAAR

TRUTHR , LEERAHBARAHEHERA

1. BERESHBBERE  RRRAMTALEERE-T
Confi > Firewall > Rules

‘o Add |+ 3 Edt [ Delete 4+ & ¥ E
'l. add Access Rule... '

I|j§5 Insert. .. i
B Insert After...

Insert ——= T —
2. 1&1ESourceMMDestination , A% 1% — T Servicel {1 Details 1% & LLiZ ## Protocol,



& Insert Access Rule

Intarface: “h;h:IE; v

Action: (&) Permik ) Deny

Sowrce! 172 162,10

Destnation  any

Service! ip

Gox

Drescriptiom;

Enable Logging
Loqging Leval: | Default v

HMore Dplions

L oc J| concat || ok

3. EEHTTPHE , AERE—TOK,



% Browse Service

4. BRIREER TEAGERAL BE,

—T TOKy USE#HFEUEE

harnne Protoced Saurce Porks Destingtaan Parks  TCMP Twpe Drescriplion
ner 323 bepr default (1-65535) 1720 -
ek hosteame bop defaudt (1-55535) 101
e default (1-65535) |80 _—
e betps bep default (1-65535) 443
Tk ident bep default (1-65535) 113 2
188 imapd bep defzult (1-65535) 143
. = bep defzult (1-65535) 194
@k kerberos bep default (1-65535) 730
e Hagin bep default (1-65535) 543
fiere keshell bep default {1-65535) 544
tei Mdap bop default (1-85535) 355
Tt [daps bop default (1-85535) 635
1t login bep default (1-65535) 513
R lotusnotes  bep default (1-65535) 1352
- pate fpd bep default {1-65535) EIS
{reEre rethios-ssn bope default (1-85535) 139
L geh rfs bep defzult (1-65535) 2049
i~ Tl rtp tep default (1-65533) 119
— Mk peanywh,,, bkp default (1-65535) 5631
|- riere pim-aubo-ro b default {1-65535) 496 ~
Salected Sarvice -
Service-» | hepyhito |
[ i j | Cancel

"BR# . (Service)RALEF T tep/httplfEAFTEE. &
ERVERE,



& |nsert Access Rule

Intarface: mdé v

Action: (&) Parmit () Deny
Source: 172.16.2.10 Eh

Destnation  any _G
B

Seryice! [#m ]

De=oripkion:
[~] Enabie Lagging
Lioggieg Level: Defalt v
More Dplions
Ll ok | J[ comat J[ +
5 =,

WIE |, BRI LB E K Inside-Network VIR AR B 2 BB R EF B A,

1 ; CceEss Hiue C
% add ~ 3 Edit [ Delete + 4 X Bz B - Q Find 554 Disgram (o] Export = (9 Clear Hiks £5] show Log &7 Pac
# Enabled Source Destination Service Sckion Hits Logging
= 8 DZ 2 imlicik incaming rules)
L & any & Any |ess seOwe Ne... I8 Ip # Parmi
P2 @ any @ zny - 0p @ Deny
= % inside (3 incoming rules)
P2 [+ @Y inside-natworkf24 & any I p o Parmic
3 & any & any >.-ip & Deny
= S manage (2 impleit incoming rules)
’ 1 & any & Any less secure ne... 3. ip & Permit
F.2 @ any @ any £ ip & Deny
- B ourside (4 ncoming rules)
1 [¥] @ any = 192.166.5.3 Tk smtp o Permiit
2 ] @any B 192.168.5.5 k- bitps o Permit
3 ¥ @any # 192.168.5.4 rét. domain o Permit
4 & any @ any 2. Ip @ Deny

AR FRERANEFFEFEE, TREZEBRNESEAERER  ASAEREENERERIEFE
EMAERAGELE , MRBLETE , AISEEXFERUNRE, CERFBBRAUG , eFa#
BHERAEEREEEM.

ERBHARARTRBERA

TRELESR , LEERAHBARACRMAETFHERA,

1. BEFECEREAHTBRANFERA , RAREAI T HREFEZEInsert After,



Lo tion > Firewall > Access Rules

dk add| - B Edie T Delete + & % By
g Add Access Rule. ..

2. ¥§EInterface. Action. Source. DestinationfServicet{Z , A& ‘R — TOKZ A LLHRER Al
MBS,

#% Insert After Access Rule

s

Ation: | (=) Parmit ) ) Dany

ooAECe: 72 18.3.20

Destination 192,168, 10.5]

SErvice: io

HED EED

Descriphion;

[«] Enable Logging
Logging Lewvel: | Default W

*ore Dptions ¥
T
[ ok []] cocel || hep |
BU BN EENGRARIEREEENHERA,
Confiquration = Firewall = Access Bules
@ add ~ B Edit [ Delete 4 & % B B8 - Q Aind B3 Disaram | Bport ~ @ Clear His ] Shove Loy
_# Enabled Souros Destination Service Action Hits L
= ,Ish:nmz {2 implicit incoming rules)
tol @ any & Any kess seourene... 2P p W Perrnik
1 2 @ any @ any i ip @ Deny
= B inside (4 incoming rules)
i1 M 172.16.2.10 @ any 1 hihp & Permit 0
[} 2 @8 inside-netwark)24 & any -i?F'eml:
|} 4 @ any & any it ip & Deny
| = S manage (2 implicit incorming rues)

BUEEEFHES
SERIELELS R | LMEFHASDM GUIBM EXFRFE,

1. i##ZConfiguration > Firewall > Advanced > Standard ACL > Add , A %i#Add ACL,



2 EEEBMARAMWBEANEE—EHT , AEE—TFOK.
& Add ACL %]

ACL Mame: -!IEI:_I

U_ox [J[ Concet |{ oo |

. BE—THRBHRIEE , REBEEFEAJD ACELUE AR BIFT B R LA RIEE.,
Configuration = Firewall = Advanced > Standard ACL

oadd - @f o fiocete + 4 ¥ B Wl

] Address Ackion Description

| addacL...

" [
| Fule Table Settings...

4. &$EAction , Y ¥5ESource address, MR EE  FE[EIEFIEEDescription, #—T "TOKJ L5

& Add ACE

Action: () Permi - ) Deny
Bodress: [172.16.1.11 E]:

Descrplion;

N

B 7 B B AR RE

AVAc$ - 43 '

RELFER  BUBESLEMSBRANBERSBEE,

dit

1. i##2Configuration > Firewall > Advanced > ACL Manager > Add , A% 1% — TAdd ACLi%#



Confiquration > Firewall > Advanced > ACL Manager

b Add ~|E Edit [ Dslete | 4+ & ¥ By @ -
&  addact.. T

-I-j fdd IPvE ACL...
+i Add ACE..,
=
&
#& Add ACL
ACL Namet 111 1
NN
2. BEVFRHBENER , REKE—TOK, i
. B—THEFREBE , AR EEAID ACELLE AR RIFE R LHREE,
Pl | & any
9| add AcL,..
| Add P ACL...
[# addace.. [

ﬂ; Fename SCL,..
Fule Table Settings...

4. 5EfXAction, Source, DestinationflServicel@{z , REMBOKLU TR M ER AN EE
f& Add ACE

Action: (%) Parmit: ) Deny

Source: 10.14,16.200 B
Destiration 192, 163,200, 10 BJ:
SErwice! udpy'domain| [:]-l
Crescriphion;
[¥] Enabie Logoing

Logging Lewvel; | Default w

*ore Dptions

T O

RETURRSEMHRRA , MBI

=l 111
1 0.4, 18,500 | a2 1&3,200.10 - domain % Permit

WEREREEE



AER WA RER G
#W¥EProtocol i LA I AR #6548
STRAT &5 BB S0 FRAS 48
1. BR—THRFECUNFBRL , ARZEERBME U EHBHR L,

# Enabled SOUrCE Deshination Serice Auctian Hits
= 5% DMZ {2 implicit incoming rules)

1 & any & Ay less securana.,, IR ip & Permit

FZ @ any @ any 1= Ip @ Deny

= B insid= (4 incoming rules)
L 172.16,2,10

. Add Access Rule...
2 @ irside-netvork 24 & an -til e Permit
3 ® 172.16.3.20 W yof 38| Insert.., b peemit
5 &P arny @ ar 4| Treert After.,, b Dervy
= B mansge (2 mpick incoming rules) IE' Edit...
E @ any D il BT Cote P Permit
X @ any @ an b Dy
= B cukside (4 iIncoming rules) ‘i' i Chri+
i & any m yof B3| Copy CUHC b perit
2 [ oany m 1o ISR - ' Pesmit
3 & any o §ed ﬁ : ' Permit
& apany D and gl Clear Ht Count... fp-Deny
iz showelog,..
¥ Packst Trace...
- Export ]
Rule Table Settings...

2. 2 — T Details % $f LA £ o B2 1tk 55 5 47 2 BA sk Y 1 2E

#% Edit Access Rule

Interface:  nside

Source! 172.16.2,10

Cestination  any

oo

Service: tep bt

Dizzcript om:

Enable Laggng

Loggineg Lewel;  Defsult e |

*ore Options

| i _] [ Cancel ] I Hel ]
J.UMRFBE , JLLEERHTTPUANEHE. MRRABE—EHE , IESEVYRBEHE,. B




FERRERNFBRANCENSEERBIHERS , EURKEFEFM. EEAJd>TCP

service group A2 S FT Y TCPRR# 48

#% Hrowse Service

X

18t B] SALAME [E] 75 U ML #TRYUDP AR 5 4E =

700 o e @ e | @
E,: Sarvioe Groug...
|E‘a TCP Seryioe Group... 'Epm“ | Destine
uzf-| DR Service Graup, ..
1 I TCP-LIDP Service Group... t(1-E5535) 443
w! ICMP Group. t{1-65535) [13
i E{1-65535) 143
t= M Frobocaol Group... (165535 194
i kerberos  bop default {1-65535) 750
Tt Hagn ] defalt {1-65535) 543
ICMP#E £, gt kshell kep defadt {1-65535) 544

4. EELBHEENER  EEAEEPEEHE , ARE—TAdIEEB B E A RIFMembers
in GroupiZE i, AIMMRBEERFTESEHEFEABBENKE, HEZ—HE, HEHREK

E# , B—TO0K,

& Add TCP Service Group

Drescript om:

(%) Existing Service/Service Group:
Marre
- Xk latusnobes

ik [pd
1or: nakhics-ssn

- 7g8- nnkp
oaE poanywhere-data
Fi pinrauto-rp
T2 paps
1 pptp
Mgk rgh
- ks
Tx: sip
= salnek
- M SUNFRC
Tk Eacacs
rer- balk

{3 Create new member:

Port/fange:

Members in Group:

FMane

- N kg

-~ fi https
Ter pop3

- Bepione

[T o J)[ cCencel |[ Heb |




5 BV REETETCPIRMEMAEER TR, R— T OKZMIR[E FEdit Access RuletiR &

ic3

Hrowse Serice

% Add - [ Edt [ Delste QL Where Used

Fiker: |
Hame Pratocal | Souros Ports
i L@ ureacha.., lcmp
-l 2 ah
- il AT Eigrp
nide &3P esp
- il R are
- @ icmp lcmp
Ef- mps icrpt
e D igmp
ok QD igrp
R o Ip
-k ipinip ipinip
L i ] s
L ok, oepf aspf
- pop pep
ks, pim pirn:
- JL srp np
Lk tep ke
wit- udn I.I'l:||:l

| TCP Sarvice Groups

[

Selected Service —

e

De<tination Ports  TCMP Type

3

Descripbion

6. B LLES "HRH. MUEREMELNRBE. H—T "OKL UZEKMmE.



@& Edit Access Rule

Interface:  mside

.........

Source; 172.16.2,10

O

Desbnation  any

[ERj|E} B

SEritE| Alave-Parks

Ciescripkion:

I+ Enable Logging

Logoiglevel: Defsult |

*ore Options

T T

7 BBEBBERSEREEL  UEREFEABGE.

(1] Al = Access Rules
o add ~ [ Ede [ Detete 4+ $ ¥ En B - Q Fnd B Dlagram | Export = (# Clear His 5] sho
I # EnEI::Ial:I_S-:lur-:B Diestination Servios Sickion Hits
= _ﬂ' DME (2 implick incomng rules)
[ 1 P any @ Any less secwre ne.., 1 0p W Permik
i 2 @ ey & any Ik ip & Deny

|= 5 insde H I11I:I:II'|1-II'H:I rulﬁl’l

[{ 2 |_| _!Ehnslde-r'_etw:tﬂzq @ any IF-ip w” Ptk

l1 3 = 172.16.3.20 = 192 166.105 1E.ip TCP Group: SloveFarts
E ; @ @ - TCP: hixp (80)

i i} bl W ITop: heeps (4430

|: _F' manage {2 implick incoming rules) TCF: popd (110)

[ it & arvy &P Any less secure ne.., e jp| LTCPismip ':?5':'

! 2 @ oy @ ay P £ Deny
|= ¥ outside (+ incoming rules)

i [l B arva ™ 197 16R &3 i b ad? Darend

ﬁESource/Destlnatlonﬂ{S‘LL)\El'LNetwork!‘]‘ﬁﬁﬂ

HREFARBLHRBENELNEE, BEUNEREAE—REE | JTUEE@FACERFERHER
18, A5 Bl AEEE RE AACE, E_&T%%EZHU EE@RUHR, EASDMITE B, HRE
BEEHR , HREBEBRRERE,

BERRUTEE

1. 1### Configuration > Firewall > Objects > Network Objects/Groups > Add , ABE—T
Network Object A2 37 3TV #BE ¥ R,



2. 8 EName. IP AddressFINetmaskifi{z , RE%

& Add Network Object

E3

Marne (optional): II_rtEani-:II:I

1P Address:

hietmask;

|255.255.295.255 ¥ _

Dscriplion: |

e e iy

LL o

|[ Cancel ][

Hep |

Configuration > Firewall = Obhjects > Network Dbjecks /Groups
i add - | cor W oele: | @
Wl Network Object...
@{ Metwork Object Goup... B Netmack
=+ TP Metwoed Ohjects
@ any 0.0.0.0 0.0,0.0
) DMZ-network 172.16.1.0 255,285, 25t
[l inside-netwark 172.16,11.0 255.255.2%
~ mf manage-netwark 10.77.241 54 255.255. 2%
~ il outside-retwork 209,165,200.0 255,255,25
@l 473 65 1 9 172161 2 JELC 2CC X
_-FOKO

JHMEVHWHEBRHRAIUEHRFEDRER, #2—T "OKL (H#E).
Configuration = Firewall > Objects > Metwaork Objects /Groups

@ ndd - [ Edt [ Delete € Where Used

Bl Triternal-37

255,265,255, 192

) mansge-network 10.77.241.64

Fiker:

Hame «1 1P Address Matmask [

= IPvg Mebaoek Ctl]Eﬂ:E

| & any 0.0.0.0 0.0.0,0

| M DMZ-nebwork 172.16.1.0 255,255, 255.0

i il inside-netwerk 172.16.11.0 255.255.255.0

| reeend-10 172.16.11.10 255.255,255,255

! -3 Trternal-12 172.16.11,12 255,255, 255,255

8 Inkernal15 172.16.11.15 265,255, 265,255

& Irkernal-24 172.16.11.29 255,285, 285,255

- Ireeena-26 172.16.11.26 255,255, 255,255

4. jZ#ZConfiguration > Firewall > Objects > Network Objects/Groups > Add , A& IZ—T

Network Object Group LA 37 #7#Y 88 B R 40

Confiquration = Firewall - Objects > Network
@ add -|F Ede [ Delete © Where Used
8| Hetwork Object, .

IIE Metwark Object Group., .,

[ Z1- TP ebwork Objects

@ any
it DMZ-rebwoek:

0.0.0.0
1721810




5. FEMBHRNITABENERENEERTRE, BEEEERER , ARER—TAdd%KiE

, AEEMRAFEINBREREANKE, CAEREIENBUPEEERRE,

(Groap Wamme: a8 ttsenatusts |

Description:
(&) Evistinng hietwaark Objects) Groups Piitegr s i GroLpe
Mlare = 0 [P Addnes ek [Dessaif L ] [P iy kpeafin Legh
[= By Rebwork Obincts A L Irtemnal-10 2
i any 0.0.0.0 0.0.0:0
[ D natve.. I72.16,1.0 e s
% irside-nat... 17216110 25525 250

B ttemal15  172.06,11.15 255.755.755.255
B [nbemalz4  ITLIEL124 255255, 255.255
o ntenal28 1T 06 1136 255.755,. 795265
B t=malir 17161132 255755755155
o ranage-r,.. 10.77.241.84 255.255,255. 157 "
_ﬂ'nl.tﬁﬂ-nl-.- 200165, 200.0 255.295,295. 192 Add =5
M 1720603 1721613 255 %5 555 26E ;
N 1720604 17RIBLA o i Bi o W
o 7605 17LI6LS 255.255,295.255
M 17206200 172.18.2.10 255295 255 25E
B 1506850 192.188.5.3 28588, 755 258
oy asm e AN ST D Jd DD TEL ROT IED r
14 ]
(") Creste ress betwrk Ctject member:
Mame: (optional) [
Type: Hetsoth -
1F Addrdgs:
Firtrach: I95.255.295.0 -
Desription: £
[ o || caweed || b

6. BATE R EMBRER , #B—TOK,

0E Add Hetwnrk Ohbije

Group Name: | Al-Intemal-Hists
Description: |
(%) Existing Matesrk Cibfects}Groups: Members in Group;
i 11 Taddem | nemek | Des | Hame [ Address Hetmask
(= 1P Metwpark: Objects ! B [rtemaki0 172.16.01.10 255.255.0
G any 0.0.0.0 0.0.0.0 = Intemnal-i2 122.16.11.12 255.595.2
e D et 172.16.1.0 255.255,255.0 & temak1s 172.16.11,15 2552555
w8 ircidenet,,, IT2LELLD 55,755, 255.0 = ntemal-24 172.16,01,24 255.255.2
¥ manage-n,.. 107724064 755.255.255.192 = Intemal-25 172.16.01.26
-l oubside-re, .. 209.165,200.0 256265, 7565162 5 Trternal-52 1724681 2
b 16 I7RIGLE 255,255, 255,255
o7 e84 172164 255,755, 255,255
M 17zi6.0.5 1TRAELE 266 205 256 JEE
B o1rzae200 17216210 255.255,295.255
= o197.163.5.3 19216853 55,256, 255, 255 Ak
B jor 163,58 19216054 255,205, 255, 265
B 15216855 192.168,5.5 755,755,255, 255
I Y
Lo | || concd || Heip |
—




BREA SRR A RE.

B 19z7.163.5.4 192, 160.5.4

Ll 192.168.5.5 192, 168.5.5
=166 Network Objects

@ any

(= 1P Metwark Objeck Groups
B o= Al-Inkernal-Hosks

w8 Inkernal-l Internat-15
Internalk-24
Interna-z6
Interna-32

7. FEBUEERREHRNREFEBFEN TR/ BEERLY , FE - THRBEHBERA
Configuration > Firewall > Access Rules
& add « [ Edt [ Delete + & X Bz B - Q Find 55 Diagram [JE
# Enabled Source Destinakion Service
_F DMZ (2 implick ncoming rules)

1 & any &P Any less secure ne.., F-p

' 2 @ any @ any FY

E ._" inside (3 incoming rules)

E 1 = 172.16.2.10 = i Allow

, RRBEFRE,

Po3 Eqﬁ B Add Access Rule... -E =

|:| _Fmanage {2 Implit inc i Insert...

; 1 g *1 Insert After, .. ... IE P

2 153 |E Edi. . 2 )

:I ':Fm fl::| ‘ﬂ ﬁ: Delete g
2 i @ & : cu ek ek hetps
= =l A d EED Conw Fele™ N

8. R# S EEREdit Access RulefR &, 3% — T Sourcet i #Y Details iz & i 1T1& Ko



f& [dit Access Rule

nside

Interface:

Souroe! irside-network[24
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