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0 S50 VPN Wizard
F SSL YPH Wizard

55L ¥PH Connection Type {Step I of 6)

The seourity spplisncs pravides Seoure Sockek Laver (S51) ramobe socess conreckniby fram smosk sy
Iriesmist-enablad kocakion using only & ¥Web bromser and &5 native 550 enoryobion, The saouity
appkance provides beo different bypes of S50 YPH connedion,

Flease s=lect the bype of 551 WP connechion fo configure:

The securky spokance slows S5L-enabled veb E' o U
browesers bo aocess HTTP of HTTPS web sarvers ona g
portal page, butseted
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0= 550 YPH Wizard
¥ 85L VPN Wizard
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]

S5L ¥PM Intetface [Step 2 of &)

Provide & connection name and the interface that 551 WAN wsers connect to.

———
Connection Hame: (:;[est :‘)
="

The interface ussrs access For S50 YPM connections.

551 WP M Intesface: C‘_ oueside v :}

Digical Certificats
When users conrect, the securily spplisnce sards this digital certificate ba the ramobe web brosser
ko authenticate the A5A.

Cartficate: — Mirie -- wr|
Connechion Group Sethings
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B S5L VPH Wizard Fx
F esl VPN Wizard User Authentication: {Step 3 of 6)

The securty appliznce supparts authentication of uzers by an externzl A server ar local uzer
accounts. Speify hoe the secunty appliance authenticates users when they ogin,

7 Authenticate Using & AR Server group

Aoy Sarvar Groud Mane: Mew.,

ME&E using the local user datg?ﬁ_ha::b
User te be Ackded .
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@ 5L WPH Wizard &)

¥ SSL VPN Wizard Group Policy (Step 4 of 6)

A groug pelicy & a colleoton of user-oriented atributefvalue pairs, Unless assioned to & specific group
poficy, @l users are members of the default group policy (DFISrpPolicyd, Thersfore, configuring the
diefault group policy lets usars inhark altributes that you hawe not canfigured &t the indvidual group
poficy oF usoemame level,
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@ 5L WPH Wizard i
F esL VPN Wizard IP Address Pools and Client Image - AnyConnect ¥PH Chent Connections Only (Step 5 of 6]

The securly applisnce dowrloads the Armifannect WPN Chent bo remate wers when they conrsct, The
chent sef-installs, uses 550 or DTLS encryption for thie duration of the connection, and alkavs full access
b resauntes on & cafporsbe nebwark, The remote PC becomss part of the corporate network.

P Adckess Pool

Create 2 new address pool of sedect an existing address pool, Remobe PCs are assigned addresses
from the pool when bhey connect,

IP Address Pack: ~ E Hm-D

Sddress Pool Fange:

AreeConnect YPN Clent Image Location

[entify a file In flash memmory as an dnpConneact YPN Ciant image. The security applance expands
the file and loads it inka cache memory For dawnloading bo remate users.

Lacation: I i[ Brossse. .. ]
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Z B newpooliR M Wt EIE £ 192.168.10.40-192.168.10.50,
@ Add IP Pool

Marme: newponl

Starting IP Address: 192,168, 10,40

Ending IP Address: 192,165, 10.50

Subnet Mask:

! ] 4 P iZancel J| Help |
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W SSL VPN Wizard =
F ssL VPN Wizard IF Address Pools and Client Emage - AnyConneck ¥PY Client Connections Only {Step 5 of £)

The secwity spplisnce downlosds thes SnyCernsck WP ient bo nsmobs users when they connect, The
chent caf-imstale, uses 551 or DTLS #ncryobion for the duration of the connection, and slloes ful access
b0 PEEOUFCES 0N & CoFporake netpork, The remobe PC Dacomes part of the corporate netvaork.

IF fdddress Paal
Creste A new address pool or select an existing addness podl. Remote PCs are assigned addresses
From the pool when theay cannect,

1P ke Pocle  Inewsool v

Adebess Pool Rangs: 192168, 10,40 - 192, 168.10.50

ArpConrect YR Clent Tnage Locaton

Iderttify & fie in flash memary &5 an ArpConnedt YR Chiank mage, The seowity sppliante axpands
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B Add S5L YPH Client Image

anvConneck Image: |

| 2K, | | iZancel | | Help |

10. ¥ — T Browse Local Files A iZZssl|client.pkgtE RFF7E Y B %,
B Upload Image

IUpload a File From local computer ta flash file system on the device. The upload process might take a
Few minukes, Please waik For the operation ko Finish,

Local File Path: | KL_ Browse Local Files. ..

Flash File Svstem Path: | ] [ Browse Flash, ..

[ IUpload File ][ Close J[ Help

11. #—T "Upload File. , #§FTiEE R L EFIASARREIGCRERE,
B Upload Image

IUplaad a File from local computer ta flash file system on the device, The upload process might kake a
Few minutes, Please wait For the operation ta Finish,

Local File Path: C:Documents and Settingst jkammer aiiy Du:u:urnni Browse Local Files, .

Flash File System Path: Ediskﬂ:,l'ssln:lient-win-l 14,179, pkig | [ Browse Flash, .

@:a_dilejj}[ Close || Help |

g% Status

Please wait while 450M is uploading the file, The upload

E process may bake a few minukes,

Zompleted transfer of 360,448 bwtes ouk of 418,765 bytes




= Information

@ File has been uploaded to Flash successfully,
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F ssL VPM Wizard IP Adddress Pools and Client Image - AnyConnect ¥PN Client Connections Only {Step 5 of 6}

The seowity sppliance dovwiloads the SnyCennsct WP Chent to remobe users when they conmect, The
chent saf-installs, ses 551 ar OTLS enaryabion for khe duration of the conrection, and slles ful access
B0 FESOLFCES 0N 3 Corporake network. The remobe PC Decomes paet of tha corporate netwaork.

[P Acddress Paal

Create A new address pocl or select an exsting address pool. Remate PCs ame assigned sddresses
From the poold when thay cannect,

1P Address Pocls  Inewsodl v [ hew. |

Address Pool Ramgs: 19216810040 - 192.168.10.50

ArepConrect VRN Clent Tmage Locaton
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B S5L VPN Wizard

F 85L VPN Wizard summsary (Step & of 6}

Sefectad Featunas:
Connection Mame:
SEL WP Inkerface:
User duthertication:
Group Policy:

TP Address Pool:

S5L WPM Client
Test

oukside
LOCAL
arppolicy
newpoonl

x|

oed hawe craahad 3 551 WPN carnection with Falowing stributes:

S50 VPN Cliank Location:diskn:/ sslclient-win-1.1.4.1 T9.pkg

veot = 1| Fnish )| cancel | [ hei |
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ciscoasa

ciscoasaf#fshow running-config
: Saved

ASA Version 8.0(4)

!
hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 209.165.201.2 255.255.255.224
|

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.100.2 255.255.255.0
|

interface Ethernet0/2

nameif manage

security-level 0

ip address 10.1.1.1 255.255.255.0

|

interface Ethernet0/3

shutdown




no nameif

no security-level

no ip address

!

interface Ethernet0/4

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/5

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

access-1list nonat extended permit ip 192.168.100.0
255.255.255.0 192.168.10.0 255.255.255.0

access-1list nonat extended permit ip 192.168.10.0
255.255.255.0 192.168.100.0 255.255.255.0

!--- ACL to define the traffic to be exempted from NAT.
no pager logging enable logging asdm informational mtu
outside 1500 mtu inside 1500 mtu manage 1500 !---
Creating IP address block to be assigned for the VPN
clients ip local pool newpool 192.168.10.40-
192.168.10.50 mask 255.255.255.0

no failover

icmp unreachable rate-limit 1 burst-size 1

asdm image disk0:/asdm-615.bin

no asdm history enable

arp timeout 14400

global (outside) 1 interface
nat (inside) 0 access-list nonat

!--- The traffic permitted in "nonat" ACL is exempted
from NAT. nat (inside) 1 192.168.100.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 209.165.201.1 1

!--- Default route is configured through "inside"
interface for normal traffic. route inside 0.0.0.0
0.0.0.0 192.168.100.20 tunneled

! --—- Tunneled Default route is configured through
"inside" interface for encrypted traffic ! timeout xlate
3:00:00 timeout conn 1:00:00 half-closed 0:10:00 udp
0:02:00 icmp 0:00:02 timeout sunrpc 0:10:00 h323 0:05:00
h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 timeout sip
0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00 timeout uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy http
server enable

!--- Configuring the ASA as HTTP server. http 10.1.1.0
255.255.255.0 manage

!--- Configuring the network to be allowed for ASDM
access. ! !--- Output is suppressed ! telnet timeout 5
ssh timeout 5 console timeout 0 threat-detection basic-
threat threat-detection statistics access-list ! class-
map inspection_default match default-inspection-traffic
! | policy-map type inspect dns preset_dns_map
parameters message-length maximum 512 policy-map
global_policy class inspection_default inspect dns
preset_dns_map inspect ftp inspect h323 h225 inspect
h323 ras inspect netbios inspect rsh inspect rtsp
inspect skinny inspect esmtp inspect sglnet inspect
sunrpc inspect tftp inspect sip inspect xdmcp ! service-




policy global_policy global ! !--- Output suppressed !
webvpn
enable outside
!--- Enable WebVPN on the outside interface svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1
!--- Assign the AnyConnect SSL VPN Client image to be
used svec enable
!--- Enable the ASA to download SVC images to remote
computers group-policy grppolicy internal
!--- Create an internal group policy "grppolicy" group-
policy grppolicy attributes
VPN-tunnel-protocol svc
!--- Specify SSL as a permitted VPN tunneling protocol !
username cisco password £fIRPGpDSOJh9YLg encrypted
privilege 15
!--- Create a user account "cisco" tunnel-group Test
type remote-access
!--- Create a tunnel group "Test" with type as remote
access tunnel-group Test general-attributes
address-pool newpool
!--- Associate the address pool vpnpool created default-
group-policy grppolicy
!--- Associate the group policy "clientgroup" created
prompt hostname context
Cryptochecksum:1b247197c8££f70eedd32c13fb037854e : end
ciscoasa#
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