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©L, Cisco ASDM 6.1 isco

Cizco ASDM 6.1(3) provides an intuitive graphical uzer interface that makes it easy to =et up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.
» One desktop shortcut allows you to connect to multiple Secunty Appliances.

[@ | Install ASDM Launcher and Run ASDM I

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.

® Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,
step by step, the intial configuration of your secunty appliance.

|  RunASDM | |  RunStartup Wizard |

2. ¥ — T Download ASDM Launcher and Start ASDM , TEHASDMEFRERNNLZERER,
3. THASDMEBEHERNR K BERETSEENSER  UEZEHENEITCisco ASDMEAEIRER

4. ABERAnttp -HPHENTENIPHY  URFEHEZSBNZRE (MREEE ). LHEHIFE
Fcisco1231EAERER® , cisco123EA R,



B% Cisco ASDM Launcher ¥1.5{30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dema Mode

| Q. || Close |

5. 8 & FiEiEWizards > IPsec VPN Wizard,
B Cisco ASDM 6.1 for ASA - 10.77.241.111

File “iew Tools | Wizards | Window  Help

@ Home E‘-' ol —atartup Wizard,.,

IPsec WPM Wizard...
Device List I E— 1.

e
S50 WPMN Wizard, ., K
g Add ﬁ Delete
High &vailability and Scalability Wizard, ..
i = 10,77.241.10

- TRl10.77.241.1 Packet Capture 'Wizard. ..

6. iZ#ZRemote Access VPNBRE R B W R CBIBEERTEVPNRERENE , RARE—T
Next ( M1 ~FIR ) o




= YPM Wizard h
d VPN Wizard ¥PN Tunnel Type (Step 1 of ..}

WEM Tunnel Type: Sita-ta-Sin VPN

LIL'H:I!I

Lise Hhiz wizard bo configure new ste-to-site VPR bunnsls or niew remoks access VPN tunnels. A
tunnel between bwo devices is called & site-to-aite bunned and |5 Bedirectional, 4 tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creakes basic tunnel configurations that you can edit lster using the 450N,

() Ske-to-Site %J? @ﬁﬂ

Refrabe

ucal
[*) Remote Acoess

WPMN Remdabe Access

Htlﬂntn:

WPM Tunnel Interface: |Dur~:-:|e W

I Mext =

o Friable inbound TPsec sessions bo bypass rkerface access lisks. Group policy and per-asar |
puthiorization sccess isks shill spply tobhe beaffic,

o | (o) ()

7. BEBVPNEEIRAER , TR
= YPH Wizard
d VPN Wizarnd Remote Access Client (Step 2 of ...)

WEM clierk For this bunnel,

WH Clienk Type:

(% Elsco WeR Client, Felease 3.% or higher|

o other Easy VPN Remote product

() Microsoft \Windows client wsing LETP ower [Psec

| = Back || Nexf =

B2 1® T Cisco VPN Client, 3% "Next.

Remoke aocess users of various bvpes can open VPR bunnels to this 854, Select the type of

T3

8. HAREREBNEE. BAREANSARBEET  DARHPYRERSSH, AROIHE



E’\Jﬁ#\% &8 Rcisco123, ARl E FHRYBRE R 2 T Acisco, & "Next.
= YPH Wizard

¥ veN Wizard ¥PN Client authentication Method and Tunnel Group Mame (Step 3 of ..}

The ASA allows vou bo groun remabe access bunnel users based on common connection parameters
and chent attributes configured in the subsequent screers, Configure authentication method and
bummel group for this remote connection. Use the same tunnel group name for the device and the
remobe client.

Authertication Method

(¥} Pre-sharad key
Fre-shared Key:  |ckcol23

() Certificats

Certificate Sigring Algorithm:  rea-sig
Certificate Name:

() Chalenge/response authenbication (CRACK)

Tunnel Group

Turnel Group Mame! | Geeg|

—

[<sack [Cnegt> ]

9. %E%E%ﬂst&ﬁﬁ%ﬁﬂ@ﬁﬁ% \EHAAARIRESERFRIGEAE. TXK : BULIESE
100 SR EFGR A EREERE, FE : GBNMAFEHAASDME B/ ZBAAAR RS A K
B, F2BEBASDMAVPNEE A E A BPIX/ASA 7.xF B NS #E A RS A & RH.
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B VPN Wizard X
d VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
¥ou can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe s new one using the e button below.

To manage &l obher 858 setbings, go bo Configuration > Device Management > Users A8% in
the main AS0M window,

(%) puthenticate using the local user datsbass

(:} Authenbicate wsng an Q80 server group

A48 Server Group Mame:

10. RUCEHESBAMENEER K ARKR—TAdUEFERESHRBEERENEFHFERE.
2 "Nexts (T—%). 28 TEREAEPMBRRELAE. EASDMEREFIEE
Configuration > Device Management > Users/AAA > User Accounts , SAfR¥E & Bl EF R

BiREHEHEREREHMER,



B YPN Wizord ]
d VPN Wizard User Accounts  (Step Sof 11)
Add new users inbo the user authentication database. To edt existing ertries inthe database

o ko remove them From the database, go to Configuration > Device Management =
Usersfasf = User Accounts in the main ASDM window,

User ko Be Added

Lsarmame:

ciscof | Add >>

P rd {optional):
assward fepsensl)

Confirm Passvord Coptional):

| < Back || Mext > ]l
FEIR— T New L B I FHIPH,

1. EEEEHREDBIGIRRVPNE B im Y A 1kt |
= YPH Wizard
d VPN Wizard Address Pool {Step6of 11)

Eriter a pool of locsl addresses to be used For assigring dynamic IP addresses to remobe VPN
clents,

Tunnel Group Mams : CkCo |

e I
| »

(<ot J et > )
12. EZEE AAdd IP PooltV IR B+ |, RHHEF , ARIZ—TOK, IPHNBEERIPHIER




B Add IP Pool

Mame:

wpnpool

Starting IP Address:

192.168.1.1

Ending IP Address:

192,165,1.254

Subnet Mask:

(]9 %J Cancel

Pt 41k ¥4 B 5

13. EREREBE S BIGERKVPNEFinf ANt uth® , R—TF—F,

= YPH Wizard
¥ VPN Wizard Address Pool (Step 6of 11)

clenks.

Eriter a pool of local addresses to be used For assigring dynamic IP addresses to remobe VPN

Tunnel Group Name : CisCo
Pool Namre: vpnipool w |
Pool Settings
Range Start Address: 192, 168.1.1
Range End Address: 192, 168.1.254
Subniet Mask: 2595.255.255.0

| < Back |[ et ;Ell f

14, THE - S5 B FEBVPNE S GDNSHWINS ABEE AR ERHE.



B YPN Wizard Ed
d VPN Wizard Attributes Pushed to Client {(Dptional) (Step 7of 11)

Artribubes you configune below are pushed to the VPN chent when Ehe dient connecks ba bhe
A54, IF wou do mok wank an atthbube pushed to the chent, leawve the corresponding field blank,

Tunnel Group: [

Primary DMS Server:

Secondary DS Server:

Primary \WINS Server:

Secondary WINS Sarver:

Diefault Domain Mame:

e

15. B EIKEW G| & , ttTBAIKERER1, BEMBNRESBATEHEAT. B2 , Cisco VPNEFif
SEHABCEREERNERE. Rt , FFRPCLEFHEITIKERE,
= YPH Wizard

¥ VPN Wizard IKE Policy (Step 8 of 11)

Select the encryption slgorithm, authertication slgorithm, and Ciffie-Helman group For the
desaces bo use to negotiate an Intermet Key Exchange (IKE) seourity association betweesn
kthem. Configurations on both sides of the connection must mabch exacky,

Encryplion; DES - |
austhentication: L - |
Ciffie-Helman Group: | 2 L

| < Back Ne:tt




16. LR BB R EERINBRENEE, MREHKRERES , 5% — TFinish,
= YPH Wizard
r VPN Wizard Summary (Step 10 of 11)

Yol have cresked & Remobe Accesa VRN tunnel with the Falowing attributes:

WP Tunniel Interface: Outside
IPserc suthenticstion uses pre-shared key; ciscol23
Tunnel Group Mame: cisoo
Drefauk Group Policy: cisco
User sukhenticabion using local user database
M users crested in the local database: cisco
Bood of [P addresses For WP chenks: wpnpool
{192.162.1.1 - 192, 168.1,254)
IKE Policy Encryplion | Authentication [ Diffie-Helman Group: DES | MDS | Group 2
Internal network elements sxposed o remobs VPR users wthout MAT;

arry

Sgiit tunneling: disabled

Pesfect Forward Secrecy (PFI): enabled
Diffie-Hellman Group: 1

'Flnmu-:anca | [ Hep |
|

fE HASDMEL RASA/PIXBINAT A ILVPNE Fifk i ik

SERIATHER , LEREAASDMELEC Cisco ASAZINATALEVPNE Fimii & :

1. i##£Configuration > Firewall > Nat Rules , A% 1% — TAdd, 7£ FHALEER | EIEAdd
Configuration = Firewall > NAT Rules

g Add ~| B cdc T 1+ +

" Add Skatic MAT Rule...

.ﬁ.dq{)ynamic MAT Rule. .

Add MAT Exemnpk Rule. ..

.

Add Stakic Policy MAT Rule. ..

E

fdd Crynamic Policy NAT Rule. ..

s

4
Dynamic NAT Rule,
2. 7£Add Dynamic NAT RulefR B+ , iZ1ZOutsidefE AN HE , A% E — T SourcetE 55 (Y 2| B 12 41

o




& Add Dynamic HAT Rule

Original

Interface: |ECN&l=

SoLrce %

Translated
Select & ghobal pool for dynamic translation,
Fool ID Interface Addresses Pool
0 {outbound) Same as original sddress (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

[ Ok I | Cancel | [ Help ]

3. #£Browse SourcetiEH | BEBEENMREBER , WESelected SourceBn Ti&Esource , A
BR—TOK, LLEEEIET192.168.1.08KEH R,



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' [
Harme “1 1P Address Metrmask Description
= Network Objects
L@y any 0.0.0.0 0.0.0.0
- inside-network  172.16.1.0 255,255,255.0
- afh Outside-network 10.10.10,0 255.255,255.0

O 192.168.1.0 192,166.1.0

Selecked Source

192.1668.1.0/24

[ Cancel ]

4. % —T "Manage. -



& Add Dynamic HAT Rule

Criginal

Interface: |ECi&l=

Source! | 19268.0.0 QL

Translated
Select & ghobal pool for dynamic translation,
Pool ID Interface Addresses Pool
0 {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

[ Ok I | Cancel | [ Help

5.7 "EELEMM, REP , EH—THHE,
B Manage Global Pool

df odd| @ cdir T

Poal ID Interface Addresses Pool

6. F£Add Global Address Pool#REH , i##ZFInsidefE Ainterface , #E2/EAPool ID, LI |, 5
TR EiZHPAT using IP Address of the interface({# F /T E Y IP#b 1t Y PAT) 55 B 1Y 851 3% 4R
#—TAdd>> , R#EE—TOK,



& fdd Global Address Pool

Interface: |in5i|:|e W |

Pool ID: |2 |
IF Addresses ko Add Addreszes Poal
() Range = linside

() Port Address Transliatlnn (PAT) |

@ Port #ddress Translakion (PAT) using IP
fiddress of the interface

[ QK Cancel ] ’ Help

7. BESEMMIDA2 (EL—FTHEE ) R , HF—TOK,
8% Add Dynamic MAT Rule

Origiral
Interface: | Outside v |
Source:  |192.168.1.0/24 B|
Translabed
Select & ghobal pool for dynames translakion,
F'l:n:l D Interface Addresses Pool

{outbound) Same as origingl address (denrity)

9

Connection Settings

| GKE i| Cancel || Help |

8. B , #H—TApply , BEERAEIASA, EXREIATHEE



Configuration > Firewall > NAT Rules

Service

Q, Find [54 Diagram &

Translakted
Interface

Addre:

dadd - @ i 1l ++ ¢+ B
' Griginal
# Type
Source Destination
B Oukside (1 Dyvnamic rules)
1 +{} Dynamic A 192.166.1,0/24
=l inside {1 Exempt rdes, 1 Dynamic rules)
1 =¥ Exempt @ any al 192,168.1.0/24
2 1iEE Crymiarmic @ any

£ |

[ ] Enable traffic through the firewall without address translation

[ Apphy '\J_ Reset l

inside

(outbound)
Cukside

Bl insic

B3 Out

£5 FI CLIZASA/PIXIEL B 538 i VPN il BR BS 1 A SENAT

HEASAKR LE{TERE

Cci scoasa#show running-config

Saved

ASA Version 8.0(3)
!
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
!
interface Ethernet0/0

namei f Qutsi de

security-level O

i p address 10.10.10.2 255. 255. 255. 0
!

interface Ethernet0/1




namei f inside

security-level 100

i p address 172.16. 1.2 255.255.255.0

|

!

passwd 2KFQhbNI dI . 2KYQU encrypt ed

boot system di skO:/asa803-k8. bin
ftp node passive

access-list inside_natO_outbound extended permit ip any
192.168. 1. 0 255. 255. 255

0

pager lines 24

| oggi ng enabl e

ntu CQutside 1500

nmu inside 1500

ip local pool vpnpool 192.168.1.1-192.168.1.254 mask
255.255.255.0

no fail over

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 615. bin

asdm hi story enabl e

arp timeout 14400

nat -contro

global (Outside) 1 interface

global (inside) 2 interface

nat (Outside) 2 192.168.1.0 255.255.255.0 outside
nat (inside) 0 access-list inside_natO_outbound

nat (inside) 1 0.0.0.0 0.0.0.0

route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1

ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout uauth 0:05:00 absolute

dynami c- access-policy-record Dflt AccessPolicy

http server enable

no snnp-server | ocation

no snnp-server contact

!--- Configuration for IPsec policies. !--- Enables the
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ESP-DES-
SHA esp-des esp-sha-hmac

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-
hmac

crypto dynamic-map SYSTEM DEFAULT CRYPTO_ MAP 65535 set
pfs groupl

crypto dynamic-map SYSTEM DEFAULT CRYPTO_ MAP 65535 set
transform-set ESP-DES-SH

ESP-DES-MD5

crypto map Outside_map 65535 ipsec-isakmp dynamic
SYSTEM_DEFAULT_CRYPTO_MAP

crypto map Outside_map interface Outside

crypto isakmp enable Outside

!--- Configuration for IKE policies. !--- Enables the
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and !---
Policy details are hidden as the default values are




chosen. crypto isakmp policy 10
authentication pre-share
encryption des

hash sha

group 2

lifetime 86400
crypto isaknmp policy 30

aut hentication pre-share
encryption des

hash nd5

group 2

lifetime 86400
telnet tinmeout 5

ssh timeout 60

consol e tinmeout O
managenent - access i nsi de
threat-detection basic-threat
threat-detection statistics access-1list
group-policy cisco interna
group-policy cisco attributes
vpn-tunnel - prot ocol | PSec

!--- Specifies the username and password with their !---
respective privilege levels username ciscol23 password
ffIRPGpDSOJh9YLg encrypted privilege 15

username cisco password f£fIRPGpDSOJh9YLQg encrypted
privilege 0

usernane cisco attributes

vpn- group-policy cisco
tunnel -group cisco type renote-access
tunnel -group cisco general -attributes
addr ess- pool vpnpoo

def aul t - group-policy cisco

!--- Specifies the pre-shared key "ciscol23" which must
!--- be identical at both peers. This is a global !---
configuration mode command. tunnel-group cisco ipsec-
attributes

pre-shared-key *

|
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic

|

!

policy-map type inspect dns migrated_dns_map_1

par anet er s

nmessage- | ength maxi num 512

pol i cy-map gl obal _policy

cl ass inspection_default
nspect dns mgrated_dns_nap_1
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp




: end
ci scoasa#

service-policy gl obal _policy gl obal
pronpt host nane cont ext
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5cb464elf df 3

R

EHEBCisco VPNEFimE#E 2ICisco ASA , UUEBASAEBEERE K,

1. % —T "New. »

# ¥PH Client - Version 5.0.03.0530

Connecton Enfries  Status CerbFicates Log Opbors  Help
75 (4 5 X alvaln
Cannect M It Aoy Dlete CISCo
Conrection Enlrizs ]l:erlih'cates | Log ]
| Connechon Entiy | Hoszt Tranzport |
kot connected,

2. ERMERNFMEEN. HostlU L AE S TAEER Cisco ASAN P F A, EH D
REEFLARSBRATERANEARYE, THEE—TSave.



[~

# YPN Client | Create New YPN Connection Entry

Connection Entry: |M P Chent

B NI
Descriptior: | CISCO

Host [10.10.10.2

Authentication lTranspnrt l Backup Servers ] Dial-Up l

o Group Authentication £ Mutual Group Authentication

M ame: |n:i3n::n:|

FPazsward: ==

Confirm Pagsward; |

(" Certificate Authentication

M anne: |

| Send Ca& Certificate Chain

Eraze Uzer Pazzword |

3 REFEVWIELRE , AR — T Connect,

# status: Disconnected | VPN Client - Version 5.0.03.0530 M=1E3
Connecton Entries  Status Certficates Log Opbons  Help

= lﬁélﬁj E‘ﬁﬂ m TIMIE

New It Modify Deiete CISCO
annecAion Erilries ]l:enih'ca;es | Log |
Conrection Enlry Host Transport

Rt connected,




Aﬁlﬁﬁﬁﬁﬁﬁﬁﬁmﬁ%%%ﬁﬁ%%o%ﬁ%%ﬁﬁiﬁﬁ%*ﬁﬁ@iﬁﬂﬁo
@ YPN Client | User Authentication for "MyVPNClient" E|

The zerver has requested the following information bo complete the user
authentication.

boilvar]re Usemame: |ciscol23

Pazzward:

:.scn :-::-::-::-::-c:-::-:91

HYEFHRE o

al il l bl I I
Disconnect M Diedete CISCO
Canrection Eniries Reset Smf
Connection Entry Hiost Trarsport

b PH Chent 1010002 IPSec/UDP

I Connectad to "MyYPHClent", | Connecked Time: 0 day(s), 00:00.56 LA

HRERETRENMBEER




# VPN Client | Statistics

TunnelDeteuIS [:th:uute Details ] Firewall ]

Addreszs Information Connection Information
Client: 192.163.1.1 E rikpy: kPR Client
Server: 10010102 Tirne: 0 day(=), 00:01.13

Bytes Crypto
Received: 5412 E nryptian: BE-bit DES
Sent: 5416 Authentication: HiAC-MD5

Packets Tranzport
Encrypted: 39 Tranzparent Tunneling:lnactive
Decrypted: 31 Local LAaM: Dizabled
Dizcarded: 3 Comprezssion: Mone
Bypazzed: 22

: AR B FE
/T\/\EUFL & &

# VPN Elienthl Statistics

Tunnel Details l Firewall l

Local LAN Routes Secured Routes

MHetwark, Subnet Maszk MHetwark, Subnet Maszk
0.0.0.0 0.0.0.0

ASAPIXZ £ 4B — show T

- show crypto isakmp sa — B REZE 8 FHATE EBIIKE SA.

ASA#show crypto isakmp sa



Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 10.10.10.1
Type :ouser Rol e : responder
Rekey > no State : AM_ACTI VE

- show crypto ipsec sa — B REE8 FWFTE E#IIPsec SA.
ASA#tshow crypto ipsec sa
interface: Cutside
Crypto map tag: SYSTEM DEFAULT_CRYPTO_MAP, seq num: 65535, local addr: 10.10
.10.2

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current_peer: 10.10.10.1, username: ciscol23

dynamic allocated peer ip: 192.168.1.1

#ipkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20

#ipkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74

#ipkts compressed: 0, #pkts decompressed: 0

#ipkts not compressed: 20, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: O, #decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: 0O

local crypto endpt.: 10.10.10.2, remote crypto endpt.: 10.10.10.1

path ntu 1500, ipsec overhead 58, nedia mu 1500
current outbound spi: F49F954C

i nbound esp sas:
spi: O0x3ClOF9DD (1007745501)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO NAP
sa tinmng: remaining key lifetinme (sec): 27255
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxF49F954C (4104099148)
transform esp-des esp-nd5- hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 24576, crypto-nmap: SYSTEM DEFAULT_CRYPTO NAP
sa tinmng: remaining key lifetinme (sec): 27255
IV size: 8 bytes
replay detection support: Y

ci scoasa(confi g) #debug icmp trace

! --- Inbound Nat Translation is shown below for Outside to Inside ICMP echo request
translating Outside:192.168.1.1/768 to inside:172.16.1.2/1

| CWP echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 | D=1 seq=7936 | en=3
2

! --- Inbound Nat Translation is shown below for Inside to Outside ICMP echo reply
untranslating inside:172.16.1.2/1 to Outside:192.168.1.1/768

| CVMP echo request from Qutside:192.168.1.1 to inside:172.16.1.3 | D=768 seq=8192

| en=32

| CMP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1

I|CVMP echo reply frominside: 172.16.1.3 to Qutside: 172.16.1.2 |1 D=1 seq=8192 | en=3
2

| CMP echo reply untranslating inside:172.16.1.2/1 to Qutside: 192.168.1.1/768

| CMP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8448 | en=32



ICVMP echo reply from172.16.1.2 to 192.168.1.1 |1 D=768 seq=8448 | en=32
| CMP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8704 | en=32
I|CVMP echo reply from172.16.1.2 to 192.168.1.1 |1 D=768 seq=8704 | en=32
| CMP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8960 | en=32
I|CVMP echo reply from172.16.1.2 to 192.168.1.1 |1 D=768 seq=8960 | en=32
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