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R
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i Cisco Secure ACSABEMFAEBRMEENSIAFER I rSSBFERREATERMENTS
No MEA FTEHEFEEUEEINBERN Cisco Secure ACSHIFEMEF , 2R ERADIUS Al fR 88 A%
A FEHEFEEIRFEEM FEIP ACL,
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EREA
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BACLAR, L4\, EEOINAFE | B LI HEEEIFERAERP S RBEHAAAEZ FIHHNACLA
&, B, T~ HIP ACLaIE —(H5 S T GAAAE 5 B BINAF =, (FEERIERT ) tHEEBEAY
ACLAAEZ. NAFIRIBAAAR FinlV Pt RIS EACLARNEAM, BENAFR HAESE
Al NEIP ACLEVEEMERR , A2 RE R KA EIBIEES

A TEIP ACLEEEARMT :

1. EACSHEEAER FRKSETHE  ACSEREATHIP ACLESEBBZFERAESER
&,

2. MRACSEEI S BIREAERFEAEEN T TEIP ACL , EREEACLARIKE RREEE
RADIUS & 7 B8 B 58 SRVAAAR F im B3 B

3.IEAFERESEN -2 , ACSEEXRADIUSHEESEHA, IEEMBACLHNBMHNG S
ACLHEIRRAS

4. MRAAE F IR SR EREP R EE T MANACL (BIACLEFMWHEER ) , AIACSE#
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ACL ( TS BT ) BEIXEIRE,
T THIP ACLE S A1 A & 55 A E4EHRADIUS Cisco-avEL¥ B H[26/9/1]-h R EACLI B K 5=
o BRIV —XAITHIPACL , BEHIEE—ERRE , ARESIAHEBRS T THIP ACLHEHE
HEERA E@gﬁﬁ%ﬁﬁﬁﬁ%%ﬁo HASEERESEREBEERADIUS Cisco-av-pairB Lt
, WEEEB M.

sk, BIRERNAFE | AT UETRINACLAR RN ET FIEMANAAAR F ik A B R 18 E £/ &
HEAEE. BAAATFinREAEARBACSH A FTHIP ACLE , EEHAAAT FiniEiT H M E
B, A FHACLEERIN B NERG EZNRE.

FEACS Web T HIF#I AACLERR , TEFABRFHEBIKE ; EFrEHMEE , HRERAT
THIP ACLWAAAE Fify , FEABREACLO TREENER, LHEACSHRHANACLERE S — &
HEZHRACLT T . BEACLH TS EMNRERNITL.

BRI — AR ZEmBACLARMER T THIP ACLF, HRIFERT , BEACLARERARAE
AAAEFIR , BR , IREERNAF , AITT S SEACLABHNER ERE A EEEBRNAFH 5
HEAAAE Fik, 2R , EEANAFE B URBENERZ 2K , F8EACLRRE—
Ba T&IP ACLHERARZEAE AR EKE N A KER,

WAL BEAUEBEACLABET THIP ACLHMWIEF, ACSHRWIEZMBEREACLAR , I T
HEHRINE—EACLAREIEMEANAAEFIRHUNAF—E, REIEFE K IREEEEZ
HAWACLABRHEBSENBSMNE , MUMERRARER, BLEREI , MREVNAFEIEE
BHAAMEFIRHEE 6 AIXSERFEERIIE —KRtET, Fli , ACSTERMAEMACLAZR , XFERAI-
AAA-Clients NAFERE , MTAZERBFETHFNAR,

EERBEAAARFin LEAT THIP ACL , AR PR HEBREUAT AR :

. FARADIUSHE {TER %
- XETTEMNIP ACL
LTREXETTEHEIP ACLHCiscodt B & :

. ASATIPIX% B
- VPN 3000% B &+ 28
. FITIOSHRA12.3(8) TR EHRAH BRI £ B
LT RHSBEEACLESE S E AVPN 3000/ASA/PIX 7.x+ ACLHI BN R -

permt ip 10.153.0.0 0.0.255.255 host 10.158.9.1
permt ip 10.154.0.0 0.0.255.255 10.158.10.0 0.0.0. 255
permt 0 any host 10.159.1.22

deny ip 10.155.10.0 0.0.0.255 10.159.2.0 0.0.0.255 log
pernmit TCP any host 10.160.0.1 eq 80 |og

pernmit TCP any host 10.160.0.2 eq 23 | og

permt TCP any host 10.160.0.3 range 20 30

permt 6 any host HOSTNAMEL

permt UDP any host HOSTNAME2 neq 53

deny 17 any host HOSTNAME3 |t 137 | og

deny 17 any host HOSTNAME4 gt 138

deny I CWP any 10.161.0.0 0.0.255.255 | og

permt TCP any host HOSTNAME5 neq 80

AE
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AERSERAUTHEERE
ACS-RADIUS
Server
172.16.1.1/124
Server 2
10.1.1.3524

E0/1- DMZ
172.16.1.2/24
T, r

Internet cloud

|§ 10.1.1.1/24

Server 1 ED/O - Inside ASA  E0/2 - Outside

10.1.1.2/24 192.168.1.1 /24 Cisco VPN
Client

AR WEETEANIPHEILSEEInternet EFRESZ A, EHREERZTRERFHNRFC
19184 1k,

A BRI 7 ENVPN(IPSec)

ASDMiBRE

SERCEAT &5 BR ARG B 1= v 5 R VPN:

1. i##Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IKE Policies> Add A Z I ISAKMP K B,
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@ Home %Cﬂﬂfmratbn [:__;] Prhnrb:lrng“;gﬁave @Reﬁ“esh|oﬁa:k @ oy -I-I| @ Help|

Remote Access ... o' B [t s 7 > Advance
ﬁhﬂ'nd
bcton o+ Configure specific Internet Key Exchange (IKE) algorithms and parameters, within t

S AryCornect Connectior & Add|@ =d tli Dalata
& [Pgac Connection Profib
Group Policles Friority # Encryption Hash
Dyrnamic Access Policke

#-Sp Address Assignment
=T Advanced

: Endpoint Security
S5LWPN

@ IPsec Trar:sﬁ:rrr =
&2 1Prrr Prafranme

2 t?ﬁ%?&{%ISAKMP%Hﬁ#ﬁEﬁE}LQ
& Add IKE Policy

Priority 2 | Authenticati... pre-share ¥
Encryption: | 3des v D-HGroup: > B2
Hash: sha . Lifetime: () Unlimited
P ¥ I

(%) | 86400 | seconds ¥

8.4 I | Cancel | | Help

E—T "OK. # "Apply.
3. i##Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IKE Parameters A7 74 #8511 L BU A IKE,
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4. @EConf iguration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IPSec Transform Sets > Add LA 7 ESP-3DES-SHAE 15 |, MBI FTRo

8% Add Transform Set

SetMame: | ESP-2DES-SHa|
Froperties
Mode: (21 Turnel () Transport
sPEnypten: (s ]
=P autentiatl,  [sta |
ok, J | Cancel J | Help J
B—T

"OK. #1 "Apply.

5. i Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
Crypto Maps > Add , SAMEERELIER A1 ERERBEIE T INZRLR |, MRATR,



Tunnel Policy (Crypto Map) - Basic ] Turinel Palicy (Crypto Map) - Advariced | Traffic Selection)

 Interfacs;outside Polioy Type: dynamc 0 Priority: |1 |

~ Transform Sets

 TransformSetwBe Add.. 0 eSSl S :

! Add»> | i Mova tin
[ESP-AES-256-MDS  (¥| R
e it ey - Remove : {iviove: Do

—T "OKJ #1 "Apply. »
6. i###Configuration > Remote Access VPN > Network(Client)Access > Address Assignment >
Address Pools , A& —TAddAVPNE FinfE A & #HEVPNE F i,
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7. & Configuration > Remote Access VPN > AAA Setup > AAA Server Groups , AAEIE—T
AddLLET B AAA Server Group BB E-
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T (R [ e
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|RacIUs i ci
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- Certificate Managament Sarare v Sooounting Mode: € ) Simulianecus (8 Single
E H'?FBSEE"B Server | Reactivation Mode:  (8) Depletion 1 Timed A
1 DasdTimec (10 | it dEh g
M Fasilert Atternpts: | 3 I ST
ﬁbwg Sahp. | OF; | E Cancel ] | Help | ¥ove Un
FBAAAR ARERIP# L (ACS) R HEERN M H. FERFERADIUSSIHEE#TIERMRRER, &

—T "OKy (#%E).

Server Nameor IP Address

= Add AAA Server

Server Group:
Interface Mame:

Server Name or IP Address: | 172.16.1.1

Timeaut:

RADILS Farameters

frterface: i s TImeRLE Add
Edi
Delem
vpn
Dh“‘z 2 DAY 1L o 3R | A A (R ".ll'i_'l.‘f LIP

Server Authentication Port: | 1645

Sarver Accounting Port:

Retry Interval;

Server Secret Key:

Common Password;

ACL Metmask Cormeert;

Tes!
1646
{10 seconds
E******** 6:50;55 AM UT(

QK

8. 1§1§Conf‘ iguration > Remote Access VPN > Network(Client)Access > IPSec Connection

Profiles > AddA#738B%i& 48 , 20 TunnelGroup1

No

, Y A&Preshared key{E&cisco123 , 20T Ffr



File Wew  Tool Wisards  Window Help |
&} Home |02 Garfigurstion| [ =] Hontormg | ) Seve (3 Refresh Qm \_) ooward | D e |

Remole Access VPN Hoa ox =
W Inborstion Wi COnmreetion Profiles

|- ] Motk (Cleck) Access

8] Ay Coennet Conrmetion Profiles

Aecess Interflaces
Erabile interfaces For [Psec access,

Interface Al Apoass |

Group Flises ,
Dymarmic Aigess Puicies - -

} Clantless 55 WPn Accege
|||.| ApALoca| Usees
Sooure Dosktop Manager

in T Cornficato Manapomons Connection Profilas
(¥} E.Lurlium LocalEaton Cornection profils (unnel proup) soecifes bow wer @ suthankcated and other paameters,

Load Belanang

DHCP Server 'Mﬁ@’ﬁﬂtl [l cele!
[l
_-.d:...“d flame 1P5ec Ensbled LETP{TP7ec Enalblad Autentizaton

D faulk i Groun B [ LOCAL

= oty | mesmt |
fEBasicHE T , AUser Authenticationf 7121 EvpniE A RZFHE. EEvpnclientfE BVPNZE
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File  Wiew Tools Mizards Window  Help

@ Horme G%} ConfigLration B M:nnlh:rhg| G Save GR@H’E@M 0 Back .\_) ?

| P rep)

jemute Access ... ol f o Configuration > Remobe Access WPN > Nebtwork (Client) Access > IPsac Conre

~2 Introchuction

-] Metwork (Client) Access Accoss Inbafaces
-

Connact Connachon Py

Enable interfaces for [Feec access.

i-flib e Cannection Profiles | -
83 Group Policies
+-lp Dynamic Access Policies outside v
5.; ﬂigjress ez ignimient 5[y a
Assignment Policy [——
| B address Pools I -
=-EA, Achvanced
Clientless S51L VPN Access
. mﬂ?"-%' USE“'E(-} Connection Profiles
A Sierve : : :
DAF .:;;:r-.utenhﬁ; Connection profile (funrel group) specines how wser is authenticated and other parame
-l Local Users ® add| & Edit ff Delete|
i- £ Secure Daskiop Manager 2
-z Certificate Management Hame IP=ec Enabled
i ok b et
{8 DHCP Server DefautWERVPNGroup
ﬁ DR DefaultRAGroup
] Advanced

5 FICLIEL ASA/PIX

TERIELSER LMEEE DHCPfARREF G 7 AVPNE FimiztIPiit, BEAFTEANESEGS
WEMED , BF2REEEKHBVPNSCisco ASA 5500 R FHBEEZSHE — HH2E,

HASAKE HE{TE R

ASA# sh run

ASA Version 8.0(2)

|

! -——- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
names ! !/--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif DMZ security-level 100 ip
address 172.16.1.2 255.255.255.0 ! interface Ethernet0/2
nanei f outside security-level 0 ip address 192.168.1.1
255. 255.255. 0 !--- Output is suppressed. passwd

2KFnbNI dI . 2KYQU encrypt ed boot system di skO:/asa802-
k8.bin ftp node passive access-list 101 extended permt
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 /---
Radius Attribute Filter access-list new extended deny ip
any host 10.1.1.2

access-list new extended permit ip any any

pager lines 24

| oggi ng enabl e

| oggi ng asdm i nf or mat i onal

nu inside 1500

ntu outside 1500

ntu dnz 1500
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ip local pool vpnclientl 192.168.5.1-192.168.5.10 mask
255.255.255.0

no fail over
icnp unreachable rate-limt 1 burst-size 1

!--- Specify the location of the ASDM image for ASA to
fetch the image for ASDM access. asdm i nmage di sk0:/asdm
613. bin no asdm hi story enable arp tineout 14400 gl oba
(outside) 1 192.168.1.5 nat (inside) O access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0
0.0.0.0 192.168.1.2 1 timeout xlate 3:00:00 tinmeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy !--- Create the AAA server group
"vpn" and specify the protocol as RADIUS. !--- Specify
the CSACS server as a member of the "vpn" group and
provide the !--- location and key. aaa-server vpn
protocol radius

max-failed-attempts 5

aaa-server vpn (DMZ) host 172.16.1.1

retry-interval 1

timeout 30

key ciscol23

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

!--- PHASE 2 CONFIGURATION ---! !--- The encryption
types for Phase 2 are defined here. !--- A Triple DES
encryption with !--- the sha hash algorithm is used.

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac

!--- Defines a dynamic crypto map with !--- the
specified encryption settings. crypto dynamic-map
outside_dyn _map 1 set transform-set ESP-3DES-SHA

!--- Binds the dynamic map to the IPsec/ISAKMP process.
crypto map outside_map 1 ipsec-isakmp dynamic
outside_dyn_map

!--- Specifies the interface to be used with !--- the
settings defined in this configuration. crypto map
outside_map interface outside

!--—- PHASE 1 CONFIGURATION ---! !--- This configuration
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are

used. crypto isakmp enable outside

crypto isakmp policy 2
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400




no crypto isaknp nat-traversa

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

service-policy global _policy globa

]

group-policy DfFltG pPolicy attributes
vpn-tunnel - prot ocol |PSec webvpn

group-policy GoupPolicyl interna

!--- Associate the vpnclient pool to the tunnel group
using the address pool. !--- Associate the AAA server
group (VPN) with the tunnel group. tunnel -group
Tunnel Groupl type renpte-access tunnel-group
TunnelGroupl general-attributes

address-pool vpnclient

authentication-server-group vpn

!--- Enter the pre-shared-key to configure the
authentication method. tunnel -group Tunnel Groupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Cisco VPN& F il &

B HCisco VPNE FIRE#E 2Cisco ASA |, UEBASARBERE K,

1. 1##ZEStart > Programs > Cisco Systems VPN Client > VPN Client.
2. & — T New LB B Create New VPN Connection EntryfR &



# status: Disconnected | ¥PN Client - Yersion 5.0.03.0530

i_onneckion Entries  Skatus  Cerkificates Log ©Options  Help

Connect

New {rmpork i iy Lelete

Connection Entriez | Certificates i Log i

Connection Entny Host

. EEMMEMNFMEN. WAERKENEBMNRA., EHostERMAASANAIBIPH N, A
#E AASATE B VPNBRIEHE R #(TunnelGroup ) MZ1E ( AL A £ — cisco123 ) , &

—T TSave, ,

# YPN Client

Connection Entoy:

D ezcrption:

Hozt:

Authentication

& Group Authentication 7 Mutual Group Authentication

Mame:

Fazzward:

Confirm Fazzword:

" Certificate Authentication

| Create Mew VPN Connection Entry

ASA
dtliat)is

vphtunnel

CisSCO

13216811

1Tran3|:u:|rt Backup Servers i Dial-Up i

TunnelGroup

HEXHEEEE

xxxxxxx1

Name:i

[ Send CA Certficate Chain

Eraze Uzer Password I Cancel

4. B—TEFRANER , RAEEVPNE Fi X115 iR — T Connect,



# ztatus: Connected | VPN Client - Yersion 5.0.03.0530
Connection Entries  Status  Certificates Log Options  Help

Z5 | 8 @ P aliali,

Connect e It oty Delete CISCO
Cormeacton Enfies E Caatéicates | Log i
Connechon Evtry Hest Trarepon

152.168.1.1 IPSec/UDP

e e e e I:edTnmElI]da',I{iLEﬂDl]E S :

5. IR REF , B AUsername:ciscof1 8\ : password1 ( HI7EASAH AxauthELER ) , A&
ROK(FRE) LSRRI

# VPN Client | User Authentication for "ASA"

The zerver haz requested the following information bo complete the uger
authentication.

”|m|“ Lzername: |cisco

cisco Pazzward: “““““““’1

LI, I Cancel

6. VPN FF i B2 H /0 U BE Y ASAE AR

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help

S |\ F B X Il

.{-ﬁ =1 ',,r"._."ﬁ:.] v heb ]l
Deconnect Hew ﬁrl Modiy Delets CISCO
Cormection Enbies |Emtili:=dns | Log |

Connection Enky ' Haost Transpot

192.168.1.1 IPSec/UDP

R R R e

Connected Time: O day(s), 00:01.18 w|

7. BUDEIERRE |, fEStatusiB E iR E Statistics LA B R BBE AV E o




# status: Connecied | VPN Client - Version 5.0.03.0530
3 status [Certficates Log Options Help

Connection Erkrie

<
‘fﬁ Notificabions...  Chrl+H P il
Disconnect M Dedete CISCO
Cornection Entiies _ et Sr“"[f .
Cornechon Entry | Haozt Tranzport

(] ASH 152.168.1.1 IFSec/UDP

Connected ko *ASA", Conneched Time: 0 davis), 00:00, 16 L
K18 68 7 # i v FMACLE BMACS
B LA Cisco Secure ACS LRI THFRIEEREARLARERR Y , ARBFHREBEEIER
HEEERE,

EEEFDHEFIEE , BX4ERERADIUSHREAZEE. EFAEETH DRI
 RADIUSTfREE ML 2 £ BME T FRNSHSERFIHBEEEE, FRABATREEYR
ERBHNFE. FORIFEFRIHK , RERKERMERIBEEBE.

FELERBIFR | IPSec VPNEAE Mciscos RINEITH 105 RADIUSﬂHE%ﬁF’Jﬁé%EE%—IT
WIS EEE, FAE Tciscos RAEEEEN0.1.1. 2 RE LIEE A5 A, EEEACL , 28

{6 & /4B B9 o] T~ ERACLER 7o

SERCUA T S BREN A 7£ Cisco Secure ACSHERERADIUS,

1. £ = fili# #ENetwork Configuration , A% 1% — T Add Entry7E RADIUS{a] iR 25 & ¥l EE Ff AASAHT
A=

Ciseo Svsvems Network Cﬂnﬂgurati{}n

User
| Sefup

Gn:-up . g i r
ﬁ. 5.“."? — EG‘Q AAA Clients kd
Shared Profike : s v | ) '
% | Comporiants | AAA Client Hostname | Asp Client IP Address | Authenticate Using

. Nt wrork . .- Mone Defined
Configuration (§i

=gl St '

ﬁl.ﬁ:fﬂ;ﬂmn : ' add Entry I Search i

2. & TRFiRIPHbHt , W PE#A172.16.1.2 , & "HASE WP A cisco123", &
Authenticate Using T I 4E 12 Z RADIUS(Cisco VPN 3000/ASA/PIX 7.x+), #&—TF r
Submit, .




isee sunws  Network Configuration
e
Bl

BRI | Add AAA Client

% SharedProfile | [
Components iii

aas Clent Hostname ||:|5|::|:|asa

P&l wark - -
ﬁtﬂnﬁguraﬁm i 172.16.1.2 -]

Adk Clint IP Address
Syciem 24
Configuration b l]
.| Inferface Chared Secrat |n::|5n:n:|123
tmﬁwratmn i L
I%%| Administration
AL £ RADIUS Key Wrap
E:etva-rr'-ali.lser' ey Encryption Ke
Ej& Dratabases o g,r VP _y i
: e i Message authenticator Code 1
Naltdation E | Rey
151 [ETE] [EEEEIEL ] o o
7 gemmkm-:m : key Input Format ASCII ™ Hexadecimal
'\-\.x rofilas i

3 Reparts and i . .
i | Mf;vit.i £ Authenticate Usin

|RADIUS (Cisco VPN 3000/AS4/PIX 7.x+) =]

L@ gzé{::ummn | i [ Single Connect TACACS+ AAA Client (Record stop in accounting on failura)

3. #£Cisco Secure ERIEMUserf@u P AR E AR , ARIKX—TAJJ/Edit, EAREGHF | £
F#& %% Acisco,

Cisco Srsvems User Setup
'

[
{1

Setup

ﬁ Setup i llser: ic:|5|::|:|

6 Shared Profile | Find i Add/Edit
Cormponents ;

Metwark
Configuration

List users beginning with letter/number:

: Sggtem el B
o Limlidl sl - NOBRQBEET VIS Y E
BlE- 3958789
Interface I e i s i e e et e
‘| C-:nnﬁgur'ath:-n i
5 List all users
ddrninistration) i
Contral
External User Femove Dynamic Lsers
Databageg Hi

| [aoomll Fosture |




A ET—ERES , @A cisco"WBER/. EAMIF , BiFthEpasswordl, THE , EH—T

Submit,
Giseo SvsrTems

o

H=er

User Setup

User: cisco

Ililllii

I~ Account Disabled

% Shared Profile
Cormponents

Supplementary User Info E

. Metwork
Configuration

Real Mame

Description

o System
= Configuration

== Interface
Configuration

.b.dminiSt'rat_i'l:un
Control

User Setup

i dl

External lser
[ratabazes=

Fozture
ooono Yy alidation

Password Authentication:

;#CS Internal Database _:_j

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, If the Separate field is not

s | M etk Becess r
i iy FPraofiles
Password

Reportsand
1 SF | activity Confirm
S Passward
? L Online
Docurnentation

i e e

b

El

5.H "SEE,) EAREACSETMLESHEER, NRERE T REANSHEE , Al7TN
f{LACS Web/t HH @i PR EHE,. 3% — Tinterface Configuration , A&#&E—T
Advanced Options ABHRL "Advanced Optionsy EH,



Lisco SUSTEUS o iacfane Configuration

Advanced Options E

= | Erou
EEE SE'tLIE

Mote: Only the selected options will appear in the user
interface.

% Shared Profile Per-user TACACS+/RADIUS Attributes

Components

Metwork
Configuration
= | System
| = Configuration

=

User-Level Shared Metwork Access Restrictions

User-Level Metwaork Access Restrictions

User-Level Downloadable M:LS]

Default Time-of-Day / Day-of-Week Specificatian

Interface
Configuration

Group-Lewvel Shared Metwork Access Restrictions

Group-Level Metwaork Access Restrictions

- Group-Level Downloadable M:Ls]

] o lm e e B

Group-Level Password Aging

1 0

i# i User-Level Downloadable ACL#1Group-Level Downloadable ACLEREX 52, EMA&EMRT
TRACL — EiFRIER  MEA "EAERE, EELN "TATHACL (HRBEHFEE
) 1 B85, HBRATMACL —BIZMEEBER | BBA THEREL ELHN " TFHACLY By

6. FE B , ¥ — T Shared Profile Components , $2#% 1 — TDownloadable IP ACL, & : 0

R THALBEERTH ), ELRBRTTHIPACL, AIXEE "HHEE, $90 "SRkEE
J BERA "EAERT TEACL, . THEBAI THACL, IBRIESEKBAERMERE.

Cisco Srsvems Shared Profile Components
"l""""" select

Uzer
Setup

Duwnlnadahle IP ACLs )

Group g Y
Setup Metwork Access Filtering

[~

Shared Profile RADIUS Authorization Components

Corponents

Shell Command Authorization Sets
& Network , :
CEiH T PIX/AS4 Command Authorization Sets

[ N |

7.%—T TAdd, . R&A&E RDownloadable IP ACLE M.,



(Shared Profile Components]

Downloadable IP ACLs

Name Description

Mone Defined

' md] Cancel |

8. EEMWEDR , BAKIPACLWER, FX : IPACLHNEBREZAEE27EFT. EBTHE/S
A"”’I‘%:J?.U\Tﬁcﬂ—?—n BF(-), I, BRI, RER(). RBER(V). BI8R("). ERX
Bl(<). ARIFEMC)HEEIR(-). FEDescriptiontEH , BAFIP ACLWRH. RAZZ A
21,0001 7T,



Shared Profile Components

Downloadable IP ACLs

o~ =
Mame: YWRMN_ACCcess
DEScriptiDﬂ: Cisco VPN Client Access ﬂ
X
ACL Contents Network Access Filtering
Mo ACLs

‘E’t Back to Help
=]

Submit Cancel

-3
ACLABFERFIP ACLF |, 1R — TAdd,
9. EEBWEF , BEAMACLABTHNER, X ACLARHNEBEZAIR2THEFET. EBIE
BEERBATEMAFT  EFR(-). EFIM(). AFEIMQ). BER(O. RBFRO). B8R &=
REF(<), ARFM>)HEER(-)o FACLEREF , BAFKACLESR, X : £ACS

WebTHH B AACLEZR , TEFABRFIEBKRE ; MIEUpermitsideny IR F B,
EEMFEACLAZA , % —T "Submits .



(Shared Profile Componentis )

Downloadable IP ACL Content

Marme: (iVPH_CIient ]

' permit ip any host 10.1.1.2 :.__j
ijdeny ip any any

@ Back to Help |
3

l Submit I Cancel

o

10. RFA&HEE RDownloadable IP ACLEME , F£ACL Contents3IH iz B BY| HFWACLAR., E
HNAFEEACLARMEEIR , FBIERACLA A A flHINetwork Access FilteringE HiZENAF,
FEERBERT , NAFA(AI-AAA-Clients), TNRAFDENAF , ACSEMACLARBHEIPFT B
BRERE | ERTERNE,



11.

& |WPN Client j{ﬁ«ll—ﬁm«ﬂ«—clients} v}

Shared Profile Components

_

Downloadable IP ACLs

Mame: WRM_ACCeSS

Cisco WPM Client Access

Description:

R

ACL Contents

@ Back to Help |
=

4

Fa ™ I
l Submit Cancel

. BEER
EACLABRKIER , 5B — TACLEZWERZHE , RERZE—T "Ups = "Down. #$HE
MEMEBTED, EERFIPACL, FEZ—TSubmit, & : ACLARKIEFIFEEE, &
LFEHT ,ACSETEE —HEEEANAFRENACLESR , HPIELAAAT FIRTARRE
(WMREFEA ). BE , ENACLAREERRERARRE (HF ) NAFWRABEERERE
BE—M (£AAAERFin ) NAFWRRFE, EX : ACSEEAFMIP ACL, B4
o flan , tNRIP ACLEEPIXPs KiE—EER , Al EEIEXYHCAHFEAERERE
BRPE 7 A FEIP ACLIYEF & ET 5 5 RENERPIXE X,

EHE "FERERE, BEXiRE "FHA%E) B, £ "Downloadable ACLs %5 T , &E—TF
Assign IP ACL:BRE VS 8, {EBEAFIZEIPACL, MREBEREAERFIBBENEE , 55

— T SubmitLAFC 81218,



User Setup

Account Disable E
* Mevar
" Disable account if;
" Date exceeds:
|apr =}{15 |2009
I™ Failed attempts exceed:
Failed attempts since last successful
login: O
™ Reset current failed attempts count
on submit
Downloadable ACLs z | :
|
M assign IP ACL: |WPN_sccess x|
H#8H T FTMACLERACS

ERABAFEAEN T TRACLEBACSHSER1ZE9 , WBFEIELL LB ACisco Secure ACSHRIAE
Bl E 1 T EHACL,

HEARBIF | IPSec VPNERE "ciscos BRVPNAE, VPNEXREAREPNEERE.

VPNAEERAE "ciscos BZhEITHMEE , RADIUSARSBF M LZ L REFE A FTRAHBEE, £H
# Tciscoy RAERHR10.1.1.2MAMKRB[AIEEMBHMAB,. EERBACL , F2HELRAE/EHEN A
THACL—f,

1. EEfESF , B — T Group Setup, #BIRR THAEREIRIE, H,



Cisco Sysrems Gr{}up SEtup

Group . il: Group 1

% | Shared F'r'-:-ﬁle
I:n:nmp-:-nentE

Fename Group

MNetwoaork
Configuration
T Systern
L I:-:-nfigur'atil:nn

2. H—:%E1E¥ﬁ %?%VPN R ¥ — T Submit,
Cisco Srsrems GI'OUTJ SE'{HD

Uzer
@ SR [Renaming Group: Group 1 ]

Group :_
Setup
i it =

% |Shar'e-:l Profile f:: TR — TR
Components GFDL.I[J il""'lpml

Met work i
a| Configuration f Submit ] Cancel 1

3.4t T4, /%EEFJ‘LEE;{.,%E , RER—TIMBEUE.

(Group Setup]|

Group [ 1: ¥PM (1 user) = I

lUsers in Group [Eu:lit EEttir‘IQSU

Fename Group

4. fEDownloadable ACLs&8% T , 32— T Assign IP ACLEREN 52, #BEEHIRIZIP ACL,



Group Setup

Jump To

| Sessions awvallable to users of this group
RQ Unlimited

" Mo IP address assignment
@  Assigned by dialup client
f" Assigned from Ads Client pool

Downloadable ACLs

...........

i:"" Assign IP ACL: ;"-.-"F'N_.-'l".I:I:ESS

5. BERMEFEMMETHERE , R - THEX

6. BRIERERELREZNBIEFNERSE : VPN, TAER , B—TEX.




Cisco Svstems (US&F SEtUP]
Ll

checked.}
@ o Password |esssssssssssss
Setup
Confirm
2R EEEN
E Sraup Password
Setup
. [T Separate (CHAP/MS-CHAP/ARAR
Shared Profile
?‘éﬂ |I3|:|m|:n:|ne-nt5 Fassword |esssssssssssss
| ' Confirm
Network
&| CEH‘T‘.";':'QEHHDH DS s (T T IT T ITIIIT]
T system When a token server s used for authentication,
%" Configuration supplying a separate CHAP password for a token
: card user allows CHAP authentication. This is
| oo tion especially useful when token caching is enabled.
adrninist rati . . .
M| Contral [ Group to which the user is assigned; ]
A | External User bt
3*-_"3 | [Databaszes

BE , RkERAERAT RVPNAE R 7T TRACL.
7 BEREREEHMERE  FYUTAETHEMLSR (NREH )

A FAEiEARBIETF RADIUSERTE

EEFHEETEORBRERADIUSARSZ THEELZLEE LEINMSBFENER |, FIRR
T 5 R E BIETF RADIUS filter-id Bt ( BREE11) -

filter-id=acl_name

VPNEERE Mciscol RINETHHER , RADIUSABE THEERLEB LEYNGFREZEN

ACLE® (¥1). A& cisco —IJ«,{QEF'ﬁASA101 1.2 REFUANFIERBEANEE, ZER
FEACL , F2EiFilter-Id ACLER %

BRIFRH , B AnewACLEL B ATEASAFEITEBIR,

access-list new extended deny ip any host 10.1.1.2
access-list new extended permit ip any any

EEELSIBARR , TEETELS B, CERE

- AAAR Fin MBS EC & £ A H —ERADIUSH E

- WebJTH B Interface Configuration&8 % FRADIUS(IETF) & M t KA RADIUSB 1%
RADIUSEB MR BEFEAENE ERERACSEIATFERAAAE Fif,




EREIETF RADIUSBHRELUEAAENETEBECAENRE , FRTUATIR

1. EEMfRM+ , #—TGroup Setup, #5FRK "HHEREEE, B,
2.1 T4, BERERE—(EE , ARZE-TRBRE.

(Group Setup]|

Group [ 1: ¥PM (1 user) =] I

lUsers in Group IEdit SEttiHQSU

Fename Group

e EE

TE THERE) BEENTES.

3. REFIEFT RADIUSE 4, HAEMEIETF RADIUSE % , B4 BREEE, EP[011]
Filter-Id B MBI A , AR EMUPXBUENREPIIBASAEEZNACLE B (new). BFS
BIASA show running configuration#rt .



(Group Setup |

IETF RADIUS Attributes
™ [0068] Service-Type
iﬂuthenticate only {6
" [007] Framed-Protocol
;.ﬁ.SCEﬂd PP i
I~ [009] Framed-IP-Netmask
{0.0.0.0
™ [010] Framed-Routing
W [D11] Filter-Id
new __f;_j
™ [012] Framed-MTU (E4..65535)

4. ZEFEFERRETHEREL ZENEATM , 5% — TSubmitflApply. ZX¥ : ZE/EFHE
REXEURER  FR—-TERX. £rFERENRE , 75#ZFSystem Configuration >
Service Control, A% iEERestart.

R

ERAXEHAR , BEEENEERE EEER.

WHERFIES(EHEERETFER)OIT)XERE Eshowin . EAOITHRshowds T &l H Y 25 4

o

Show Cryptofipn

- show crypto isakmp sa — B~ ¥ E R F A BRI IKERZ £ B (SA).


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

ci scoasa# sh crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)
Total IKE SA: 1

1 | KE Peer: 192.168.10. 2

Type :ouser Rol e : responder
Rekey > no State : AM_ACTI VE
ci scoasa#

- show crypto ipsec sa — B/~ & BISAE AR E.
ci scoasa# sh crypto ipsec sa
interface: outside
Crypto map tag: outside_dyn_nmap, seq num 1
| ocal addr: 192.168.1.1

| ocal ident (addr/mask/prot/port)
(0.0.0.0/0.0.0.0/0/0)
renote ident (addr/nmask/prot/port):
(192. 168. 5. 1/ 255. 255. 255. 255/ 0/ 0)
current _peer: 192.168.10.2, usernane: cisco
dynam c al |l ocated peer ip: 192.168.5.1

#pkts encaps: 65, #pkts encrypt:
65, #pkts digest: 65
#pkts decaps: 65, #pkts decrypt:
65, #pkts verify: 65
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 4, #pkts conp failed
0, #pkts deconp failed: 0O
#pre-frag successes: 0, #pre-frag failures:
0, #fragnents created: O
#PMIUs sent: 0, #PMIUs rcvd: O
#decapsul ated frgs needing reassenbly: 0
#send errors: 0, #recv errors: 0O

local crypto endpt.: 192.168.1.1,
renote crypto endpt.: 192.168.10.2

path ntu 1500, ipsec overhead 58
medi a ntu 1500
current outbound spi: EEFOEC32

i nbound esp sas:
spi: OxA6F92298 (2801345176)
transform esp-3des esp-sha-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 86016, crypto-nap
out si de_dyn_nap
sa tinmng: remaining key lifetine (sec):
28647
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: OxEEFOEC32 (4008766514)
transform esp-3des esp-sha-hmac none
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 86016, crypto-nap
out si de_dyn_nap
sa tinmng: remaining key lifetine (sec): 28647
IV size: 8 bytes
replay detection support: Y



&/ & /MK 7T TIMACL

En % A & Ciscofy Al THACL, ACLEECSACST .

ci scoasa(config)# sh access-list
access-1list cached ACL log flows: total O,
deni ed 0 (deny-fl ow nmax 4096)
alert-interval 300
access-list 101; 1 elenents
access-list 101 line 1 extended pernmt ip 10.1.1.0 255.255.255.0
192.168. 5.0 255. 255.255.0 (hitcnt=0) 0x8719a411

access-list #ACSACL#-IP-VPN_Access-49bf68ad; 2 elements (dynamic)

access-list #ACSACL#-IP-VPN_Access-49bf68ad line 1 extended permit
ip any host 10.1.1.2 (hitcnt=2) 0x334915fe

access-list #ACSACL#-IP-VPN_Access-49bf68ad line 2 extended deny
ip any any (hitcnt=40) 0x7c¢718bdl

Filter-ild ACL

[011] Filter-IdE FEFA R — VPN , I BiRIBASAREZRMACL ( 51 ) BRREMERE,

ci scoasa# sh access-|i st
access-1ist cached ACL log flows: total O,
deni ed 0 (deny-fl ow max 4096)
alert-interval 300
access-list 101; 1 elenents
access-list 101 line 1 extended permt ip 10.1.1.0
255, 255, 255. 0 192. 168. 5. 0 255. 255. 255.0
(hitcnt=0) 0x8719a411
access-list new, 2 elenents
access-list new line 1 extended deny ip
any host 10.1.1.2 (hitcnt=4) 0xb247fec8
access-list new line 2 extended permit ip any any
(hitcnt=39) 0x40e5d57c

REREGE A

AHRENEFATAREERETRSEHR. SRR T HEEHRA,

AR BEERSBIPSec VPNHIEHRHNFMET  F2RRERNL2L MiEIKFHEIPSec
VPN FEHERR IR 77 58

BERE S A
ETHEHRE  FRATETEXRBEREANZLEB . EPIXNHERXT K EAUTHS

- clear [crypto] ipsec sa — MHEREERYIPSec SA. B ¥ cryptose AJiER,
- clear [crypto] isakmp sa — M ERSEE AV IKE SA. BE#F crypto AlEM .,

i1 323, 2 ke



//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml

BHERSRTE(EHDEMEFEMA)OIMZER Lshowin 5o £AOITHRIRshowsn T & Y 5 47

o

BIEE : £/ debug $EH 281 , 58 £ 2B AR Debug EETHEEEA,

- debug crypto ipsec 7 — B R FE 2 BRI IPSectit .
- debug crypto isakmp 7 — R 5 1FE RV ISAKMP 1737 o

HHE & A

. Cisco ASA 5500 R F B ERELZ+EBYEE

. Cisco ASA 55005 Bl R HBHDBE
- Cisco PIX500R =z E B EEHH

BN EERRLEREES

- |Psect #/IKEE A 1 & 37 S B [

. Cisco VPNEA E IR EEH

. B RS EREHFEREE (WindowsE A )

. EREE (RFC)
- BT BB - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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