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B B R ik 7 BVPN(IPSec)

ASDMif’E

SEREAT 5 BR AR B3R i 3 R VPN:

=

1. i##Z£Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IKE Policies > Add A2 37 ISAKMP 2 & ,

5% Cisco ASDM 6.1 for ASA - 10.77.241.111
Y Toak Wizards  Window Help
@ Home 'E%Cmfmrati:n D Prhnrb:rng“;gﬁa?e @vﬂeﬁ’esHoEﬁd{ @ WAL I| @ Help|

Remote Access ... o & = QU 2 [ ¥ (u ik CLESS ™ Advance
_.E Introd
beton o+ Configure specific Internet Key Exchange (IKE) algorithms and parameters, within t

i | nyConnect Connectior & Add|@ =d tli Dalate
e

Group Policies Friority # Encryption Hash
Z E Dynamic Access Police
E-Gp Address Assignment
= Advanced
: Endpoint Security
5 SSL VPN
;l-l IF'E:Eu:

@ IF‘SEE Trar:s’ri:rrr =
Ll 1Prer Prafranme

2. %#ISAKMP%H%E#HEEHO
B% Add IKE Policy

Priority: Authentication: | pre-share W

Encryplion: D-H Group: E W

) Unlimited

Hash: Lifetinne:

26400 seconds W

E—T "OK. # "Apply.
3. i##ZConfiguration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IKE Parameters A 7E /A ZB 47 T £ RUA IKE



B Cisco ASDM 6.1 for ASA - 10.77.241.111

Fia  Wiew Took Wizards wWindow  Halp

@) Harne | Configuration D Manitoring I‘j..,a.'e Q refiesn ﬁ}aan-: Q ] "gr’ Hel |

Remote Access .. O B = | Configurs : ACTESS ] wk (Cliant) Acress > Advancad > [Psec >
% rodton A ar—
8] Mabwork: (Client) Aocess l Ensble IkE MAT Trarsparericy
Ay Conrnect Connechion e e
2 F;;-: Cornection Profik L] IE Emaled | Enahla | [ ]enabla IPzac over MAT-T
| mﬁ-luq.l Policies
|~ Dyrarmic Access Policie |z m
i#-Bip Address Assigriment | |m=.:|n s ] [ ] Ensble IPsec orer TP
= ﬁﬁdh'ar-:e-:l : T
Bl Encipoint Securiy
i1} B VPN EEEREREE 00 e R
& 1 IPear

IRF Crypio Maps
IKE Polic ies

| IPzac Prefragme

&-[m) Cartificst= to Co sentity: [uoma..,
@ af Unload Software
o=+ Tone Labe Inbeg
s S System Options [Joisshle nbound sggressve mods connections
- &L Managar
T Clientlass S5L VRN Access [ miert peers before disconnecting
A focal Ussrs
Seoure Deskiop Manager [ Jwait for 31l active sessiors o volntsrly termnsts before rebooting

[ ot sto Rllsen caorecend

4. &£ Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
IPSec Transform Sets > AddJAE 7 ESP-DES-SHAE £ | WE R,

8% Add Transform Set

Sek MNarne: ESP-DES-5HA

FProperties

Mode: (*) Tunnel () Transport:

EaP Encryplion:

ESP authentication:

| | Cancel

®—T
"OK. #1 "Apply.

5. i##£Configuration > Remote Access VPN > Network(Client)Access > Advanced > IPSec >
Crypto Maps > Add , A EFEABEEIEFS1NERERME L MZLHR , TR,



B Create IPsec Rule

Tunrel Policy {Crypto Map) - Basic | Tunnel Policy (Crypto Map) - Advanced | Traffic Selection |

Interface:  outside W | Policy Type: dynamic v Priarity: 1
Transform Seks
Transform Sek to Be Added: ESP-DES-SHA

ESP-DES-MDS v | X

§ : ._I ...

Peer Settings - Optional for Dynamic Crypio Map Entries

The Connechion Type is applicable ko skatic tunnel policies onlby. Uni-directional connection bype policies are used
For Lak-to-LAN redundancy, Tunnel pobicies of the 'Originate Orlby" connection bype may specify up ko 10

redundant peers,

[ ok ][ cancel |[ Hep |

&—T "TOKJ #1 "Apply. o
6. i##Configuration > Remote Access VPN > AAA Setup > Local Users > Add , BLEAVPNE

FimshEMERAERE (fl, EAEEB — cisco123MER — cisco123 ) ,



& Add User Account El

-

+-YPH Pollcy Lisername! | disco123

Passward, s

Confirm Password: | sxxxxxxs

[] User authenticated using MSOHAR

ACcess Restriction
Sedect one of the options below ko restrick ASDM, 55H, Telnet and Console access,
fMoke: Al users have network access, regardless of these settings,

i) Full access(ASDM, S5H, Telnet and Console)
Privilege lavel is used with command authaorization.
Priviege Level: 2 -

{3 LT login promgt For SSH, Telnet and console (no ASDM access)

This setbing is effective only iIF A8% autherticate conscle command i configured,
(") Mo ASDM, 55H, Telret or Console access

Thi= s=tbing is effective only IF &84 suthenticate console command & configured,

Find: | @res @ previo

e |

7. 5EEEIVPN PolicyYf B A#E cisco123, #HILEE/EAIPHY | I TR,

B LT AT L e A 0 T P e i
Fie Miew Tooks Wisards Wicow Hep

A B A it e oA e A A A A o e b R R

e[ o s e e s @y | Qo O [ Bl

Remote Access .. gl Bos ;
% Introcuction
= Metwork (Client) access
Rl APt onnect Cormection :
| Pser Cornection Profiles Coor | gkt Chadk an Inherit checkbox 1o ket the corresponding setting take it vake fom the
E“fmamrlb:a::nl:a\h:ﬁ ][ = g Group Palicy: [#] mberit
= E...m:!re-?s Agzigrment i |
: g szignment Folicy Lisd Tunneling Fratcols [ mherit liertiess SS1 WEN
| ! &odress Pook e |
-] advarced Filter: [w#] hrit
Cliartless S5L WPHN ACCe<s
Ak A el | gy Tunral Group Lock [w] trbaart
Ash Server Groups
—&gg LOAP Abtribube Map Store Password on Clien System: [o] Inbarit (=] T
i % iF Cornechion Sattings
i Certificate Managamernt
- S1B, Language Localization ArpEss Hours [#] ambarit
: Et::;ﬂgl:h;ﬂg Smultanaous Logns: .‘r\h:u'll:
; § ?ﬁf Faximurn Corresct Timres: .'rh=1'|! ribmited | | bl L
Ide Timeoat: [o#] Bt rkmited | | woruit=
Cadicated P addrass (Optionali 3
F sdidress: | 192.168.5.1 | Saubnet Mask: E.EEE.EEE.D W

8. i##ZEConfiguration > Remote Access VPN > Network(Client)Access > Address Assignment >
Address Pools , A#%1Z— TAddBVPNE FinfE A EMEBVPNE Fif,
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Fle vew Toos Weads Wirdow  Help
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REI'HE.REIHEB= ] P

- ntroduction
13 p Hetwork (Chent) Access

 roup Policies

Crynamic ACcess Policies
= &.m:h:hags Assigniment
[ - PP r———

L,Iranﬂess S5 PN Accass
r andsLocal Users
-y Secure Deskiop Manager
£ Certificate Managemant
{8 Language Localization
2.8 Load Balancing
18" DHCP Servar
- DNS
Actvanced

Configure named 17 address pools.

Thes parameter ks enfiorced n efther 3 VPN [Peac Connacton Profiles, AryConnact Conmection Profiles or Group Polick
i & Add IP Pool b4

& |l o

Pral Hams = =

o v wpncliantl

Starting [P Adere. . | 192168510
Ending IP Address: | 1921685, 100
Spretviek:  EENEEREN v

[ ™= || cacel || e |

9. i###Configuration > Remote Access VPN > Network(Client)Access > IPSec Connection
Profiles > AddUAFTi8B2:&#E ( 5120 , TunnelGroup1FPreshared key as cisco123 ) , ZATFR

o

Fle Wew Took Wisards  Window  Help tackFor: [
) Home |0 Carfiguration [j Montaring | o Seve QW Refresh | () Back .\) v | :} Help |

Remoke Access VPN g o[ =

| = Irkroduction
(=1 Mesaark (Clent) Acress

[} m Language Localizaton

Bocess Interflaces

£ &y Conn=ct Connection Prefiles Ensbile interfaces for IPsec acoess,
Interface Rl ficonss |
[} Group Folices e He =
g Dynamic Access Polides i r
p Address Assignment: .
reide r
H-1 Advanced
||+| ‘B Chentlass S50 YPM Acoess
[+ A ocal Ussrs
[+ Sanure Deskiop Manager
[# Certificate Managameant Connection Profiles

Carnection prafile (hunnzl oroup) specifies how wer = authenticabed and other parametars,

& | pad Balandrg :
B DHCP Server = Mdk@ Edit | Tl Cclete
% advanced 1Psec Enabled L2TFfIFsec Enabled Sutentication
Dl bW EBVRMGH oL m
CafautRAGroun F = LA
: Rernobe Acoess VPR
ﬁ Site-to-Site VPN
IF3
ﬂ} Device Managemesnt
" acoly | Resst |

#BasicEE T , AUser Authentication {1 Z1Z A fREFEEALOCAL, EiEvpnclient1{EA
VPNE FiffE &N & Fimtth it



i E I .TLITEE'IZLH:I].
| E-ardvanced
L . ca
oA Dy :;‘;f;sr.PDE,.ttas TKE Pessr A thentication
| Assignment Falicy Pre-shared Key| [1—1—**1—1—** |}
| 1;5 Address Poolks
-G Advanced Identity Certificate: |- Mone — | | Manage
1] Clientiess S5L WFN Aocess : | I—
g A48 Local Users ler A et
i nas Server Groups el
-5 LDAP Attrbute Map Sirr Group: LOCAL v | [ Marage
[l Local Lisers : 5
- fih Secure Deskiop Manager Falback: Lga LOCAL I Server Group fik
-8 Certificate Management
-8 Larguage Localization Client sddress Assignmeant
-2 Load Balancing :
_# DHCP Server DHCP Servers ! |
o= Chent Address Pl:u:-la( wprclentl Select,
}ﬁ advanced ] |
Default Group Policy
Group Policy ; DiffkGr pPalicy \fJ | Manage
{Folicewing fizkds are atributed of the group policy selected :
[+] Enabila IPsac profooal
[ 1Enabe L2TE over IPsac promol

H—T TOK, (FEE).

10. i##£Advanced > Client Addressing , A #&1&+ Use address poolZzER 5 #1 LA P sit 75 BL#&
VPNEFif, X : #{REUHE S Use authentication serverflUse DHCPEY BREX 5 #2.

B= Add IPsec Remote Access Connection Profile

~Basic Global Client Address Assignment Policy
S-Advanced This policy affects all Network (Client) Access connections. The following are tried in
pieneral order until an address s found,
b (2T ACdres=in
- Authentication [ Juse authentication server
F-author ization
F-Accounting [[Juse DHCP
E‘F'F'F' Lise address poo| ]
Interface-Spetific Address Pools
& ﬁn:l:ilﬂ Edit| [l Delets |
Interface Address Pools
| Find: | | @r=nt @ Previous
[ Ok ] [ Cancel | | Help ]




%—T "OK, (®E),
. BIPSecih Rk A Outside T . 3H— TApply#si&,

BE Cisco ASDM 6.1 for ASA - 10.77.241.111
File  Wiewi  Tocls  Wiizards  Window  Help

@ Home Gf_%, Configuratian [ﬂ r-r'hnlh:arhgl G Sane GR@H’E@M 0 Back \_:l .

| D el

(Remote Access ... ol oL X Configuration > Remobe Access WP > Nebtwork (Client) Access > IPsec Conng

£ Irtroclction docass Interfaces

- 5] Metwork (Client) Access
b ,q Connect Connacion P

Enable interfaces for [Psec access.

HiFsec Connection Profiles | e,
ﬁ Group Policies [:E'I La
t--HJp Dynamic Access Policies outside
=l Fn Address Assignment iz

V] |
O
]

fERCLIE MASA/PIX

SERELLER , LUERBDHCP A AR #s 1 WHHABVPNEFimR P, ﬁ%ﬁﬁﬁﬁﬁﬁ HEEGS
MFHEF B2 REEE RS BEVPNSCisco ASA 5500 R BHBERZLEE — D2 E,

ﬁ’ Assignmeant Folicy .
{ LB Address Poals :
= Advanced
{-ERy Clientless S50 VPN Access
g mﬂ-"k':"igl USE"'BG Conrection Profiles
A Serve ; ; .
: LDAP :;;::_utenhﬁ; ':Ef'll'l?-l_'tl.l.',l"l profile (unrel group) specines how user is authenticated and other parame:
[l Local Usars & add| & edit i Delets|
- i) Serure Deskiop Manager :
-3 Certificate Management Name [Pzec Enabled
- Language Localization TunnelGrau ]
E Load Balsrcing
|:H:P Server DeafautWERYPNGraLp
DefaultRAGroup
El m:luan:aj

EASAKE HETRE

ASA# sh run

ASA Version 8.0(2)

|

!--- Specify the hostname for the Security Appliance.
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif outside security-level 0 ip
address 192.168.1.1 255.255.255.0 ! interface

Et hernet0/2 naneif DMZ security-level 50 ip address
192.168. 10. 2 255. 255.255.0 !--- Output is suppressed.
passwd 2KFnbNI dl . 2KYQOU encrypt ed boot system

di sk0:/asa802- k8. bin ftp node passive access-list 101
extended permit ip 10.1.1.0 255.255.255.0 192.168.5.0
255. 255. 255. 0 pager lines 24 |ogging enable | ogging asdm
informational ntu inside 1500 ntu outside 1500 ntu dne
1500 ip local pool vpnclientl 192.168.5.10-192.168.5.100
mask 255.255.255.0

no failover
icnmp unreachable rate-limt 1 burst-size 1
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!--- Specify the location of the ASDM image for ASA to
fetch the image for ASDM access. asdm i nmage di sk0:/asdm
613. bin no asdm hi story enable arp tineout 14400 gl oba
(outside) 1 192.168.1.5 nat (inside) 0 access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0
0.0.0.0 192.168.1.2 1 timeout xlate 3:00:00 tinmeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0: 02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absol ute dynam c-access-policy-
record Dflt AccessPolicy http server enable http 0.0.0.0
0.0.0.0 inside no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp authentication

i nkup I'i nkdown col dstart crypto ipsec transformset
ESP- DES- SHA esp-des esp-sha-hnac crypto dynam c- map
outside_dyn_map 1 set transformset ESP-DES-SHA crypto
map outside_map 1 ipsec-isaknp dynam ¢ outside_dyn_nap
!--- Specifies the interface to be used with !--- the
settings defined in this configuration. Crypto map
outside_map interface outside !--- PHASE 1 CONFIGURATION
---! I-—- This configuration uses ISAKMP policy 2. !---
The configuration commands here define the Phase !--- 1
policy parameters that are used. crypto isaknp enable
outside crypto isaknp policy 2 authentication pre-share
encryption des hash sha group 2 lifetine 86400 no crypto
i sakmp nat-traversal !--- Specifies that the IP address
to the vpn clients are assigned by the local and not by
AAA or dhcp. The CLI vpn-addr-assign local for VPN
address assignment through ASA is hidden in the CLI

provi ded by show run command.

no vpn-addr-assign aaa
no vpn-addr-assign dhcp

telnet tineout 5
ssh timeout 5
consol e tineout O
threat-detection basic-threat
threat-detection statistics access-1list
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi num 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip




i nspect xdncp
|

service-policy global _policy globa

!

group-policy DfFltG pPolicy attributes
vpn-tunnel - prot ocol |PSec webvpn
group-policy GoupPolicyl interna

!--- In order to identify remote access users to the
Security Appliance, !--- you can also configure
usernames and passwords on the device. !--- specify the
IP address to assign to a particular user, use the vpn-
framed-ip-address command !--- in username node

username ciscol23 password £f£IRPGpDSOJhI9YLg encrypted
username ciscol23 attributes

vpn-framed-ip-address 192.168.5.1 255.255.255.0
!--- Create a new tunnel group and set the connection !-
-- type to remote-access. tunnel -group Tunnel G oupl type
renot e-access tunnel -group Tunnel G oupl general -
attributes address-pool vpnclientl !--- Enter the pre-
shared-key to configure the authentication method.
tunnel -group Tunnel Groupl ipsec-attributes pre-shared-
key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
ASAH#

Cisco VPNE Fin il B

B MHCisco VPNE FIRE#E 2ICisco ASA |, UEBASARBRE K,

1. i#1EStart > Programs > Cisco Systems VPN Client > VPN Client.
2. & — T New A B @ Create New VPN Connection Entry$3 & .

# status: Disconnected | YPN Client - Yersion 5.0.03.0530

-

iConnection Entries  Skatus  Cerkificates Log  Options  Help

{?cf}i';"\: o 'r W 1 .\o&":-\. .::.-'".
Connect M Irnpork e cacdify Delete
Connection Entries | Certificates l Log ]
Connection Entry Huozt

3. EEMEMRNFMES. WAERKENEBMRA, EHosHERMAASARI S ERIPE 1t

>

"

# 8 AASAHEL B HYVPNBEIE #H B #8(TunnelGroup 1) M1 % ( A A €88 — cisco123) , &

—T TSave, »



# VPN Client | Create Mew YPN Connection Entry

Connection Entr: 1454

il
cisco

D ezcrption; |vprtunne

Host: {192.168.1.1

Authentication lTranspnrt Backup Servers i Dial-Up 1

& Group Authentication 7 Mutual Group Authentication

M ame: TunnelGroup

HEXHEEEE

Fazsword:

Confirm Faszword:

xxxxxxx1

 Certificate Authentication

Name:i
[ SendCa Cettficate Chain

Eraze Uzer Fazsword 1 Cancel

4. B—TEFANER , AREVPNE Fin 48 & & — T Connect,

# sgtatus: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entriss  Status  Certificates Log Options  Help

T5 | 98 t@ alta]e

Corract Mew It Moy Delete CISCO
Correction Enties | Catéicates | Log 1

Cannechon Entry

192.168.1.1 IPSec/UDP

B M

Mot conmected. Conmecked Time: 0 day(s), 00:01,18 R

5. HIRIRREF | B AUsername:cisco123 1 & : cisco123MTEASAH AXauthBit & , A% IR
OKLUE AR BRI HE R




# VPN Client | User Authentication for "ASA"

The zerver has requested the following information bo complete the uzer
authentication.

otf o], Heemame: |oiscoll2d
:Iscn :-:xx:-:xxm1

Pazzward:

k. I Cancel

6. VPNZE F i 82 7 /0 U BERYASAE AR

# status: Connected | VPN Client - Version 5.0.03.0530

Conneckion Ertries  Status  Certificates Log Options  Help

, ﬁ £3 Lﬁ L l1ai

.E;-_ﬁ =] . !5:'] e bl fiy
Disconnect Hew ﬁrl Modiy Delete CISsCO
Cornechon Enbies | Cerlificates i Leg |

Conmechon Enbp |r Host Transgpot
# ASH 192 168.1.1 IPSec/UDP

~ Connected Time: 0 day(s), 00:01.18 ¥

Stabistics, .. { =
5 (NESEETER il
Motiticabions...  Chrl4M ;
Disconnect Moo T F Delte CISCO
Conrection Enlries Resel Jtats
Connecton Entry Hozt Tranzport
- ASHA 19216811 IPSec/UDP
R L L T S R S e S A R L e T

o



showis §&
FEAAHRR  BRENEEREETEEE,
BHEERTEER#ETMEFFER)OIT)XERE Eshowin T, FRAOITRAshowds T H 5

o

- show crypto isakmp sa — BT~ EZ 8 F KT E ElIKER £ B (SA).

= —

- show crypto ipsec sa — BEREBISAFEAMERE,

a4 379,
AER A AT AR AL T RB R, BT T BB RA,

it AR **”‘QEF'EJIPSec VPNH#ESEBRVEFRER |, F2REEE B2l MimikmshEIPSec VPN
[EPERRARIR TS R

ERRE S BB
ETHRESRRE  FRAEETERRBRAANZSEE . EPIXNEFEEXT , FRAUTHS

. clear [crypto] ipsec sa — MHEREEI BV IPSec SA., EA#EFcrypto AlEMN
- clear [crypto] isakmp sa — MHEREEIHIKE SA. B8 crypto AlEM,

EHRET
WLEEETA(EHEEMES£MA)OMXER Eshowi . EMAOITRIEshowds & # HH 5 47T

Btk : £/ debug T2 AT , FFE 2B EE Debug ETHEEEH.

- debug crypto ipsec 7 — B2/ B A IPSecti ™.
- debug crypto isakmp 7 — R 5 1 FE RV ISAKMP 1737 o

HBES

. Cisco ASA 5500RJI BiENEZ £ EEBEE
. Cisco ASA 5500 RF B EREZSEBHTSE
. Cisco PIX 500R =25 > ¥ 5 [

. Cisco PIX 500R 3R+ EBH DB E

- BPEERELREREES

- |PSectii/IKEE A E 3 ¥ E @/

. Cisco VPNfE A E IR EEH

- Cisco PIXPBA X i #x i#

. Cisco Secure PIXBs Xt &8 &

- RE2ERFFEH (IFEPIX)

. EXRZEM (RFC)



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/prod_command_reference_list.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav

. Hifi ZWHE N - Cisco Systems



//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ASA/PIX:使用CLI和ASDM配置IPSec VPN客戶端的靜態IP地址示例
	目錄
	簡介
	必要條件
	需求
	採用元件
	相關產品
	慣例

	設定
	網路圖表
	設定遠端存取VPN(IPSec)
	使用CLI配置ASA/PIX
	Cisco VPN客戶端配置

	驗證
	show命令

	疑難排解
	清除安全關聯
	疑難排解指令

	相關資訊


