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Cisco AS0DM 5.0 provides an intuitive graphical user intarface that makes it easy to set up,
configure and manage your Cisco Securty Appliances,

Cizco ASDM runs at aither & local application or a Java Applet,
When you run Cisco ASDM a5 a local application, i connects ba vour Security Appliance from
your deskbap via SSL, Bunning Cisco ASDM ac an application has thess sdvantages:
« Upgrades of the local application are parformed autormatically,

+ Tou can invoke ASDM fromn desktop shortcuts, Mo browser is required.
« One desktop shortcut allows you to connect to mudiipde Secunty Appliances,

Download ASOM Launch«and Start ASOM

ou can run Cisco AS0DM as a Java applet that is dynamically downloaded fromn the device to
which you connect,

Fun ASDM as a Java Applet

Copyright & 2005 Cisco Systems, Inc. All rights reserved.
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#% Cisco ASDM Launcher ¥1.2(1)

i Cisco ASDM Launcher RN

=101 %]

CiscoSysTems

Cevice IP Address:

Lsernarme:

Fassword:

Close

M

Mote; A50M does NOT zave pazswords locally.
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§& Cicco ASD® 5.0 for PIY - 17222 1163
File Optionz  Tools I

cis il Help

= Starfup Wizard
Hisiwne il alion [ ] ) il

Dot el ol
Generad | License |

Bt Mare Pis515- T4 CIsEa CDm

P Version T4} Device Uptime:  Sd 20k 24m 265
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55 WP Wizard . kT |
VPN Wizard WP Tunnel Type (Step ¥ of ..

Lise this wizand 1o configura new sie-to-Site VPN binngls ar new rémole access
WPH tunnels. A tunnel betaaen bwo devices ks called a site-to-gite lunmnel and |
bidiractional. & tunnel esiablished by calls from remaobe wsers such as
telecormanubers i called remole access unnal,

Thig wizard erealas bagic nnel corfiguraions halvou can edil Isler using the

ASOIM.
WPHM Tunnel Type: REREEITN
l.l:l-:-ﬂT-
* Site-to-5ite Ch, oo })ﬂ.‘%
VPN Remete Access
Locat g i Cop—
" Remots ALLEZE h et yif
i _}E:ﬁ
WPH Tunnel Intarface:  [outside =]

Eack] MHH | firien | cancel| M |
7. BERBHSENWAIIPHU, WMAZSFERANSHOEREENR , EDZIK/TWJ':F'E'J?E LS|,

55 ¥PH Wizard _ iy 3= |
VEN Wizard Femote Sie Pear (Step 2 of 7}
Enter the IP addrass and the kifmal group of e peer davice far \is site-bo-sibe
wnnel. Then select the aufhenbcation method: 8 password shared by both sies or
A cedtificale issued by a Cedificals Aufnority
Peer I Addiess; |1|:|.:-u.1u 1
Tunnied Geoup Name:  [10.20.20.1
Aulhertication
¥ Pra-ghared Key
Pre-shared Key: |'3'5“5"”
i Cefificate
Cerificate Signing Algorshm: | 3-E4) ¥ |
Trusipoint Mame: | =]
< Bak | an » | firizn | cancer|  Hen |
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BE PN Wiz ard
YN Wizard

IKE

Policy iStep Jof 7}

Splectthe encnplion alganhm, ashenbcalion algashm, and Difie-Hallman group
for the devicas 0 ugs to negoltiste an bntemed Key Exchange (IKE) secunty
associa®on betwean tham. Configueations on both sides of the connaclion must
rrabch ety

Encryplion; |nEE-256 =]

Authentication: IEH"'- ﬂ

OH Group: |_ "'I

-Bm:kl h[?n | Fir | L‘:m:elJ Harn_]

9. EEEMNIPsec (thBRF2MREER ) B, ELBHULAEMITITE,

BB PN Wizard
YEN Wizard

IPSac Encryption amd Authamtication (Step 4 of )

Selact the encnption and suthenticalion algosithms for this IPSec VPN himnael,
Configurations on both siles of the connecson must match exacthy.

Encryplion; |nEE-256 =]

Authentication: IEH"'- ﬂ
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§& WPN Wizard

- x|
YEN Wizard Local Hosts and Netwarks - (Step 5 of 7}
An IPSac tunned prodects dala exchanged by selected hosts and nebeorks a the
loal and remote gites. You identify hosts and netanorks for the local sile on hig
screan and for ibe ramote 582 on the next screen,
Hositetsork 1 Be Added Sebecled HostsMedsorks:
i+ 1P Address " Mame T~ Graup 172220004
Interface;  [mside ] |
IP address: i1 712210 5 |
Mask: jz55.255 2550 =]
<Back | Npat= | finien | cancer|  Hein |
4T
1. B ERRE IR ImImAY = AR .
55 ¥PH Wizard = - |
YEN Wizard

Enber fhe hosis and nobwarks 3 fhe remaole sibe of the FEec connéction,

HosbiMetwork 10 Be Added ESetacted Hostemletworks:
I+ 1P Address " Mame i~ Group 172.16.1.004
Interface;  [oulside ] | S
IF address: I1 1316.1.0 e |
[ (= 1= |
Mask: jz55. 2552550 =]

< Back | ME{:;J Frch | cancer|  Hein |
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§& WPN Wizard
YEN Wizard l Summary (Step ¥ of 7]

ou b crigated @ Sibe-30-Sile VEH funnel wilh i follcwing afribubas:

WP Tunnel Inferface: oulside
Fear P Address: 102002001
Tunned Group Name: 10020.20.1
PSxac aufienbication wses pre-shaned ki
clscol 23
IE Falicy Encrpian Faudibentication f DHGroup: AES- 256 SHA T Group 3
FSec ESP Encrplion f ESP Aulherticabion: AES-256 / SHA
Traffic Now io be probacled by this tunnsl.
(local 172221 0024
frarmeoted 172.16.1.0024
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B% Cisco ASDM 5.2 for PIX - 1
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Security Policy Ethernet2
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32 Startup Wizard
AAS Selup

) Anli-Spootiog

T

ARP

bl muto Updste
L) Client Update
-0 Certiticats

':t

1F' Devics focess

= {$ Device Bdministration

-H Eanar
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: @ Clock
el Coveole
- -ﬁu Deevice
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Canflgure NTP servers and detine suthertication keys and values,

F Bddress Mtertace Preferradr Hey Mumber Trusied -‘ | Bid



, BlaniPityt, N ERRE (AN ) . SRERURRIERE , NEFEEMR. AR
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8 Add NTP Server Configuration

IP Address: 1722211681 [ ] Preferred

Interface: | ihside W

............................................................

rauthentication Hey

............................................................

Hey Mumber; a v Trusted
Hey Walle: R
Reenter ey Walle: R

X

: $IRASA1 , N ERTBEREE Ainside , HIIRASA2 | i1 Boutside, & : ASANINTPAIBRER
FHIntp S ERTE SIMEZMER. ASATFIASA2HCLIFH B EMEBMHEBOTAIR
ASAl#ntp authentication-key 1 md5 cisco

ntp trusted-key 1

ntp server 172.22.1.161 key 1 source inside

ASA2#ntp authentication-key 1 md5 cisco
ntp trusted-key 1
ntp server 172.22.1.161 key 1 source outside
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et . 4 -MTP
EI'-; - Startup Wizard b

b gl AsA Setup
klertaces Arti-Spoofing
i -
I':-"_-:l.J é Ao ijS‘IE
Security Policy g2k Client Updste
. % & Certificate P Address rterfoce
&?% #fFf Device Access T o
o = @ e 172221 961 insice
@ Bsrtiar
% 5 Boot InagedConfic
G B3 cu Promat
g chock
T Consoke
‘z_a ~-g5® Dewdce
Rl 26 FTP Mode
- B |CMP Rules
éa{::; 2 panagement Aco
okl Objects

-l Pezsand

E;!J Lﬁ Secure Copy

ARP Configure MTP servers and define authertication keys and walues,

Properties ﬁ SMTP

= U=ar Accounts
5= History Mefrics

w1y 1P audi

-2 Losging e

< i

ASA1 CLIE i

B s
£ TETE Sarvar LL¥] Enabie NTF sutherication

ASA1

ASA#show run
Saved
ASA Version 7.1(1)
]
host nane ASAl
domai n- nane defaul t.donmain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes

!
interface EthernetO

namei f out si de

security-level 0O

i p address 10.10.10.1 255. 255. 255. 0

!--- Configure the outside interface. ! interface

Et hernet1l naneif inside security-level 100 ip address
172.22.1.163 255.255.255.0 !--- Configure the inside
interface. ! !-- Output suppressed ! passwd
2KFnbNI dI . 2KYQU encrypted ftp nbde passive dns server-
group Defaul t DNS donmai n-nane default. domain.invalid
access-list inside_natO_outbound extended pernit ip
172.22.1.0 255.255.255.0 172 .16.1.0 255.255.255.0 /---
This access list (inside_nat0_outbound) is used !---
with the nat zero command. This prevents traffic which
I--- matches the access list from undergoi ng network
address translation (NAT). !--- The traffic specified by
this ACL is traffic that is to be encrypted and !---
sent across the VPN tunnel. This ACL is intentionally !-
-- the sane as (outside_cryptomap_20). !--- Two separate




access lists should always be used in this
configuration.

access-1ist outside_cryptonmap_20 extended permit ip
172.22.1.0 255.255.255.0 172

.16.1.0 255.255.255.0

!-—- This access list (outside_cryptomap_ 20) is used !--
- with the crypto map outside_map !--- to determne

whi ch traffic should be encrypted and sent !--- across
the tunnel. !'--- This ACL is intentionally the sanme as
(inside_nat0_outbound). !--- Two separate access lists
shoul d al ways be used in this configuration.

pager lines 24
nmu inside 1500
nmtu outside 1500
no fail over

asdm i mage flash:/asdm 511. bin

!--—- Enter this command to specify the location of the
ASDM image. asdm history enable arp tinmeout 14400 nat
(inside) 0 access-list inside_natO_outbound /--- NAT 0
prevents NAT for networks specified in !--- the ACL
inside_nat0_outbound.

route outside 0.0.0.0 0.0.0.0 10.10.10.2 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

!--- Enter this command in order to enable the HTTPS
server !--- for ASDM. http 172.22.1.1 255.255. 255. 255
inside !--- Identify the IP addresses from which the
security appliance !--- accepts HTTPS connections. NO
snnp-server | ocation no snnp-server contact !--- PHASE 2
CONFIGURATION ---! !--- The encryption types for Phase 2
are defined here. crypto ipsec transformset ESP-AES-
256- SHA esp- aes- 256 esp-sha-hmac !--- Define the
transform set for Phase 2. crypto map outside_nap 20

mat ch address outside_cryptomap_20 !--- Define which
traffic should be sent to the IPsec peer. Crypto nap
outside_map 20 set peer 10.20.20.1 !--- Sets the IPsec
peer crypto map outside_map 20 set transformset ESP-
AES- 256- SHA !--- Sets the IPsec transform set "ESP-AES-
256-SHA" !--- to be used with the crypto map entry
"outside_map". crypto map outsi de_map interface outside
!--- Specifies the interface to be used with !--- the
settings defined in this configuration. !--- PHASE 1
CONFIGURATION ---! !--- This configuration uses isakmp
policy 10. !--- Policy 65535 is included in the config
by default. !--- The configuration commands here define
the Phase !--- 1 policy parameters that are used. isaknp
enabl e outside isaknp policy 10 authentication pre-share
i saknp policy 10 encryption aes-256 isaknmp policy 10
hash sha isaknp policy 10 group 5 isaknp policy 10
lifetine 86400 isaknmp policy 65535 authentication pre-
share i saknp policy 65535 encryption 3des isaknp policy




65535 hash sha isaknp policy 65535 group 2 isaknmp policy
65535 lifetine 86400 tunnel -group 10.20.20.1 type ipsec-
|2l I--- In order to create and manage the database of
connection-specific !--- records for ipsec-121-IPsec
(LAN-to-LAN) tunnels, use the command !--- tunnel-group
in global configuration node. !--- For L2L connections
the nanme of the tunnel group MUST be the IP !--- address
of the |Psec peer.

tunnel -group 10.20.20.1 ipsec-attributes

pre-shar ed- key *

!--- Enter the pre-shared-key in order to configure the
!--- authentication method. telnet tinmeout 5 ssh tineout
5 console tineout 0 ! class-map inspection_default match
defaul t-inspection-traffic ! ! policy-map gl obal _policy
cl ass inspection_default inspect dns nmaxi num |l ength 512
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp i nspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp ! service-policy global _policy global
!--- Define the NTP server autentication-key,Trusted-key
!--- and the NTP server address for configuring NTP. ntp
authentication-key 1 md5 *
ntp trusted-key 1

!--- The NTP server source is to be mentioned as inside
for ASA]l ntp server 172.22.1.161 key 1 source inside
Crypt ochecksum ce7210254f 4a0bd263a9072a4ccbh7cf 7

end
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ASA2 CLIE &

ASA2

ASA Version 7.1(1)

!

host nane ASA2

donmai n- nane defaul t.domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!

interface EthernetO

narei f outside

security-level 0O

i p address 10.20.20.1 255. 255.255.0
!

interface Ethernetl

narei f inside

security-level 100

i p address 172.16. 1.1 255.255.255.0
!

passwd 2KFQnbNI dI . 2KYQU encrypt ed
ftp node passive
dns server-group Defaul t DNS

donmai n-nane default. domain.invalid

access-list inside_nat0O_outbound extended permt ip
172.16. 1.0 255.255.255.0 172

.22.1.0 255.255.255.0

!-—- Note that this ACL is a mirror of the
inside_natO0_outbound !--- ACL on ASAl

access-list outside_cryptomap_20 extended permt ip
172.16.1.0 255.255.255.0 172

.22.1.0 255.255.255.0

!--- Note that this ACL is a mirror of the
outside_cryptomap 20 !--- ACL on ASAl

pager lines 24

ntu inside 1500

ntu outsi de 1500

no fail over

asdm i mage flash:/asdm 511. bin

no asdm hi story enabl e

arp timeout 14400

nat (inside) O access-list inside_natO_outbound
timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00

ti meout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia 0:02:00
ti meout uauth 0:05:00 absol ute

http server enable

http 0.0.0.0 0.0.0.0 inside

no snnp-server | ocation

no snnp-server contact

crypto ipsec transformset ESP-AES-256- SHA esp- aes- 256
esp- sha- hnac

crypto map outside_nmap 20 natch address

out si de_crypt omap_20

crypto map outside_nmap 20 set peer 10.10.10.1




crypto map outside_map 20 set transformset
SHA
crypto map outside_nap interface outside
i saknp enabl e outsi de
i sakmp policy 10 authentication pre-share
i saknmp policy 10 encryption aes-256
i saknmp policy 10 hash sha
i saknmp policy 10 group 5
i sakmp policy 10 lifetime 86400
tunnel -group 10.10.10.1 type ipsec-12
tunnel -group 10.10.10.1 ipsec-attributes
pre-shared-key *
telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
1
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns nexi mum | ength 512
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdnctp

!
service-policy global _policy globa

authentication-key 1 md5 *
ntp trusted-key 1

end
ASAH

ESP- AES- 256-

!--- Define the NTP server autentication-key, Trusted-key
!--- and the NTP server address for configuring NTP. ntp

!--- The NTP server source is to be mentioned as outside
for ASA2. ntp server 172.22.1.161 key 1 source outside
Crypt ochecksum d5e2ee898f 5e8bd28e6f 027aeed7f 41b

B

AEHRHENEATRARERENEERE EEER.

BHEEFETSEUIMEFER)IERE Lshowin s , L TERE

. show ntp status — FERNTPEFEEE .

ASAl#show ntp status

Clock is synchronized, stratum 2, reference is 172.22.1.161

R

Ch

BiRshowdn &I HEY D47

nom nal freq is 99.9984 Hz, actual freq is 99.9983 Hz, precision is 2**6
reference time is ccf22b77.f7a6e7b6 (13:28:23.967 UTC Tue Dec 16 2008)
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clock offset is 34.8049 nmsec, root delay is 4.78 nsec
root dispersion is 60.23 nmsec, peer dispersion is 25.41 nsec

. show ntp associations [detail] — F& 7R Ee & #Y 48 B B [ {7 PR 25 B Bt
ASAl#show ntp associations detail

172.22.1.161 configured, authenticated, our_nmster, sane, valid, stratum1l
ref ID.LOCL., tinme ccf2287d.3668b946 (13:15:41.212 UTC Tue Dec 16 2008)
our node client, peer node server, our poll intvl 64, peer poll intvl 64
root delay 0.00 nsec, root disp 0.03, reach 7, sync dist 23.087

del ay 4.52 nsec, offset 9.7649 nsec, dispersion 20.80

precision 2**19, version 3

org time ccf22896.fladfca3 (13:16:06.943 UTC Tue Dec 16 2008)

rcv tinme ccf22896. ef b94b28 (13: 16: 06. 936 UTC Tue Dec 16 2008)

xmt time ccf22896. ee5691dc (13:16:06.931 UTC Tue Dec 16 2008)

filtdelay = 4.52 4.68 4.61 0.00 0.00 0.00 0.00 0.00
filtoffset = 9.76 7.09 3.85 0.00 0.00 0.00 0.00 0.00
filterror = 15. 63 16. 60 17.58 14904.3 14904.3 14904.3 14904.3 14904.3

REREDE A

AERENEF TARNEERE TR,
BB T

WHEZFIS(EHERTFERA) XERE Eshowin T , t TEA[REMR showds T H Y 5 4.

EX : ZHidebugi 2Bl , S EEDebugii THEEEH,

- debug ntp validity — B TRINTPEEREA Y. U TE2EBT A NWdebughi i :

NTP: packet from 172.22.1.161 failed validity tests 10
Authentication failed

. debug ntp packet — BRNTPER T EH. KERBARFVERER , FASALREF NP
xm t ﬁﬂ@ ) ﬁ'ﬁfﬁﬁNTP rcvﬁ*ﬂ@o

ASALl# NTP: xmt packet to 172.22.1.161:

| eap 0, node 3, version 3, stratum 2, ppoll 64

rtdel 012b (4.562), rtdsp Ocb6 (49.652), refid acl60lal (172.22.1.161)
ref ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

org ccf22916.f426232d (13:18:14.953 UTC Tue Dec 16 2008)

rec ccf22916.f1211384 (13:18:14.941 UTC Tue Dec 16 2008)

xmt ccf22956. f 08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

NTP: rcv packet from 172.22.1.161 to 172.22.1.163 on inside

| eap 0, node 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000), rtdsp 0002 (0.031), refid 4c4f434c (76.79.67.76)
ref ccf2293d. 366a4808 (13:18:53.212 UTC Tue Dec 16 2008)

org ccf22956. f08ee8b4 (13:19:18.939 UTC Tue Dec 16 2008)

rec ccf22956.f52e480e (13:19:18.957 UTC Tue Dec 16 2008)

xmt ccf22956. f5688c29 (13:19:18.958 UTC Tue Dec 16 2008)

i np ccf22956. f 982bcd9 (13:19:18.974 UTC Tue Dec 16 2008)

HHEEA
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//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s4_72.html#wp1309686
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
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//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
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