4

ZRBASA 9.XBNAESH R K B (DAP)
B 4%

REEHS

ISRl

AAETHBASA 9. xEVRERH R SR G (DAP)RIYERE . ThEe M A %,

B R

==K

BRIERECRBUUTERE

- EEALABE(VPN)EIE
- BREEFHURRI(DAP)

BRF T
R AR A BT RN EEREMBER R,

ANXHHWEARRBREEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAET[AESTRERNTE,

HRAR
EHM AR (VPN RE T EBERETENF. ZESASHESEVPNER ; fl , BEERW

RNEREE, SECHAEET—EEBATUEANSEAS , URREATARENZ 2RAIRIE
AR E A, EBEVPNREF , RECAENEBLEREREMRTEEMSES,



BREERE(DAP)R—E IR , IREEEVHRVPNRESERLHRE, BBRERBERE
RERENSFAEBNAEREBEES , TURYBREFBERE, ELBUETHRSEEARE
SO NRIRE £ BE,

plan , Z2REERBEERNERE SR EERNFEERTRELRE. CEBR—EAHZE
DAPFES&HEREN/ARSBUREKRBEEAESHBENDAP, CEREREXENKRKRZLET
M/HERREAENAAAREEFEFELDAP R, ARAEDAPREKEMEIEAERENEE,

AE . ZEDAPKEGEEB MM dap. xmIiERFEFEASARBGEER D, AL LS
dapxmiERBHEIEEN , WHETHE (NELMEXMLEE ) , AREFHHEA
,ABEHSNS, RRNRRESS , TASEHASDME L EEDAPIE . R HCLITE
BRI NEE,



SEE - EREIBCLIE Edynamic-access-policy-record3h B 5| & EHDAPEIL T |, BE
ASDMT] EREEEIEL S| 8, #RCLI, X IREFEHAASDMEEDAPKEE,

DAPFIAAAB 1t

DAPHZ 7T AAARRT , WRH—EARNREBY  SEBUTUBEAARHNBMN, ZR&RKE
A ARIBEAENAAARBERRZDAPR &, ZERETRIBUEARZES@EDAPRHE , RER
BELHIUDEDAPREBE.,

&R LAECisco AAAB MBI GBI R R ERRADIUSHILDAPRIRSFERN T EEREMEESR
EEAAABY | NE1FTRo

[E1.DAP AAAB £ GUI



[ ] ] Add AAA Attribute

AAA Attribute Type:  Cisco (%]

Group Policy: DfltGrpPolicy
Assigned |Pvd Address:
Assigned IPv6 Address:
Connection Profile: DefaultRAGHoup
Username:

Username?; = B
SCEP Required: true

Help Cancel 0K

DAPHM#&imL & BMH

BRAAAB M , ZeRBERUERAGEENRET G EZENKFRZEBY. WE2fMR , HPa
BEAIHREHR. RE2XRH, BE/BSRERTEFNAC, BRKRIRTAEBYE  SEERAESHRE
ZHRHEEETRERE, BR , AAVABMY ( 2EEEDAPREH ) EERESHRENBSETR
o

2. % iw B EGUI



i & A Eredpminll ATtFibute

Endpaing Antribute Type Application P
1

ArmyConmect
Client Type: = B File

Device

WAL

Operaling Syitem

Pergomal Fiaesvall

Mulciple Certificate Authentication

Help Cancel oK

TR EX BY A& 5 8 SR g

HESIAMERDAP 2| , E4STE M E RSB N2 FEABABIAYRh R RS B (E B EASAT L E S ( BT
, BB AR ) SUEIBIMFAAAR BRBREITHER,

FEERERT , DAPRIRBERFIH T, Hlin | FiBFREH, HEFREMAAABEIHEEG M TAPEEER
DAPI O EBL1TA., HREMITA , DAPIHRE(EIETEERDAPEE #&DfItAccessPolicy) Bl EEEE
o, B3R

3. 7 5% B A& &h 8 SR g



L] Edit Dynamic Access Policy
Policy Mame: DiltbccessPolicy
Dascription:
Access Authorization Policy Attributes
Configure access fauthorization attributes for this policy. Attribute values specified here will override those values obtained from

the Adh, fystem and the group- policy hierarchy. The resulting VPN authorzation palicy IS an aggregation of DAP attributes, Ay
attributes, and group-paolicy hierarchy attributes (those that are not specified in DAF).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists L

Action: ) Continue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:

Help Cancel oK

B2 , RDAPRHTPNEMTERBESEN , Hlin , DfitAccessPolicy R #Action : 5| B E AR
FXA "Terminates , WHREEHMDAPR S , AIFERERT , KBS HRBOFERAE TATHE
DfitAccessPolicy DAP&E#k , It H AJ SAIE B VPNEL 8.

Rt , FERMIWEE —EHZEDAPFEHR , LUREBVPNER I E & SR £REFEHBNERS
&R, FHIt , DAP ( IREKRE ) AJB AR ERKBEER,

B B B REh B SR g

EFADAPEREMERESHBNBRERE , FEERBITZ5IH. A, MREREERRHZES
REFE. FEENIZEENRE  IREHBERFHATENERRE  WRBRIEFTEN/ZH
AAABRE ( ERFEAERESEMLERERER ) . At , B4FE LRAEDAPHSHEMNIIGE , NE
4Ff R

4. BhRE 5 ) SR A



2 | ] Add Dynamic Access Policy

Policy Marme:

Description: ACL Priority: 0

Selection Criteria
Define the AAA and endpaint antributes used 1o select this access policy. A policy is used when a user's authorization attributes match the AAA anribute oriteria
below and every endpoint attribute has been satisfied. These attributes can be created using the tables below and jor by expanding the Advanced option to specify
the logical expression text.

WUser has ANY of the following AsA Antributes valees... 8 and the following endpaint attributes are satisfied,
AAN Atiribuse OpserationValue A Ered poind 1D Mame/ O perationValue Add
Lagical Op.
Advanced *®

Aocess fhuthorization Policy Attributes
Configure accessfauthorization attributes for this pelicy. Attribute values specified here will override those values obtained from the AAL Systern and the
group-policy hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA antributes, and group-policy hierarchy attributes (those
that are not specified in DAF).

Actian Metwark ACL Filters (client) Webtype ACL Filters {clientless) Functions Part Forwarding Lists Bookmarks Access Method »

Action: D Continue Chearantine Terminate

Specify the message that will be displayed when this record i selected.

User Message:

BLEDAPRCSE , FEZRMETEAXRED
- SEEREEZEURMSE
- FEURAIEM®E

BERGSoREEEREAMNERBEDAPRENAAMNKRIRBIEN D, ECRAENREBLE
BEAAAB MR TR |, 3 B EEERBEERESIRER , EADAPR .

Blan | wnERiEFEAAA Attribute Type LDAP (Active Directory) , BlAttribute Name=F & =2
memberOf , Value® & & Contractors ( Z1E5arfi~ ) , RIS & 4B RActive Directoryfi
Contractorsty B & , = BECELAAAB MR,

BRimEAAABIERMAS  BORBERAEETERERRBERE. fl, MREEIRE/REE
ERRENRRESTEYERZRREREEER | AEES WL L&A A EESbAT R ik
B RFRE,

52 AAAS 14 R



o o Add AAA Attribute

AMA Attribute Type:  LDAF

| Amtribute ID: memberQf

Value: = B Contractors Get AD Groups

Help Cancel oK

BE15b. v 6 B 14 R A

L - A Iyl Bllncladde

Erppoiedt AR Flate Type | HAS (3]

Pgere ;. = B

e cwco (D

16 AAAT i 6 188 14 o 4 IR g
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L ] W

aher® il o ol e i il P o P

AAAT#& v B £ 7T LAfE A Bl 6 7P PR B9 2R M/ 2038 & Bl Advanced 2 I8 LIS TE 1N 87 FT /R RV B 38 k02
AREYV. Bol , BEREARFEAEVALERABEN , fHIIEVAL
(endpoint.av.McAfeeAV.exists , "EQ", "true", "string")FEVAL

(endpoint.av.McAfeeAV.description , "EQ" , "McAfee VirusScan Enterprise" , "string") , B4

AR RAAAT S m iR B BB IR 1F

MREFZERMAAATKR GBI RN BEEE (WeT )  BEREXNIFEERH. Hlw

, ARBT UK ZLEEREAFTAREEE., £BRTRAREMEERGENAAABY  BRIFE
MHERREN , LERELITENE,. EFZLREFH—AINS —EBRREY , BEEEDAPRHN
AdvancedZf o N2 AHFERY B EE RFE,

7. F R S P B R B EEEE A GUI

Advanced

© AND OR
Logical Expressions:

((EMAL (endpoint.av.McAfeeAV.exists, "EQ", “true", "string") and EVAL (endpoint.av.McAfesAV.description, "EQ", "McAfee VirusScan Enterprise”, "string™))) '

Guide

WMESFR , A REEMEE S REEE AR EDAPR&KEEVPNFBBUNE S . EEAERE
BIEERAAA, KinN/SGBERENRECER  AUERLED PEENHEREBMEE, R
ENBHETUAEERAAARKRESNE , aFRAERAE. B, BEANAREREPHE,

DAPR#EE—EARENERBME, ELENRBESEE14FTWERT :
B8 Bfr—isE EEAER R LB NS RRE,

Access/Authorization Policy Attributes

Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Metwork ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Action: € Centinue Quarantine Terminate

Specify the message that will be displayed when this record is selected.

User Message:



- ##&(Continue) - ( FHER ) B— T AIRBEAREBERAREE.
« HIE- B-TRIEEHE.

« User Message —#i ATE BB DAPRHBRHEEREMAFELNXFER . ZF128@F T,
FREHNESERAERGD, EFAEERAR , CRRB=XURSEE , RERTFL, W0
REEZTZEDAPRKH , WA BHREHEHE —RBEAEER , AIBETRMEEAEES. 1A
, BAINEREARPIEURLEHMABRNF , EXARTELFEA ERIVHTMLES,

E.MARACLIBRE BB —AMNZEMNE EZERANLLDAPRE &M EACL, DAPHACLAIAEE
AHHIELFA  EFEERIEME, NRACLEBSESARNEEFA K L2 HBEHKIEER
ACLEE,

AccessfAuthorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
any Add>>
Manage... Delete

- HACLTHLIREREF L EEEINELDAPRSEZHNHEMACL, REEFFApermitzdenyii
BIACLT FE%RH , X BER B HEERNACLESEE

« Manage —#&— T L8N, REFNMBREEACL,
« HEERACLEIH tkDAPEC &RV EEEACL,
« Add - BB THRAEF N FTEMAMACLIE N2 A AR BERACLBEER,

+ Delete — 2 — TN LA ACLEE P MIBRR HEE RAVEIRACL, MNRACLE D ELALDAPHE
fbEc 8% , Rl REAS ELMIBR,

[E10.Web-Type ACL Filters EBR—RA R ZZFEFNE E EE AR ILDAPE # /I Web-type ACL, DAPH
ACLRREEEANTIERAR., MRACLERISAFNEERR  RLEEKIEBACLEE.

Access [Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

Webtype ACLs

Add=>>

Manage... Delete

« Web-Type ACLTFHI1E —&ZIZC B EHIWeb-type ACLLUIEMNEILLDAPR &, REEEFAR
ARFTEIEERANACLY FEHRE , X B EERRELACL,

- B —R—T A, RENMERWebE BIACL,



« Web-Type ACL list —B RILLDAPRC &% B WebZ BIACL,
« Add -BHELUE T HAEFZEFENWebE BIACLIE INE A R WebE BIACLIEE R,

« Delete -BHE A EWebZE BIACLIEE F MIBRWebZE BIACL., 1RACLE 2 Ei#sDAP TR H fih 5 #
, BN gens ELMER.

B 11. R R — ] R EREDAPREN ERAMBERERE, HTTPREMURLESR,

Access[Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method

File Server Browsing: ) Unchanged Enable Disable

File Server Entry: © Unchanged Enable Disable
HTTP Proxy: © Unchanged Enable Disable Auto-start
URL Entry: © Unchanged Enable Disable

- File Server Browsing -BA S = AERFAREIHLAIEERNCIFSBIE,

« File Server Entry -AHSRERFEAEEMFE LRAERARD[EECNEHE, AR, BER
ARFERMEREADET L, FHETUEZERAWindowsiERNWERER, MMATLT
B, WE. MR, EFGETIBHER., MAESTUEMERNER K, EXEAREHRA , U
{& {5 A3 & 128 A B Microsoft Windowsfa] IR8§ L#1TEHR, FAEBERRERFIATREEEET
B ABEBERME,

« HTTP Proxy -&&HTTP applet Proxyl & FimiE 5, {EHR TEERASEBRAEMN
( fJava, ActiveXFFlash ) IFEEH. CEBEH/ETRE , ARNERZLEBNIFERE
M. BRAREGSEHERBBRZNERERLRE , YHMBEHTTPAHTTPSEREE @M EIFH
REBRE, EXBEEFAETPmEM , @EHTML, CSS, JavaScript. VBScript,
ActiveXFJava, & &I —BIE IR ZMicrosoft Internet Explorer,

« URLEntry -RAFSELFEAEEMEFER 8B AHTTP/HTTPS URL, MEREEALLINEE , RIfE
AEAUEURLIEBAEF# AWebithit |, W EAEE FimSSL VPN RS LU,

» Unchanged - ( &% ) B— T AERAERAZ R EEWEHERAIE.

* Enable/Disable -1&— T SARUA 543 A 54

« Auto-start -# 2 — T UABUAHTTPLE |, M EDAPRE 8% B B kB 5215 L ThAE AR BA B AV Applet.
12.Port Forwarding Lists EE—ARAEAESREENREREREE,



Access/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-polic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifie
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Part Forwarding Lists Bookmarks Access Method
Port Forwarding: (@ Unchanged Enable Disable Auto-start
Port Forwarding List:
dd>
(C]
Dele
Mew

« Port Forwarding - &R RILDAPFE &k IR B EERIE— (@& E, RN PHHEHEBHER
#&Port Forwardings% & AEnablez{ Auto-startF B o

- REFE R-TUERAERAZ KR EENERERAIE.

- Enable/Disable -BZ AL A S = AIEE .

. Auto-start -BR LB AEEE |, WHEDAPR # B BB ST H IR S 5 B B R R E Rapplet.
« Port Forwarding List ™ $4E-12 1% C B B AV 128 %5 B LUE N ZEIDAPRE #%.

. New -BHZLIRBEHNEEREE,

« Port Forwarding Lists -B8 TRDAPRC#k RV IR E 355,

» Add -B6Z LU T AIAE Y PR 42 88 5% 5 B8 39 In B A Al A9 Port Forwarding B .

« Delete -BiE LA fEPort Forwarding/EE I ERFTIZIREREE, MRACLE D EIEDAPT HAb
ok , BITRBEAG HLMIER,

13.EBER—TRECEDNNREEAE TEERONEFR/URLE

\ccess/Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).
Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method >

Enable bookmarks
Manage...
- BMAEB—ZE-TURA., MRREFULAR , ERNADER LFEEREREE
- BEE_R-TUFE, EA. ELKEMBR 'S8, BE,
- EBEE (Bookmarks Lists) ( FHLEE ) -BRDAPREHHNEBREE
s FTHE—E-TUB TR RINMBERFENEEAENERFEL MR,

- EMR-EBE-TURERBESRIMBFEAMEERFE, ETRRLZLREPRRERE
, BRIFIEE L IDAPR & T MBRZERFE.



2

B 14.[Method BB HB— Al IR E A FTH IR IR FEE B,

Access Authorization Policy Attributes
Configure access /authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-policy
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specified
in DAP).

<4 Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method AnyConnect AnyConnect Custom Attributes

Access Method: @) Unchanged
AnyConnect Client
Web-Portal
Both-default-Web-Portal

Both-default-AnyConnect Client

 Unchanged -#& /8= 55 K B P EXE R B BIR w36 B 5 &
« AnyConnect Client -f8 i Cisco AnyConnect VPNZ F i iZ 3 o

+ Web Portal - A= FirVPNIELR,

« Both-default-Web-Portal -3 EBEZE FinsiAnyConnect®E FimE TER , FRERTAERF
o

- Both-default-AnyConnect Client - EiB&E FixAnyConnect® FinETELR , HREA
AnyConnect,

WMEIFTR , DAPRE S ER —ARNERBMHE , AEEBURE , EEENELIEFIESRNEN
AAA, ERE, 8. BEAMARMBRE, MRFEZEDAPHE NN EBEIEE , fli0, 2363

BRE, BFE. ERRBE. FIFEERS , AIFEEBAAA, A, . BEENERECHERE
BieE LA, EEE’%)‘RT , EERERMETTUMIEDAP , YEFREREEZ, Fitt , EFAESH
EARENBHEERES,

CEACEIEEEE S

EEE A LEEZ EDAPCE ISR S B HEE, Rit , HHBREEME UM EZEDAPR &
RIAAANIIS IR B R, Rt , FFRRBEEELEREP AR —BIF R, TEEFRT , BE
£ & v LA S A IEELDAPRC 8k AY RETHE R

EBECEERSMRE. KE. £AF. 0. BEENERECKERNE —BEE. HEXEE
MR RBREREBRUBEFBEERMR, TRIIETHEHSHERBEBEEN R, ELROMERTEEE
DAPRCE#EYAE R o

RIPETHREBMENES "KRiE, 3 "B, . MEREEMEENDAPRHFIERE T
Terminatel® , IR &S B M EATerminate ; MMREFFHIREMNDAPR # P ELE T Continuefd , BIR
S B M E A Continue,

x1.BEEMN

BYE®  DAP#1 DAP#2 DAP#3 DAP
B (EHM) (B |RE |[HE |eE




BE (EP2) |k |#EE |8 KLt

FR2PFE R user-message BT E —EFEEH. REBEETURITER ( T AEMFIE
O0x0A ) DB FH , ZXFRBBBBEDAPREENBHEERZE—EMEL, AEeFRPBHEN
JEFERERE,

#2.User-Message B 1%

B2 DAP#1 DAP#2 DAP#3 DAP
user-message|[tRiE [[1BIE (BB ||[PRIEIMIE<LF>BEB

RIPFIRNEZTFImEA BN ( ThEE ) BThee @ EAuto-start, Enable=Disable{E, 1R E(E(TiE
EMDAPEE % H ELE T Auto-StartfE , BIFR & B E 7] LA 2 Auto-start,

MREEMFIEDAPREHFREREBBRBE , YAEED —EFMEDAPR & EE T Enablel®
, IR AR & BIEE.

R EEAPHEDAPEE 8 K fit BAuto-startzEnable{® , ¥ B E D& —EFHEDAPREEFEHET
disabley B , Al A ERAREBME.

RIEEF iR A B ( ZhEe )

BE% DAP#1 DAP#2 DAP#3 DAP
port-forward||B A |=H B
ERIAE |EFA (A =R |BA
file-entry =R |=FA
HTTPRE |8 |BEBRE|ER |B8KE
URL#E ||©&/A BA  ||BA

RAFBERAIURL listMlport-forward B2 E —BE , REAVURFEREERIBFH. REEM
ER AR EGRAMEDAPR ST R BUHEERE —ERMELNER S RFH. AIUBRESFH
FHENEEBNE, BHETESFFEPINEFAREFEE,

RIURLBEMBEEREEEMY

B4Ef DAP#1 DAP#3 DAP#3 DAP
url-list % b,c (& a. b, ¢

port-forward d,e [e,f |d, e, f

Access Method B 1EESSL VPNER AN EFinsifB A L. BEFmABLEETURE
AnyConnect®E Fimshf. EWebPIF 5. #&WebPiF 558 AETEREH B AnyConnect®E B ik sl
WebPIFEA/ , A&AnyConnect® i 35 B Al ETE R 5A BRI AnyConnect® F i = WebFd F 55 o
RENBMHEERERKS,

RIS EBM

EHH B A RRER




AnyConnect®F WebFJ  Both-default- Both-default-
I P Web-F§ AnyConnectZ& F i
X Both-default-
AnyConnect®& F i
X Both-default-Web-Portal
X X Both-default-Web-Portal
X WebPg
X X Both-default-
AnyConnect® F i
X X Both-default-Web-Portal
X X X Both-default-Web-Portal
X AnyConnect%® F i
X X Both-default-
AnyConnect®& F i
X X Both-default-Web-Portal
X X X Both-default-Web-Portal
X X Both-default-Web-Portal
Both-default-
X X X AnyConnect® F i
X X X Both-default-Web-Portal
X X X X Both-default-Web-Portal

MRESERMRE (ARG ) MWebE R ( BEFFin ) ACLIBIBEREIE , DAPE STIRFMDAP
ACLREEEZRIMEEE Tt

B 1577 REYPriority B R IER G, HERZEDAPEHR SHEMWebE BIACLE , REREMEH
EHGEFEETRENTF. R2RERBLAEFREIRKEHTHETHSF , BLEFREE
RIKER. Bl , ERINVDAPRHNE RIEFSMMER2NEHF. BEEZFHRCMHEF.

B15.18 %6 F-FE RDAPC &M B % IEF

® Add Dynamic Access Policy

Policy Name:

Description: ACL Priority: 0

« Policy Name -BE/RDAPC#kHY £ .,
- FREB-EREADAPEC SRR A&,

DAP ACLEB #1& X B F & Bi&Allow-List=l B #& Block-List ACLAR R VA RIEE . FEAllow-List
ACLEHE S  FRIFEMRBEERA "2 BEEMBIEMNFR_, ERIEBE ACLEXT

, AEFERESEERR , MEEEHEERBRIEHNE. TERFBBETERST
permitMdenyRAMEIEFERE . MRADAPRHEE T AHERGNFHEBE , IEEESE
A INECERAT | BXRIRBE e RE EHRMMES, NRFSHRENFEBFER D BHRDAPI



8% , AN REBEMBVENEXRERE EHRMBIERE.
16.DAP ACL -FPEEME B FEERACLLUE AR LLDAPFC %

Access /Authorization Policy Attributes
Configure access/authorization attributes for this policy. Attribute values specified here will override those values obtained from the AAA system and the group-palic
hierarchy. The resulting VPN authorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those that are not specifit
in DAP).

Action Network ACL Filters (client) Webtype ACL Filters (clientless) Functions Port Forwarding Lists Bookmarks Access Method
Network ACLs
any  Add>> | =
Manage... Delete

EREFZEDAPCERE |, #8% (A ) ACLHIEEMNIREBEBMAHER S LUEIMDAPE X ik
ACLHYBNREFS IR E ., F& , WebE Bl ( BEFin ) ACLHEEENSH B BEEBMSBERENEL

DAPEE FIRACLM BNERS BB E. T —ERBIERNEMNIEFIE L BEDAPE; K iEshEEE,
B2 , BEDAPEE Finsh BB E M i NBTHRIBE,

B % , ASA® ADAP Network-ACL BIREE T I — & , (1RGP,

6. B REDAPHEERACLE 1B

DAP#IRRACLE &
DAP-Network-ACL-X ( HAX2 —EEE , AfLUEE LI ERKE—14 )

$F= , ASARRFIZDAPEC 8 4 ENetwork-ACLEB % , IIR7FI R

R7.MWEACL

EHVHYDAPRC 8% B IR A #EXACL HERACLI%

DAP 1 1 10171102||ACL 101 B44%EER Al , ACL 102H44% /o 5F R Al
DAP 2 2 201F#202||ACL 201831 e FH Al , ACL 2028 31FIEE R Al
DAP 3 2 101F1102||ACL 101 B 41RIEER A , ACL 102844% 7L 743 Al

B= , MR2MFRVESFHEDAPCEIVE TIRFENRE , AIASAE B LEBDAPC# B StIR TR
HIER-ACLETENHET | ARBEBBlock-ListE{TEMBEF. & , ASAT LRSS EMBACLF &
RWBERACLIRE |, WIR8FI R

#*8.DAPRC X B EIEFF

BERACL BEXRIEF#S 0/ BFEVEERE  MRACLIKE
101 2 REE 43548 % Al(DDDD)
202 2 REE 3iE4& i BI(DDD)
102 2 HEE 4 727 15 BI(PPPP)
202 2 H&E 3AFFHBI(PPP)




101 1 REE 416 #& # B (DDDD)
102 1 HEE 470715 BI(PPPP)

&% , ASAERERE-ACLIKE SO 2 BIREAE BAVEEE-ACLE , RRIBREBEMEIK-ACLVEBESR
EEREFMEEK-ACL , IR R,

F<9.E)EEDAPHIRACL

DAP#EREACLE MEEACLIRE
DAP-Network-ACL-1(DDDD DDD PPPP PPP DDDD PPP

DAPE &

B2 RREEEEESLAERERDAP, —ERARRERER R L ERAETEN/REREFEH
EHERBERNEBERMNAAMSREBIER. £ T —@RF , ErLIE EDAPK E T2
BRERK IR REEAESESERKRER.

AERG-FFmFER T EFUTVPNFBERNBR =580
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E i BlConfiguration > Remote Access VPN > Network (Client) Access > Group Policies , 3% 18
n—fEREBIEREE , MTATR

E17 K- ER A VPNEEB M.

& L ] Add Internal Group Policy
General Mame: GroupPalicyl
Servers
Advanced Banner; Inherit

SCEP forwarding URL: 03 Inherit |

Address Pools: Inherit

IPv6 Address Pools: Inherit

More Options £

a. 'EGeneraliZ#E T , AHEKREE EnameSSLVPN_GP,

EREGeneraliEfE T , #— TMoreiZ IR {EEL & Tunneling Protocol : Clientless SSLVPN,
(ﬁ"\—ILXEEEDAPJ«,LE%*D%ﬁﬁﬁﬁ)’iio )

c. £Advanced > Split TunnelingiE& T , BEU TSR -
E18.Split Tunneling -AFFEENRE ( Aibifl ) EEFImERTBEBRMZENRZE
a. KB : BUBEIEF Inheritand selectExclude Network Listo

b. #EE/EE  BUEZEER , AR IBEUEEnamelocal_Lan_Access., ( BREXEHEEE
)

d. Z5#%> ANYCONNECTE FIRERET , BEN T ELRESR
E19.SSL VPNE FiR ZREN-EVPNK L | SSLEFRmAIUREBELR KL , LA UMERE

[ ] ] Edit Internal Group Policy: SSLVPN_GP
General Keep Installer on Client System: (JInherit © Yes No
Servers ’ . : -
Advaniced Datagram Transport Layer Security (DTLS): Inherit Enable Disable
Split Tunneling DTLS Compression: Inherit Enable Disable

Browser Proxy

AnyConnect Cliel
Login Setting Ignore Don't Fragment(DF) Bit: Inherit Enable Disable
Client Firewal

SSL Compression: Inherit Deflate LZS Disable

Client Bypass Protocol: v i Enable Disable

Key Regenerat P I e isarie

Dead Peer Dell | FQDN of This Device: FQDN

Customizatiol !

Custom Attrit| | MTU: Inherit

IPsec(IKEv1) Clier | kaepalive Messages: Inherit Disable Interval: seconds
Optional Client Modules to Download: Inherit
Always-0n VPN: Inherit Disable Use AnyConnect Profile setting
Client Profiles to Download: Inherit
%, 0d B 0aed

e. RBEFPIRAK LWL LR | BUEEF Inheritand , AR IEEYes,
f¥%—T "#E), "EH. .
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Defining a Connection Profile -t B ¥R EZAAAT D ERE H % ( HIWLDAP ) AR &S RIEER
fBRBE(SSLVPN_GP)EA RN EREBERZEXEN,. BB ERREERETERNERETE
ALEERNBHEUKRSSLVPN GPEXKPERNEY. (HEEERETAREREEFIRE

HMEREFIREEYE ) o

EfinFlConfiguration > Remote Access VPN > Network (Client) Access > IPsec Remote Access

Connection Profile , REEE :

B20. EARE ERE R-ER A BVPNIFE B,

0

Basic
Advanced

Find:

a. fEConnection ProfilesZ8 % T , #m#EDefault WEBVPNGroup , Y fEBasici®#t N E A T TR

Edit IPsec Remote Access Connection Profile: DefaultWEBVPNGroup

Name: DefaultWEBVPNGroup
IKE Peer Authentication

Pre-shared Key:

Identity Certificate: -- None —- &l Manage...
User Authentication

Server Group: LOCAL Manage...

Fallback: Use LOCAL if Server Group fails

Client Address Assignment
DHCP Servers:

O None DHCP Link DHCP Subnet

Client Address Pools: Select...

Default Group Policy
Group Policy: DfltGrpPolicy ¢ Manage...

(Following field is an attribute of the group policy selected above.)

Enable IPsec protocol
Enable L2TP over IPsec protocol

Help Cancel -



a. FMERE—FE  AAA
b. Authentication - AAA Server Group : LDAP ( R EEEEE )
c. Client Address Assignment—%& Fimits ittt : IP_Pool ( REXEFEEE )
d. A KM -HH RS : SelectSSLVPN_GP
b. ERERVE B E K,
ASSL VPNERERIPHNEH— EEENH LK LEFRNERTFIHSSLERTEIEE,
ENHELRATEFiRMEHEZE , XALERSSL VPNE FimiR&.

1. BfinElConfiguration > Remote Access VPN > Network (Client)Access > Anyconnect Client
Software , RAEEASARBIGCCREBERREFEMNT —ERE ( SSL VPNEFIRRE ) : (Lt
BRA& AT BAHECCO |, https://www.cisco.com T #)

B21.SSL VPN Client Image Install -7& 2 2 #3152 E R K KA AnyConnect % F iR B,
a. anyconnect-mac-4.x.xxx-k9.pkg
b. #&—T "feE, . "HE.L , ARER-T "€, .

2. BfinFConfiguration > Remote Access VPN > Network (Client)Access > AnyConnect
Connection Profiles , AR IRBI T ZEREAA LLIHEE

B122.SSL VPN Access Interface -TE3% B AR ESSL VPNIES W N T, ———

a. 7£Access InterfaceZBo T , BA : £ TR FZFHN N E LA Cisco AnyConnect
VPNE P EHSSL VPNE Fimahf .

b. IR EAccess InterfacesFB 2 T , BHNEPST E#1TcheckAllow Accesson, ( LLELEIE
UEAS T E EBASSL VPNERFiREAE. )

C. E_—F FEFHJ o

EREFTFRFPENEREFE (URLEE ) -tEEHREREEMF LRHHNERWebHNERE
ARLVEN, BUUEEMEURLEE , —BARET , 5 —EARNEIHE,

1. BfinElConfiguration > Remote Access VPN > Clientless SSL VPN Access > Portal >
Bookmarks , BiE+ W ERELER -

E23. EBEFE-ERERWeb AOPBHLBMHAFZIAURL, (BEIFEMER )., - -=
a. BEEBBMASE : Employees , REZR—THE,
b. EHIEE : N EREHE

c. URL{E : nhttps//company.resource.com
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B—T "HE, A ARBE-T "#E..

B—T+EMIRELE_EEBREE (URLEE ) , TR :
] & Add Bookmark List

Bookmark List Name: Employees

Bookrmark Title URL Add
3 [
Delete
Maove Up

Move Down

Find: Match Case

Help Cancel N

[B24.Bookmark List —B i EHRER -

EREFELM : Contractors, REE—TAdd,

EREE  BEVH

URL1{E : https.//company.contractors.com

BT THE, A AREBR-T "#E..
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Bit EHostscan :

B BlConfiguration > Remote Access VPN > Secure Desktop Manager > HostScan Image , REERET—% :

Use this panel to install HostScan

HostScan configuration can be performed by going to Secure Desktop Manager/HostScan. If "HostScan' is not visible under
‘Secure Desktop Manager', you will need to restart ASDM.

Location: |disk0:/hostscan_4.10.07061-k9.pkg Browse Flash...

Enable HostScan Upload...

[B25.HostScan Image | nstall -FE REH R T ERLIKAIH ost Scan MR {g .

RASAREIFEEERE R R KL HEisKO : /hostscan_4.xx.xxxxx-k9.pkgimage,

CheckEnable HostScan,o

#—T "EBR. .

BREMRERE —ERBESZNVAAAN/ SR FTEEERTEREAERLRY  WREXFTD, WRFETDAPREN EERER
¥ | AERERERTUBR THRBEKDAPTHEBABN AR E RN U#, E50RBBEPHITDAPRE.

ERRSSL VPNER AT UETERBR T (flin , ERBEAMNERENEEH R TTER ) , JAERUTSRE T
& :



AR AREREBEHBRKE , FERDAPXMIEREE |, I RDAPK BER(DAPXML)FFE. BRI DAPE
BIfRFR  WESKTBHR,

B B|Configuration > Remote Access VPN > Clientless SSL VPN Access > Dynamic Access Policies , SREBRET—% :

[E130. 7R ENAE B I SRS - I SRR IEECE M FAERAIDAPRCER | BT LA HIMITUEDAPRCER. E it , ATREEIEABSSL VPN

o



[ N Add Dynamic Aicess Policy

| oy Mame: Deluult Case

D Erigtian: ACL Priofiny: 0

Sedection Criterin
Delfine the AAA and endpoing aitributes used to welect thiv acoess policy, A policy iy wred when 3 use’s suthorization aitributes maboh the AAA atirbute oitera
belers wsdd every eadpoist sttribats s been satiilied. These annbutel cin be creabed uding the tablel Blow and/of by expanding the Advesced option 1o 1petify

thit loghcal experes e bend.
Wber has AMY of the following AMA Aftibutel valuei... B and the Tolkowing esdpoeat sireibates ane satilied,
Frry T Terabon Ve A [T ) (et M Y bk Ak

Ageead fhutlhon patien Pelicy 82InBulei

Conligue acoess fauthorzation stirkuates Tor this policy, Altribute valges specified have will override those valees obtained from the AAA vrstem and the
Gioup-poliy hierisdiry. The fedulting VM sethaaeation galicy i4 o6 sggregulion of DAP mIFbubes, AL SIAbubES, Wnd group-golicy hieranhy mirbutes ihoie
that are not ypecified in DAPL

Artign  Metwork ACL Filbers [Glienty  Webtyps ACL Filteni ichestbesd)  Functions  Porl Forwarding Lists  Bockmarks.  Adorid Mathad &

Action: Comtins Cuarinting O Termisate O

Specify the message that will ke displayed when this record iy selecied,
Wour peviecamant dont not meet Ehe Critenia B2 ot 10 the VPN wervice. Maase contsct your IT sdministeaters

User Medsage:

#mEE DfItAccessPolicyand set the Action toT er minate,

BT HEE. .

8 037 Y Eh B8 55 R SR B namedM anaged_Endpoints , #1 FFF7R :

R BIEFRHME



HNEmEEREE (FHRE )  MEB1FIR. TR&R , BT "#E. .

[E31.DAP# S B 1 - B R i S B M B W BF R B I/ R ER SR AIDA PAR 2

mEERR , RAAA AttributeZf 2B T HIBEE i User has ALL of the following AAA Attributes Values.

MEIIFE34FTR , N ( LHAAAA AttributefEH I ) AAA Attribute Type (LDAP), TR , #E—T "HE.

Add AAA Attribute

AAA Attribute Type: | LDAP

Attribute ID: memberof

Value: = @ [Employed

Get AD Groups

[El33.DAP AAA Attribute - AAA Group MembershipA] FR{EEEE 8 TAIDA PR

ccccccccccc

[El34.DAP AAA Attribute - AAA Group Member shipR] FB{E 5T iR in s R Zh BERIDA P& 4%

EACtionEE T , BFAction2E 2REHAContinue , BE35FRo

Access /Authorization Policy Attributes

ERSBFEER-AREERNERER R RERERTEIAE - WRDAPRHEA , HActionFRE&R Terminate

, 8
Configure access authonization attributes for this policy. Attribute values specified here will override those values obiained from the AAA system and the
group-paolicy higrarchy. The resulling VPN authorization pelicy it an sggregation of DAP attributes, AAA attributes, and group-palicy hierarchy attributes (thode
that are not specified in DA,
Action  Mewwork ACL Filters {client)  Webtype ACL Filters (clienless)  Functicns

Port Fonwarding Lists

Bookmarks Access Method  »
E.ru*E,%ﬁVPNEﬁFEﬂO Action: Q) Continue Quaranting Terminate

WME36FTTR , FAccessMethodBEE T , #1EAccess MethodAnyConnect Client,

[B36.Access Method B & - b BL B $I MR EZRSSL VPNEE IR BT R 2 4 EH.

BT "HE., AR "EA.



055 — {E B REEH B SR BE Unmanaged_Endpoints , M AR :

FREA : Employee Clientless Access.

EAAA AttributeZB 4 = —BREREY T hriR B B User has ALL of the following AAA Attributes Valueso

.

MEISHE IR , N ( FIRAAA Attribute Type& il ) AAA Attribute Type (LDAP), ER# , ##—T "ME. .

[E138.DAP AAA Attribute - AAA Group Member shipB] FI{EY4i8 8 THIDAPIEH. R —

anananananananan

[E39.DAP AAA Attribute - AAA Group MembershipW F{E AL 8 IREHRISHBERIDAPIRE. = oo oo

FEACionHET , BEAction2FB EFREAContinue, ( E35)

EBookmarksEE T , £ N ALEE B EFEnaneEmployess , REE—TAdd. A , EREBEEBEIEFENDIeER
( INE40FFR ) o

E40." 88, RE-IREENTREEAEMRRIFENURLIEE -



Acoed i/ lunharization Policy AErbutes
Configure access/authorization attnibutes for this policy. Attribute values specified here will override those values obtained from the Atk system and the
greup-palicy Bisrarchy, The edulting VPH auborization palicy is am aggregation of DAP anFibanes, AL anFibotes, and geioiap- policy keerarchy maributes (Base
that are nof specified in DAP.

Actiom Metwaork ACL Filters (clignt) Webrype ACL Filters (Cleemless) Funcisans Port Forwarding Lists Bokmarks Acoiss Mithod ®

Enabie bockmarks gy, |
Ml ez
Empleryees 7]
Delege
Manage...
L ]
a

TEAccessMethodEE T , iE#EAccess Method Web Portal,  ( [E36 )

. BT THEE, A% "EA

1 RIEIAEBEBDAPAAABMETER. At , BEXESBIATEERHBMERE . (KK ) . WHEERARET
DAPHHI Z R,

3. 1% = BN AEEH R K M namedGuest_Access , SREEAIT :

5288 : Guest Clientless Access,

WMES7FRR , @0 (UAKREBEEGR ) KinBHER (KK ). THER, BT "HE. .

EE409 |, fEAAA AttributeZf 7 B9 T B EE i EUser has ALL of the following AAA Attributes Values.



WME41FB42FT R |, 80 (LRAAA AttributefE 8] ) AAA Attribute Type (LDAP), TR #E , IB—T "THE. -

E41.188 LUERDAP AAA Attribute - AAA Group MembershipfEBDAPIZ® | LUER AT

L | | fudd ARA ATTIBLTS

AAA Attribute Type:  LDAP

ARtribute |0 membercH

Value: = [ |[CuestAccess| Get AD Groups

Help cancel [

El42.DAP AAA Attribute— IEB] UEFRAAAE R B ERIEADAPIRG L A FFIEIRAREIThEE



Add AR Attribute
AAA Attribute Type:  LDAF
Attribute ID: memberQf
Value: = B Remate Access|

Get AD Groups

Help Cancel oK

EACionEET , BFAction® BT EFREAContinue, ( E35)

# "Bookmarksy HET , € THBEHRIFEE

FAContractors, AABE—T TAddy . L4, FBEERE
Enablebookmarks. (2 RE40, )

EHBEAEERT , BEFHBEA AWM F, (E36)

E—TOK , R%&E—TApply.
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