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Cisco ASAEL B

RENFRBBASDMELE Cisco ASA, E2IEEIBSSL AnyConnectE#FEPBVPNIZR L EIPEEFTE
WL, CACRERARGMHERE K BEPHNMEASEERABUPN)BHEFR Eactive directory® LA
EITRE,

ER A+ ME IR

- AERETSEEARLRE , WM HE. DNS, NTP, KA., EEFRE. ASDMEIIREE, REXBERE
EERBELRE. FRFNEN A FSRZUELLERE,

S EREERNT T 2ERVPNHREMENLERE, Fln, AALAEACACKEREVPNREZE

, MEEHITOCSPRE., LDAPH MR EAEFS R K BE(DAP)ZE, DoD#FIHEITOCSPRE
, BRREEAREEOCSPHIER T TE,

- UEERBEETRNT D ESRIEE , ATAREHHIELINGE , ARTENES TS,

. ASDMFIAnyConnect/SSL VPNABEZER — M E L EAMERENIE, BERERE P —EER L/YIER
DUESFHRBEHFTE, fln | #&B445HKRASDM |, #4443 AKAC/SSL VPN, 8.xFHASDM
URLSFEI B E R, EHhttps://<ip_address>: <port>/ adm n. htm o

- FIEHVASAI & E 4 58.0.2.19F1ASDM 6.0.2,

. Vistaz #EAnyConnect/CAC,
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- BRANAREMSHILDAPEH RN ER , S BHI#D,

- B ABERENEARENERE  F2BHEEEA.

R, R, SIRAAAER

LEFEBRREREEN(CARREIMME CHABNWCARRSES , EBEAMMNBRATERF
(CAC)HHBEEITHE, XXELAHNERFBMERER. REIVREN K BELAREELSEH
Microsoft Active Directory=R B £ 4% B 855 B 15 & (LDAP) R, BIF5ZB(DoD)EEFEAFEAEXES
BUPN)BHETTRE K EREENEAEBNBWSAN)ER D —&F5 . UPNZREDI/PIAZAERA LA
TR : 1234567890@mil, ELHE B R T WA FALDAPMI AR ESFEASAR B BEAAAR AR 28 LA ST
R, ERFEALDAPHREMNWEMEE , FSEMEA,
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1. i##£Remote Access VPN > AAA Setup > AAA Server Group.

2. EAAARRERAE RS , #—TAdd 3,

3. MAMMRSREERE  LEHEERIZATIZEELDAP, F2RE,

4. EEERRNMARSEF , H—TAdd, BRELXRPREBREEINRRSR.

5. EIRBAAARIRSRRET , TRATHR, F2RE2, XX : MRENLDAP/ADERE A1t
HERR , 551EFEnable LDAP over SSL ( BiBSSLEUALDAP ) i#18, ZEIZFLDAPFIEM T E
o AIEMBERNEAZ. WARRSENIPHLL, & Aserver port, FEFXLDAPEA389, EIE
Server Type, #iABase DN, FE[EAD/LDAPEE SFE#ELE. M1
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B Add AAA Server Group

iConfigure an ASA4 server group. The Accounting Mode attribute is only applicable
for RADIUS and TACACS+ protocols,

Server Group:

Protocol;
areountng Mode; Simuftansotis e Single
Reactivation Mode: (%) Depletion ) Timed

Dead Time: 1III

Max Failed Attempts: |3

1Escopei®
BT, BEEENER, EBUAREZRDN, FEEHNAD/LDAPEEESREE, £H3BM
H , B AuserPrincipalName. Lt ARAD/LDAPRIREEFHFERERE, EEADNA | &
AEEEDN, XX £EERR/ESTEERAEHRNENSERNLDAPREBH EEFT
BRFUE, ERARGT  GAEEENER, SLDAPELRE Rnone, M2



B Add AAA Server

Server Group; ab-LDap

Interface Mame:

Tirneouk:

LDAP Parameters
| ] Enable LDAP over 550

Server Pork:

Server Type:

Base DM:

Scope: ione level beneath the Base DM

Maming Attributeds): userPrincipalManme

Login DM

Login Password:

LDAP Atkribute Map: | -- Mone --

[ ] 5451 MDS authentication

m
ot

- BA
FBEREEDFEALZE S EMAD/LDAPEH RULETRE, BEOK,
6. IEEOK,

EENE

EASALZHRBEEMESR. 5L, TEMENCARSE (BARBESHEBBE ). HX , &
ASAREMEISECAL BB S MFEE. DoD PKIFAELRE. IRCA2, 3FB. CAP R ( ASAE
MEEEER ) . ASAIDEEFMOCSPESE, ER , MRLBEFTFEHOCSP , AITEELREOCSPHE
=4

= o

AR FRENZLPOCHBUBERREBESEUARMMEMEEN S HREWRA, SSLEEREN
HASAEITRIRAB, THEEESANEE.

AR A ERGEMBEREDD CASE, A LAfEMicrosoft Certificate Store with Internet Explorer
REFE. DoDEEN—EIEEER , ZERSEDHEFECATEIER. ERESEN , BB
IR PKI POC,
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—CA, FTEERINCATBRHBRCA2VIE R , REHME TCA2MIER , mAEEERM.

ERER

1. i##£Remote Access VPN > Certificate Management > Identity Certificate > Add.
2. 1#12Add a new id certificate , A% iEENew by the key painZIH,
3. % "HESIRY, HED , WASTIREEDoD-1024, BT EEELUNIEH TR

& Add Key Pair

a0
W
\m
[

o

Mame: {3 Use defaul key pair name

(%) Enter new key pair name: EDDD-IDE4|

Size: 1024 |

Usage: () General purpose ) Special

|: enerate Mow | | Cancel | | Help

3, M3
4. BESBH KD,
5 RIFEANEARE,
6. % —T "Generate Now. . ¥ : DoD1RECA 2/ F2048{u <88, FEARKE —EEH2048U %
WBYMES®  LUERRAFEALCA, TRERSEBUUFIBE —EE,

ZEBCARE
BEARUTEER
1. 1##Remote Access VPN > Certificate Management > CA Certificate > Add.

2. 3212 Tinstall from File, , AEZBIBERNHE,
3. i#1ZInstall Certificate, W4 FERELERE



8= Install Certificate

Browse, ..

() Paste certificate in PEM Format:

{7 Use SCEP;

SCEP URL: httpeff |

Fetry Period: - | minutes

Fekry Count: {lse 0 to indicate unlimited retries)

| Moaore: Options. .. |

| Install Certificate || iZancel Help

4. EHIRIIRE,
8= CA Certificate Installation

@ A certificate installed successfully,

AE  HELZENSEREEE
$ER1%|3, DoD PKIZEELLTHEEMEZE : #8CA 2, Class 3 Root, CA## Intermediate.
ASA IDFMOCSP{afRES. WEFRFEHOCSP , BIFTEEOCSPHE, WM. FTHELZERER
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1. i##£Remote Access VPN > Certificate Management > Identity Certificate > Add.
2. iE$#Add a new id certificate,

3.1 Z1EDoD-1024 &k, FSRETHT:- SR ESIH
@ Add Identity Certificate

Fey Fair;

Decryption Passphrase:

...............

File to Impork From:

1= 20 Pgal S8 B CuPEL
ol A53 3 2ack o [Mm 3101 AN - Hamb b, e

[ui=hoC XTC R L CA 2, JusPrl

{3 Import the identity certificate from a file:

15:0Z; L0 UTS Sgnabae

a1 - e enerd Pufanse
CEESS UTe - Sgaehiee |

...............

(%) Add a new identity certificate:

el 3y
[

[ Add Certificate ] |

Cancel

4. EZ|Certificate subject DN4E , A% % — T Select.
5. #ZCertificate Subject DNIREH , i ALK ENEH. Hlm,

2 RES, WS #ME\DN



B Certificate Subject DN

Atkribute Value

Cormmon Mame (Ch) - asadi
: Department {01 PKI
Attribute: |-- Select Attribute -+ | adds = Department (0L DaoD

. 1 Company Mame (20,5, Government
e S 08 o]

DM Attribuke bo be Added

[: oK, ][ Cancel J[ Help ]

6. BEFEOK, XX : FIEEFDNK , FRAFARRIEENEENEME ., PKIPOCH LR
BFTE R A EE L,

7. iEZEAdd certificate,

8. B—TRIRLLEEERERRNE %, 2 RE9, HMIBEHMR

B Identity Certificate Request

To complete the enrollment process, please save the PECS10 enrollment
reguesk (C5R) and send it to the CA,

You will then need to install the certificate that is returned From the Ca by
clicking the Install butkon in the Identity Certificates panel,

Save CSR ko file: | | Browse, .. |

[ 2K, J | iZancel | l Help ]

o. FRAEFRMAMER , SERERZMEENE | RBREAREHNPKI POC, &
10:EEMEER
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B ASA-8.0 - WordPad
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For Help, press F1

10. WBEIRBECAEEENRE

Certificate > Install, 2

2RE11. B11EASHEE

#% , iZ#ZRemote Access VPN > Certificate Management > ID

File - View  Tools  Wizards  window - Help

ﬁ Hame {3;# Corfiguration

[Remote ficcess VPR ot 8 =
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+/ -8} Metwork (Cent) Access
Clientless S50 VPN Access
AAS Sebup
Secure Desktop Manager
=9 Certificate Mansgement
Fiw CA Cartificates

----- A danticy Certificates
Code Sagrer

i [#EH Local Certificabe Authority
=22 L oad Balancing
; 1B DHCP Server

C2 Baenba feract UDN

1.7 "TLEHE | (Install certificate)tREH , BIE
Certificate). {ﬁlJZZIJ , B2 RE12, M2 EERESHRE

corfiuration.

Configuration > Remote Access VPN > Centificate Management > Identitp Cestificate:

i Add

| ssed To Izsued By Expry Diabe
(asa50] I[Nt Avaizble]

| Show Det
| Delete

Tdentity cestificates can be used to suthenticats YPN acosss Ehrough the security apoliance, You can

FIDEE , ARRE TREWE, (Install



B Install Identity certificate

Identity Certificate

..................................................................................................................................................................................................................

l Inskall Certificate j | iZancel | | Help |
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BV IPiabt
MBLEREAMTTE (HIMIDHCP ) | ER TR,

1. iZ1#Remote Access VPN > Network(Client)Access > Address Assignment > Address
Pools,

2.%—T "TAdds »

3.7 "THEIPH, REDP , MAIPHAETE, ERIPiHu MG RIPH: U B F T RET,
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B Add IP Pool

Mame: CaC-LISERS

Starting IP Address: 192.165.1.1

Ending IP Address: 192,168.1,254

Subnet Mask:

|‘ )4 1 | iZancel | | Help

E13. M13:3EPit
4. EEOk,
5. i#1#Remote Access VPN > Network(Client)Access > Address Assignment > Assignment

Policy.
6. BEEBEEMNIPHI SE S E, NIEFEEAAIIN, F2RE14, E14:1Pbit RS *
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1. i#1##Remote Access VPN -> Network(Client)Access -> Group Policies,

2. #&— T Add & #ZInternal Group Policy,

3. EMEAMERKEED , EEBNEFEFRAERBNEE, F2RE15. H15:ERB
AEL SR

& fdd Internal Group Policy

Mamne: ACAISERS
- SR B W AW WO
H- A anoed Banresr: [s#] Tresit

Addkess Pocls: [ Inhesit  CAC-USERS

Fore Mipkions

-
=

Turneding Protooals; [JInherit  []Cientless 551 WPN [+ BSLVER Clenf  []IPsec  [IL2TP{IPsec

Fikar: I#] [rtherit
WA Polcy: [w] Inherit
fccess Halrs: lw| Irtherit

Simulbaneous Logns: [+] Inherit
Resict access ke WLAN: 1] Inherit
Macimium Conract Time: [+ Inherit

el |

Ide Timeouk: I Inherit

ook J| coneel || Hep |

f£GeneralE& H , iZ#ZSSL VPN Client in the Tunneling ProtocolsiZ8 , BRIEMEEF H b i5
E , NEEFIKSSL, 1EServers#fy , BUEIZE FinheritE BN /7 $1 3¢ 8 ADNSHWINS{A] R EFHY
IPibit, B ADHCP/ERE ( WWREA ) . EServersify , BURIE A Default Domain+ #Y
inheritBREX 5 R0 ABEENE R . EEREEBY , BUEZEH b b EB 2 P WinheritZR EX 75 31
, RBEMEBEL—SPSHBIMNMH, MREFERAS —BIPthit s B 5L , FREXFZE , U
BATETHENENR. MEHMEEEEFREATEREE. ¥ . EMEAEZTHACE
BiniR G RIEERE, HiEz—R2HBCisco.comd THACEFiK, F_EAHEREFRE
ERERE , BASAKEFK TREFERE. AROIERTER—ERZE,

4. BT ¥ | ;&1ZAdvanced > SSL VPN Client > Login Settings. 52 RE16. [16:#11# A%
SERE



= Edit Internal Group Policy: AC USERS

ceneral
- DErErs
= Advanced
SpliE Tunneling
[E Browpser Promy
= 35 YPH Jient
ogn Sattin |
Ky Fegeneration |
Dead Peer Detecth
- Cugbamization
- TPees Clent

T After successfuly logging in, user can hawe the chaice ko dovrioad the chenk saftwars, or go bo clentess 551 VPN
partal page. The follawing settings decides what wil happen.

T inherit

Fiost Login Setking

£ Prompl user Lo chocse

Defaul Pogk Logn Selectian
i 150 ko Clierdless 550 VPH portal

(%1 Dowirinad 550 Yo Clent

ok | cencel

HUHZEHInheritB®REUS ., BRIEFESERENEER AR

ARERE, BEOK,

BRiE4H /T E MR RERTE

B MRETEREMHA

, ATLAE R TR AR

] | Help J
BE, BEESLBRENEERER

1. i#1#Remote Access VPN > Network(Client)Access > SSL VPN Connection Profile,

2. i#1#Enable Cisco AnyConnect Client

3. MHBR—EHELR , HPRswc

4. 1#ZFVYes,
5. MREREFEMES ,

B Add SSL ¥PN

Flash SWiC Image:

B iEIEEHEBrowse Flash—E2E ARG, MRBMERATR , FEE
Uploaddf BIE At BiE FHIE R, FHFSBEE17, A#ECisco.comTHER ; H—EWindows,

MACHILinuxiE3e, M17:3MSSL VPNE F iRk &

Client Image

8] 4

| | iZancel

6. #Z T KB FHAllow Access. Require Client Certf#lEnable DTLS ( 7i& )

w2 RE18, M
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FE Cisco ASDM 6.0 for ASA - 172.18.120,234

Lok Far:

i THIIT

Hame | 5% Corfiguration L]__r_*wrf-_n_. .Lﬁ:‘f‘?f’ﬁ.ﬁ.’?’???j‘f’.l.ﬂ?ﬁ‘.‘f.d ____________ e B cisco
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8 Metwork (Client) Socess #

E: 1Psec Corni=ction Prafiles
B Groun Policis
. q- Demiamc Aocess Polidss
=1~ fyp Addr=ss Assigrmert
& assorment Polcy

+ 'E_I advarced
[ Clientlass S50 W9H Aczess

- B Connection Prohes

o |8 Para X
% L |

Conliguration > Hemole ficcess VPR > Nelwork [Clenl] dccess > 550 WPH Connection Profiles m|

I Address Pack Acoass Interfaces

Canneckion Profies

The securky applance autcmaticaly deploys the Cisco anpConnect WP Clens o legany S50 WP Client to remioke
users wpan caornertian. The ikl chent deployment requres end-uses adgminisrative nights, The Qsco sy Connset
WM Clert supparts the HTTRS[TCP (550 and Datagram Trarsport Layer Securky (DTLS) bunnebrg optians,

(Mo chenc-related paramaters, such as clant images and clent profilas, can be Found a0 Ciont Settings, )

[#] Enatle Cmco dnyConnect VPN Client ar legecy S50 WPH Clienk access on the inkerfeces seleched in the bable belawm

| Interfzes Bl Aecass Paguive Ciart Certificats Ensble CTLS

-z-—-z-
1

fcosss Fork: (443 DTLSPort: (443 |

dlick hsre bo Ason Cerbficate o Tntarfacs,

bbb b L e R b A

Confipuration chanpes saved auccassfuly,

£se0 = B3R 10{237 2:09:43 AMUTC

7.%—T TApply. o

8. TR , B EREBEER/PREE. EERemote Access VPN > Network(Client)Access >
SSL VPN Connection Prof' leo

9. £ Connection ProfilesZp

, —TAdd, E19: ¥ EREEER



= Add 551 ¥PH Connection Profile

i Name: AC-USERS
H-hdvanced e e Fo P SR e e o e e A S ey e o e e e
Alizses:
Suthenbicaton
Method: ) A8A (5 Certificate () Both

om | QAL iF Sorver o Fails

Clent address hssigrent

SR SErver Group: Loz Al

W Manage...

[

DHCP Servers:

Client Address Pools:

Ciefault Group Palicy

Group Policy:

|
b [ Manage ]

S5L ¥PM Chent Probocol: [+] Enabled

Lo [ corel J{ teo ]

AiwmE. ERES EHEE Certificate. FEIFLIAE U HHERKM ., #RSSL VPN ClientE2 &k

. mREHEMBERESERE,

10. T 3K , iB#EAdvanced > Authorization., 352 R [E20M20:Authorization




B2 Fdit 551 YPH Connection Profile: AC-LSFRS

. Basic | Default Acchorlzation Serves Group .
S-Aavarnced | Server Group: | AD-LDAP v
b aeneral 5
i Client Addressing Lisers must exist in the suthorization dabsbsse bo conneck
- Authentication |
P- | Irkerface-specific Authorization Sarver Graups
Fohooounting {
.58y | % add @f ot Ookte
| Interface Server Group

i Liger Mams= m_wng .....................................................

3 Use the entire DN as the wsernams
(%) Specify individus DM fiskds as the username

Primnary [ Feld: LIPH {Uks=r's Principal Mame) W |

BIBLARIZE S MIAD-LDAP#E, iZAUsers must exist...to connect, EXIREN+F , B EE
EIZEUPN , AEBETEHE Enone,

1. EBEFEEMNSSL VPNE 5
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B Add Certificate Matching Rule

Configure a certificate matching rule and associate it with a connection profile, The
rule priotity uniquely identifies the certificate matching rule and assigns a priority
ko the rule with lower walues having greater priority, Rules that are nok mapped
will be ignored.
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Unlock Keychain

g Please enter your keychain password.
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Interface Mame:

Tirneouk:

LDAP Parameters
| ] Enable LDAP over 550

Server Pork:

Server Type! -- Dekect Aukomatically Use Generic Type --

Base DN ECN=Llsers,DC=ggsgsecIahJDC=nrg

Scope: ione level beneath the Base DM

Maming Attributeds): userPrincipalManme
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ASA 5510

ci scoasa#show running-config
Saved

ASA Version 8.0(2)
!
host nane asa80

domai n- name armny. mil

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

!
interface G gabitEthernet0/0
namei f outsi de

security-level 0

i p address x.Xx.x.x 255.255. 255,128
!

interface G gabitEthernet0/1
namei f inside

security-level 100

no i p address

!

boot system di skO:/asa802-k8. bin
ftp node passive

dns server-group Defaul t DNS
domai n- name armny. mil

access-list out extended pernit ip any any

pager lines 24
| oggi ng consol e debuggi ng
ntu outsi de 1500

ip local pool CAC USERS 192.168.1.1-192.168. 1. 254 nask
255. 255.255. 0

no fail over

icnp unreachable rate-limt 1 burst-size 1

asdm i mage di skO:/asdm 602. bi n

no asdm hi story enabl e

arp timeout 14400

access-group out in interface outside

route outside 0.0.0.0 0.0.0.0 172.18.120.129 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10: 00 udp 0: 02: 00
icnp 0:00: 02

ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1: 00: 00 ngcp
0: 05: 00 nycp- pat

0: 05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect

0: 02: 00

ti meout uauth 0:05: 00 absolute




| dap attribute-map nmenber O

map- nane nmenber & Tunnel i ng- Protocol s

March 11, 2008 ASA — CAC Aut hentication for AnyConnect
VPN Access

Conpany Confidential. A printed copy of this docunent is
consi dered uncontrol | ed.
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map-val ue nember O

CN=_ASAUser s, CN=User s, DC=ggsgsecl ab, DC=org 20

| dap attribute-map nmsNPAI | owDi al i n

map- nane msNPAI | owDi al i n Tunnel i ng- Prot ocol s

map-val ue nsNPAI | owDi al i n FALSE 1

map-val ue nsNPAI | owbDi al i n TRUE 20

dynami c- access- pol i cy-record CAC- USERS

description "Milti-Goup Menbership Check"

priority 1

dynami c- access-policy-record Dflt AccessPolicy

action terninate

aaa- server AD-LDAP protocol |dap

aaa- server AD LDAP (outside) host 172.18.120.160
| dap- base-dn CN=User s, DC=ggsgsecl ab, DC=or g

| dap- scope onel evel

| dap- nami ng-attribute userPrincipal Name

| dap- | ogi n- password *

| dap- | ogi n-dn

CN=Admi ni st rat or, CN=User s, DC=ggsgsecl ab, DC=or g

aaa authentication http consol e LOCAL

http server enable 445

http 0.0.0.0 0.0.0.0 outside

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

crypto ca trustpoint ASDM Trust Poi nt 0

revocati on-check ocsp

enrol | ment termnal

keypair DoD- 1024

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml

crl configure

crypto ca trustpoint ASDM Trust Poi nt1

revocati on-check ocsp

enrol | ment termnnal

fqdn asa80

subj ect - name CN=asa80, OU=PKI , OU=DoD, O=U. S.

Cover nment , C=US

keypair DoD- 1024

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml

no client-types

crl configure




crypto ca trustpoint ASDM Trust Poi nt 2
revocati on-check ocsp

enrol | ment term na

keypai r DoD-2048

match certificate DefaultCertificateMap override ocsp
trust poi nt

ASDM TrustPoint5 10 url http://ocsp.disa.ml
no client-types

crl configure

crypto ca trustpoint ASDM Trust Poi nt 3
revocati on-check ocsp none

enrol | ment term na

crl configure

crypto ca certificate map DefaultCertificateMap 10
subj ect - nanme ne ""
-------------------- CA Certificates (Partial Cert is

crypto ca certificate chain ASDM Trust Poi nt 0
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f 70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al3
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c
300a0603

55040b13

03504b49 311b3019 06035504 03131244 6f 44204a 49544320
526f 6f 74

crypto ca certificate chain ASDM Trust Point1
certificate 319e

30820411 3082037a a0030201 02020231 9e300d06 092a8648
86f 70d01

01050500

305c¢310b 30090603 55040613 02555331 18301606 0355040a
130f 552e

532e2047

6f 766572 6e6d656e 74310c30 0a060355 040b1303 446f 4431
0c300a06

0355040b

crypto ca certificate chain ASDM Trust Poi nt 2
certificate ca 37

3082044c 30820334 a0030201 02020137 300d0609 2a864886
f 70d0101

05050030

60310b30 09060355 04061302 55533118 30160603 55040al3
0f 552e53

2e20476f

7665726e 6d656e74 310c300a 06035504 0b130344 6f44310c
300a0603

55040b13

f 766e045 f 15ddb43 9549d1e9 alea6814 b64bcece 089elb6e
1be959a5

6f c20a76

crypto ca certificate chain ASDM Trust Poi nt 3
certificate ca 05

30820370 30820258 a0030201 02020105 300d0609 2a864886
f 70d0101

05050030

5b310b30 09060355 04061302 55533118 30160603 55040a13




0f 552e53
2e20476f
7665726€e
300a0603
55040b13
03504b49
43412032
301el70d
30343132
3031305a
305b310b
30090603
532e2047
6f 766572
6e6d656e
0355040b
1303504b
49311630
32308201

6d656e74 310c300a 06035504 0b130344

31163014 06035504 03130d44 6f 442052

31333135 30303130 5a170d32 39313230

55040613 02555331 18301606 0355040a

74310c30 0a060355 040b1303 446f 4431

14060355 0403130d 446f 4420 526f 6f 74

crypto ca certificate chain ASDM Trust Poi nt 4
certificate ca 04

30820267
f70d0101
05050030
61310b30
0f 552e53
2e20476f
7665726e
300a0603
55040b13
03504b49
20332052
6f 6f 7420
!

!

308201d0 a0030201 02020104 300d0609

09060355 04061302 55533118 30160603

6d656e74 310c300a 06035504 0b130344

311c301a 06035504 03131344 6f 442043

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic

policy-map type inspect dns preset_dns_map
par amet ers

6f 44310c

6f 6f 7420

35313530

130f 552e

0c300a06

20434120

22864886

55040al13

6f 44310c

4c415353

message- | ength maxi mum 512

policy-map gl obal _policy
cl ass inspection_default
i nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect
nspect

ftp

h323 h225
h323 ras
net bi os
rsh

rtsp

ski nny
esmp
sql net
sunr pc
tftp

sip
xdntp

service-policy gl obal _po

Ss

dns preset_dns_nap

icy gl oba

certificate-authentication interface outside port




443

webvpn

enabl e outsi de

svc i mage di sk0:/anyconnect-w n-2.0.0343-k9. pkg 1
svc enabl e

tunnel -group-1ist enable

----------------------- VPN G oup/ Tunnel Policy----------
group-pol i cy CAC USERS interna
ggroup- pol i cy AC-USERS interna
group-policy AC-USERS attributes
vpn-tunnel - protocol svc

addr ess- pool s val ue CAC- USERS

webvpn

svc ask none default svc

tunnel - group AC- USERS type renpte-access
tunnel - group AC USERS general -attributes
aut hori zati on-server-group AD- LDAP
defaul t - group-policy AC USERS

aut hori zati on-required

aut hori zation-dn-attributes UPN
tunnel - group AC- USERS webvpn-attri butes
aut hentication certificate

group-alias AC-USERS enabl e
tunnel - group-map enabl e rul es

no tunnel - group-map enabl e ou

no tunnel - group-map enable ike-id

no tunnel - group-map enabl e peer-ip

pronpt hostnanme cont ext

Biie&C — MR HERR
PEERAAARIL DAP

. debug Idap 255 — FE/RLDAP #
- debug aaa common 10 — BERAAAZ

Hif 1. BRIERNEHRN AFFER

It 7R 51 B8 R B ShE 4R B SR AT R 35 = 2 H B debug Idap#1debug aaa common®iia i .

[ C1:debug LDAPHldebug aaa common output — IEf#
B

AAA APl : | n aaa_open

AAA session opened: handle = 39

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA_MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_St art AAATr ansacti on

AAA FSM I n AAA I nitTransaction

Initiating authorization query (Svr G p: AD LDAP)




AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ni |

Pasw. 1234567890@ri |

Resp:

[ 78] Session Start

[ 78] New request Session, context 0x26f1c44, reqType = 0
[78] Fiber started

[78] Creating LDAP context with uri=ldap://

172.18. 120. 160: 389

[ 78] Binding as admi ni strator

[78] Performng Sinple authentication for Admi nistrator
to

172.18. 120. 160

[78] Connect to LDAP server: Idap:// 172.18.120. 160,
status =

Successf ul

[ 78] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | |

Scope = [ SUBTREE]

[78] Retrieved Attributes:

[ 78] objectd ass: value = top

[ 78] objectd ass: value = person

[ 78] objectd ass: val ue = organi zational Person

[ 78] objectd ass: val ue = user

[78] cn: value = Ethan Hunt

[78] sn: value = Hunt

[78] userCertificate: value =

0..50.......... [ 60 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[78] userCertificate: value =
0. A 50 *H oL oa.o..... & ,d
coml.O.....

& ..,d. ..

[ 78] givenNane: value = Ethan

[ 78] distingui shedNane: val ue = CN=Et han
Hunt , O=M L, DC=l abr at , DC=com

[ 78] instanceType: value = 4

[ 78] whenCreated: value = 20060613151033. 0Z
[ 78] whenChanged: val ue = 20060622185924. 0Z
[ 78] displayNane: value = Ethan Hunt

[ 78] uSNCreated: value = 14050

[78] menmberOf: value =

CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g

[ 78] mapped to cVPN300O- Tunnel i ng- Prot ocol s: val ue = 20
[ 78] uSNChanged: val ue = 14855
[ 78] name: value = Ethan Hunt
[78] object@ID: value = ..9...NJ..QU..z.
[ 78] userAccount Control: value = 66048
[ 78] badPwdCount: value = 0
[ 78] codePage: value = 0
[ 78] countryCode: value = 0
[ 78] badPasswordTi me: value = 127954717631875000
[78] lastLogoff: value =0
[ 78] lastLogon: value = 127954849209218750
[ 78] pwdLast Set: value = 127946850340781250
[78] primaryGoupl D: value = 513
[78] objectSid: value = ................ qg...... ny. .
[ 78] account Expires: value = 9223372036854775807
[ 78] | ogonCount: value = 25
]

sAMAccount Nane: val ue = 1234567890




[ 78] sAMAccount Type: val ue = 805306368

[ 78] userPrincipal Nane: value = 1234567890@i |

[ 78] objectCategory: value =

[78] mail: value = Ethan. Hunt @ abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c

[ 78] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 78] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,

aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

| FSM_TUNN_GRP_POLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( CAC- USERS)

Got server ID O for group policy DB

Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USER

Pasw.

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back

aaa_backend_cal | back: Handl e = 39, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE,

AAA FSM I n AAA_ProcessFi nal

Checking tinme sinultaneous login restriction for user
1234567890@ni |

AAA FSM | n AAA Call back

user attributes:

1 Tunnel |ing-Protocol (4107) 20 20

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 |P: 10.0.10.100




2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)

10

" CAC- USERS"

Auth Status = ACCEPT
AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3
In aaai _cl ose_session (39)

AAA APl : | n aaa_send_acct_start
AAA APl : | n aaa_send_acct_stop
CAC-Test #

4 2 : REFMCiscolEHME B #ERNEER

Lt R BIEE TR o B E AR B EE Y 8% AP R 35 =2V debug Idap #debug aaafy i i o

M C2:debug LDAP#Hldebug aaa common output — ¥
FIET

AAA APl : | n aaa_open

AAA session opened: handle = 41

AAA APl : | n aaa_process_async

aaa_process_async: sendi ng AAA MSG_PROCESS

AAA task: aaa_process_nsg(la87a64) received nessage type
0

AAA FSM I n AAA_St art AAATr ansacti on

AAA FSM I n AAA I nitTransaction

Initiating authorization query (Svr G p: AD LDAP)

AAA FSM I n AAA_Bi ndServer

AAA_Bi ndServer: Using server: 172.18.120.160

AAA FSM | n AAA SendMsg

User: 1234567890@ni |

Pasw. 1234567890@ri |

Resp:

[82] Session Start

[ 82] New request Session, context 0x26f1c44, reqType = 0
[82] Fiber started

[82] Creating LDAP context with

uri =l dap://172.18. 120. 160: 389

[82] Binding as adm ni strator

[82] Perform ng Sinple authentication for Adm nistrator
to

172.18.120. 160

[82] Connect to LDAP server: |dap:// 172.18.120.160: 389,
status =

Successf ul

[82] LDAP Search:

Base DN = [ CN=User s, DC=ggsgsecl| ab, DC=or g]

Filter = [userPrincipal Nane=1234567890@i | ]

Scope = [ SUBTREE]

[82] Retrieved Attributes:

[82] objectd ass: value = top

[82] objectd ass: value = person

[82] objectd ass: val ue = organizational Person

[82] objectd ass: val ue user

[82] cn: value = Ethan Hunt

[82] sn: value = Hunt




[82] userCertificate: value =

0..50.......... oo, 60...*. H....... o@.o..... & ..,d
cont.O.....

& ..,d. ..

[82] userCertificate: value =
"0.. .. A S 50...*. H ....... o@.o..... & ..,d
cont.O.....

& ..,d. ..

[ 82] givenNane: value = Ethan
[ 82] distinguishedNane: val ue = CN=Et han
Hunt , OU=M L, DC=I| abr at, DC=com
[82] instanceType: value = 4
] whenCreated: val ue 20060613151033. 02
] whenChanged: val ue 20060622185924. 0Z
[82] displayNane: value = Ethan Hunt
] uSNCreated: value = 14050
[82] memberOf: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g
[82] mapped to cVPN300O- Tunnel i ng- Protocol s: value =
CN=ASAUser s, CN=User s, DC=ggsgsecl ab, DC=or g
] uSNChanged: val ue = 14855
] name: val ue = Ethan Hunt
] object@ID: value = ..9...NJ..QU..z.
] userAccount Control: value = 66048
] badPwdCount: value = 0
] codePage: value = 0
] countryCode: value = 0
] badPasswor dTi ne: val ue = 127954717631875000
] lastLogoff: value = 0
[82] lastLogon: value = 127954849209218750
]
]
]
]
]
]
]
]
]

pwdLast Set: val ue = 127946850340781250

pri maryG oupl D. value = 513

objectSid: value = ................ qg...... ny. .
account Expi res: value = 9223372036854775807

| ogonCount: value = 25

sAMAccount Nane: val ue = 1234567890

sAMAccount Type: val ue 805306368

user Pri nci pal Nanme: val ue = 1234567890@i |

obj ect Cat egory: value =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

[82] nmil: value = Ethan. Hunt @abrat.com

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
[82] Fiber exit Tx=147 bytes Rx=4821 bytes, status=1
[ 82] Session End

AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Aut hori zation Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_AUTHORI ZE,
aut h_status = ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate =

I FSM_TUNN_GRP_PQLI CY,

AAA FSM I n AAA I nitTransaction

aaai _policy_nanme_to_server_i d( USAFE)

Got server ID O for group policy DB




Initiating tunnel group policy |ookup (Svr G p:
GROUP_POLI CY_DB)

AAA FSM | n AAA_Bi ndServer

AAA_Bi ndServer: Using server: <Internal Server>

AAA FSM | n AAA SendMsg

User: CAC- USERS

Pasw:

Resp:

grp_policy_ioctl (12f 1b20, 114698, 1a870b4)
grp_policy_ioctl: Looking up CAC- USERS

cal | back_aaa_task: status = 1, nsg =

AAA FSM | n aaa_backend_cal | back
aaa_backend_cal | back: Handl e = 41, pAcb = 2aell5c
AAA task: aaa_process_nsg(la87a64) received nessage type
1

AAA FSM | n AAA_ProcSvrResp

Back End response:

Tunnel Goup Policy Status: 1 (ACCEPT)

AAA FSM I n AAA_Next Functi on

AAA Next Function: i_fsmstate = | FSM_TUNN_GRP_PQOLI CY,
aut h_status =

ACCEPT

AAA Next Function: authen svr = <none>, author svr = AD
LDAP, user pol =

, tunn pol = CAC- USERS

AAA Next Function: New i _fsmstate = | FSM_DONE

AAA FSM I n AAA_ProcessFi na

Checking tinme sinultaneous |login restriction for user
1234567890@ni |

AAA FSM I n AAA Cal |l back

user attributes:

1 Tunnel I'i ng- Protocol (4107) 20 O

user policy attributes:

None

tunnel policy attributes:

1 Primary-DNS(4101) 4 1P: 10.0.10.100

2 Secondary-DNS(4102) 4 IP: 0.0.0.0

3 Tunnel i ng- Protocol (4107) 4 4

4 Def aul t - Domai n- Name(4124) 10 "ggsgsecl ab. org"

5 List of address pools to assign addresses from(4313)

10

" CAC- USERS"

Auth Status = ACCEPT

AAA APl : | n aaa_cl ose

AAA task: aaa_process_nsg(la87a64) received nessage type
3

In aaai _cl ose_session (41)

AAA APl : | n aaa_send_acct_start

AAA APl : | n aaa_send_acct_stop

DAP B HEBR

. debug dap errors — BE/RDAP#5 3R
. debug dap trace — FERDAPEK =\ IR it

g5 1 : ABFHEDAPHIELR

I R 51 B8 R B ThE AR B SR AT TR Y 75 R 35 Bldebug dap errors#ldebug dap tracefV# i, =% {E




memberOfB 1. BRI LAEREBM ASAUsersFIVPNUserss{E—E#E , EEURMASAELE.,

[ C3:debug DAP

#debug dap errors

debug dap errors enabled at level 1

#debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the followi ng attributes for
user:

1241879298@ni |

1: action = continue

DAP_TRACE: DAP_open: CBEEFA10

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap.objectC ass.1 = top

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ect Gl ass. 2 = person

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ectd ass. 3 =

or gani zat i onal Per son

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. obj ect G ass. 4 = user

DAP_TRACE: Usernane: 1241879298@ri |, aaa.ldap.cn =
1241879298

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. gi venNane
= 1241879298

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. di sti ngui shedName =

CN=1241879298, CN=User s, DC=ggsgsecl| ab, DC=or g
DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap.instanceType = 4

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. whenCreated =

20070626163734. 0Z

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. whenChanged =

20070718151143. 0Z

DAP_TRACE: Username: 1241879298@ni |,

aaa. | dap. di spl ayNanme = 1241879298

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. uSNCreat ed

= 33691

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap.nenberCf. 1
= VPNUser s

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. nenberOf. 2
= _ASAUsers

DAP_TRACE: Usernane: 1241879298@ri |, aaa.| dap. uSNChanged
= 53274

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. depart ment
= NETADM N

DAP_TRACE: Usernanme: 1241879298@ri |, aaa.l dap. name =
1241879298

DAP_TRACE: Usernane: 1241879298@r |, aaa.| dap. object GU D

N -
DAP_TRACE: Username: 1241879298@ni |,
aaa. | dap. user Account Control =




328192
DAP_TRACE: Usernane: 1241879298@n |,
aaa. | dap. badPwdCount = 0

DAP_TRACE: Usernane: 1241879298@n |
0

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. countryCode = 0

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPasswordTinme = 0
DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. codePage =

aaa. | dap. | ast Logof f

aaa. | dap. | ast Logon

aaa. | dap. pwdLast Set

128273494546718750

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. pri maryG oupl D = 513
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Paranmeters = m

d.

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. objectSid

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. account Expires =
9223372036854775807

DAP_TRACE: Usernane: 1241879298@n |
=0

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Nane =

1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type =

805306368

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. user Pri nci pal Name =

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. nsNPAI |l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa.ci sco.usernane

aaa. | dap. | ogonCount

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["1"]
"top";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
" person”;

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zat i onal Person";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["4"]
"user";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN




ane"] =

"NETADM N*;

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["gi venNane"]
= "1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["whenCreated"] =
"20070626163734. 0Z";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["whenChanged"] =
"20070718151143. 02";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["displayNane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNCreat ed"]
= "33691";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["1"]
"VPNUsers";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["menberOF"]["2"]
" _ASAUsers";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNChanged"]
= "53274",

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N';

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"o

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"o

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| astLogoff"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
= " 0" ,

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" pwdLast Set"]

"128273494546718750";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["primaryGouplD'] =
"513";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]
contains

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]
contains binary

dat a




DAP_TRACE:
dap_add_to_lua_tree: aaa["| dap"] [ "account Expires"] =
"9223372036854775807"

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["]| ogonCount"]
= " 0" ,

DAP_TRACE:
dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane" ]
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"]
"805306368";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@n | ";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE";

DAP_TRACE: dap_add_to_lua_tree: aaa["cisco"]["usernane"]

"1241879298@n | ";

DAP_TRACE
dap_add_to_lua_tree:aaa["cisco"]["tunnel group"] =

" CACUSERS";

DAP_TRACE

dap_add_to_l ua_tree: endpoint["application"]["clienttype"
] =

"1 PSec";

DAP_TRACE: Username: 1241879298@ri |, Sel ected DAPs: CAC
USERS

DAP_TRACE: dap_request: menory usage = 33%

DAP_TRACE: dap_process_sel ected_daps: selected 1 records
DAP_TRACE: Usernane: 1241879298@ri |, dap_aggregate_attr
rec_count =1

DAP_TRACE: Username: 1241879298@ri |, DAP_cl ose: CBEEFA10
d.

K5 2 : EBEDAPH ELR

Lt 3 451 28 7 B B S A FP BB Y R 51 3% 37 SR AX D E 4R HA i debug dap errors#ldebug dap traceY #i

o

M C4:debug DAP

#debug dap errors

debug dap errors enabled at level 1

#debug dap trace

debug dap trace enabled at level 1

#

The DAP policy contains the following attributes for
user:

1241879298@i |

1: action = termnate
DAP_TRACE: DAP_open: C91154ES8
DAP_TRACE: Username: 1241879298@ri |,




aaa. |l dap.objectC ass.1 = top
DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 2 = person

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ectd ass. 3 =

or gani zat i onal Per son

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect O ass. 4 = user

DAP_TRACE: Usernane: 1241879298@r |, aaa.ldap.cn =
1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. physi cal Del i veryOf fi ceName = NETADM N
DAP_TRACE: Usernane: 1241879298@ri |, aaa.l| dap. gi venNane
= 1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. di sti ngui shedName =

CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. |l dap.instanceType = 4

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenCreated =

20070626163734. 0Z

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. whenChanged =

20070718151143. 0z

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. di spl ayNanme = 1241879298
DAP_TRACE: Usernane: 1241879298@n |
= 33691

DAP_TRACE: Usernane: 1241879298@n |
DnsAdmi ns

DAP_TRACE: Usernane: 1241879298@n |
= 53274

DAP_TRACE: Usernane: 1241879298@n |
= NETADM N

DAP_TRACE: Usernane: 1241879298@n |
1241879298

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. uSNCr eat ed

aaa. | dap. nenber&f =

aaa. | dap. uSNChanged

aaa. | dap. depart ment

aaa. | dap. name =

aaa. | dap. obj ect QU D

B S T
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Account Control =
328192
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPwdCount = 0
DAP_TRACE: Usernane: 1241879298@n |
0
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. countryCode = 0
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. badPasswordTinme = 0
DAP_TRACE: Usernane: 1241879298@n |
=0
DAP_TRACE: Usernane: 1241879298@n |
=0
DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. codePage =

aaa. | dap. | ast Logof f

aaa. | dap. | ast Logon

aaa. | dap. pwdLast Set

128273494546718750

DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. pri maryG oupl D = 513
DAP_TRACE: Usernane: 1241879298@n |
aaa. | dap. user Paranmeters = m

d.

DAP_TRACE: Usernane: 1241879298@n |

aaa. | dap. objectSid




DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. account Expires =

9223372036854775807

DAP_TRACE: Usernane: 1241879298@ri |, aaa.l dap.| ogonCount
=0

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Nane =

1241879298

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. sAMAccount Type =

805306368

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. user Pri nci pal Name =

1241879298@ni |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. obj ect Cat egory =

CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=or
g

DAP_TRACE: Usernane: 1241879298@n |,

aaa. | dap. nsNPAI |l owDi al in = TRUE

DAP_TRACE: Username: 1241879298@ri |, aaa.ci sco.usernane

1241879298(@ri |

DAP_TRACE: Usernane: 1241879298@n |,

aaa. ci sco. tunnel group = CAC- USERS

DAP_TRACE:

dap_add_to_lua_tree: aaa["| dap"]["objectd ass"]["1"]
“top";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["2"]
" person”;

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["objectd ass"]["3"]
"organi zat i onal Person";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectd ass"]["4"]
"user";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["cn"] =
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["physical DeliveryOficeN
ane"] =

"NETADM N*;

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["gi venNane"]

= "1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["distingui shedNane"] =
"CN=1241879298, CN=User s, DC=ggsgsecl ab, DC=or g";

DAP_TRACE:
dap_add_to_lua_tree:aaa["ldap"]["instanceType"] = "4";
DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["whenCreated"] =
"20070626163734. 0Z";

DAP_TRACE:

dap_add_to_lua_tree:aaa[ "l dap"]["whenChanged"] =
"20070718151143. 02";

DAP_TRACE:

dap_add_to_lua_tree:aaa["|dap"]["displayNane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNCreat ed"]
= "33691";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["menberOF"] =
"DnsAdm ns";




DAP_TRACE: dap_add_to_lua_tree: aaa["l dap"][ " uSNChanged"]
= "53274",

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["departnent"]
= "NETADM N';

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["nane"] =
"1241879298";

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["object QU D']
cont ai ns

bi nary data

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userAccount Control "] =
"328192";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPwdCount"] = "0";
DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"]["codePage"] =
"or

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["countryCode"] = "0";
DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["badPasswor dTi me"] =
"o"

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| astLogoff"]
=" 0" ;

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["| ast Logon"]
=" 0" ;

DAP_TRACE: dap_add_to_lua_tree: aaa["ldap"][" pwdLast Set"]

"128273494546718750";

DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["pri maryGoupl D'] =
"513";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["userParaneters"]

cont ai ns

bi nary data

DAP_TRACE: dap_add_to_lua_tree: aaa["|dap"]["objectSid"]
contains binary

dat a

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["account Expires"] =
"9223372036854775807";

DAP_TRACE: dap_add_to_lua_tree:aaa["ldap"]["] ogonCount"]
=" 0" ;

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"][" sAMAccount Nane" ]
"1241879298";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["sAMAccount Type"]
"805306368";

DAP_TRACE:

dap_add_to_lua_tree:aaa["l dap"]["userPrincipal Nane"] =
"1241879298@n | ";

DAP_TRACE:

dap_add_to_lua_tree:aaa["| dap"]["objectCategory"] =

" CN=Per son, CN=Schena, CN=Conf i gur at i on, DC=ggsgsecl| ab, DC=0
rg";

DAP_TRACE:

dap_add_to_lua_tree:aaa["ldap"]["nmsNPAI | owDi al i n"] =
"TRUE";

DAP_TRACE: dap_add_to_lua_tree: aaa["cisco"]["usernane"]

"1241879298@n | ";
DAP_TRACE: Username: 1241879298@ri |, Sel ected DAPs:
DAP_TRACE: dap_request: nmenmory usage = 33%




DAP_TRACE: dap_process_sel ected_daps: selected O records
DAP_TRACE: Usernane: 1241879298@r |, dap_aggregate_attr:
rec_count =1
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CRYPTO_PKI : Found a suitabl e authenticated trustpoint
ASDM Tr ust Poi nt 11.

CRYPTO_PKI: Al l ocated OCSP data handl e Oxca2d27b8
CRYPTO PKlI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: status = 0: poll revocation status

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: OF192B, subject nane:

cn=MCA NTY. JI M. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, ¢c=US, issuer_nane: cn=DOD JI TC EMAI L CA-

15, ou=PKl , ou=DoD, o=U. S. Gover nnent, c=US.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI : Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://198.154.68. 90, Override trustpoint:

ASDM Tr ust Poi nt 12

CRYPTO_PKI : crypto_pki_get_cert_record_by_subject()
CRYPTO_PKI : Destroyi ng OCSP data handl e Oxca2d27b8
Crypto CA thread sl eeps!

CRYPTO PKI: Attenpting to find tunnel group for cert
with serial

nunber: OF192B, subject nane:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, issuer_nane: cn=DOD JI TC EMAI L CA-
15, ou=PKI , ou=DoD, o=U. S. CGover nment, c=US.

CRYPTO_PKI : Processing map rules for

Defaul t CertificateMap.

CRYPTO_PKI : Processing map Defaul tCertificateMp
sequence 10...

CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:




cn=MCA NTY. JI MMY. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certi ficat eMap

sequence: 10.

CRYPTO_PKI : Ignoring match on map DefaultCertificateMp,
i ndex 10 for

WebVPN group map processing. No tunnel group is

confi gured.

CRYPTO_PKI: Peer cert could not be authorized with map:
Defaul t Certificat eMap.

CRYPTO_PKI : Processing map rules for SSL.

CRYPTO_PKI : Processing map SSL sequence 20...
CRYPTO_PKI: Match of subject-nane field to map PASSED.
Peer cert field:

cn=MCA NTY. JI MW. 1160139435, ou=USN, ou=PKI , ou=DoD, o=U. S.
Gover nnment, c=US, map rule: subject-nane ne ""
CRYPTO_PKI: Peer cert has been authorized by map: SSL
sequence: 20.

CRYPTO_PKI : lgnoring match on map SSL, index 20 for
WebVPN group map
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n 9% =X- 3- 7E17t 02h7a Certinf icaH ue cnhta,in faioled
uval i dati on=.

ChertifilclLa,ted ccha=inl ais eibtrhaer tin,valdid cor
=noct

oanut hori , zed.

map rul e: subject-nane ne .
CRYPTO PKI: Peer cert has been authorized by map:

Defaul tCertificateMap

sequence: 10.

Tunnel G oup Match on map DefaultCertificateMap sequence
# 10.

Group nane i s CAC USERS

CRYPTO PKI: Checking to see if an identical cert is
already in the database. ..

CRYPTO PKI : | ooking for cert in handl e=2467668, digest=
CRYPTO PKI: Cert record not found, returning E_NOT_FOUND
CRYPTO PKI: Cert not found in database.

CRYPTO PKI: Looking for suitable trustpoints...

CRYPTO PKI: Found a suitabl e authenticated trustpoint

t rust poi nt 0.

CRYPTO PKI: Certificate validation: Successful, status:
0. Attenpting

to retrieve revocation status if necessary

CRYPTO PKI: Attenpting to find OCSP override for peer
cert: serial

nunber: 2FB5FC74000000000035, subject nane: cn=Et han
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g, i ssuer_nane:
cn=ggsgsecl ab, dc=ggsgsecl ab, dc=or g.

CRYPTO PKI: Processing map rules for

Defaul tCertificat eMap.

CRYPTO PKI: Processing map Defaul tCertificateMap
sequence 10...

CRYPTO PKI: Match of subject-nanme field to nap PASSED.
Peer cert field:




= cn=Et han Hunt, ou=M L, dc=ggsgsecl| ab, dc=org, map rul e:
subj ect - nane

ne "".

CRYPTO_PKI: Peer cert has been authorized by map:

Def aul t Certi ficat eMap

sequence: 10.

CRYPTO_PKI : Found OCSP override match. Override URL:
http://ocsp.disa.nil|l, Override trustpoint: OCSP
CRYPTO_PKI : crypto_pki _get_cert_record_by_subject()
CRYPTO_PKI : Found a subject nmatch

ERROR Certificate validation failed, Certificate is
revoked, serial

nunber: 2FB5FC74000000000035, subject nane: cn=Ethan
Hunt , ou=M L, dc=ggsgsecl ab, dc=or g

CRYPTO PKI: Certificate not validated
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fEMicrosoft server 2003 CDH |, ATA R H# Htt T ERBIFLDAPE B K LDAPH R/BH., BEZR
RELTE  FEICDFHISupportB #% , REIR— T Tools, ZFESUPTOOLS.MSI,

LDAPR 1R 28

. ZgEt% | iE{EStart > Run,

- #Aldp , REE—T Ok, ERREILDAPKIIRES.

. 1##Connection > Connect.

- BARRSEERE , REZR—T Ok,

- i##ZConnection > Bind,

-BACREEBANER, IE BAEEEESTTHE,
- E—T "TOK, (HE ).

- BIELDAPH R, 2 RED1, ED1:LDAPHIZER



i:_|.||_|: Clsrajaw-Ziclabrat oo T =laber ot 0 =com:

Corrmction  froven Yew  Optom (Rt kel
§| = oelaboat plegom ding base "CH=Clark Kent, OU=MILDC=labral.BC=com”... -
ChissBotin, Dl mbabarst, Dl wecom sull <00 fnull)
Lt S =it [Cwoim atched DNs:
b=y Dontabers, Dm{abe o, DmCain 1 eniries:
Cheeforsigriiecun yPrncnali O0nlsbrsh, Domooe > Din: CH=Clark Kent, OU = MEL DG tabrat DC=com
Ch I rarsruactyng, Do wdabe g DT g 4 objectClass: top; person; srganizationalPerson: user
Chisl st dnadPoond D sdsbrat | D wooem 13 cn! Clork KEenkt
[ Ol DD lab 5t W ety T &n: Kent
2 et Kk OHIL DC i af (Do 1 phyaicalDeliveryDificeName:! Welcome 1o LDAPHE
P chibdenn 3 waerCenificare: <ldp; Binary Hob; <idp: Binany blabx;
TRt Hunk; (el O sian o, Dol g o 1 ghvenhame: Clark:
ChmPeter Parboer, DML D mlabi ot D msom 1> distinguishedName: CN=Clark Kent, OU=MIL.DC=labrat. DC=cam:
ChTDS ek s ] miode b, DD menen 1 instanceType: bed = [ 1T_WHITE |
ChimPrioge s Dt DCmlatest, Dm0 1> whenCreated: 051 3R2006 12:50:21 Esstern Standard Thme Enstern Daylight Time:
i S, D mlabead D miom 1> whenChanged: DEf21 /2006 13:31:54 Eastern Standard Tine Eastern Daylight Time;
bt DaCalgb o, Do, 1> dlzplayName: Clark Kent:
i O mbibr gt D mtom 1> uBNCreated: T4072;
D mFersiDrnTnres, DO=labn gt D =eom 13 uSHChanged: 14701;
DOmDomasrnsdones, DO it DO om 12 neme; Clark Kent;
N g s, Dbt 8 D oy 13 objectGUID: 440353ci4-a1 Za-Hee-9337- 124026 ocl7 9;
1> saerdccoantControl: Dol G200 = | UF_NOAMAL ACCOUNT | UF_DONT_EXPIRE PASSWD
I
13 badPwdCount; 0;
1> cadePage: A
1> en ade: 07
1> brdPasswardlime: D6 42006 15:19:36 Eastemn Standard Time Exgtern Daylight Time:
13 lastLogoti: B1ATIED 00:00:00 UNCG
T» lasth ogon: BET 72006 16:20:44 Exstern Standard Time Eastern Dalight Time;
1> pwilagtSet TR IZ006 12:50:21 Enstem Standard Time Eastern Dwydlght Time;
13> primangGrowpi: 513
1> pserParametera: m: d _:
13 ehijectBid: 5-1-5-21-3541 460364-2450291 625-1039009643-1115;
1> sceouniExpies; P31 AI0HZE D200 UNC
12 logenCount: 117
13 sAMAccoimniName: 123456 TET0;
1> sAhfccountType: BOS 306 168

13 wserPrincipalMome: 1 23456 TRTO@ sbrat.com;

13 sbjectCalegony: CH=PeieanCh=Schema, CH=Configuration.DC=labrat. DC=com;
1> msNPAHDwalin: TRUE:

1> mail: Clark Kent@iabralcom;
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C.\Docunents and Settings\All Users\Application Data\C sco\Ci sco
AnyConnect VPN Client\Profile

BERUTSER :
1. i##2AnyConnectProfile.tmplif i A sE B AR B ER,
2 HRER (HINEREREHRIP ) ETEENBR. i, F2REF,

3. B & , BERFFRxml
iE& & Cisco AnyConnect VPNZ FinBi B 18 RXMLIE =H R 61,

EHEEERER , 552/ Cisco AnyConnectX &, S < :
- BAEREAELTIM—TR. B0 : CiscoProfile.xml

- BEEEBEMER , EARRSEANEEREEBTE,
It#EZ B Secure GatewayEE E#E K ARBEFHREE —ES %, ERIEXMLIVE EER I RER
PEINEFi, XENDBEHIRFABREI RNBHMERIEFREB TRRSIN -2, BE
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AnyConnect® Fimfl EERNBTE,

xml version="1.0" encoding="UTF-8"

!--- The ClientInitialization section represents global

settings !--- for the client. In some cases, for
example, BackupServerList, host specific !--- overrides
are possible. !-- --> -

!--- The Start Before Logon feature can be used to
activate !--- the VPN as part of the logon sequence. !--
- UserControllable: Does the administrator of this
profile allow the user !--- to control this attribute
for their own use. Any user setting !--- associated with
this attribute is stored elsewhere. -->

!-—- This control enables an administrator to have a one
time !--- message displayed prior to a users first
connection attempt. As an !--- example, the message can
be used to remind a user to insert their smart !--- card
into its reader. !--- The message to be used with this
control is localizable and can be !--- found in the
AnyConnect message catalog. !--- (default: "This is a
pre-connect reminder message.")

!-- This section enables the definition of various
attributes !--- that can be used to refine client

certificate selection. --> -

!--- Certificate Distinguished Name matching allows for
exact !--- match criteria in the choosing of acceptable

client !--- certificates. -

- !-- This section contains the list of hosts from which

!--- the user is able to select. -




!--- This is the data needed to attempt a connection to
a specific !--- host. --> -

HEER
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. HRFC 2246352 HISSL/TLS
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