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&

AR Firepower BBRFE (FTD) L2 BB N EHNIRENMBERE,

AR

=K
AXHRBRERR,
BRA T

« FEASA5508-XTEREE LIBITHFTD
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» ASA5506-X. ASA5506W-X, ASA5506H-X, ASA5508-X, ASA5516-X
+ ASA5512-X. ASA5515-X, ASA5525-X, ASA5545-X., ASA5555-X

+ FPR4100. FPR9300

* VMWare (ESXi)

* Amazon Web Services (AWS)

« KVM

- ISR B HFEHE

RN EERHA :

« ASA 5500-X #£E L# FTD EENEEE
- £/ FDM B89 FTD BB E

« FP41xx/FP9300 X% LH FTD EENE
 FTD/Firepower B (FMC) 418N
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axX ;e
ASA 5500-X £EMEENE

ASA5506/08/16-X & ASA5512/15/25/45/55-X B EE N H.

It 5 ASA5506-X HYBR{GAE !




EFTDMR &L 8 7E5506/08/16 LB , EEN H B R AManagement1/1, 1£5512/15/25/45/55-X & &
+ | ki S8 AManagement0/0, FEFTDIEFITITE(CLI)L , AT BAFEshow tech-support i A 5 &
=,

EEE FTD TEAXHITES

<#root>
>
show t ech- support

----------------- [ BSNS-ASA5508-1 J-------=-=-—--m-

Model : Cisco ASA5508-X Threat Defense (75) Version 6.1.0 (Build 330)
UuID : 04f55302-a4d3-11e6-9626-880037a713f3

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Tue 23-Aug-16 19:42 PDT by builders
System image file is "diskO:/os.img"
Config file at boot was "startup-config"

firepower up 13 hours 43 mins

Hardware: ASA5508, 8192 MB RAM, CPU Atom C2000 series 2000 MHz, 1 CPU (8 cores)
Internal ATA Compact Flash, 8192MB

BIOS Flash M25P64 @ Oxfed01000, 16384KB

Encryption hardware device : Cisco ASA Crypto on-board accelerator (revision 0x1)
Number of accelerators: 1

1: Ext: GigabitEthernetl/l1 : address is d8b1.90ab.c852, irqg 255
2: Ext: GigabitEthernetl/2 : address is d8b1.90ab.c853, irqg 255
3: Ext: GigabitEthernetl/3 : address is d8b1.90ab.c854, irq 255
4: Ext: GigabitEthernetl/4 : address 1is d8bl.90ab.c855, irq 255
5: Ext: GigabitEthernetl/5 : address is d8b1.90ab.c856, irq 255
6: Ext: GigabitEthernetl/6 : address is d8b1.90ab.c857, irqg 255
7: Ext: GigabitEthernetl/7 : address is d8b1.90ab.c858, irqg 255
8: Ext: GigabitEthernetl/8 : address 1is d8bl.90ab.c859, irq 255
9: Int: Internal-Datal/1l : address is d8b1.90ab.c851, irqg 255
10: Int: Internal-Datal/2 : address 1is 0000.0001.0002, irg O
11: Int: Internal-Controll/1 : address is 0000.0001.0001, irqg O
12: Int: Internal-Datal/3 : address 1is 0000.0001.0003, irg O
13:

Ext: Managenent 1/1 : address is d8bl.90ab.c851, irq O

14: Int: Internal-Datal/4 : address 1is 0000.0100.0001, irg O

ASA5512-X :



<#root>
>
show t ech- support

------------------- [ FTD5512-1 J------mmmmmmmmomom

Model : Cisco ASA5512-X Threat Defense (75) Version 6.1.0 (Build 330)
uuibp : 8608e98e-f0e9-11le5-b2fd-b649ba0c2874

Rules update version : 2016-03-28-001-vrt

VDB version : 270

Cisco Adaptive Security Appliance Software Version 9.6(2)

Compiled on Fri 18-Aug-16 15:08 PDT by builders
System image file 1is "disk0O:/os.img"
Config file at boot was "startup-config"

firepower up 4 hours 37 mins

Hardware: ASA5512, 4096 MB RAM, CPU Clarkdale 2793 MHz, 1 CPU (2 cores)
ASA: 1764 MB RAM, 1 CPU (1 core)

Internal ATA Compact Flash, 4096MB

BIOS Flash MX25L6445E @ Oxffbb0000, 8192KB

Encryption hardware device: Cisco ASA Crypto on-board accelerator (revision 0x1)

Boot microcode : CNPx-MC-B0O0T-2.00
SSL/IKE microcode : CNPx-MC-SSL-SB-PLUS-0005
IPSec microcode : CNPx-MC-IPSEC-MAIN-0026

Number of accelerators: 1
Baseboard Management Controller (revision Ox1) Firmware Version: 2.4

0: Int: Internal-Data0/0 : address is a89d.21lce.fde6, irqg 11
1: Ext: GigabitEthernet0/0 : address is a89d.21lce.fdea, irq 10
2: Ext: GigabitEthernet0/1 : address is a89d.21lce.fde7, irq 10
3: Ext: GigabitEthernet0/2 : address is a89d.2lce.fdeb, irq 5
4: Ext: GigabitEthernet0/3 : address is a89d.21ce.fde8, irq 5
5: Ext: GigabitEthernet0/4 : address is a89d.2lce.fdec, irq 10
6: Ext: GigabitEthernet0/5 : address is a89d.21lce.fde9, irq 10
7: Int: Internal-Control0/0 : address is 0000.0001.0001, irg O
8: Int: Internal-DataO/1 : address is 0000.0001.0003, irq O
9: Ext: Managenent0/0 : address is a89d.21ce.fde6, irq O
EENHEEE

EENE,ARMERENT : br1(FPR2100/4100/93008t & L KImanagement0) 2 Ef -



FTD LINA
FTD CLISH
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- RHEBASASIEREREARE (Bl
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#&1F FMC/FTD ZE'EEJEI’J stunneIo . FifE LINA BB R G . AAA.
- RERBIE R B SR, SNUIP 58 1 2R
. 124t SSH M HTTPS 7ZEUERIA FTD £&. RS AR
&, B TESE

=, RAEAR® FTD/FMC &&A

(  sftunnel 24&1L )

BRE. BREA/EH
ERNE (FEEUATHE)

ASTHETE FTD & (FRE ) BBRE. T E AT BAUER

_|[ERIE T L& br1 3&E
<{froot>

>

, AEWT FMC GUI 5%
EEE TH#E, > T#ETHE, |

EE TiRE, RAYEEE "M,




configure network ipv4 manual 10.1.1.2 255.0.0.0 10.1.1.1

Setting IPv4 network configuration.
Network settings changed.

>

SR 2. EFHFMC ERIFTD IP,

Managemant «
Haosks 10.1. 1.2
Statws; e

Cimco ASASSOS-X Threat Defense

Devices  Routing Tl
-."I

=

St Interface Log... Type

o 'i.i-lg-al:ﬂl‘:tl‘-mnel. Bhysical

o E'i.i‘l;dlilll':tl'rl:-l-'ll.'l iy al

o 'i.i-lg-al:-ltl'-_tl'-mnel. Bhyscal

L ] |.‘.~|.1-:_'||'.-:h-=.n-r.'._-'l. Phymcal

- ERERAT , RAEEEEHAETLLERE FTD br1
TN,
- ERHISSHEAR , AIfEACLISH CLI

> configure ssh-access-Tist 10.0.0.0/8

PE S HNFEER
AJf FTD #24l

"RE, > TFEREL >
ZE
A

T®#E, > "SRR E, > THTTP,

2

B

paill

ARP Inspection
Banner
Fragment Settings

ICHMP
I Secure Shell |
SMTP Server
SHNMP
Syslog
Timeouts
Time Synchronization




HE1-1EFTDCLI:

<ffroot>
>

show net wor k

MAC Address : 18:8B:9D:1E:CA:7B

F#E2- % FMC GUI :

T#iEg, > "#EETE, > "#E, > "B

FE1- % LINACLI :

<#root>
firepower#

show interface ip brief

=======[ brl ]J=======
State : Enabled ]
Channels : Management & Events firepower#
Eﬁ mggiMBIX C A show run interface ni/1
: Auto/MDIX
|| MTU : 1500

FE2-% FMC GUI :
EEE T#E > T#EEHE

BiE TRE, REYSEE "

)

Managementl/1 192.168.1.1 YES unset up u

—————————————————————— [ IPv4 J----- interface Managementl/1
Configuration : Manual management-only

Address : 10.1.1.2 nameif diagnostic

Netmask : 255.0.0.0 security-Tlevel 0

Broadcast : 10.1.1.255 ip address 192.168.1.1 255.255.255.0
—————————————————————— [ IPv6 J-----

H

[ET)

“$BEFTD 6.1 A F M.

Routed Mode Deployment

We recommend that you do nof configure an IP address for the Diagnostic interface if you do not have an inside
router. The benefit to leaving the IP address off of the Diagnostic interface is that you can place the Management
interface on the same network as any other data interfaces. If you configure the Diagnostic interface, its IP address
must be on the same network as the Management IP address, and it counts as a regular interface that cannot be on
the same network as any other data interfaces. Because the Management interface requires Internet access for
updates, putting Management on the same network as an inside interface means you can deploy the Firepower
Threat Defense device with only a switch on the inside and point to the inside interface as its gateway. See the
following deployment that uses an inside switch:

FTD 8%

- EEAERTEREREFTDHFRCHEE  FIDMERRMBEFTHE ( EEHRASALER
), WERBMEREAENNEFESR ( 2EZEH ) . EXBERTEENRKBFASEM

May 30 2016 19:25:23 firepower : %ASA-6-302020: Built inbound ICMP connection for faddr 192.168.75.14/1


/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html
/content/en/us/td/docs/security/firepower/610/fdm/fptd-fdm-config-guide-610/fptd-fdm-use-cases.html

- B—F1HE , ERAFEIUEHIER (ACP) RAIEHK B FFC&E , FTD B8 br1 BENHE AR

RELELHS, BFECHEE FTDbrt FHHEESL :

Connection Events

g 122 ASA-Engine logs .6

192.168.75.x/24

10.48.35.160 (Syslog) Connection Events
(FMC)

Sysiog server brlt§10.48.23.71

(SIEM)

FTD

#HFDMEE FTD (#LEE)

% 6.1 IRABAMR , B2 7E ASA5500-X 5%fE LAY FTD AT LAEB FMC ( T &2 ) = Firepower £
EEES (FDM) (# LEE ) AR,

REM FDM EEHF , A FTD CLISH W#aH

<#root>
>
show nanagers

Managed locally.
>

FDM £ br1 BEMHEH., HRBLERS -




FTD CLISH

EFDMUI 1, AT TREERIRL > " RREL > "REEE IP, FHEERE !

|I|I|l|ll|
CISCO

Interface

Connected

3 Enabled

B o
Monitoring Policies

@) 3|9

Objects

0 KSEC-ASASS.

Routing

There are no routes yet.

Craate the firsl static routs ¥

Updates

View Configuration  »

©@@0

System Settings

Managerrant Access List
Leggeng Settings

DHCP Serwar

DS Sarver

I Device Management IP ]




atfran]rs i 0 o=

= -1
CI5CO Banitaring Paliciaa Objacts REEC-ASASS..

= Davice Dashboand

Configure Device Management IF

System Settings +

Managament Access List

Logging Settings CONFIGURE IPV4

IPvd Address
LDHUP Sarear 10,62.148.20
OMS Server

Metwork Mask
et 265.265.265.128
Hostnarms

Gabessay
. 10.62.148.1

Traffic Settings

FTD Firepower BEREEENE

FTD t A LAZ 8 A Firepower 2100, 4100 F1 9300 fFEEE% %, Firepower #AEH TR EA FXOS
WEREERK , M FTD THEAEHE/ T,

FPR21xx 5% {&

FPR9300 £%1



T L VO S O Ol O SO,
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'i'l-'fr'i-"r

£ FPR4100/9300 L , N HEANKBAEERE , TREEAE FP BERITH FTD BBEBEEREHR/&

o BFTD BASE—EEBNERNHE , AR FTD BE,

£ FPR2100 £ , WA EIE#FE (FXOS) B FTD #EHE:

<#froot>

>

show net wor k

Hostname
Domains
DNS Servers

Management port
IPv4 Default route
Gateway

managenment 0

[ System Informat1on ]

1,tl:

1 ftd623

: cisco.com

1 192.168.200.
8.8.8.8

1 8305

100

1 10.62.148.129

D8:00

128

1

State : Enabled
Channels : Management & Events
Mode : Non-Autonegotiation
MDI/MDIX : Auto/MDIX
MTU : 1500
MAC Address : 70:DF:2F:18:
—————————————————————— [ IPv4 J----—-—— -
Configuration : Manual
Address : 10.62.148.179

Netmask 1 255.255.255.

Broadcast : 10.62.148.255
—————————————————————— [ IPv6 J----——-——---—-—————————-
Configuration : Disabled

>

connect fxos

Cisco Firepower Extensible Operating System (

FX- G5




) Software

firepower#

i SR BB R B FPR4100 L Firepower S HERE(FCM)UI , HFHE T EBHFTDEENE, #
REHIF |, Ethernet1/3HBAFTDEENE : p1

e Rl ] Logieal Devices  Security Englre  Platfarm Settingd

e tworh Module 8 Rotwork Module T

mmm —— —
el |

[ 0 e [

FP Chassis management

O i ot e | TR u
i e oo e T P
I & g rre—— I - d
T b chasembis chabe L 2] revemrate s dosn > - 1
- PR dans Interface allocated for FTD . »
- [— Fremy management . ) .
[!l‘i:.—-u-n.-:: 1 ot I . T 1oy ' . &
|1 Fr— dats 25gEpa 1esgbpa 1o - .
[ T— - o . ) .

t A LAf¢Logical DevicesEE : p2F HEILLEA

Overview Interfaces EIGGITGEIRENTEN Security Engine  Platform Setl

Help  admin
~ FTD Standalone Status: ok ¥, r &)
Application Version Management 1P Gateway Management Port Status
3 o 6.1.0.330 10.62.148.84 10.62.148.1 Ethemet/3 ® oriine . -+
Ports: Attributes:
Cluster Operational Status : not-applicable
Data Interfaces: Ethernetl/2 Ethemetl/4 Firepower Management 1P : 10.62.148.84
Ethernet1/5 Management URL : https:ffksec-feak-1.cisco.com/

uuID : 655f5a40-854¢-1126-9700-cdcd5c01b288

FEFMC L , /T EF T Adiagnostic: p3



Overview Analysis Policles Objects AMP

Device Management NAT VPN QoS Platformm Settings
FTD4100
Ccd Fespowsr 4140 Thigat Dafense
Devices  Routing Inline Sets  DHCP
& |
a Ethematl/2 Physical
e Ethamatl/d SRBgrottic Physicl
0 i Ethesmatl/d Fhysical
i Ethematl/s Phyhca
CLI g%
<#root>
FP4100#

connect nodule 1 console

Firepower-modulel>

connect ftd

Connecting to ftd console... enter exit to return to bootCLI
>
>

show i nterface

. output omitted ..

Interface
Et hernet 1/ 3 "di agnosti c"

, is up, line protocol 1is up
Hardware is EtherSVI, BW 10000 Mbps, DLY 1000 usec
MAC address 5897.bdb9.3e0e, MTU 1500
IP address unassigned
Traffic Statistics for "diagnostic":
1304525 packets input, 63875339 bytes
0 packets output, O bytes
777914 packets dropped
1 minute input rate 2 pkts/sec, 101 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 1 pkts/sec



5 minute input rate 2 pkts/sec, 112 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 1 pkts/sec
Management-only interface. Blocked 0 through-the-device packets

.. output omitted ..
>

B4 FTD B FMC - EEEIE
UTRAHFRFMCEEASAS500-XEE HETHFTDR —LEpE181E,

=6 1. FTDMFMCILRAE —F/ .
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FMC T
MO/0 (brl)

100
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192.168.1.x/24
ASA5545-X
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— 100 10
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