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ASA Configured as a Local CA server

Client machine with
and AnyConnect Headend

AnyConnect
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« EffnF|Configuration > Remote Access VPN > Certificate Management > Local Certificate
Authority > CA Server, i#MEnable Certificate Authority server iEIH,
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Device List a8 x gement > Local Certificate Authority > CA Server
* Add ﬁ Delete g SRS | Configure the Local Certificate Authority. To make configuration changes after it has been configured for the first time, disable the Local Certificate Authority.
find: Go [/] Enable Certificate Authority Server ,.=::= Enable the option to make ASA as Local CA
18]10.105.130.69:4443
Passphrase: T
Confirm Passphrase: sssssssse :‘: Specify the Passphrase
Issuer Name: CN=ASA.local -=;‘.'::= Specify the CN which will show as Issuer name
CA Server Key Size: 1024 «
-::::: Specify the Server/Client key-size to
Client Key Size: 1024 «
be used
CA Certificate Lifetime: 1095 | days
@) The CA certificate lifetime change will take effect after existing CA certs expire.
@ g g
Remote Access VPN a 2 Client Certificate Lifetime: 365 | days
2 Introduction
)&} Network (Client) Access SMTP Server &Email Settings
& Clientless SSL VPN Access Server Name/IP Address: (=]
0 AAA Local Users -
Host Scan Image From Address: admin @dscoasa.null
-5} Seure Deskiop Manager Subject: Certificate Enroliment Invitation

= Certificate Management
£y CA Certificates
Egia Identity Certificates More Options
(3 Trusted Certificate Pool
Code Signer
= [} Local Certificate Authority

{Z} Manage User Database
Manage User Certificates

EMWCLITT :

ASA(config)# crypto ca server

ASA(config-ca-server)# issuer-name CN=ASA.Tocal

ASA(config-ca-server)# subject-name-default CN=ASA.Tocal
ASA(config-ca-server)# lifetime certificate 365

ASA(config-ca-server)# lifetime ca-certificate 1095
ASA(config-ca-server)# passphrase ciscol23

ASA(config-ca-server)# no shutdown

% Some server settings cannot be changed after CA certificate generation.
Keypair generation process begin. Please wait...

Completed generation of the certificate and keypair...

Archiving certificate and keypair to storage... Complete
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- 8 FConfiguration > Remote Access VPN > Certificate Management > Local Certificate
Authority > Manage User Database, #&— TFAdd,




Device List
@ Add [ Delete & Connect
nd: Go

£3]10.105.130.69:4443]

Remote Access VPN

]

-9 Introduction
D Network (Client) Access
+-[ Clientless S5L VPN Access
AMA fLocal Users
g Host Scan Image
#-f4) Secure Desktop Manager
=-[E3 Certificate Management
-8ty CA Certificates
&y Identity Certificates
Trusted Certificate Pool
% Code Signer
=2 Local Certificate Authority
[y A server
-2

ment > Local Certificate Authority > Manage User Database L

Manage the users in the user database for Local Certificate Authority Server.

Username

Email Subject Name

- EECREFAES , AINERERTE, ETHHIDNERERE , WTEMT.

Allow enrollment

-
[Ey Add User =
Lsername: userl
Email ID: user 1@cisco,.com
Subject (DM String):  |CMN=user 1,0I=TAC

| Add User ||

Cancel | |

. HE{RIZDAllow Enrollment , LAMEFR T UTMHEE,
« —TAdd UserbeAZREREERE.,

ZMWCLIGS :

<tfroot>

ASA(config)# crypto ca server user-db add userl dn CN=userl1, OU=TAC enmni| userl1l@i sco.com

- BEAEEMNBFERAEERER , SRR AAllowed to Enroll,



Email Subject Name Enrolment Status Certificate Holder ‘ Add

Ceusert, 0U=TAC Bowed e

i

[ s |
-

CLIERR R HRE

<#root>
ASA# show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status:

Al | owed to Enrol

- BEREMEEEAEERER , TUEATIEF - BN RRBHEEAETHREME —XH
ZHF(OTP) :

BOTPEAE FHM4 ( FEHECARMRBFEE TEESMTPAMRB{ME FHMAHRE ) -
%
EEBROTP , ARE-—TRF/ENELOTP , BEAELA, EMAUARERELOTP,

ration > Remote Access VPN = Certificate ment > Local Certificate Authority > User Database m]

Manage the users in the user database for Local Certificate Authority Server.

Username Email Subject Name Enrollment Status Certificate Holder ... N

Ch=user1,0U=TAC T
Allow Enrollment.

View/Re-generate OTP I

ZMWCLITWT

!l Email the OTP to the user
ASA# crypto ca server user-db allow userl email-otp

!l Display the OTP on terminal

ASA# crypto ca server user-db allow userl display-otp
Username: userl

OTP: 18D14F39C8F3DD84

EnrolTment Allowed Until: 14:18:34 UTC Tue Jan 12 2016
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- HEASALRIAWebas[@ |, fE% FinsefFEREM,

Il Enable web-access on the "Internet" interface of the ASA

ASA(config)# webvpn
ASA(config-webvpn)#enable Internet

TRAEFEFHERLEARS

- EEFIHI/E L |, FTBBIEEE N B BE RS AT K EE M.
o LEEERAEAMIP/FQDNEZ R ZS B ERMAwebvpnWI N ERIIP , BIFT Hinternet,

<tfroot>

https://

<>

| P/ FQDN>/ +CSCOCA+/ enr ol | . ht mi

<>

- MAFHAERBAEASALNE2S (BIBA) TEE)MOTPOE BB 4R FEIZH),
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21010513069 X

ASA - Local Ceriificate Authority

Usemame [usert |

Enter the User-Name and OTP provided
One-time Password |o--oooo-oooo-.ool | P

| submit || Reset |

NOTE: On successful authentication:

- Open or Save the generated cerificate

= Install the cerlificate in the browser store
- Close all the browser windows, and

» Restart the SSL VPN connection

* B—TOpenAEELEFASAEWNEFIRFES.

I Doamioad ——]

Do you want to open or save this file?

B Name: userl.pl2
_ﬁ’ Type: Personal Information Exchange
From: 10.105.130.214

ham your computer. f you do not trust the source, do not open or

@ While files from the Intemet can be useful, some files can potentially
save this file. What s the risk?

« & "Next; (T—%),
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Certificate Import Wizard [ﬁ

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust

=
\‘C__ g_: lists, and certificate revocation lists from your disk to a
- certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

- REFAFREREI # — T Nexto
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Certificate Import Wizard ﬁ

File to Import
Spedfy the file you want to import.

File name:

s\Temporary Internet Files\Content. IES\SQT 1AUGHser 1[1].p12 | Browse, ..

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7B)

Microsoft Serialized Certificate Store ((55T)

Learn more about certificate file formats

< Back |[ Mext = ]| Cancel

£ "HB M| AOTP,
o Bl LLUEEMark this key as exportablei®IE  UESREEFARITEHHEHSE,
« B—TT—%
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Certificate Import Wizard ﬁ

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

|| Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[ | Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

< Back |[ Mext = ]| Cancel

ErNeXtJ (T 5)0
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F

-
Certificate Import Wizard ﬁ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

‘@ Automatically select the certificate store based on the type of certificate
(1 Place all certificates in the following store

Certificate store;

Browse...

Learn more about certificate stores

< Back |[ Mext = ]| Cancel

- B-TTREBUTEREE,


https://%3cASA
https://%3cASA

Certificate Import Wizard u

Completing the Certificate Import
Wizard

’,,a-: \ The certificate will be imported after you dick Finish.

J You have spedified the following settings:

0= o= =y ket = lwi=d Automatically determined by t

Content PFx
File Mame C:Wsersimrsethi\AppDataiLo

<Back | Finsh | | Cancel

e ———————————————
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Certificate Import Wizard

20 .
rh ) The import was successful.
e

o ITBRIEEMZE T E> InternetiB1E,
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&2 D[iagnose Connection Problems...

F_'_:| Recpen Last Browsing Session

Pop-up Blocker 4

fManage Add-ons

Er

&% Work Offline
ki Compatibility View
Compatibility View Settings

=#| Full S5creen F11
Toolbars 4
Explorer Bars 4

x> Developer Tools F12

Suggested Sites

Internet Options
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Internet Options . & |ﬁ
General | Security | Privacy CﬂﬂtEﬂt onnections | Programs | Advanced

Parental Controls

Control the Internet content that can I@'F‘arenml Controls
be viewed.,

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer,

| '@'Enable. - y Settings

Certificates
Use certificates for encrypted connections and identification.

[ Clear 551 state [ Certificates l [ Publishers l

AutoComplete

=" AutoComplete stores previous entries | Settings |
on webpages and suggests matches
for you,

Feeds and Web Slices

Feeds and Web Slices provide updated | Settings |
content from websites that can be
read in Internet Explorer and other
programs.

A

ok || cancel Apply

- BEEARET . LA UFEBRASARTNFE,
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LX)

Certificates
Intended purpose: | <All= - |
Personal | Other People | Intermediate Certification Authorities | Trusted Root Certification * | ¥
Issued To Issued By Expiratio...  Friendly Name
Quserl asa.local 1/8/2017 ou=TAC,cn=user 1
Import... Export... Remove [ Advanced ]
Certificate intended purposes
View
Learn more about certificates Close

ASAYEAAnyConnect® F i FYSSLAEES

ASDM AnyConnectf & &&

AnyConnectfii BEE/CLIT] AR EEAnyConnectZ £ BB E Fin, EREREZH , FRACHK
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[E] AnyConnect VPN Connecticn Setup Wizard L J

Introduction

UUse this wizard to configure the ASA to accept VPN connections from the AnyConnect VPM Client. The connections will be
protected using either the IPsec ar the S5L protocol. The ASA will automatically upload the AnyConnect VPN Client to the end
user's device when a VPN connection is established.

VPN Remole Access
Local ‘ﬁ) Remote

< Back [ Cancel H Help ]

2. W ANEREEE BT , ®®VPN Access Interface TANEE IR EEZXR VPN E , ABREKR—T

Nexto

[5) AnyConnect VPN Connection Setup Wizard (e
Steps Connection Profile Identification

1. Introduction This step allows you to configure a Connection Profile Mame and the Interface the remote access users will access for VPN
2. Connection file connections.

Identification

onnection Pr :

3. VBN Pratocels C tion Profile Mame: SSL_GRP
4. Client Images VPN Access Interface:  Internet =
5. Authentication Methods : '
6. Client Address Assignme
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10. Summary

[ <Back | [ nNext> | | Cancel |[ rep
LS A

3. iBARSSLEE S AR A Secure Sockets Layer (SSL), HEXRETLURZEEINE=SEFEME
BHBCAMEENEE (HliVerisignsEntrust ) , B ITARBHEBERS, NRBECLESE
ASAL | AITEB TR REREERE,



1. AE  WEERASALSSLE PR ARSHEE., MRASALEFRZEE ML
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BELRERE=-SHE , FFTHASA 8.X e e & U R WebVPNEL & 7R B &}

MIERFTRI LS ER,

- BMAVPNIHENEEEFE.,
e ¥ "Nextsy (T—% ),
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[Ej AnyConnect VPN Connection Setup Wizard ﬁ
Steps VPN Protocols
1. Introduction AnyConnect can use either the IPsec or 551 protocol to protect the data traffic. Please select which protocol or protocols you

3. Conmection Profile would like this connection profile to support.

Identification _
3. VPN Protocols 7] 55
4, Chent Images [ tPsec
5. Authentication Methods ) )
Device Certificate
6. Client Address Assignme Device certificate identifies the ASA to the remote access dients, Certain
7. Network Name Resolutio | AnyConnect features (Always-On, IPsec/IKEv2) require that valid device certificate
Servers be available on the ASA.
8. NAT Exempt i :
Device Certificate: | -- None -- Manage. ..
9. AnyConnect Client : =,
Deployment
10. Summary
[ <Back | ["Next> ] [ Cancel |[ Hep |

L
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(5 AnyConnect VPN Connection Setup Wizard | =

1
2

8.
9.

Steps

. Introduction

. Connection Profile
Identification

. VPN Protocols
. Client Images

. Client Address Assignme

. Metwork Mame Resolutio
Servers

NAT Exempt

AnyConnect Client
Deployment

3
4
5. Authentication Methods
3
7

10. Summary

Client Images
ASA can automatically upload the latest AnyConnect package to the ciient device when it accesses the enterprise network.
A regular expression can be used to match the user-agent of a browser to an image.

You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
the top of the list.

L] Add|'Reptate " Delete| 4+ ¥

Image Regular expression to match user-agent

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here.

[ <Bok ][ Next> | [Lconcel J[ hep

)

o WAILAEASARPIGEIEEE /MR ( MRBRBEACHEE ) RS HEESF LE
AnyConnect.pkgi&E %,

- BIERIFCEE-TEASAIRBIGE B B./RLER B FEAnyConnect BB E 14,

o - EMAY A ERE)EF P IZIFEANyConnect X EH,

- &—T rOKJ (EE)F:E)O

(Ej Add AnyConnect Client Image | R
AnyConnect Image: disk0:/anyconnect-win-4, 2.00096-k9.pkg [ Browse Flash... J
[ Upoad... |

Regular expression to match user-agent ¥

Lok J[ Concd J[ Heb |

« & "Nexty (T—%),
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[T AnyConnect VPN Connection Setup Wizard [

Steps _ Client Images
1. Introduction ASA can automatically upload the latest AnyConnect package to the dient device when it accesses the enterprise network.
2. fmm"ﬂe A regular expression can be used to match the user-agent of a browser to an image.
a You can also minimize connection setup time by moving the image used by the most commonly encountered operation system to
3. VPN Protocols the top of the list.
4. Client Images -
5. Authentication Methods * Add g & m leos ii
6. Client Address Assignme Image Regular expression to match user-agent
7. NetwerkNae Resos | R P I —
Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary

You can download AnyConnect Client packages from Cisco by searching "AnyConnect VPN Client’ or dick here,

[ <Back ][ Next> j [ Concel || rep |

4

5. FRESMRBAULLUER "HMBRFEL . "TREL M TEKRL AAAFRRESATH. MREEE
A% , FEELOCAL , REE—TNext, BH| , FEAEEMBAMFEREERE K RARE—
T Nexto

AR HEARSIH  BETLOCALEHERE , ERMEREAASA LN A EREE R EE
ITEHRE,



[£) AnyConnect VPN Connection Setup Wizard

Steps Authentication Methods
L]

1. Introduction This step lets you specify the location of the authentication server.

2 ¢ tion Profile You can dick on the ™ew...” button to create a new server group.
Identification

3. VPN Pro " AAA Server Group: I_LDCAL = Mew...

4, Client Images

5. Authentication Local User Database Details
Methods dsco

User to be
Username: userl Add >
Password: [snese ]

Confirm Password: sssss

[ <Back || Next> | | Concel ][ rep

6. BREEEVPNE Finfyibitith,. MRELKEE Tipith ,

SEH TS EEEh, B

—THEETERE, THE , — TNext,

AnyConnect VPN Connection Setupiuﬂ:l

Steps Client Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPvé. The AnyConnect dients
2 ion Profile will be assigned addresses from the pools when they connect.

Identification 1Pv6 address pool is only supported for SSL connection.
3. VPN Protocols
4, Client Images 1P v4 Address Pool | IP v6 Address Pool |
5. Authentication Methods |;n.‘it:l‘esnr.PmJ: [msdect—-v w | | New.. |
G‘mﬁ:ﬂf’s Details of the selected address pool
7. Network Name Resolutio

Servers
8. NAT Exempt
9. AnyConnect Client

Deployment
10. Summary

| <Back | [ Next> | [ cancel | [ heb




Dasanaros .

VPN_Pool

| Starting IP Address: 10.10.10.1

Ending IP Address: | 10.10. 10.200)|

255.255.255.0

Cancel

° #E rNeXtJ (-F_’E ) o

(£} AnyConnect VPN Connection Setup Wizard
| Steps Chent Address Assignment
1. Introduction This step allows you to create a new address pool or select an existing address pool for IPv4 and IPv6. The AnyConnect dients
2. Connection Profile will be assigned addresses from the pools when they connect.
Identification IPv6 address pool is only supported for SSL connection.
3. VPN Protocols
4. Client Images /1P v4 Address Pool | IP v6 Address Pool |
5. Authentication Methods | AddressPook: VPN_Pool  w | [ Mew.. |
6. Client Address
Assignment Details of the selected address poal
7. Metwork Mame Resolutio Starting IP Address: 1D.1|'_‘|.1ﬂ.1 E]
Serv -
s Ending IP Address: |10.10.10.200 [
B. MNAT Exempt
9. AnyConnect Client Subnet Mask: |255.255.255.0 v
Deployment
10. Summary
| <Back |[ Next> | [ cancel || Hep |

)
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2 AnyConnect VPN Connection Setup Wizard =]
Steps Metwork Name Resolution Servers
1. Introduction This step lets you specify how domain names are resolved for the remote user when accessing the internal network.
2. Connection Profile
Identification DMNS Servers:
3. VPN Protocols WINS Servers:
4, Chent Images Domnain Name:
5. Authentication Methods
6. Chent Address Assignme
7. Network Name
Resolution Servers
8. NAT Exempt
9. AnyConnect Client
Deployment
10. Summary
| <Back || Next> | | Cancel || Hep |
e .

8. MREFImMAI T2 B RE LA R BREM BB it 1t B (NAT), BUHExempt VPN
traffic from network address translationZEU G R0 Bl E AR ZERALANS T H. I |, BiEESL AR
BRI EE K REBER-TT—%.

[ AnyConnect VPN Connection Setup Wizard ]
Steps NAT Exempt
1. Intreduction If network address translation is enabled on the ASA, the VPN traffic must be exempt from this translation.
2. Connection Profile
Identification ['] Exempt VPN traffic from network address translation
3. VPN Protocols Inside Interface is the interface directly connected to your internal
4. Chent Images network. ) )
5. Authentication Methods Inside Interface: .m )
6. Clent Address Assig Local Network is the network address(es) of the internal network that
7. Network Name Resolutio dient can access.
Servers —
Local Network: | 192,168, 10.0/24) (=]
B. NAT Exempt
9. AnyConnect Client
Deployment The traffic between AnyConnect dient and internal network will be
10. Summary exempt from network address translation.

| <Back || Next> Cancel || Hep |

9. E_T-F_ﬁo



[E) AnyConnect VPN Connection Setup Wizard 2

Steps AnyConnect Client Deployment
1. Introduction AnyConnect dient program can be installed to a dient device by one of the following two methods:

2 ;:dmfcﬁ:lo; Profie 1) Web launch - On accessing the ASA using a Web Browser, the AnyConnect dient package will be automatically installed;
en on 2) Pre-deployment - Manually install the AnyConnect client package.
VPN Protocols

. Client Images
Authentication Methods
. Client Address Assignme

= o b W

. Network Mame Resolutio
Servers

. MAT Exempt

9. AnyConnect Client
Deployment

10. Summary

o

[ <ok | [(Next> | Cancel | [ reb |

10. ZER—ESBRETRER , B—TERTHRE.

[ AnyConnect VPN Connection Setup Wizard =
¥ VPN Wizard

Summary

Here is the summary of the configuration.

| Mame Value
= Summary

Name (Alias of the Connection Profile S5L_GRP

VPN Access Interface Internet

Device Digital Certificate == NOne -

VPN Protocols Enabled S5 only

AnyConnect Client Images 1 package

Authentication Server Group LOCAL

Address Pool for the Client 10. 10, 10, 1 - 10. 10. 10. 200
Server:

DS i Name:

Metwork Address Translation The protected traffic is not subjected to network address translation

| |
- »,

AnyConnect®E FinBit BERET K. B2 , EREBEEBER EAnyConnecthy , BRERTEE
BERBELERERAA, EZRRENCAEER/BBHEFHRETHORE  YEAKRER
(ERRERER ) BEAEARENAAERSHRES L,




- B EEE>RHIEAVPN >3 ( EF I ) #A> AnyConnectiE#R L B 1E =R,
- BIEZEEIFVEMMEREEERSSL_ GRPESIHE.

Device List
% Add [j Delete @ Connect

Go

#1710.105.130.69:4443

3 AnyConnect Customization/Localization

[T AnyConnect Clent Profie

[ig) AnyConnect Client Software

H)p Dynamic Access Policies

{3 Group Polies.

IPsec(IKEV 1) Connection Profiles
Secure Mobility Solution

&1-Byp Address Assignment

AnyConnect Essentials —
AnyConnect Custom Attributes

i

Lt rk (Client) Access >

ghts. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as wel as SSL

The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial dient
tunnel with Datagram Transport Layer Security (DTLS) tunneling options.

Access Interfaces

[V] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

SSL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .

551 Access IPsec (IKEv2) Access.
Interface = -

Allow Access Enable DTLS Allow Access Enable Client Services
oo ] = e
Internet = ) ]
Outside ] mn 1 2

[V] Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

ogin Page Setting
7] Allow user to select connection profile on the login page. &
e -

- EfEAAAFCertificate Authentication ,

[ Shutdown portal login page.
Connection Profies
Connection profile (tunnel useris and other You can configure the mapping from certificate to connection profie here.
4 Add| ([ Edit| ] Delete| Find: © © [MatchCase

Name SSL Enabled IPsec Enabled Riases Authentication Method Group Policy

DefaultRAGroup B W AMA(LOCAL) DfitGrpPolicy

Default WEBVPNGroup B ] AAA(LOCAL) DAfitGrpPolicy

ssl-gp B &3 sslgrp AAA{LOCAL) DAitGrpPolicy

m§s.ce | & | & s AalocA) GroupPoicy_SSL_GRP

- EEORESET |, #EEBoth,

FEEEERERERESSL_GRP , A% % —TEdit.



(E Edit AnyConnect Connection Profile: SSL_GRP e

MName: _551 GRP | IH

l (-Advanced —
Abases: SEL_GRP |
| Authentication
Method: () ARA () Certificate @) Bothl
| AAA Server Group: LocAL v
Use LOCAL if Server Group fails
“'l Client Address Assignment

DHCP Servers: |
@ None (7)) DHCPLink (7) DHCP Subnet

Client Address Pools: _wm!wﬂ

J Chent IPv6 Address Pooks: | :IIE::!IIII

' Default Group Policy
| Group Policy: GroupPolicy_SSL_GRP -
“ (Following field is an attribute of the group policy selected above. )

[#] Enable S5L VPN dient protocol

‘ [ Enable IPsec(IKEv2) dient protocol
ﬂ

DMNS Servers:
WINS Servers: |
Domain Name: | | |

| Find: | | @ next @ Previous i

Lok || cexel || rep |

Bl EAnyConnectfyCLI

<#root>

Il ***x*xConfigure the VPN Pool *****

ip local pool VPN_Pool 10.10.10.1-10.10.10.200 mask 255.255.255.0

I ****x*xConfigure Address hjects for VPN Pool and Local Network*****

object network NETWORK_OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0



object network NETWORK_OBJ_192.168.10.0_24
subnet 192.168.10.0 255.255.255.0
exit

11 *xxxxConfigure WebVPNr****

webvpn
enable Internet
anyconnect image diskO:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable
tunnel-group-1list enable
exit

11 *x**xxConfigure User*****

username userl password mb02jYs13AXT1IAGa encrypted privilege 2

1l *x***x*xConfigure G oup-Policy*****

group-policy GroupPolicy_SSL_GRP internal
group-policy GroupPolicy_SSL_GRP attributes
vpn-tunnel-protocol ssl-client

dns-server none

wins-server none

default-domain none

exit

1l *x***x*xConfigure Tunnel - G oup*****

tunnel-group SSL_GRP type remote-access
tunnel-group SSL_GRP general-attributes
authentication-server-group LOCAL
default-group-policy GroupPolicy_SSL_GRP
address-pool VPN_Pool

tunnel-group SSL_GRP webvpn-attributes
authentication aaa certificate
group-alias SSL_GRP enable

exit

11 *x**xxConfigure NAT-Exenpt Policy*****

nat (Inside,Internet) 1 source static NETWORK_OBJ_192.168.10.0_24 NETWORK_OBJ_192.168.10.0_24 destinati

i

ERAAHRE , BRELNEERET EEER,



BfEE : Output Interpreter TE(ERFMEF) X EE EshowiEt, FRATTHEMAEERT
B Rshowdn H 8 HH 5H.

R ERACARMRER.

show crypto ca server

<#root>

ASA(config)# show crypto ca server
Certificate Server LOCAL-CA-SERVER:

St at us: enabl ed

State: enabled
Server's configuration is Tlocked (enter "shutdown" to unlock it)

| ssuer name: CN=ASA. | ocal

CA certificate fingerprint/thumbprint: (MD5)
32e868b9 351a1b07 4b59cce5 704d6615
CA certificate fingerprint/thumbprint: (SHA1)
6136511b 14aalbbe 334c2659 ae7015a9 170a7c4d
Last certificate issued serial number: Ox1
CA certificate expiration timer: 19:25:42 UTC Jan 8 2019
CRL NextUpdate timer: 01:25:42 UTC Jan 10 2016
Current primary storage dir: flash:/LOCAL-CA-SERVER/

Auto-RoTlTlover configured, overlap period 30 days
Autorollover timer: 19:25:42 UTC Dec 9 2018

WARNING: Configuration has been modified and needs to be saved!!

RAREIMA T AR R AR EREEEM

<tfroot>

**x**Baf ore Enrol | ment*****

ASA#
show crypto ca server user-db

username: userl

email: userl@cisco.com

dn: CN=userl,0OU=TAC

allowed: 19:03:11 UTC Thu Jan 14 2016
notified: 1 times

enrollment status: Allowed to Enroll

>>> Shows the status "Allowed to Enroll"


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

*xxxx After Enrol | ment****x*

username: userl

email: userl@cisco.com

dn: CN=userl,0OU=TAC

allowed: 19:05:14 UTC Thu Jan 14 2016
notified: 1 times

enrol | nent status: Enrolled

, Certificate

valid until 19:18:30 UTC Tue Jan 10 2017,

Renewal: Allowed

&) LUEIB CLISASDMB EanyconnecE 4RI FEMAE Ao

ZEIBCLI

show vpn-sessiondb detail anyconnect

<tfroot>

ASA# show vpn-

Session Type:

Username
Assigned IP
Protocol
License
Encryption
Hashing
Bytes Tx
Pkts Tx

Pkts Tx Drop :
Group Policy :
: 19:19:10 UTC Mon Jan 11 2016

: Oh:00m:47s

: 0h:00m:00s

: Unknown

: N/A VLAN : none

Login Time
Duration
Inactivity
NAC Result
VLAN Mapping

sessiondb detail anyconnect

AnyConnect Detailed

: userl Index i1

: 10.10.10.1 Public IP : 10.142.189.181

: AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

: AnyConnect Essentials

: AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
: AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel:

: 13822 Bytes Rx 1 13299
: 10 Pkts Rx : 137
0 Pkts Rx Drop : O

GroupPolicy_SSL_GRP Tunnel Group : SSL_GRP

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

1.1

: 10.142.189.181

: none Hashing ! none
52442 TCP Dst Port : 443

Auth Mode : Certificate and userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx ;6911 Bytes Rx : 768

Pkts Tx 5 Pkts Rx i1

(1)AES128
(1)SHAL



Pkts Tx Drop : O Pkts Rx Drop : O

SSL-Tunnel:
Tunnel ID 1.2
Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : RC4 Hashing : SHAL
Encapsulation: TLSv1.0 TCP Src Port : 52443
TCP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx T 6911 Bytes Rx : 152
Pkts Tx 5 Pkts Rx 1 2
Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID 1.3
Assigned IP : 10.10.10.1 Public IP : 10.142.189.181
Encryption : AES128 Hashing : SHAlL
Encapsulation: DTLSv1.0 UDP Src Port : 59167
UDP Dst Port : 443 Auth Mode : Certificate and userPassword
Idle Time Out: 30 Minutes Idle TO Left : 30 Minutes
Client 0S : Windows
Client Type : DTLS VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.2.00096
Bytes Tx : 0 Bytes Rx : 12907
Pkts Tx : 0 Pkts Rx 1 142
Pkts Tx Drop : O Pkts Rx Drop : O

NAC:
Reval Int (T): 0 Seconds Reval Left(T): 0 Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 51 Seconds
Hold Left (T): 0 Seconds Posture Token:

Redirect URL :

EBASDM

. EfFEES VPN > VPNESHEF>25E,

« ZE#EFilter

By#E&All Remote Access,

o« RTILAEHEE B AnyConnect® Fim#l1TE — R 1E,

AHEF-RREESFNFAER
ALER-1E iR FEIGESRERAE

Ping -#8ifping AnyConnect? F if;

[Filter By: | All Remote Access w | [ All Sessions — -

Group Policy Public IP Address Protocol Login Time Bytes Tx
Connection Profile Assigned IP Address Encryption Duration Bytes Rx

userl lssl-pol 10.142.189.80 \AnyConnect-Parent S5L-Tunnel DTLS-, {14:39:08 UTC Mo... (10398
lssl-arp 1592.168.1.1 |anyConnect-Parent: (1)none 55L-Tu..|0h:00m:33s 1885

Username

Details



¢ 2Tk

i

RE R B EFA TR R YA ET SRR,

By &t

AR

: £/ debug IET 28l , FFESHE BRI Debug ETHWEEENA,

: EASAL |, BAULGRESERFRS ; BRERT , EAKE1. MRELFHEBRH

, AN TIRAREEEM. FEENTIERE , AHRELEERED,

» debug crypto ca

» debug crypto ca server

* debug crypto ca message

» debug crypto ca transactions
» debug webvpn anyconnect

fAno shutin S RXACA RSB , WAFEWMEEE TR,

<#root>

ASA# debug
ASA# debug
ASA# debug
ASA# debug

CRYPTO_CS:
Crypto CS

CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

CRYPTO_CS:

crypto ca 255

crypto ca server 255
crypto ca nessage 255
crypto ca transaction 255

input signal enqueued: no shut >>>>> Command issued to Enable the CA server
thread wakes up!

enter FSM: input state disabled, input signal no shut
starting enabling checks
found existing serial file.
started CA cert timer, expiration time is 17:53:33 UTC Jan 13 2019
Using existing trustpoint 'LOCAL-CA-SERVER' and CA certificate
file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
DB version 1
last issued serial number is 0x4
closed ser file
file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.cr1
CRL file LOCAL-CA-SERVER.crl exists.
Read 220 bytes from crl1 file.
closed crl1 file
Storage context locked by thread Crypto CA Server

inserting CRL
set CRL update timer with delay: 20250
the current device time: 18:05:17 UTC Jan 16 2016

the last CRL update time: 17:42:47 UTC Jan 16 2016
the next CRL update time: 23:42:47 UTC Jan 16 2016
CRL cache delay being set to: 20250000

Storage context released by thread Crypto CA Server

Inserted Local CA CRL into cache!



CRYPTO_CS: shadow not configured; Took for shadow cert

CRYPTO_CS: failed to find shadow cert in the db
CRYPTO_CS: set shadow generation timer
CRYPTO_CS: shadow generation timer has been set
CRYPTO_CS: Enabled CS.

CRYPTO_CS: exit FSM: new state enabled
CRYPTO_CS: cs config has been Tocked.

Crypto CS thread sleeps!

1t 38 Sl Hh R B P v Y RE R

<{froot>

ASA# debug crypto ca 255

ASA# debug crypto ca server 255

ASA# debug crypto ca nessage 255
ASA# debug crypto ca transaction 255

CRYPTO_CS: writing serial number 0x2.

CRYPTO_CS: file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser

CRYPTO_CS: Writing 32 bytes to ser file

CRYPTO_CS: Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

ETHERT , EAEREMAIGEE RN

=060 1.

- EREECAAMRBRENEREY , RAEZMFTIHE,

Add User

Username: userl
Email ID: user 1{@csco, com

Subject (DM String): | CM=user1,0U=TAC

| Add User || Cancel

| | Help

| Select...

ZMWCLIGS :



<#root>
ASA(config)# show crypto ca server user-db

username: userl

email: userl@cisco.com
dn: CN=userl,OU=TAC
allowed: <not allowed>
notified: 0 times

enrol | nent status: Not Allowed to Enrol

« MEFAFERAERZEM , AERAEE/UNEFBHFTECAENOTPEELLERAR

" Error | |1

@ OTP exists only if the user is allowed to enroll. Please ensure that the selected
user is allowed to enrall.

...........................

241 2.

- f£MAshow run webvpn s TERFBEMAAFFMENENNE. BFREH443 , BAHER,

. WRE FiHAL S ERTE AR KT 35 B PY 5 A9 1R LR webvpn B9 1 1Pt it 8 3%EE .
ETHERT , BRI AAEEHBASANEMMPTS -

1. MREAPEEBRLIEEERE LA LT FREIASARwebvpn IPHENER , BEATUTRE

2. Eﬁﬁﬁ T webvpnfy 7T HARRE Adown,
o Sbim BRI FE B EHE4433 AR AR A EA P,

<#root>
ASA(config)# show run webvpn

webvpn
port 4433

enabl e | nternet

no anyconnect-essentials
anyconnect image



disk0:/anyconnect-win-4.2.00096-k9.pkg 1
anyconnect enable
tunnel-group-Tist enable

ESIKE

- CAARRERERFHERMERASANREIFLERE.

« FRRIRET

ARRREAEEMBENAEAELERMBEFpkcs12IERN T HAZR.

- MRREACREREEANTAZE , ASABEETRE FimfVEfBREL 4 KL THRE B

<#froot>

ASA(config)# debug crypto
ASA(config)# debug crypto
ASA(config)# debug crypto
ASA(config)# debug crypto
ASA(config)# debug crypto

CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:
CRYPTO_CS:

writing serial

ca 255

ca server 255

ca nessage 255

ca transaction 255
ca trustpool 255

number 0x2.

file opened: flash:/LOCAL-CA-SERVER/LOCAL-CA-SERVER.ser
Writing 32 bytes to ser file

Generated and saving a PKCS12 file for user userl

at flash:/LOCAL-CA-SERVER/userl.pl2

CRYPTO_CS: Failed to write to opened PKCS12 file for user userl, fd: 0, status: -1.

CRYPTO_CS: Failed to generate pkcsl2 file for user userl status: -1.

CRYPTO_CS: Failed to process enrollment in-1ine for user userl. status: -1

MEIE

Cisco ASA 5500 J|RAEH L EE

« AnyConnect VPNE Fim S BERRIER-F B R RE

« AnyConnect2iEMNEIE, B MBEHERR

- Cisco Systems
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