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fcisco.com T &iE A M WindowsHI CiscoZ £ & F i (AnyConnect) BRI EP B B B =4

Application Programming Interface [API] (Windows) 21-May-2021 141.72 MB ¥\

anyconnect-win-4.10.01075-vpnapi.zip
Advisories [

AnyConnect Headend Deployment Package (Windows)g 21-May-2021 77.81 MB ¥\

anyconnect-win-4.10.01075-webdeploy-k9.pkg
Advisories [

AnyConnect Pre-Deployment Package (Windows 10 ARM64) - 21-May-2021 34.78 MB v\
includes individual MSI files@m

anyconnect-win-arm64-4.10.01075-predeploy-k9.zip

Advisories [{

AnyConnect Headend Deployment Package (Windows 10 ARM64) 21-May-2021 44.76 MB ¥\
B

anyconnect-win-armé4-4.10.01075-webdeploy-k9.pkg

Advisories [

Profile Editor (Windows)[g 21-May-2021 10.90 MB + N\
tools-anyconnect-win-4.10.01075-profileeditor-k9.msi

Advisories []

AnyConnect Installer Transforms (Windows)@ 21-May-2021 0.05 MB +

tools-anyconnect-win-4.10.01075-transforms.zip
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No certificates Add Cartificatas

Add New Cartificate R

Add a new certificate 1o the device using cert enroliment abject which i used o generate CA and
Identify certificate.

Device™:

Cart Enroliment® : slect & ceatifcate entrollment obiject v @

iEIZEAdd Cert Enrollmentiz il ( &k &+AF5% ) UEMFHWEME R, TE , £AJd Cert Enroliment
BOd , AHRSE— B/ , EEnrollment Type T HIiE 8 &2 Self Signed Certificates

Add Cert Enroliment

Mame* SEL_Saliighed

Description

m Certificate Parameters  Key  Revocation
Enroliment Type: Self Signed Certiicate i

o Gemmon Name (CH) is mandatory for salf-signed cenificate that is used in Remcte Access VPN, To cenfigure
* CN, please navigate to ‘Certificats Parameters’ tab.

Allw Orverrides

K& K HREEEEE , LAFEALARB(CN), EREFSSIBEBRUERCN :



Add Cert Enrollment

Name® SSL_SelfSigned

Description

_cAtnformavion [[EEIDEIT ORIl Key Revocation
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Include Device's 1P Addness:
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Ovganization Unit (OU):

‘Organization (0):
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State (5T):

Country Code (C):

Emadl (E):

[ inchude Device's Serial Number

Allow Overmides
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AnyConnect Client Package

Mext Cancel
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]
ann
AnyConnect Cllent Image
Show Re-order buffons +]
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Connection Profile >

) Summary
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Devices
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Remote Access VPN Policy Wizard

Connaction Profile >

AnyConnect > (4) Access & Certific

Palicy Assignment >

Remots Access VPN Policy Configuration additional Configuration Requirements

dzard  comelites, tha  Tollowing
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work on all device Eargets.

i Access Controll Policy Update

by must ba defiead to
targeted devices.

Firepowsr Hanagesment Center will configune an RA WPN Policy with the following settings

Mame: S5L_AmyConn

Connection Alias:
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NAT B
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Authent e
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To resclve hostrame spedfied in ARA Servers
. or CA Servars, conhig 5 wing Btonta
Eoliy on the tanpeted devices.
‘ B (D Port Configuration
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@' Cisco AnyConnect Secure Mobility Client

VP

@ Cisco AnyConnect | 10.31.124.25

=

Group: SSL_AnyConnect_LocalAuth

Username: | dperezve

Password:
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(5:' Cisco AnyConnect Secure Mobility Client — bt

Connected to 10.31.124.25.

10,31, 124,25

Q0:00:49

alfuenfee
CISCO

RFTD |, & A LLE Tshow vpn-sessiondb anyconnect p 4 AEE /R BG A £ &R R ATE BIARRER
CiscoR£ B FImEsE .

firepower# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : dperezve Index : 8

Assigned IP : 172.16.13.1 Public IP : 10.31.124.34

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 15756 Bytes Rx : 14606

Group Policy : Df1tGrpPolicy
Tunnel Group : SSL_AnyConnect_LocalAuth

Login Time 1 21:42:33 UTC Tue Sep 7 2021

Duration : 0h:00m:30s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN ! none
Audt Sess ID : 00000000000080006137dcc9

Security Grp : none Tunnel Zone : 0

5E S HEAE

HFTD#H1Tdebug webvpn anyconnect 25555 , BARRFTD L AISSLIELRR

firepower# debug webvpn anyconnect 255
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58 443 = 51NN [ACK] Seqel Acke13d Wilme33T68 Lened

1171 Server Mello, Certificate, Server Eey Exchange, Server Hello Done
4 FIM + £33 [MX] Seqeld Ackel1LR Win=§MLID Lensd

247 Client Key Exchangs, Change Clphar Spec, Encryphed Handihake Mestage

134 spplieatien
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594 dgplication
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44 52300 + 243
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60 443 =+ 51500
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534 dgplication
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1584 pplicatien
1371 _spplicatisn
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[ACX] Sequl169 Acke1532 MEn=31768 Lewsd
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Cata

Cata
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bata
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