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| Advanced Features|
Filter Optians..,
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Customize...
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Displays Help for the current selection.

AERMET , Z—THRERBRESR. £ "BM., TZ#distinguishedName , R%EEZ—THRER,
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v 1 eample.com Ferbutes
+ [ Builtin Abribats Walua -
y 3 Computers adminDescaption not get
v (2] Domain Controllers adminDisplytlams not set>
] FaresgnSecurtyFrng on Users
s [0 LestAndFournd defauDiass Store nct sets
» [ Managed Service Ac description Defaul container for upgraded user account:
v 7 Program Data displaytame nck sels
+ [ oM Prinlable  anel sel>
Name  CNslsers, [iCexamale [C=rom|
+ L5 NTDS Quotas d5ASignaturne nil asls
— . d5CorafropagationD...  4/29/2020 2:43:49 PM Easbem Daylight Tim
+ || TPM Devices
extensonhams anit st
fiags <ot 3et>
FSMORoleCramer <not sets
instance Type Oxd = { WEITE } b
< 3
[ vem ] Fite
OK | Caedl | Aoy Help
< 3 IE:’W_ 1:5“ o hf:.r u.'nrl.rluurl.1.|.:rt|1..|:1m =

6. AT LAMIER "EARThAEL iR, H—TAEEDN , EfnFView , A% B X% — T Advanced
Features,



| Active Dwectory Users and Computers = O *
File Action View Help
4 = | . —
e 2@ 00 Hm T e TESR
1 Active Directory Users and Com || pame Type Description
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?m Delegate Contral... Default container for up.—.
) uiltim .
Computer Find... val.,  Default container for do..
- I}cm:in{ Change Domain... Default cantainer for sec..,
" Fareigrse Changl: Diormains Cartroller. . wd Ciefault :nnt-uin:rfnr of...
 LostAndFe Raise dornain functicnal level. Default mn“_"n':rfmm']'"
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Operations Masters... -
| Program C Builtin system setings
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= WTDE Quc it
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Expert List.., Semall leans
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Help
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» | Advanced Features
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Fimd...

= #Active Directory Users and Com|| Mame Type Description
; saved Cacrics 'E+;[Iefaul'tﬁ.::n... Wsar & user sccount mansge...
v FT:.:amp.Ie..:nm Eﬂmitd ROD... Security Group,,  Mernbers in this group <.,
‘ j— E"::mmﬁs B Dnsadmins  Security Group...  DMS Administrators Gre...
: :E Dnmsirr(nntrdleri %nn:-l.lpdul:zp... Securty Group.. DM% clients who are per...
» 7 ForeignSecurityPrincipal ﬂ[l-:lmain Ad_., Security Group,,. Designated administrato..,
. ’] %Dnmin Cow,  Security Group..  All werkstations and ser..,

A1l damain contrellers .
Al dormain guests

“ . Securty Group..
2. Security Graup...

g5 Secunity Group.. Al dorain users
| Mew H Computer
All Tasks ¥ Contact
Viewr ¥ Graup
InetdrgPersan
=] msD5-KeyCredential
i rmsD5-ResourcePropertyList
Praperties rmisD5-5hadowPrincipalC ontainer
Help rmslmnaging-PaPs
[ Al
HE Py . MO Cusue Alias
%W::ﬁ.l]uw. Printer i
¢ 5 || B Wsettiow |
LA Shared Folder
Creates a new iterm i thas conkamer.
288 "THEHR —FREAS, .
Mew Object - User A
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- 'E+;[Iefault.5.::n... Wsar & user sccount mansge...
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IT Adrnin Liser
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%ME and IAS . Securty Group.,  Sereers in this group can..,
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ETm Lser User
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Help
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%S:hzmﬂ.ﬁ.
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Type Description
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Security Growp,,  Mernbers in this group <.,
Secunty Group.,  DMS Administrators Gre..,
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Secunity Group.,  Allworkstations and ser..,
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s[5 Managed Senvice .ﬁ.ctuun] E;;Der'ault-ﬁ.-:-:-:-unt User A USEr ACCoUnt rmanage..
T B Denied RODC Passw... Security Group... Members in this group e...
= B2 Dnst drmins Security Group... D45 Administratars Gro...
hE.DnlepdatePruxg.r Security Groug.,  DM5 clients who are per-
£, Darnain Admins Security Groug..  Designated administrate...
EE[Inmuin Computers Security Group—. AN workstations and ser._.
ﬁEDnmiin Controllers security Group... Al demain contrallers i,
£ Dornain Guests Security Groug... Al domain guests
B, Domain Weers Security Group... Al domam users
%En‘rﬂpris: Admins Eﬁl.ll"it:r' Groug.-. Dﬁignat:d administraia...
%Enwprise Key Admins  Security Groug...  Members of this growp ..,
B Enterprice Read-only .. Security Group... Members of this group ..
E.,FI'I:I Sdmin User
*Grnup Pelicy Creator., Security Groug.-.  Members in this group ..
P Guest Uzer Busilt-im acceunt for gue..
Ei,lT Admin User
= = E.l't:.' Adming security Group-,  Members of this growp .., -
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AnyConnect Admins#l , f Fi & Test User#% #738 Z|AnyConnect Users# .




| Active Dwectory Users and Computers

File Action View Help

om0 XES: HETalTES

] #Active Directory Users and Com
5 -'_." Saved Cueries

w B examplecom
» | Builtin

Manne
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B2 Dnst drmins
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B Enmterprice Read-onky .

Eﬁrnup Pelicy Creator..,

Type

Security Group...
Seurity Group.-.
User

Security Group...
Security Group...
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Securiby Group...
Security Group._.
Security Groug..
Securiby Groug..
Security Group..
Seurity Group.-.
Security Groug...
Security Group...
security Group...
Security Group...
Securiby Group...
User

Security Groug..
Llzer

User

Seurity Group..

Description

Add te a greup..

Buil Move._

hder Send hail

et Al Tesshes

A

bder Cut

HLH Delete

D Fename
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any
AlE e

F-1 [ S— ey

Al domam users
Designated administrata,..
Members of this growp ..,
Members of thes growp ..

Keembers in this group c..
Busilt-im acceunt for gue..

Members of this growp ..,
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Select Users, Contacts, Computers, Senace &ccounts, ar Groups -
Select this object type:

|L.b=rs. Senvioe Accounts, Groups, or Ceher objects Clojact Topes..
From this loecation:

Erterthe object names to select (zamoks)

T Admin i m |EM:I

Advanrced__ E Canesl

BEESANME T ERNERE , ARIR—TOKRM, £AEARERECERERNSRIHTIEEIE
AnyConnectfE &

AnyConnect Admms Propeiss ¥ *,

Gereral  Members  Member O Managed By

Mamben:
Hame: Active Directony Domain Serdces Folder
i_'-. IT Admin Exampe comUsems

-

oK | Cancel || Apoy

A DAPS SSLEBEIR ( EHMALDAPSESTARTTLSEAEH )

1.ZWin+RI & Ammc.exe. #—T "TOKy (FE ).



&= Bun

= Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR 7]

DK Cancel Browse... |

2. B BRI/ MREEET...... mT BT R

[ Censolel - [Conale Roet] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
Open... Ctr+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. mm. =
More Letians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.

JHETUHERBERTT , ¥ — TCertificates , A% —TAdd,



Add ar Remowve Snap-ins

.ﬁ.'mluhl:glq:-hs:
Snag-in Vendor Crd
[l Active Directory Do...  Microsoft Cor...
P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...
=" Active Contral Microsoft Cor,..
" ADS] Edit Microsoft Cor. ..
'_.!’: Aukhorization Manager  Maeresaft Car. ..
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
fl:mnmtafr-lmaqan... Mucrosaft Cor..,
ﬂbe'.m:e Manager Murosaft Cor,..
Tllisl-l:l'-'lw'lug:mmt Moresoftand...
Desaiption:

Selected snap-ins:

[ Console Root

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Edit Extensions...

Bemove

Mave Lp

[iovre Do

The Certificates snap-in alews you to brawse the contents of the certificate stores for yourself, a sanvice, or a computer.

[ok || canes

4.1 "Computer accounts , A®RIEZR—T "Nexty , W TFEM R

Certificates chag-in

Thitz znizpn will dways manage caitificates for

() My us=r acoount
i) Bervice acoount

< Back | Head >

#—T "Finishy (%X ).




Select Computer e

Select the compuber you werd this snep-n bo manags.
This smap-n will always manage:
{®) Local computer- fthe computer this conacle & running on)

() Another compauter: Browse.
[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This
orfy ppliea £ you save the consedla.
o o
58— THE.
Add or Remove Snap-ins *

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Awailable snap-ns: Salected snap-ins:
Snap-in Vendar ~ [ Conscle Root Edlit Extengions. ..
" Active Directory Do...  Microsoft Cor... ¥ certficates (Local Computer) y—

P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...

= Activex Control Microsoft Cor,.. Mave Lp
ADS] Edit Microsoft Cor. .. r——
Aukhorization Manager  Maeresaft Car. .. T AT et

#| Certificate Templates  Mrosoft Cor,..

I Certificates Mirosoft Cor,..

LplCertification Authority  Microsoft Cor...
.'*-.Cump-:urent:ia‘-.ri:u Micresalt Cor...
A= Computer Managem... Mirosoft Cor...

HDE'.m:e Manager Murosaft Cor,..

i Disk Management Microsoft and..,

T S e CheresaTEen v Advanced...
Desaiption:

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

[ ][ cne

6. B BPersonal & ¥l 3k , A% % — T Certificates, LDAPS{E A 1Y 35 E FEME 245 Windows Al AR B MY 52
2REHA(FQDN), AR LHE TIEEE,

. fEE#example-WIN2016-CAICAE &,



- Hexample-WIN2016-CAME R EWIN20168Y & 1% &
- Hexample-WIN2016-CAE & #Ewin2016.example.comiy & 13 &
LB EREES , FQRDNAwin2016.example.com , FItai2EH E R AEFELDAPS SSLEE, M

B #win2016.example.comiy B 173 £ 2 AWindows Server CAIRIE BB ERNEE, KW THE
BREFHMEER.

i Consolel - [Consale Roeth Cestificates (Local Camputer)\PersanalCertilicates] — O =
@8 File Action View Favorites  Window Help - F
o mmO =z HMm
1 Conscle Root Issued Ta " Issuid By Exgiration Dz | Actions
¥ -ﬂ”“?—""‘”fﬂ" omputer) || G o mple- WINZOT6-CA example-WIN16-CA 41972060 || Certificates "
ka arzona [ n
o] iy emewera wms |,
Trusted Root Certification = SEEmpE P '

| Emterprise Trust
7 Interreduste Certification
o [ Trusted Publishers
v L Untrusted Certificates
| Third-Party Roat Cerificat
" Trusted Peaple
| Cliert Authantcation lssu
Preview Build Foots
1 Lol MenRemonable Cert
| Rermote Desklop
| Certificate Enrallment Reg
_| Senart Casd Trusted Roets
" Trusted Devices
| Web Hasting
| Windews Live D Token lss

€ > € >

Personal store contains 3 certificates.

7. ERELDAPS SSLEE , BFEXANEUTER :

- NFAEBIEDNSHFEAE B KRB BEEWIndows ServerfIFQDNEHEL,
. E7EEnhanced Key Usagef{ T BB fAfk=: & 175
EREN THEET L HETHSubjectMSubjectHRBZMBT , FEFQDN

win2016.example.com,



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




i Certificats

General Detsils  Certfication Path

Showe: .c:.ﬁl:r e

Fiedd valus o
Ei-t-]a:tﬂzﬂdenuﬁer b7 D 4e450f F 17 17ea ...
-@Autl'ﬂ-'rty ey [dentifier KeylD=3d 9f 26 37 fo 11 1f 4...
Hi1|CRL Distribution Points []CRL Distribution Point: Distr....

£ [£] Autherity Inifio Aocesss Boc...
|77 subject Alternabive Name Crthier Name: 05 Object Guid=...
Degrtal Sigrature, Key Enopher.,.,,
shal

en R 11 dah ke Nffa dann

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

0y Plame =win ) 16 expmpls . com|

| EdtProperties... | Copy toFike...

[ox 1]

f£Enhanced Key Usage T , i3 Server Authentication.



ga Certificate

General Detsils  Certfication Path

Showe: .cu!.l: e
Field Value L
|;5ul:-]a:t win 2016, example.com
| Public ke RSA (2048 Bits)

a5 00

|__ Public key paramebsrs

= DamainCentroller
Chent Authentication (1,36, L.
(11| SMIME Capabibties [1]15HIME Capabiity: Oect ...

| Subject Key Identifisr b7 4= 480 2 17 17e6 ...
il i FI5 17 P 11 14

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

[ox 1]

8.HER%E , FEMERWBREER, H—TEXABCARENERFETSE , A%ZIE—T View
Certificatez ift




g Cerificate

General  Detpils  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| View Cerlifizate |

Cerlificats stabus:

& cerhficate is DK,

9. EMFMBMBCARENEEFMET.



g Certificate ot

Gererd Details  Certification Path

_H Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4/2772020 to 4 15/2060

Izmier Statement

[ 1]

10.B8 B Details E % , A% ERCopy to File... 21 T~ B Ro




g Cerificate
Gmﬂﬂ@ Ceriification Path

Showe: .cu!.l:r

L
Field Value .
[ verson V3
|5 Serial numbeer 1386 45 25 9d 70 4f 29 42 35...
|- | sgnature sgarithm sha2SERSA
|- | signature hash akgerithm sha2ss
2| Ismuer axample-WIN2D15-C4
[ wabd from Manday, Apri 27, 2020 10:50:...
l_;.'-'aid to Monday, Apri 18, 2060 10:50:...
ey syt sy ammla ATH 1A 8 s

| EditProperties... | | Copy toFie... |

[ 1]

1. 3BRUAPEMER EHARCANE EELEBE,




A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

12.7£#£Base-64 encoded X.509,



& E¥ Certificate Export Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - PEKCS 212 (PFY)

Indude all certificates in the cerlification path if possible
Dislete the private key if the export is swecessful
Export all extended properties

Enable certificates privacy

Micrasaft Serialized Certificate Store [55T)

Mext Cancel

13 REERNBBNELNE.



& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

14 3 — TR,




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Swpark Keys Mo
[nchude all certificates in the certification path Mo
S Formart Basetd Encoded X, 504 (*.cer)

Cocs

15.R% , EMEANE , UEALEATE BN RERFARES. EXBETPEMEXES. fF
BlUm AR ER

----- BEGQ N CERTI FI CATE- - - - -

M | DCDCCAf CgAwW BAgl QE4ZG5Z1wT6l ONTj 0oEQy MTANBgkghki GOwOBAQs FADAd
MRs WGQYDVQQDEXJI eGFt cGxI LVAJITj | wMTYt QQEW BcNM AWNDI 3MTQLMDUSWhgP
M A2 MDAOMT KX NDUWNTI aMBOx Gz AZBgNVBAMTEmvV4YWLwb GUt VOI OM AxNi 1DQTCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAI 8ghT719Nz SQooQPhOYT67b
Ya+PngsxMyvkewP33QLTAWVIHWL ThOMK5BDWO t TaVsgHWPBF d++M+-bLn3Ai ZnHV
OO+k6dVWY/ E5qVKEKSGOY+v940S23161 zdwReMOFhgbc2qMer t | of i cr Rhi honuU
G yeub3CO+meJUuKon2R47C0D35TUvo/ FEHGgXJFaJ S1se2Ur pNO7 KEMkf ALLPuM
aob4XE/ QzxYQPal8dj sNnskf cFqD/ HOTFQN4+Sr ChHW RnUI QBUaLdQaabhi pD/

sVs5PneYJX8YKma821uYl 6j 90Yuyt nsHBt Ci ey C062a8BKgOL7N86HFPFkMA3U8C
AWEAAaNCVEAWDg YDVROPAQH BAQDAg GGVA8 GAL Ud EWEB/ wQFMAMBAF 8WHQYDVROO
BBYEFD2f Jj f 7EROEM HCx CVFN5Qz qEdv MAOGCSqGSI b3DQEBCOWMUAA4I BAQB31ZJ0
vzwWD3c5QLnr NP+6My620FpYHI1k4Ch9S5g/ CECemhcwg8MDI ox\W2dTsj enAEt 7r

phFl HZoCoSyj Bj MyjK3xybnmSeg8vBj CXseYNGENTDc9KWLoFmMTOvdNVI b7 Xpl 11 Va
6t ALTt SANRNgREt x PA6Yy Qot hKGavW)ANf soj k91 cDr 2vpOMTj | BCxsTscbubRl +D
dLEFKQgmVeYVvk Vf +a7a64myPZs G3Uxo0r d6cZxAPKkq/ y| cdwNSJIFf Qv3DgZg+R96
IWL.CR3Ohi g6xy09Zu+l i xcWhdr bADO6z MnbEYEhkhOG Br UEBBI 6Cy83i TZ9ej sk
KgwBJ XEu33Ppl WSE

----- END CERTI FI CATE- - - - -

FDMEC i
BB



ZEZFDMEEEAnyConnect , FIDHREXZEEFFAARSEPEM , YEAXEORERAERN

Plus, ApexZ{VPNEFAI &,

1.5 2 FDevice > Smart License , 21T~ BIFf Ro

|'|||'|'- - e (”- == _ & welrin
Firepoaer Device Menager - @' l. @ @ H
Cisco B e ! deh Meitarirg Pobcies [ S D FTO=% g - Aigminisiraior
|
ol
Checo Firapzsver Thrasi Dalenss for V.. ﬂ
1 o Ktk @
Intarfaces Routing Updates Systen Seltings
Conneciod 2 PO Gookation, Rulke, YOE, Sysoem Upgrade, Managemen Aeess
Froabried Eef 4 Security infelbgancsy Fosds Logging Setings
Wi A1l inborfscua > Virw Configerntion & Wiear Configuration » LR Sere
DS Serwir
Wanagement nedacs:
Smar Licensgs Backiup and Restare Troubleshon ;'_::""":
Registered M| i
o o reated y Choud Sendoes
Reboathutricees
Wiew Condiguration » View Confgeration » FEQUEST FILE TO BE CREATED
Traffic Scitimys
UL Finning Pralerenses

2BBFTIDRACAMIEZFTAMMKSE L URES

AR,

alist]n i} .

2R AAnyConnect Plux, ApexiVPN OnlygF

Firepowar Device Managar - - @ . . @ i admn .
CIgca o N : N Moninordng Fobcios Cbjocis Daesdioe: FTD-2 e @ = Afmnialaky
Dnvize Sumerry
Zmart License
COMNECTED Last syno: 16 Apr 2020 08:27 4M 0 Gt Cloud Sandens OF w
SUEFICENT LICENS Maxtsyme: 16 Apr 2020 0317 AM
EARGLERTHHY LICENEER MCLUDED

This Licemsn aligws you to perfom intrusion detectian and presention snd (e control, Yo
must hasar this Bconso 10 apply iMuskn poicies in pooess niles. ¥ou M50 must haeo This
e oo ooy fike pobces that costral lies baged on Tle ype.

Inchadem: ﬁ Irtraciinn Palicy

URL License
& Erabled

This license alows pos o coninol web access based on URL cotepoies and repuiations, rather
M By inciniohul LIAL aloca, Yo k] foive D S ioei 55 Shinjrbey diioSa ich rubich Tl liler veils
fraffic ba=nd on cadegony and reputation

Incledes: UFL Reputatinn

BREADS 3R
1 BEEHRCBMR , RRE—T+RFRIZEFEAD

This Licenss allows vou 10 peronm Ceon Advenced Malwars Profection [UMP] wis AWF for
Finapovenr ond AMF Threat God. Yiou mest have this hoerse to apply fike pobcios that daloor
and biock mabwirs in Bl vasminiod ooer poor sk,

Includis E‘. Fim Palicy

R& PN Licensa Type  PLUS ~ CEEABLE
S Er

Phrase seleot e Boense tvpe that you purchased v enable remoie access Ve Noe than
Finnprirewiad Do Mirieger Soas nal Suspset sy of i advinssid Smilusi ooearid By Bu

A licpmse.

Includes: RA-VPR

RN



Hm o =

2l & it} i
Wenineing Policies Cbjecis Devica: FTD-3 =

AADS Sarvear

TALAIS: S Brings

(]

eniity Servicen Crgine

1 LocaldentipSounca LZAL

2.5 2 i E B B FRIE FE Active Directory Rl BRESHV FEFEER E . #0R AMicrosoft{a] IRES A =M A
(FQDN)f R 2IPiit , FEREREHR> DNSHE T EILEEHDNSHE, A% EHE Device > System
Settings > DNS Server , A% 7£Management Interface#Data Interface T EEFIDNS#E , Bl AT & =%
DNSHHEMZIFTD , AEADNSEHEEHEEN W EHNE, Z— TTestZHMUURE R TR INEEE I
RRETURFTDNEENEER, HRELAHARRFTONEENEKE , MARBIBFTDLEE
MWEF—EEHENE (HIOARIE. HEB. dmz ) RKEKE , EEbRIh ( REAK ) FERI FEERE
AnyConnectB & BB R , BBAnyConnect LDAPEE ERERFTD —E T BB N ERE
%ﬁiﬂ?ﬁFTDﬁUﬁLDAPEﬁE’Jﬁéﬁéﬂ , AR THUERERR EBEARH TRIEAAAL R TERIH
Lo nBﬁJ\o



Add ldentity Realm

@ Identity Realm is used for Identity Policies and Remote Access VPN, Any changes impact all features that use

this realm.
Mame Type
LAB-AD Active Directory (AD) i
Directory Username Directory Password
ftd. admin@example.com [TT11TTTT)
Base DN AD Primary Domain
DC=example,DC=com example.com
g.g. gu=user, de=example, de=com e.g. example.com

Directory Server Configuration

B win2016.example.com:389 -
Hostname [ IP Address Port

win2016.example.com 389
Encryption

MNOME w lease 5 a certifical

ﬂ + Connection to realm is successful

Add ancther configuration

[ 4

MR FEALDAPSHSTARTTLS |, F5&ZE B E/Encryption , A% iEZETrusted CARE, WRE AR
BIRCA , 551 — T Create New Trusted CA Certificate. IR{EBECARENZRE K AR LEZoilkE
HPEMIERNECARE,



Add Trusted CA Certificate

Mame
LDAPS_ROOT
Paste certificate, or choose file: UPLOAD CERTIFICATE The supported formats anre: PEM, DER.

MIDCDCCAFCGAWIBAGIOEAZG5Z 1 wTBIONTjooEQyMTANBgkghkiGIw0BAQsFADAG
MRswGEOYDVOQDExJleGFeGxILVdJ TIwMTYrQOEwWIBcNMjAWNDIZMTC 1 MDUSWhHhgP

MjaZMDAOMT kxMDUwWNTIaMEBOxGzAZ BgNVBAMTEmWVAYW 1 whGLHWHOMjA=NI 1 DOTCC L%
ACRulY 1A PThur M ANFRAMANAAEDATCT ANACAaER AIRARTT 1022 MnsNDh TR TH

CANCEL OK

Directory Server Configuration

H win2016.example.com:636 -

Haostname / IP Address Port

win2016.example.com 536

PRATTAe AT

Encrypticn Trusted CA certificate

LDAPS e LOAPS_ROOT ad

“ ' Connection to realm Is successful

HUWEES , ERAUTE :

. H#:LAB-AD
. BFERERM ; ftd.admin@example.com
. EZKDN:DC=example , DC=com
. ADE1H : example.com
. ¥/ 1P : win2016.example.com
. #8389
JE—THLAN "#EEHR. &kt , M TEMR.

-I|I|I|I| n i} 1:' E =i * Tk
Firepower Device Managar = @ . @ 3

€lica ! ! e Moninoding Podicies Oibjecis Dodios: FTO-3 o | E * Ackrastrator

Identity Sources

2 ojecis q CLu g +

1 LocalidentitySource LOCAL

2 LA-AD A0 w2006 eeEmphs com




4.3% — T Deploy NowiZ it

Pending Changes

#® Last Deployment Complated Successfully
01 May 2020 12:54 PM. See Deployment Histony

Deployed Version (01 May 2020 12:54 PM) Pending Version @ LEGEND Removed | Added  Edited

) Active Directory Realm Added: LAB-AD

= dirPassword.masked: false

- dirFassword. encryptedString: ===

- directoryConfigurations[@].port: 389

= directoryConfigurations[@].hostname: win2@l6. example.com
- directoryConfigurations[8].encryptionProtocol: KONE

- adPrimarylosain: exampls.com

e dirUsername: fid.sdeinSexanple.con
= baseDM: DL=2xample,DC=com
- enabled: true
= realmId: o
= name: LAB-AD
MORE ACTIONS CAMNCEL DEFLOY MOW | e

& MAnyConnecti{TAD & 12 B8 &

EFARENADE MR , FEKHEERAE|AnyConnectit &,

1.8 B £ Device > Remote Access VPN , 1 T~ BFffRo

siliali Firapowar Cevica Manager i o - = @ @ @ H adimin
CISCD : Monnoning Fuolicies Dhjects Davice: FTD-3 * Akt

m

interfeces Routing Updates System Settings
NI T foules Eookocation, Auc, WDE, Sysem Upgrace, gy daan i
Ensatiind 3ol 4 Spcurity inteibgance Fads Logging Settings
DHCE Sanwar
Viers Al laeisces > Whew Configuration > View Conliguration *
DMNE e
Kan
. Hostrames
Smart License Backup and Restore Troubleshonot \lp
Hegier W e crooted yet Cloud Sereices
RutactiShutdaam
Viersr Conliguration > Wi Configuration b REQUEST FLE TO i CREATED
TraMic Settings
URL Fliering Freferences
Site -to-Site VPN Ramote Access VPN Advanced Configuration Davice Administration
Trare are fo CoTeHons yol Corfigured ncludes: FlesConfig, Sman CLI Audi Evenis, Deplavmen Histony,
1 conneetion | 2 Group Pobcos Dewnbaad Conliguation
Viers Configuration > Wirw Gonfiguration » Vieay Configuration > Vi Configuration ]

2.3 — T +fF 3% = Create Connection Profile’z$l , 20 T BFf R,



Aol e Yenice M iz o i = s e
rapovear Device Manager = |:: ) @ . |:::| :
CISco ! b W : Moniinring Poficies Chppcts Dievion: FTO-3 @ - Ackrindfrator

lwice Summang

Remaote Access VPN Connection Profiles

3 TERNEFWEE.) 0T , BEZNEYNADENR. AEEEREEEEBNE ikt
e BEEANEMI S REEENE. TAEE—TSubmit Query,

Connection and Client Configuration

Hoecily how 1o althenticale remale users and the Amdlannect clients they can use 10 connest 1o he

Connection Profile Mame

General

Group Aliag Group LURL
General

Add Group Alias Bod Group UEL

Primary ldentity Source

Authentication Type

| S4848 COnly Client Certificate Only ALA and Client Certificate

Primary Identity Source for Usar Authentication Fallback Local Identity Source

_ F :.-.I: :\l...... .-i".. :I-II'.:-. I. nl'.:l I: I'-.Jl:“.:l I:II 5:."'I:..:..-:.. -

41 LocaBdentitySource

1 LAB-AD

Y Special-ldentites-Realm

Create mew



Client Address Pool Assignment

IPv4 Address Pool IPvG Address Pool

+ +

5y AnyConnect-Pool

DHCP Sereers
+.|

CANCEL SUEMIT QUERY

4% "EiRERAERR, BT , BEEENERKE, BERBERT , S4£ADGrpPolicy;{E2 , T
B 5 — R R



View Group Policy

DitGrpPalicy W

Policy Group Brief Details

DMNE = BAMNER
DNS Server

Banner Text for Authentcated Clients

Maximum Connection Time [ Alert Intereal Unlimiged / 1 Minutes
Idle Tirme | Alert Inbereal 30 7 1 Minutes
Sirmulianeows Login per Leser 3

IPvd Salit Tunneling Allorey all traffic owar tunnal
IPwE Split Tunnaling Alies all fraffic cwer tuninel
ANYCOWNECT CLIENT

AnyConmact Clienl Profiles

BACK SUBMIT CLERY

5. "£EMREL AT , EDIEESSLEE. AFNEFMAnyConnect@, MRZBIRBIESE
, ATLLRIETERR B % & % E(DefaultinternalCertificate) , E RSB TFZEENARB[IEIEZHE.
FEEVH & b 7 2757 B 1Y 55 B8 55 RS 422 5 3R #& (sysopt permit-vpn) , MEERAE S D HRAKRKBRBEE
WMo WEBALUBEENATHRS. EUHEESR , RAZBNEEIAnyConnect® FimIPib it B P Bipv4 it
EIRENAT, BREEMNERTE ( HIMABRNGER ) , FERBENATRBEELHMWNATH R
o AnyConnectE BT 7£ BRI X EBIL B E] :  https://software.cisco.com/download/home, EE
B BHIPlussApexsT ] 3 = BE T #AnyConnect# 882,



https://software.cisco.com/download/home

Global Settings

These settings control the basic functioning of the connection. Changes o any of these options
apply to all connection profiles; you cannot configure different settings in different profiles

Certificate of Device Identity

Outside Interface

FTD-3-Manual w

outside (GigabitEthermet0/0) By

Fully-gqualified Domain Mame for the Outside Interface

a3 example.com

2.0, Mvpn. examgie.com

Access Control for VPN Traffic

Degrypled VPN fraflic s subjected to eccess condrgl polioy inspectsnn by detaclt, Enabling the Bypass Access Condrod
palicy for dacryptad traffic option bypasses the accass comtrod palicy, but for remobe access VPR, the WPN Filbar &CL
amd 8 suthosizabon ACL downloadad mom tha AAA sarved arg still apphad oo VPN tralffic

Bypass Access Contral palicy for decnypled tralfic (sysopt permil-vpn)

MAT Exempt

Inside Interfaces

The intarfacas through which remote socass Ve users
can connect to the internal nethwarks

+

insice |GigabitEthemetd/ 1)

AnyConnect Package

Inside Metworks

Thia inbarmal nebaorks remobte socass VPN usars ana
allcrwed 1o use, The BP verslons of the inbemal netwarics
and pddnass poola mest match, aither IPwd, IPE, oF
both

+

5y any-ipva

Il & usar doas nol akkaady Rave the Aghl AnyConnact peckaga inslalled, tha sysbam will launch tha AnyConnect
installar wihen the client avthenticages for the first ime. The w=er can then nstall the package from the sypshem.

You can download AnyConnect paciages from sofbeare.clsco.com,

You musd Rave the necadasny ArmyConnect Saftwan licands,

Packages

LIPLOAD PACKAGE

&5 Windows: anyconnect-win-4.7.03052-webdeploy-ih.pig

I\ Unwe anyconnect-linuxe-4.7.03052-webdeploy-kd.pkg

MEXT

6.7 THE, o T , BFAnyConnectRERELRE , RAEZER—TRXIXEMN,




~ Summary

Review the summany of the Bemate Access VPR o

General

Primary Identity Source

Authentication Type AA8 Only
Primary Identity Source AL LAB-AD
Fallback Local kSantity Sdunce -

Strip Identity Source server from usemame Mo

Strip Group from Usemame Mo

Secondary |dentity Source
Secondary ldentity Source for User Authentication =
Fallback Local éantity Source

"\_:'l Advanced

Auwthorization Server

Accounting Server

Client Address Pool Assignment
-
7THER-THLAN "#HAER, kit , W TEMR.
Al o owar Devica Manager - ¢ - - @ @ @ : i
ciggo. [ EREETEVIEE R Mankorng Falicies Dhjecis Devioe: FTD-3 - H FI—

e Summary

Remote Access WPN Connaction Profiles

1 oo q [ +

1 General AuFanicaton: S28 Only CitiGrpFoboy
AuTemton:  Nona
Ancousting:  Mone

8. — T UBIMBR.



Pending Changes

& Last Deployment GComplated Successfully

A1 PM, Sea Daplovmant Histong

Deployed Version (16 apr 2020 12:41 PM) Pending Version @ LEGEND Removed | Added | Edited
9 Metwork Object Added: AnyConnect-Pool o~

= SubTyps: Network

= value: 18.18.19.8724

= 1sSystembefined: false

= dnsResolution: IFVE_AND TPWS

= name: AnyConnect=Pool

u RA VPN Added: NGFW=Remobe-Access=-VPN

- ypaGatedsaysettings 9] . exesptMatRule: trus

- vpibatesaysettings @] .outsideFgdn: FLd3, edamle.con

- ypaGatesaysettings 8] . bypassiccessControl ForYPRTraffic: ta
- name;: MNGFW-Remate-iccess-VPN

anyconnectPackageFiles:

- anyconnect-win-4.7 85352 -webdeploy-k9. pkg
vprbatewaySettings [@]  serverCertificate;

- FTO-3-Manwal

vpnbatewaySettings[8] .cutsideInterface:

= autside

vproatewaySettings [@] . insidelnterfaces

- inzide

vprbatewaySettings[@] . insideletworks: =
MORE ACTIONS CANCEL DEPLOY MOW | L

RASRRBAERERESHRERS KK

LEBF , AnyConnectfif i & FERZBEA R INERR , B LS BB EER. WTRERACERESH
, MERBAnyConnectBE 2B HEAE T REFEARDPEREIAIEIR , X E R B
AnyConnectfE &R FERAE T sEEAHTTPEREIRTEIR.

1.8fin ElPolicies > Identity , A% 2:iZ#Enable Identity Policy.



R i
CISCO Maniioning
o Security Policies
= ) P "

Establishing Lser ldenmtity

‘Yiou can wse idendity policies o colioo wsor
ety informmabion from connecions, You
iz Hhaan ey ussge Baseedl Gn soeer Eenliy
i d diciisearcs, and conligoie aosnss
contrdl based Of USET Of wSed GrTiD. By
Finking ratwork behavior, tralfic, and events
dirsgaty bo indaddusl yers, e sysies can
bl oy I-ﬂfllll!'r’lllll
Dreaches, anecks, Or netsank
wulnerabifies

s oF Py

& o

RFaniinnng

williaalie
IS0

Frapoear Domwir ko

& Security Policies

=

=1 & Ty

Ideniicy Policy ‘:’;

Frbcax

= i
Ohjenis Device: FTR-1

@ @ @ @ ' ;T::.li:\‘:rrarcr

& Access Controd % rinenn

© nat

How |dentity policies work

Sz mokestiearion

PASSIVE ALTHENTICATION

J‘S-U"S-.u. * D e

D [ LEVERAGE IDEMTITY

by
MULTIFE
DENTITIES
CENTITY S0LURCES.

==
Demnze: FTO-0)

* ] @ . Ey 1y

Uijecis

@ Access Control G inesicn

Q soen %

S nar

Defmlt fction |ﬂmm Fury ibentity Source vI D

2.8fn%|Policies > NAT , R IEFEECENAT., REAnyConnectii EFEEMNNATEEZ# , Al

FEIETEMBEE.

at|nin]us
CISCO

Frepoder Dewace Manager

o Secunty Policies
0 weniny )=

1 ks

CERTHATE

INTERFACHA

BRI A

5= =
OhpEcls Dazwicaz: FID=%

pfmin.

Ackmiziziraior

O&ae o :

q Iatrain
Q. =n

& Access Comml

@ war

HEAIMCH FOHT AT T EEATIANTHY R POET D ETIRATID

Aaitn MAT Fidia

53 Ineaervat PAT DA

brpsriane



I EMNEEMST RS, E4EF , Default ActionsRE ABlock , 3 B ARES(EMEFRAEE

It —EBAnyConnectfE A & &R , IR LFBEMNAR. E— T+ Create Access Rule#
BEFARAL

listliv . s Ll it T} == G =y (= O . adrmii
Firepower Davice Manager = b { ] r H - -
15£0 Monnoing Fobiie: it Diswice: FTO-3 s & . Ackriditr s

vi
[

& Security Policies

=] E et & ety I . & AT

B Winesion

Dwlauh Acticn | Acceas Conbol -Eﬂ..n:l e |

AERBEENEESHENM, FLEEF , AnyConnect AdminsiE REY i F & FEZ Y AZTHEEE F 1Y
Windows ServerE ERDPFHREIFF A, HRIR , EBEHE E Houtside_zone , & =AnyConnectfE A
EREEFENATNE , FBREEBAnyConnect-Pool¥i R , B R BIELE BAS P it 7 B4R
AnyConnect® Fifi. $iRFDMHPHFERE G4 , RABAREAES R PREERY EIFHFHAE,
HRNBE , EEEE Ainside_zone ( ElWindows ServerFiEHAEZBNHE ) , WREEA
Inside_Net¥i 5k ( BEIE&ZWindows ServerfifE FRMNER ) , B/IFERELAMEEERELHR , XU
AFFEIBTCP 3389F1UDP 3389# 1TRDPEh .

Edit Access Rule

Cirgder Tithe Action

1 - [.ﬂ.BRDF‘.ﬁc:c:: I B Alowe

R . ; . Ea . i
Applications URLs Lr=sars Intrusiom Poicy File policy Lagging

SOURCE DESTRHATION
Tona + Heatwowks "+ Porks T Foras + Mbstartyris + PortaiPromgoeats +
b outside_zcne 53 AnyConnect-Pool I g inside_zone EE wnsice_poet £, ROP-TCR
<, RDA-LDP

- " & a
Show Diagrs [ - AMCE
e @ ) © ot - “



fEUsersZ o T , #&#i8#HAnyConnect Admins , SAE 7 5F b AR LA SN0 55 F & ¥ Windows Serveri
TRDPE5 R, H—T+%F8% , % — T "#H. (Groups)BEH , IR—THEMNE , RAERIZ—T TRE.
(OK). FEE , LI LLUEEEREERENS R,

Access Rule

Cirdder Tithe Action

1 ks AC RDP Access
Soureed Dastination Applications  URLs Inrusian D:Hi-:-.rn File ;}-:llin:-.-n Lawgiging

AVAILABLE L'5ERS X CONTROLLING ACCESS FOR USERS AND USER GROURS

IF you configure identity policies o establish uger idenlity based on source IP

T Fiwr address, win Can conbadl BCCess DEsd 0N SR NBME OF USar group
mesmierghip. By conroling sccess based on user idenlity, wou can apply the
appropriate access comrols whether the user changes warkstations or obtains a
Mentity So Grow U .
it e different address through DHCP. If you base rules on groug membership, user
matwork access changes as users change roles in your coganization, maving
A5 LaB-AD '\ Account Operatons = fram ane group 1o another.

X Lap-al '\ Adminstrators

I Lap-al i Allowed RODE Password Replication Group:

.1.'- LAR-AD '\ AnyConnect Uhers -

Create new dentity Fealm CANCEL n

Show Diagram (i) ) e “

ERBEERNERE , R—THRE.



Add Access Rule

Order Tithe Action
SourgedDestination Apgglications URL= Lhsars Intrusion Di}“l:-'p'ﬂ File 5}0"':'{9 Lagging
AVAILABLE '5ERS * h CONTROLLING ACCESE FOR WUESSERS AND USER GROUPES

IF you configure dentity policies wo establish user idenlity based on source 1P
Bdress, wou Gan Contndl SLCe5S DESed ON ST NBme oF USEar group
membarship, By controling access based on usar identity, you can apply the
approgriate access camrobs whether the user changes warkstations or obtains &
different address through DHCP. If you base rules on group membership, user
nabwiore access changes as users change roles in yaur crganization, maving
fram ane group 1o another.

B8 LaS-AD | AnyConnact Admins

Show Diagram -f:- z CAMCEL “

SRBEERVYESHERA, EHEEFR , BEI S —MEHRBEAL , LLARFFAnyConnectE A& #E
FfE A EEBHTTPEA R Windows Server,

Sourcel Dastination Apglications  URLs Usars Indrusion H:Hi-:,rn Fila pculiu:-.-n Lagging

SOURCE DESTRLATION
Lonak ™ Matveswks + Paiks * Forwia + MlEtarrkn 2 s PertaPratecala ™
kKl ouside_zons 53 AnyConnect-Pool g inside_zone 5 nside_pet 5 HTTP

T Y
Show Diagram () )

=
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Edit Access Rule

Oirdder Tithe Action

R

SourcelDastination Apglications URLs F=ars Infrugion r“{}“l:-'p'n Fila 5}':l|il:'|ln Logging

AVAILABLE USERS * L& CONTROLLING ACCESS FOR USERS AND USER GROUPS

IF you configure dentity policies o establish usar idenlity basad on source [P
Bddress, Wou can conbral BCcess BEsad On EEEr Name or uSEr group
membership, By coniroling access based on usar identity, you can apply the
approgriate actess comrols whether the user changes workstations or obains &
different address through DHCP. If you base rules on group membership, uses
metwor access changes as users change roles in your crganization, maving
fram ane group 1o anober.

2 Lag-an AnyConnact Usars

)
Show Diagram () } i

2
E
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7.EREEN , A& IR— T Deploy Now,



Pending Changes

ﬂ Last Deployment Completed Successiully

2B Apr 2020 071:35 PM. Sea Deployment History
Deployed Version (28 Apr 2020 01:35 PM) Pending Version @ LEcED Resoved | Added | Editec
) Access Rule Added: AC HTTP Access Sy
= users[@].name;: AnyConnect Users
- logFiles: falze
= eventLoghction: LOG_HONE
- ruleld: H5B4554E7
- name: AC HTTP dccess
sourcelones:
- putside_zane
dgestinationfones:
- irisige zone
sourceNetworks:
- AmyConnect-Pool
destinationNetworks:
= Inside_Het
sestinationPorts:
= HTTP
wsers[ 8] . identitysourcs:
= LAS-AD

) Access Rule Added: AC RDP Access

MORE ACTIONS CAMCEL DEPLOY MOW L

ERAHRR , BRENEARER

o
=
JE
1]
o

BRER

AAAKB&E

show runni ng- confi gurati on aaa-server

aaa-server LAB-AD protocol ldap realmid 7 aaa-server LAB-AD host w n2016. exanpl e. com server -
port 389 | dap-base-dn DC=exanpl e, DC=com | dap- scope subtree | dap-I|ogin-password ***** | dap-1 ogi n-
dn ftd. adm n@xanpl e. com server-type auto-detect

B ®AnyConnect

> show runni ng-confi g webvpn
webvpn
enabl e outside
htt p- headers
hsts-server
enabl e
mex- age 31536000
i ncl ude- sub-donai ns
no prel oad



hsts-client

enabl e

X-content -type-options

X- XSS-protection

content-security-policy
anyconnect image di sk0:/anyconnpkgs/ anyconnect -1i nux64-4.7.03052- webdepl oy- k9. pkg 1
anyconnect image di sk0:/anyconnpkgs/ anyconnect -w n-4. 7. 03052- webdepl oy- k9. pkg 2
anyconnect enabl e
tunnel - group-1ist enable
cache

di sabl e
error-recovery disable

> show runni ng-config tunnel - group
tunnel - group Ceneral type renote-access
tunnel -group Ceneral general -attributes
addr ess- pool AnyConnect - Pool
aut henti cati on-server-group LAB-AD
tunnel - group CGeneral webvpn-attributes
group-alias General enable

> show runni ng-config group-policy
group-policy DfltG pPolicy attributes
vpn-tunnel - prot ocol ssl-client

split-tunnel -policy tunnel specified

split-tunnel -network-1ist value DfltG pPolicy|splitAcl
webvpn

anyconnect ssl dtls none

> show runni ng-config ssl
ssl trust-point FTD 3-Manual outside

{2 Fd AnyConnect = 4R 3f & 8 55 8 122 15 SR B& 48 AU

'{5! Cisco AnyConnect Secure Maobility Client

VPN
Contacting ftd3.example. com.

ftd3.example. com Connect

';'E' Cisco AnyConnect | ftd3.example.com

=

Group: General et

Usermame: | it.admin

Password: | =======s

QK Cancel




"'5'1 Cisco AnyConnect Secure Mobility Client — >

Cnnnected to ftd3.example.com.

fid3.example.com E Disconnect

00:00:14 IPv4

1> 0

FERAEIT AdminfZ A ¥ Windows ServerEBRDPEH R FF Al # Y AnyConnect Admins#id , ERRE
SIHTTPRYSHRISF AT AR, B AR I {7 AR 25 Y RDP MFirefox & SEAS BR T 1k 5 F & R ALBIBRDP A R
I8

Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006eamplecam.

Remote DESHZ'DD LLiser nasme
»¢/ Connection
Paszword
win 2116 pxamphe oo Domain:
User nams:  Hone specfisd
[ Remermber my credentisls

"o will b 3sboad for cradentials when you connect

x Coprec Help II' Cancel

- L 4 @ @ winZ0!6emmpla.com s D& & =
The server at win2016.example.com is taking too long to respond.

* The site could be tempararily unavailable or too busy. Try again in a
feww moments.

* |f you are unable to load any pages. check your computer’s network
cannection,

o |f your camputer or netwark i1s protected by a firewall or praxy,
make sure that Firefox is permitted to access the Web,

WMRLEHEIAnyConnectE B E ( ZEAEEBHTTPEAEFF AT #E R ERDPHREFTAI#E ) HAVA
AEAERA, AT RIFHEEFARBRIRETER.




*EI emote Desklap Cannects j _
sbo Deskton Connpction

| Remote Desktop .
-
: AL
ks cunnedlnn @ FEemaote Desktop can’t connect to the remote computer for ane of thess reasons:
1) Remote access to the server i not enabled
Computer: win201E.mmmple.com r 2) The rereate computer is turned off
1) The rerote computes is nat available on the netwark

Make sure the remote computér is iumed on and connected to the netwark, and that remote
access is enabled,

=) Show Cptio... Cannec! Hb | [ox ]| Hep

115 Windaws Server Pl 3F Options

You vl be asked for credentials when you connect,

<« & & @ & winZ016.examplecom e 0 i in @ & & =

Windows Server
-

Internet Information Services

Welcome Bienvenue Tervetuloa

RER: O

ERAXEAR , BREENEERBTEEEE.
L
LEFAR AT AR ECLIFIETT , EHLDAPS 7 5 AR R B T8 HEER : debug Idap 255.

ATHEFERESHDHEEGREEEE , oA ETsystem support firewall-engine-debug , A
BEREHATIENELNERER,

T4LDAPRER

[53] Session Start
[53] New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
[53] Fiber started
[53] Creating LDAP context w th uri=ldap://192.168.1.1:389
[53] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[53] supportedLDAPVersion: value = 3
[53] supportedLDAPVersion: value = 2
[53] LDAP server 192.168.1.1 is Active directory
[53] Binding as ftd.adm n@xanpl e. com
[53] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[53] LDAP Search:
Base DN = [ DC=exanpl e, DC=com
Filter = [sAMAccount Name=it.adm n]
Scope = [ SUBTREE]
[53] User DN = [CN=IT Admi n, CN=User s, DC=exanpl e, DC=coni
[53] Talking to Active Directory server 192.168.1.1



[53]

Readi ng password policy for

it.adm n,

dn: CN=I' T Admi n, CN=User s, DC=exanpl e, DC=com

CN=I T Admi n, CN=User s, DC=exanpl e, DC=com

= CN=Per son, CN=Scherma, CN=Conf i gur at i on, DC=exanpl e, DC=com

[ 53] Read bad password count 6

[53] Binding as it.admn

[53] Perfornming Sinple authentication for it.admn to 192.168.1.1
[ 53] Processing LDAP response for user it.admn

[53] Message (it.admin):

[53] Authentication successful for it.adnmn to 192.168.1.1
[53] Retrieved User Attributes:

[ 53] obj ectC ass: value = top

[ 53] obj ect d ass: val ue = person

[ 53] obj ect O ass: val ue = organi zati onal Per son

[ 53] obj ectd ass: val ue = user

[ 53] cn: value = I T Adm n

[ 53] sn: value = Admin

[ 53] gi venNanme: value = IT

[ 53] di stingui shedNanme: val ue =

[ 53] i nstanceType: value = 4

[ 53] whenCreat ed: val ue = 20200421025811. 0Z

[ 53] whenChanged: val ue = 20200421204622. 0Z

[ 53] di spl ayNane: value = I T Admn

[ 53] USNCr eat ed: val ue = 25896

[ 53] nmenmber Of : val ue = CN=AnyConnect Admni ns, CN=User s, DC=exanpl e, DC=com
[ 53] uSNChanged: val ue = 26119

[ 53] name: value = I T Admn

[ 53] object@UD: value = & ..J..0.2w...cC

[ 53] user Account Control : value = 512

[ 53] badPwdCount : val ue = 6

[ 53] codePage: value = 0

[ 53] countryCode: value =0

[ 53] badPasswor dTi ne: val ue = 132320354378176394

[ 53] | astLogoff: value =0

[ 53] | ast Logon: value = 0

[ 53] pwdLast Set : val ue = 132319114917186142

[ 53] pri maryG oupl D: value = 513

[ 53] objectSid: value = ............. {r...;.....
[ 53] account Expi res: val ue = 9223372036854775807

[ 53] I ogonCount: value =0

[ 53] sAMAccount Nane: value = it.admn

[ 53] sAMAccount Type: val ue = 805306368

[ 53] user Princi pal Name: val ue = it.adm n@xanpl e. com
[ 53] obj ect Cat egory: val ue

[ 53] dSCor ePr opagat i onDat a: val ue = 16010101000000. 0Z
[ 53] | ast LogonTi mest anp: val ue = 132319755825875876
[53] Fiber exit Tx=515 bytes Rx=2659 bytes, status=1

[ 53] Session End

8L BELDAPRRES B I EAR

[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]
[-2147483611]

Session Start
New r equest
Fi ber started

Creating LDAP context with uri=ldap://171.16.1.1:389
Connect to LDAP server: ldap://172.16.1.1:389, status
Unable to read root DSE. Can't

Fi ber exit Tx=0 bytes Rx=0 bytes,

Sessi on End

BEBRAR

Sessi on,

cont act

cont ext 0x00007f 9e65ccdc40,

LDAP server.

status=-2

- WER M IFERFTDY 3R B LDAPRIAR 24T 2 FE,

reqType

= Aut henti cation

Failed



- IR EFALDAPS=HSTARTTLS

BRREEERNBECARE | LRV ERSSLET.

- BRBEAT ERNIPHUFIE, MEFHEIHE  BREDNSEEENBEENTAEENIPH

ik
REZ ADNH/H B R ETR
[-2147483615] Session Start
[-2147483615] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483615] Fiber started
[-2147483615] Creating LDAP context with uri=ldap://192.168.1.1: 389
[-2147483615] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[-2147483615] def aul t Nam ngCont ext: val ue = DC=exanpl e, DC=com
[-2147483615] supportedLDAPVersion: value = 3
[-2147483615] supportedLDAPVersion: value = 2
[-2147483615] LDAP server 192.168.1.1 is Active directory
[-2147483615] supportedSASLMechani sns: val ue = GSSAPI
[-2147483615] supportedSASLMechani sns: val ue = GSS- SPNEGO
[-2147483615] supportedSASLMechani sns: val ue = EXTERNAL
[-2147483615] supportedSASLMechani sns: val ue = DI GEST- MD5
[-2147483615] Binding as ftd.adn n@xanpl e. com
[-2147483615] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483615] Sinple authentication for ftd.adm n@xanpl e.comreturned code (49) Invalid
credentials
[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server
[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2
[-2147483615] Session End

BEMBRAR . BEBADNNEBRAZB RS ERRE.

I8 7] LATE {# A Idp.exe I AD A1 BR 25 L BR &% o

ERTIRFEEWUAEMIdpAN R  FRABUTIER

1.7EADfAARER £ , HWin+RL#E Eldp.exe.

Run

Fi=7

Type the name of a program, folder, document, or Internet
resource, and Windows will cpen it for you.

Open:

Idp.exe

2B - THESER......

Cancel Browse...

Lo |

T ERo



£ Ldp - O

Erowse View Options LUtilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Ctrl+M
Save
Save As

Exit

MNUM

SIEEMRBIA ML THAMEHIERE , REE—THRE.

Connect X

server: | RREaT

Port: 389 [ ] connectionless

[]ssL
I oK Cancel

4. TR, FIBERRRFERKIIAINA, #E—TConnection > Bind... 21~ EIFf7Ro




A7 |dap://win2016.example.com/DC=example, DC=com — [ >

I Connection | Browse View Options LUtilities  Help

Connect... B e ldap_openlocalhost®, 32897,

_ _Esta blished con n_ectinn to localhost.
Bind... th'*'E*I Retfrieving baze DSA information. ..

. Getting 1 entries:
D ct

seenne Dn: {RootDSE)

configurationMamingContext:
et S CH=Configuraticn, DC=example, DC=com;
Save currentfTime: SM1M1/2020 4:18:55 PM Eastern Daylight
Time;

Save As defautNamingContext: DC=example DC=com;
Eyit dnzHostMame: win2015. example. com;

[

demainCentrellerFunctionality: 7 = { WINZ018 ),
domainFunctionality: 7 = { WINZ016 J;
deZerviceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CH=Configuration DC=example DC=
COom,
forestFunctionality: 7 = [ WINZ018 J;
highestCommittedUSM: 13410,
izGlobalCatalegReady: TRUE;
izsynchronized: TRUE;
HanServiceNames sxamnle cnmowin 016

5.3##FSimple Bind , ARIEE B KIRFEAERBNER. B—T "OKL, (#E ).

Advanced

Bind X
L=zer: fid. admin@example. com
Password: TIIII1L
Domair:
Bind type

(") Bind as currently logged on user
[ J Bind with credentials

) Advanced (DIGEST)

Encrypt traffic after bind

Cancel Ok I

HINBER | |dpA&HE 5% ADOMAIN\username.



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

T2 040 113056 1.4 2755;
1.2.840.113556.1.4 2256;
1.2.840.113556.1.4.2305;

supportedl DAPPolicies (20} MaxPoolThreads;
MaxPercentDirSyncReguests, MaxDatagramRecy;
MaxReceiveBuffer; InitRecvTimeout;
MaxConnections; MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=zages; MaxtueryDuration;
MaxDirSyncDuration;, MaxTempTableSize;
MaxResultsetSize; MinFesultSets,
MaxResultSetzPerConn; MaxNotificationPerConn,
Max\ValRange, MaxValRangeTransitive;
ThreadMemoryLimit, SystemiBemoryLimitPercent;

suppertedl DAPYersion (2): 3; 2;

supportedSASLMechanizms (4); GSSAPL GS5-
SPNEGOD; EXTERMAL, DIGEST-MDS,

res = ldap_simple_bind_s({ld, "ftd. admini@example.conT,
<unavailable=}); f v.3
Authenticated as: "EXAMPLE\ftd. admin’.

Ready

MREHCEAENNEAESBRRHETRE  SEEBEUER KK



£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection Browse View Options Utilities Help

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

Ready

LDAPRREIRFEIFEHERE

-2147483612] Session Start

-2147483612] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
-2147483612] Fiber started

-2147483612] Creating LDAP context with uri=ldap://192.168.1.1:389

-2147483612] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
-2147483612] supportedLDAPVersion: value = 3

-2147483612] supportedLDAPVersion: value = 2

-2147483612] LDAP server 192.168.1.1 is Active directory

-2147483612] Binding as ftd.adm n@xanpl e. com

-2147483612] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
-2147483612] LDAP Sear ch:

—_———— —— — — — ——

Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountnanme=it.admi]
Scope = [ SUBTREE]

-2147483612] Search result parsing returned failure status

-2147483612] Talking to Active Directory server 192.168.1.1

-2147483612] Readi ng password policy for it.adm, dn:

-2147483612] Binding as ftd.adm n@xanpl e. com

-2147483612] Perform ng Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
-2147483612] Fiber exit Tx=456 bytes Rx=1082 bytes, status=-1

-2147483612] Session End

BEMRAR  BEADTUEBFTDEAN B SKEIERE. E A LEMIdp.exe R,
1B RER  SMIRE>E W TEMR.

———— ———



£ ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse | View | Options  Utilities  Help

Ctrl+T

Enterprise Configuration

" Status Bar

Set Font...

laxPooThreads;

ztg; MaxDatagramRecyv,
»wTimeout,

nidleTime; MaxPageSize,
=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2IEEEFTDEREMNEASDN , REE—TOK.

Tree View

BaseDN: | DC=example,DC =EDITII

Cancel

3E—TA% "EADN, , ARE-T B8, , WTEMT.




A ldap:/fwin2016.example.com/DC=example,DC=com

— O x

Create a new document

Connection Browse View Options  Utilities  Help
el DC=example,DC=com : cipale, DC=example,DC=com; A

Search Ctri+5 ]  41D2B9AAODCO4FTIFS0S:CN
Virtual List View -example, DC=com,

110257 C400C04FDE80SCD:C
Delete Ctrl+D -example, DC=com;
Modify Ctrl+ M 1101 ADEDOOCOLFDEDSCD:C

=gxample DC=com;
Modify DN Ctrl+R 110 ADEDOOCO4FDEDSCDC

i Jle, DC=com;

Add child Crl+A L1 101AA4BO0CO4FDTDE3A0
Compare ;, DC=example, DC=com;

10 ADEDODC4FDEDSCDC
Advanced ample, DC=com;

31101 ADEDOOCOLFDEDSCD:C
Copy DN g, DC=com;
Copy Chrl+C 0 3:43:5% PM Eastern Daylight
Select all 2:41:57 PM Eastern Daylight
Clear output Ctrl+MN

W

4 35 EEdebugP RNV EZADB, EnEZRMEBEE.

- EZADN:dc=example , dc=com
- Filter: (EFiZ{&# : )samaccountname=it.admi
. EEB 78

HEUEHIP | BLEMT



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e
' p&a1 101 ADEDOCCO4FDEDSCDC

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

ample, DC=com;

f021101 AA4BOOCO4FDTDEIA:O

Scope lers, DC=example DC=com;

581101 ADEDOOCO4FDEDSCD.C
I:::I A58 ID n=LEve rexample, DC=com;

_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Filter: sAMAccountMName =it.admi w

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

i Base DN dc=example , dc=com T % & EHsamaccountname=it.admify £ A& IES , LDPE#HK
EIOfE#RB -

{8 A [E#E#Ysamaccountname=it.adminEB X EHBE R TRINER. |dp7EBase DN
dc=example , dc=com TR E1E#RE , W EDZER FEHRIDN,



57 |da pfiw

in2016.example.com/DC=example DC=com — [ >

Connection  Browse View Options  Utilities  Help
seoTTDTADEDUOLOAFDEDoLDIL
- |DC=example, DC=com:
581101 ADEDOOCO4FDE0SCD.C
Base DN: | DC=example,DC=com « || Bmple,DC=com;
021101 AA4B00CO4FDTDE34A:0
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
— p&81101 ADEDOOCO4FDEDSCIC
SCope i
rexample, DC=com;
Opase  (Oorelevel |@ subtree I 6881101 ADEDOOCO4FDA05CDC
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=rrearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
USEr;
W
Ready
ERERBERTER
[-2147483613] Session Start
[-2147483613] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483613] Fiber started
[-2147483613] Creating LDAP context with uri=Ildap://192.168.1.1: 389
[-2147483613] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483613] supportedLDAPVersion: value = 3
[-2147483613] supportedLDAPVersion: value = 2
[-2147483613] LDAP server 192.168.1.1 is Active directory
[-2147483613] Binding as ftd.adm n@xanpl e. com
[-2147483613] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483613] LDAP Sear ch:
Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountname=it. adm n]
Scope = [ SUBTREE]
[-2147483613] User DN = [CN=I T Adm n, CN=User s, DC=exanpl e, DC=conj
[-2147483613] Talking to Active Directory server 192.168.1.1
[-2147483613] Readi ng password policy for it.admn, dn:CN=IT Admi n, CN=User s, DC=exanpl e, DC=com
[-2147483613] Read bad password count O
[-2147483613] Binding as it.admn
[

-2147483613]

Performng Sinple authentication for it.admn to 192.168.1.1




[-2147483613] simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admi n): 80090308: LdapErr: DSID-0C09042A, comment:

Accept SecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End

BEMRAR  RECEAENZEBRSCEEEARBEH, BEADNEL  FIDSEAEAERR
BADETEE, WBEHMTLIEIdpP TR , LLBRBADREREMEB B HBMN EHE B BNRE RS
o ldpHF ML BEREREBADNA/RBRAER —HF, i | ETLAREMicrosoft{al R =4
BRFZAFWEBERRA,

AIAAA

test aaa-servermm T A ARFEAREEAEEBNEZBERRBFTDNRIFER. ETARAEE
BRREMDRFE LR, T Ktest aaa-server authentication [AAA-server] host [AD IP/hostname].

> show runni ng-configurati on aaa-server
aaa- server LAB-AD protocol |dap

realmid 7

aaa- server LAB-AD host win2016.example.com
server-port 389

| dap- base-dn DC=exanpl e, DC=com

| dap- scope subtree

| dap- | ogi n- password *****

| dap-1ogi n-dn ftd.adm n@xanpl e. com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Usernane: it.admn

PaSSV\DI’d *kkkkk )k

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO  Aut henticati on Successful

HEE

HafEm ] AREREEADR RSN EREED, MELDAPHSEEIFTD , B B EME A EARERT
Eﬁm Fl:ﬁiEEEo

UTRERERLDAPRENHE

> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known vi a "connected", distance 0, netric O (connected, via interface)
Routi ng Descriptor Bl ocks:
* directly connected, via inside
Route netric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture

capture AD type rawdata interface inside [Capturing - O bytes]
match tcp any host 192.168.1.1 eq | dap

> test aaa-server authentication LAB-AD host w n2016. exanpl e. com usernane it.adnm n password

*kkkk*k



INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO Aut hentication Successful

> show capture
capture AD type rawdata interface inside [Capturing - 10905 byt es]
match tcp any host 192.168.1.1 eq | dap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17.61960 > 192.168.1.1.389: S 3681912834: 3681912834(0) win
32768 <mss 1460, nop, nop, ti mestanp 1061373057 0>

2: 23:02:16. 772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506: 491521506(0) ack
3681912835 wi n 8192 <mss 1460, nop, nop, ti mestanp 762393884 1061373057>

3: 23:02:16. 772039 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop, nop, ti mestanp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912835: 3681912980( 145)
ack 491521507 wi n 32768 <nop, nop, ti nestanp 1061373059 0>

5: 23:02:16. 772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507: 491522141(634) ack
3681912980 wi n 65160 <nop, nop, timestanp 762393885 1061373059>

6: 23:02:16. 772955 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop, nop, ti mestanp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912980: 3681913024( 44)
ack 491522141 win 32768 <nop, nop, ti nestanp 1061373060 0>

8: 23:02:16. 775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141: 491522163(22) ack
3681913024 win 65116 <nop, nop, ti mestanp 762393887 1061373060>

9: 23:02:16. 775075 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop, nop, ti mestanp 1061373061 762393887>
[...]

54 packets shown

Windows ServerE# R A
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Best ratch

Event WViewer

| Desktop app

Lettings *

< Viewr event kogs

2.[RFWindows Logs , A% 1% — T Security, f£ A& B Account NameiE ZAudit Failure , A%
4R Failure Information , 0~ BT Ro



| |

[&] Event Viswer
File Action View Help
« | 2w B
[4] Event Viewer [Local) Secuarity  Mun
k2 . R Vg
w Keywsprds Cate and Tirne Spurce  EventID Tagk (.. -
| Application KL Audit Success  501/20204:45:25 PM Micros... #5314 Logolf
:1 Audit Failure 51/2030 4:45:25 PM Micros— e
L Audit Success 30 P000 4:45:25 M Micras... 250 Logon
[#] System .45 Ficran £54% | mnan .
__ [ Forwerded Events Event 4525, Mitrosoft Windows security auditing, x
» L5 Applicstions and Services Lo
174 Subscriptions Genersl  Dietails
fccount For Which Logon Failed:
ity B MULL 510
focoumt Domain:
Failure : — =
Failure Reasore The specified user account has expired. |
5 TR L T0
Sub Status: ]
Frocess Infanmaticn:
Log Marne Security
Sournce: Microsoft Windows security  Logged: 31,2020 44525 F
Event ID: 4525 Task Category: Logon
Lewel: Informatian Emywards Audit Failure
User: HA Computer: win2MB.eample.
DpCode Infa
Meae Infomrmaticn: Fit riling Hel
€ »
< »

= Qpen Saved Log...

Create Custom View...
Ievgrait, Custam Vigw...
Clear Leg..

Filter Currerit Log...
Properties

Find...

Savie All Events As...
Attach a Task To this Log...
View

|6, Relresh
H Hep

Event 4523, Microsoft Windows security auditing.

=
E] Adtach Task To This Event..,
=y Copy

Event Properties

Save Selectad Events,..
Refresh
Help

An account failed to | og on.

Subj ect :

Security | D: SYSTEM
Account Nane: W N2016%$
Account Domai n: EXAMPLE
Logon | D: Ox3E7

Logon Type: 3

Account For Wich Logon Fail ed:
Security |ID:NULL SID

Account Name:it.admin

Account Donmmi n: EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

St at us: 0xC0000193
Sub St at us: 0x0

Process | nformation:
Cal l er Process |D:.0x25c

Cal | er Process Nanme: C.\ W ndows\ Syst enB2\ | sass. exe

Net wor k | nformati on:

Wor kst ati on Nanme: W N2016

Source Network Address: 192.168.1.17
Source Port: 56321
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