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] Active Directany Users and CMH Mame Type Description
» [ Saved Queries 51 Builtin bulltinDermain
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. — qu:i“ c Change Domain_.. Default cantainer for sec..,
» . ForeignSes Change Domain Controller... _
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Customize...

Contains comrmands far customizing this window.
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5 ) Managed ) Default location for stor.,
_-:,_: Pregram [ Operations Masters.. Builtin gystern settings
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1 Active Directory Users and Com || pame Type Description
|_saved Cluenies 71 Builleim FuiiltinMarmain
?m Delegate Contral... Default container for up.—.
) uiltim .
Computer Find... val.,  Default container for do..
- I}cm:in{ Change Domain... Default cantainer for sec..,
" Fareigrse Changl: Diormains Cartroller. . wd Ciefault :nnt-uin:rfnr of...
 LostAndFe Raise dornain functicnal level. Default mn“_"n':rfmm']'"
| Managed Default location for stor.,
Operations Masters... Builtin svebarn settings
| Program [ uiltin systern ngs
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| Users Al Tashes y ¥l Cuota specifications cou.,
7 MTDS Cuc it
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Expert List.., Semall leans
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Help
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» | Advanced Features
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L »
: T Lustomize...
Contains commands for custemizing this window,
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; saved Cacrics 'E+;[Iefaul'tﬁ.::n... Wsar & user sccount mansge...
v FT:.:amp.Ie..:nm Eﬂmitd ROD... Security Group,,  Mernbers in this group <.,
‘ j— E"::mmﬁs B Dnsadmins  Security Group...  DMS Administrators Gre...
: :E Dnmsirr(nntrdleri %nn:-l.lpdul:zp... Securty Group.. DM% clients who are per...
» 7 ForeignSecurityPrincipal ﬂ[l-:lmain Ad_., Security Group,,. Designated administrato..,
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!lEt[lnmuin Gue... Security Group..  All dormain guests
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B Enterprizce Read-only .. Security Group...
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*Grnup Pelicy Creator.,  Security Groug.-.
P Guest User
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Description

Built-in account for ad...
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: :E Dnmsirr(nntrdleri %C:rt Publishers Security Group...  Me Send Mail
» ) ForeignSecurityPrincipal 5% Cloneable Domain C... Security Group—.  Mes Al Taske
s[5 Managed Senvice .ﬁ.c:ou 2y Defaultaccount User Aw
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B, Domain Weers Security Group... Al domam users
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= = El{ty Admming Security Growp—.  Members of this growp ..,
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Select Users, Contacts, Computers, Senace &ccounts, ar Groups -
Select this object type:

|L.b=rs. Senvioe Accounts, Groups, or Ceher objects Clojact Topes..
From this loecation:

Erterthe object names to select (zamoks)

T Admin i m |EM:I

Advanrced__ E Canesl
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= Type the name of 2 program, falder, dacument, or Internst
L= resource, and Windegws wall open it fior youw,

Oper: | TR 7]

DK | Cancel Browse... |

2. 5B R E/MBREERT......

[ Censolel - [Conale Roet] ¥
Action View  Favorites  Windew  Help - 8 x
4 Mew CrbeM
= Cpen.. Ctd+0 Acts
Save Ctri+5
Save A5 There are no items ta shaw in this view. Cﬂrﬁul-llhut. =
More Letians ¥
|addRemove Snap-in_. Cirl=bd |
Opticns...
1 drsrogmt
2 dsa
Exit

Enables you to add snap-ins ta ar remave them from the snap-in console.
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Add ar Remowve Snap-ins

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Awailable snap-ns: Salected snap-ins:
Snag-in Vendaor ” [ conscle Root Edlit Extengions. ..
:;!.a:ﬁm: Directory Do...  Microsoft Cor... [
Bz Active Dirsctory Ste... Maresaft Cor. ..
] Active Directory Use... Marosoft Cor...
=" Active Contral Microsoft Cor,.. Mave Lin
" ADS] Edit Microsoft Cor. ..
'_.!’: Aukhorization Manager  Maeresaft Car. .. ? od
Certificate Templates  Marosoft Cor,.,
i Certificates Mhrosoft Cor,.,,
[/ Certfication Authority  Microsoft Cor,.,.
. Comparent Serviees  Micregalt Cor. .
ﬁmmwh‘m... Mucrosaft Cor..,
ﬂbe'.m:e Manager Murosaft Cor,..
TosMomgenert  Meshand. s
Desaiption:
The Certificates snap-in alews you to brawse the contents of the certificate stores for yourself, a sanvice, or a computer.

o || concel |

4 ZEREIRS K RER-TTF—F,

Certificates snag-in e

Thitz znizpn will dways manage caitificates for

() My us=r acoount
i) Bervice acoount
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Select Computer e

Select the compuber you werd this snep-n bo manags.
This smap-n will always manage:
{®) Local computer- fthe computer this conacle & running on)

() Another compater: Browse,

[T] Ao B selecied computer to be changed when |aunching Tram the command line.  This
orfy ppliea £ you save the consedla.

T o

5. REE—TOK,

Add or Remove Snap-ins *

You can select snap-ns for this console from those awalable on your computer and configure the selected set of snap-ins. For
extensble snag-ins, you can configure which extensions are enabled,

Awailable snap-ns: Salected snap-ins:
Snap-in Vendar ~ [ Conscle Root Edlit Extengions. ..
" Active Directory Do...  Microsoft Cor... ¥ certficates (Local Computer) y—

P Active Directory Site... Microsaft Cor...
] Active Directory Use... Marosoft Cor...

= Activex Control Microsoft Cor,.. Mave Lp
ADS] Edit Microsoft Cor. .. r——
Aukhorization Manager  Maeresaft Car. .. T AT et

#| Certificate Templates  Mrosoft Cor,..

I Certificates Mirosoft Cor,..

LplCertification Authority  Microsoft Cor...
.'*-.Cump-:urent:ia‘-.ri:u Micresalt Cor...
A= Computer Managem... Mirosoft Cor...

HDE'.m:e Manager Murosaft Cor,..

i Disk Management Microsoft and..,

T S e CheresaTEen v Advanced...
Desaiption:

The Certificates snap-in alews you to brawse the contents of the certificate stares for yourself, a sendce, ar a computer,

[ ][ cne

6./ BiPersonal & # & , A% % — T Certificates, LDAPS{E AR B E M BB Windows RIERRN TS
FREHEE (FQDN), fEUtAARSS L5 7 3ER:E.

. fEE#example-WIN2016-CAICAE &,



- Hexample-WIN2016-CAME R EWIN20168Y & 1% &
- Hexample-WIN2016-CAE & #Ewin2016.example.comiy & 13 &
LB EREES , FQRDNAwin2016.example.com , FItai2EH E R AEFELDAPS SSLEE, M

B #win2016.example.comiy B 173 £ 2 AWindows Server CAIRIE BB ERNEE, KW THE
BREFHMEER.

E Consolel - [Consale Roeth Cestificates (Local Camputer)\PersanalCertilicates] — O =
@8 File Action View Favorites  Window Help - F
s nm o= E
1 Conscle Rook Issued T B Issund By Exgiration D | Actions
¥ ﬁ%ﬁ“’;‘““m‘"] 2] example-WIN2016-CA example-WIN2016-CA 4192060 || Certificates "
o “;# WIND1E example-WIMBH E-Ch AF2TI0E5 More Actions
T T oot C oatification Lol win206.examplecorm example-WIH2E-CA 472820

| Emterprise Trust

7| Interrediate Certilication

" Trusted Publishers

| Untrusted Certificates
Third-Party Root Certificat

" Trusted Peaple

| Cliert Authantcation lssu

Preview Build Foots

1 Lol MenRemonable Cert

| Rermote Desklop

| Certificate Enrallment Reg

_| Senart Casd Trusted Roets

" Trusted Devices

| Web Hasting

| Windows Live D Token lss

€ > € >

Personal store contains 3 certificates.

7. EF/ELDAPS SSLEE , R ELARMENUTER :

- NFAESDNSEAEE R L BEWindows ServerfJFQDN L,
- #£Enhanced Key Usage#{L T , & & & & Server Authentication,

EREWDetailsHEE T , i#iZSubjectfSubject Alternative Name , It & # RFQDN
win2016.example.com,



i Certificats

General Detsils  Certfication Path

Show: s> o
Fighd valus G
=] win20 16, example.com
RS54 (2048 Bits)

1|Public ke y parametzrs a5 00

Certficate Templabe Mame DamainCentroller
Client Authenticaton (1,3.6, L.

[1]5MIME Capabilty: Obgect I...
WhET D e4B0f 17176 ...

= win2016.example.com |

EdtProperties... | Copy ofie. |




i Certificats

General Detsils  Certfication Path

Showe: .c:.ﬁl:r e

Fiedd valus o
Ei-t-]a:tﬂzﬂdenuﬁer b7 D 4e450f F 17 17ea ...
-@Autl'ﬂ-'rty ey [dentifier KeylD=3d 9f 26 37 fo 11 1f 4...
Hi1|CRL Distribution Points []CRL Distribution Point: Distr....

£ [£] Autherity Inifio Aocesss Boc...
|77 subject Alternabive Name Crthier Name: 05 Object Guid=...
Degrtal Sigrature, Key Enopher.,.,,
shal

en R 11 dah ke Nffa dann

Oither Mame:
DSEtI;jEft Guid=04 10909923932 38 24554734 7464 25 cd 05 80

0y Plame =win ) 16 expmpls . com|

| EdtProperties... | Copy toFike...

[ox 1]

1£Enhanced Key Usage T~ , 7#7£Server Authentication.



o8 Certificate ot
General Detsils  Certfication Path

Showe: .cu!.l:r e

Field Value
|:5ul:-]a:t win 20 16, 2xample, oom
|51 Public key RSA (2048 Bits)
1| Public key parsmeters a5 00

| Certificate Templa DamainController
51| Enhanced Key Usage Chenit Authentication (1.3.6, L.
[ | SHIME Capabibties [115IME Capabiizy: Ogect L...

1-|5.I'b]'l.‘ﬂ Key Id=ntfier WET D0 W 171766 ...
E-l;,,ﬁ:h, Ky Trmmt B KTz 34 OF 76 7 fs 11 1F 4 -

erver Authentication (1.3.6. 1.5.5.7.3.1)

| EdtProperties... | Copy toFike...

[ox 1]

8.7EF#& , T Certification PathBEE T |, :ZIZEAIRCARENTERRE , ARIE—TView
Certificate,




g Cerificate

General  Detpils  Certification Path

Certification path

E_I:z-:mpi:-ll'm'lm]ﬁ*:ﬁ
o v 15 example . com

| View Cerlifizate |

Cerlificats stabus:

& cerhficate is DK,

9. EMFMBMBCARENEEFMET.



g Cerificate

Gererd Details  Certification Path

_ﬂ Certificate Information

This certificate is intended for the following purpose(s):

= Al issuance poloes
= Al appiicabion polioes

Issued tor  example-WINI16-CA

Issued by: sxemple-WINI016-CA

Valid from 4/2772020 to 4 15/2060

Izmier Statement

#Details EE T , #&Z— T Copy to File...



g Cerificate
Gmﬂﬂ@ Ceriification Path

Showe: .cu!.l:r

L
Field Value .
[ verson V3
|5 Serial numbeer 1386 45 25 9d 70 4f 29 42 35...
|- | sgnature sgarithm sha2SERSA
|- | signature hash akgerithm sha2ss
2| Ismuer axample-WIN2D15-C4
[ wabd from Manday, Apri 27, 2020 10:50:...
l_;.'-'aid to Monday, Apri 18, 2060 10:50:...
ey syt sy ammla ATH 1A 8 s

| EditProperties... | | Copy toFie... |

[ 1]

10. BB EEHEN  LPEMERELECA,




A Certificate BExport Wizard

Woelcome to the Certificate Export Wizard

This wizard helps you copy cerificates, certficate trust ksts and certficate revocabon
lists from a certificabe store to wour disk,

A eerlificate, which i issued by a cerbification autharity, & a confirmation of your idenlity
and convtains information used to protect data or to establish seoure metwork
cannections, A cerbficate store is the system area where certificates are kept.

To contirwe, dick Mext.

Cancel

i#1Z£Base-64 encoded X.509



& E¥ Certificate Export Wizard

Export File Format
Certificates can be exported in 2 vaniety of file formats,

Select the format wou want to use:
(C3BER encoded binary ¥, 505 {OER)
[ Bsse-64 encoded x.509 (.cEr)]

() Cryptographic Message Syntax Standard - PKCS 27 Certificates (P7E)
Indude all certficates in the cerbfication path if possble

Personal Information Exchange - FRCS 12 (PFX)
Indude all certificates in the cerlification path if possible
Dislete the private key if the export is swecessful
Export all extended properties
Enable certificate privacy

Micrasaft Serialized Certificate Store [55T)

Mext Cancel

BEERNEBURELERNNVE.



& E¥ Certificate Export Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

Pt

Cancel

& Save As
e = 4 Bl » ThisPC = Deskiop

Organize » Mew fielder

Mame
W Cluick access

[ Desktop
4 Downloads
[ Documents

E Y Y

&= Pictures
System3?

I This PC

g Metwork

[Date modified

w

Type

Mo iterns match your search,

Search Decktop

Fille mamne: I mnd

Sove as type: | Basetd Encoded X509 (*.cer)

~ Hide Folders

= o |




“

A Certificate BExport Wizard

File to Export
spacfy the name of te fle yvou want D expart

File name:

CilsersadminDeskiopy oot cer

Cancel

REZE-TRR.




& E¥ Certificate Export Wizard

Completing the Certificate Export Wizard

Tiou have successfuly completed the Certficate Export wizard,

Yo have specified the following s=ttngs:

Swpark Keys Mo
[nchude all certificates in the certification path Mo
S Formart Basetd Encoded X, 504 (*.cer)

Cocs

MREBIFRNVE , YEAREARHMUXANERERFARES, ERTPEMEXES. fEUEL
®BEM,

----- BEGQ N CERTI FI CATE- - - - -

M | DCDCCAf CgAwW BAgl QE4ZG5Z1wT6l ONTj 0oEQy MTANBgkghki GOwOBAQs FADAd
MRs WGQYDVQQDEXJI eGFt cGxI LVAJITj | wMTYt QQEW BcNM AWNDI 3MTQLMDUSWhgP
M A2 MDAOMT KX NDUWNTI aMBOx Gz AZBgNVBAMTEmvV4YWLwb GUt VOI OM AxNi 1DQTCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQuCggEBAI 8ghT719Nz SQooQPhOYT67b
Ya+PngsxMyvkewP33QLTAWVIHWL ThOMK5BDWO t TaVsgHWPBF d++M+-bLn3Ai ZnHV
OO+k6dVWY/ E5qVKEKSGOY+v940S23161 zdwReMOFhgbc2qMer t | of i cr Rhi honuU
G yeub3CO+meJUuKon2R47C0D35TUvo/ FEHGgXJFaJ S1se2Ur pNO7 KEMkf ALLPuM
aob4XE/ QzxYQPal8dj sNnskf cFqD/ HOTFQN4+Sr ChHW RnUI QBUaLdQaabhi pD/

sVs5PneYJX8YKma821uYl 6j 90Yuyt nsHBt Ci ey C062a8BKgOL7N86HFPFkMA3U8C
AWEAAaNCVEAWDg YDVROPAQH BAQDAg GGVA8 GAL Ud EWEB/ wQFMAMBAF 8WHQYDVROO
BBYEFD2f Jj f 7EROEM HCx CVFN5Qz qEdv MAOGCSqGSI b3DQEBCOWMUAA4I BAQB31ZJ0
vzwWD3c5QLnr NP+6My620FpYHI1k4Ch9S5g/ CECemhcwg8MDI ox\W2dTsj enAEt 7r

phFl HZoCoSyj Bj MyjK3xybnmSeg8vBj CXseYNGENTDc9KWLoFmMTOvdNVI b7 Xpl 11 Va
6t ALTt SANRNgREt x PA6Yy Qot hKGavW)ANf soj k91 cDr 2vpOMTj | BCxsTscbubRl +D
dLEFKQgmVeYVvk Vf +a7a64myPZs G3Uxo0r d6cZxAPKkq/ y| cdwNSJIFf Qv3DgZg+R96
IWL.CR3Ohi g6xy09Zu+l i xcWhdr bADO6z MnbEYEhkhOG Br UEBBI 6Cy83i TZ9ej sk
KgwBJ XEu33Ppl WSE

----- END CERTI FI CATE- - - - -

12. (Wi ) MRLDAPSHEAZES RS  BEABESHESFETHEEN , NEELEHE
LDAPSfAAR=ER , BRI BAHEFE Windows Al AREFEFTD 2 & 5T A Y B ¥ L P iR B4R ca,

FMCEE



REAT

5 T EEAnyConnectfit & , FIDEZEEE S EFF AR PEEM , W B XEMEBEAERHIPlus,
ApexZ VPNEET A &,

1.8 ZRFK>FF 0 88> Bl

[NCRUEITE Analysis Polides Devices Objedts = AMP Intelligence

Conflguration Usars Domalkns Inbegration Updates Loerses * Health » Hionitoring » Toolks v

Clagsic Licenaes

2RBRERDEAAUMIEM. HAREEDZMEIAnyConnect Apex. PlusZiVPN OnlyFF A & .

Folicies Devices  Ohjects aMPF  Intelligence Dreploy L BEEREUl Help v admin v

Configuration Lisars Cramalnis Integration Updatos Licenses * Smeart Licenses Health = Monitoring * Toods T

Smart Licange Status

& e

Usage funhanzasbon: G muthorzed (Last Swichronioeg On May 00 7020
Frodect Registiraton: L Regictersd (Lact Renessed On Mar 03 2000}
fumgred Virtusl Bccount: SECTAC
Export-Contrelled Features: Enabled
Cuen Suctess Fatwark: Dizabled jjl
Cien Support Disgnaetios: Disabled 40
Smart Licenses Filber De . B Bin Lerdes
Liceie Type/Devie Rl Lereihe Db Diswhie Thipe Crzeiiaiin GFOLD

! Firepower Management Centor Virtual {2 [

[ Base [ 3) [~}

L4 Hahware (1) [}

L4 Threat (2) L

1 URL Filtering (2) L=
# 1 AmyConmect Apex (1] [~

j'?fsa_ 17 - Cinos Firepower Threst Dsfenze foe VUM Bre - o600 [} Gt Firepoener Thieat Detenss Tor vivere  Globa [T

Anylonnecd Plas (0]

AnyConnect VPN Only (0]

Hobe: Contarer Imtances of same Blade share feabure licenses

AR TE SR

1.EVNERFBE,

Owerview  Analysis  Polides Devioss Objects  AMP Inbelligencs reploy : teelp v admin v
Confliguration Lagre Doenging | Integeation | Updstes Lisersag = Healil = Manitering = Tealg =

2FEMEET , B— T MBS,

Owerview  Analyss  Folioss  Dewioss  Objects AMP  Imtelligence gy SOTEN Help *  admin »

Configuration Users Domasins Integration Wpd ates Licenses = Health » HMonkoring ¥ Toods *

Clngd Services Izn Idemtity Sources  eStreamser  Host Inpul Cliest  Smart Software Satellite

- Compere resims Ivj'HE#I'I’HI'ﬂI

Hama Dearriptinn Deemeain Typa Puasz ON Group DN ‘Group Abtrihute Stake



3. BB HEMicrosoftfa f 2 W E MW EAE R HEBAIM L. THE , B—TOK,

Add MNew Realm ? X
Marme * LAB-AD
Crezeription
Type ™ AD w
AD Pomary Domain * sxample,com £x: domain.oom
AD Join Usemarme ex: usen@domain
AD Jain Password
Dvrectory Username * frd. admin@exampla.com Bx: usErnDdoman
Directory Password * T
Baze DM * CC=example, DC=com ex: ou=user,de=ciscode=00m
Group DN * CC=example, DC=com £ su=group,de=0sco, de=0om
Group Attribute Member ot
* Regquired Field
Ok, Cancel

4 EFRES |, EEDirectory ( IR KERE ) , RERIEZ—TAdd directory.

Owerview  Analysis  Policies Devices Objects  AMP Intelligence Jeploy s Ietaaul Help v admin v

Configuration Isers Domains Integration Updates Licenses Health = Moritaring » Toals =

LAB-AD £ Cancel

Realm Canfiguration User Download

l e Add directory |

EEADMIREMNGFMET. FI= , WRFEHFQDN , BIBRIEASDNSHE & B#AMFQDN , FHI
FMCHIFTDE £ B Th B4,

EEXEFMCHIDNS , 558E 7 ZSystem > Configuration , A% i#i#Management Interfaces.

EEAFTDEREDNS , 5EE = Devices > Platform Settings , 23 —{E#F F 8 , SiwEE si#9 R Al
, REAIEDNS,
Add directory ? X
Hostname [/ IF win20158.example. com
Address
Port 385
Encryption () STARTTLS _) LDAPS /) Mone
55L Certificate v

Ok Test Cancel



WMREFLDAPSESTARTTLS , B — TR B+ , ARSEE—ERE , ARERPEMEKXM
BCARE, TTHEE—TSave,

Import Trusted Certificate Authority ? %

Mame: LDAPS _ROOT

Certificate Data or, choose a file: Browse..

-----BEGIN CERTIFICATE-----

MIIDCDCCAfCgAWIBAQIQE4Z GEZ IWTGIONTooEQyMTANEgkahkiGOwWIBAQsFADAC
MRswGQYDVOQQDEleGReGxILVdITiIwMTYtQOEwWIBCNMjAWNDI3MTQ1IMDUSWhaP
MiAZMDADMTkxNDUWNTIaMBOxGzAZ BgNVBAMTEmY4YW 1wbGLEVOIOMiAxNi1DQTCC
ASIWDQYIKoZThveNAQEBBQADgoEPADCCAQOCggEBAIEgh T/ 19NzSQpoQPhlY Ta7h
Ya+PngssMyvkewP33QLTAWWIHWI TR MESBDWOItTaVsgHwWPEfd ++ M+ bLn3AIZnHY
DO+kedWWY ESgVKEKSGOY +va4052316/zdwReMOFhgbc2 gMertToficrRhihonull
Ciyeub3CO+melluKom2ZR47C0D35TUve/FEHGo¥IFa]51se2 UrpNO7REMEFA 1L PUM
20b4XE/ OzxY QpPal8djsMnskfcFqD/HOTFON4+SrOhHWIRNUIQBUaLd QaabhipD/

SV PneY IXEYKmas2 1uyIsj90YuytmsHB CieyC06228BKgOL7NE86HFPFKMAZUBC
AWEAAZNCMEAWDgYDVROPAQH/BAQDAQGGMABGAIUdEWER /WOFMAMBAfBWHOYDVROD
BBYEFD2fif7ERO9EM/HCxCVFNSQzqEdvMADGCSqGSIb3DQERCWUAAAIBADR217 10
venVD3c5Q1nrNP+5Mg62 OFpYH91k4Ches5n/ CEDemhowg8MDIoxW2dTsjenAEE?r
phFIHZ oCoSyiBiMak3xybmoSeglvBiCseYNGEMOcOKW 1oFmTOvdNVIb7Xpl11Va
GtALTt3ANRMNgREPASYQbthKGavWiANfsojkaIcDr2vpOMTIIBCxsTschubRI+D
dLEFKQgmMeYvkNT+a7a64mgPZsGaUxolrdecZAPkgvlcdwNSIFFQWVIDoZg+RO6
OWLCR30bigtxyo9Zu+lxcWpdrbaDOszMhbEYERKhOOjBrUEBBIG CyE31TZ 9ajsk
KowBIXEu33PplWeE

----- END CERTIFICATE-----

[] Encrypted, and the password is:

Save Cancel

#€SSL Certificate 3532 1 T ALRE PRFFIEARCA , RBIZ—TSTARTTLSHLDAPS,

Edit directory ? X
Hostname / IP win2016.example.com
Address
Port 635
Encryption () STARTTLS (@) LDAPS () None
S5L Certificate LDAPS _ROOT v
0K Test Cancel

B—TARHUARRFMCRAER L— SR RHEN EREAERBANBRBRDEE.

RAELAEERFMCEEN K MARBBFTDLEESNEETRANT ( MAZE, HED.
dmz) , BHbARIh ( LMK ) HWEZFETRERFAnyConnect DR FBENHEIZER , K BAnyConnect
LDAPE BB R ERFTDI AN T2 — BN,



BERFTDARLDAPESNESET, , FRI THWEHR, EFH TURAM, T TEHaRE

d %Bﬁj\o

Status

y Test connection succeeded

5.7£User Download T~ , ERELBPF THARERAE S B,

2 F Download users and groupsZR B 5 # , Available Groups%ll#&1& 7 #£ Active Directory &t & #9
#Ho

A LB 3E(Included) S HEBR(Excluded) , BEFEERER T 2IEHEDN TRV AEHE.
A A SELHRSEERE, TAISNENERERTENREZERARERAE S,

;_Eﬁjzfﬁ , E_—F rsaveJ o

Overview  Analyss  Folices Devices Objects | AMP Intelligenos Deploy L EEEGUE Help v admin v

Cenfiguration Lisers Domairs Integration Updates LkensesT  Health = Meonitoring = Tods T

LAB-AD Vo hawe ensaved changes B3 Cancel

Directory  Realm Configuration

[ Doearicad users and groups]

EBegn sufomebc dowmlbcad st g w | p v | AmencaMewm Yok RepsskBvery | 34 |w | Hours

1y Downioad Maw

ivailable Grogps & Grogges te Tnclyda [7F) Grgisges o Brluda [}

& reylamed Adming i

B EeyDornect Lisers = |

- Lt
L TnclpdsheSrawy
35 IsEke et pALC eSS ey
P WeslrveableToDushizoand
& Hlomed ROUC Pazsward Replca p

OF Enierprss Ky Admag
&% Domain Adrmirs
B Weaslersdy Sl
G [vent Log Fesd
& Replicalir
O Comaen Guests
& Wirdcown Acthormation Acoma Group
O Account Dgerztors
._—;"- Hyper-VW Admnebratcm W

Add fdd

6. U R,

Owerview  Analysis Polides Devices Objects = AMP Intelligence

Configuration Users Doemains Integration Updates Licenses Hezalth = Monitoring T Tools *

Cloud Services !gg Identity Sources  eStreamer  Host Inpat Client Smart Software Satellite

b Compare realivg o hew realm

Hama ascrpaion Dicavsgin. Type Bz ON Group DY Geup Attribake State
LaB-a0 Ghabal Al GCmeampe DCmcom  DOmeiigie,DO=gem  membe & & & E

7. MR EHALDAPSESTARTTLS , RIRCAtLEZEEMHFTDEE. Al , FFEH KSEE FDevices >
Certificates,



Overview  Analysis  Policies EHESUTHES Objects | AMP  Intelligence

. System Help »  admin *
Device Management  NAT  WPNT QoS Platform Settings  FlexConfig

B—TALABAd

Owervicw  Analysis  Pobcies JHGNTEEE Objects | AME Intelligence

w System Help » admin »
Device Management HAT VPN v 0ot Flatform Setiings FlexiConfig Certificates

T

EEFTD , SLDAPELEFIEE | AR BB+,
Add New Certificate ? X

Add & new certificate to the device using cert enrollment object which is used to generate CA and
identify cerbficate,

Device®: FTD-2 W

Cert Enrollment™: Zelect a certificate entrollment object L Q

Add Cancel

AEFEHECEB  AEANEMEB THREFREZFEHEM. SPEMBcaZ SR LEIE , RE
#— T Save,



Add Cert Enrollment

Name*

Description

LOARS _ROOT

(W Wiy s Certificate Parameters  Key  Revocation

Enrpdlment Type:

Ca Certificate: *®

Allow Overmdes

RECEZEUMNEEH , ARE—TA,

Add Mew Certificate

Manual

crizhthanull

—--BEGINM CERTIFICATE--—-
TIDCDCCAfCoAwIBAQIQE4Z G52 1w TEIONTjoeEQyMTANBgkghki #
IBAQsFADA
ReswGQYDVOQDEeGFoGdLvd I TIwWMTY R0 EwIBoNMiAwNDI
BMTQ1IMDUSWhgP

1142 MDADMTRNDUWNTIaM BOxG2AZ BgNVEBAMTEMYVE YW 1wbGU
DFOMjANIIDQTCC

ASTWDYIKeZ ThveNAQEBEQADggEPADC CAQeCnEBATRghT7 19N
FSOpoQPhIYTED
a+PngscMyvkewPI30LTAVWIHWI TheMKSEDWOT TaVsgHwWPBF
d++M+bLn3diZnHy

D0+ keI TESgVEERSGOY +vi4052 310lzdwReMOFhobc2aMertlo

b 3C 0+ melUukomZR47C0D35TUVe/ FEHGOXIFaIS 1562 UrpH
CFHEMEFALLPUM

= b E/ Oz QpPa 18 dfsNiskfeFg D HOTRQN4+ St OhHWIRAUIQBU
ELdQaabhipDy/

Add a new certificate ko the device using cert enrollment object which is used to generate CA and

identify certificate.

Dewice™;

Cert Enrollment™:

Cert Enrallment Details:
Mame:

Enrollment Type:

SCEP URL:

FTD-2 e
LDAPS_ROOT hll £+
LDAPS_ROOT
Manual
[ 1=

Add

Cancel

Cancel



METESHBEFTDT, #AEGRIEEEASHRE , BERFTDMS , XA EREHY
LDAPSfR RS EIEMSSLER S HTE MR , HIt T UAZBEILHEE,

Owerview  Analysis  Policies EISUTEEE Objects | AMP  Intelligence . System  Help v  admin *

Device Management NAT WP * Qas HMatform Settings FlexCarifig Cortificabes

] add
Mg Damain Enrollmant Type Status
+ @ FTD-1
FTC-1-PHECS12 Glabal PRCS12 file LY 208
4 @l FTD-2
FTD-Z-PHCS12 Glabal FHCS12 file \ca) (B m oA
FTC-2-Selfsigned Glabal Sell-Signed @ ch (5 I0 P08
ILD-"-"PS’_R':":'T Global Manual L It % ldentity certificate import reguired B [} jl

Bt BAnyConnectiTAD & 12 B 8

1LEESRBE N RBIUIERSBvpnK M, WREBEIRKE , FREZRBENeditikil |, IBEFH
B3,

B E ZFDevices > VPN > Remote Access.

Owerview  Analysis  Polides Objects AMP  Intslligence Deploy v System  Help v admin -
Device Managensent HaT m QoS Flatfarm Settings FexConfip Certificates
Site To Site

Troubleshooting

B — T AddZE M RTRY IR I 55 B VPN SR B

Owerview  Analysis  Polices QNS Objzcts AMP  Intelligence

Device Manapement MAT = WPN * Remole Access QoS Patform Settings FexConfig Cortificates

Hame Stabus Lt ModEied

add a new configuration

2. ERORIREA VPN REEN, 1 Policy Assignment , EERKEBNERAZERNEES,



Dievices

Devbce Hanagement NAT VPH * Remote Access Qus Matiorm Settings FlesnCorily Certificates
Ramate Actass VPN Policy Wizard

-ﬂ Falicy sssgnment 21 Connection Profile > (3] AnyConmect ) ‘40 Apoess B Certificate > (5] Summary

Targeted Devices and Fratocols e

This mirard will guide
a fuw usedeled o

gh the required mrimal sbep b carfigure the Aenote Acres WPH pehey with ) Bedorn You Start
ahle.

Bafzre oy mSery, snpure the Szliowirg

ochzuraton slemants o be in plecs ko

P— 102 -RA-Policy eomplete Hemsobe Socess VPR Pelioy_
Avthenbation Server

Configure Asalm or SAQILAS Sarver Srouc
b2 mrtharfcats VPN dente.

Deacrpbon:

WPH Protooss: [SiEET B 1w kEw Anylonneet Client Package

Tarpated Devican: Availabla Davices Selixctad Davices Hekie sere you hawe dreConred pockage
for Ve Clent downboaded or vou have
W = a -2 a the relevant Cisco credechels o downlcad
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aaa-server LAB-AD protocol |dap
max-fail ed-attenpts 4
realmid 5
aaa- server LAB-AD host w n2016. exanpl e. com
server-port 389
| dap- base- dn DC=exanpl e, DC=com
| dap- gr oup- base- dn DC=exanpl e, DC=com
| dap- scope subtree
| dap- nam ng-attri bute sanaccount nane
| dap- | ogi n- password *****
| dap-1ogi n-dn ftd.adm n@xanpl e. com
server-type mcrosoft

AnyConnecti

> show runni ng-confi g webvpn

webvpn
enabl e Qutside
anyconnect image di skO:/csm anyconnect-1inux64-4.7.03052-webdepl oy-k9. pkg 1 regex "Linux"
anyconnect image di skO:/csm anyconnect-w n-4.7.00136-webdepl oy- k9. pkg 2 regex "W ndows"
anyconnect profiles Lab disk0:/csm | ab. xmn

L



anyconnect enabl e
tunnel -group-1ist enable
cache

no di sabl e
error-recovery disable

> show runni ng-confi g tunnel - group
tunnel -group General type renpte-access
tunnel -group General general-attributes
addr ess- pool AnyConnect - Pool

aut henti cation-server-group LAB-AD
tunnel - group General webvpn-attributes
group-alias Ceneral enable

> show runni ng-confi g group-policy
group-policy DfltG pPolicy attributes
vpn-si mul t aneous-1 ogi ns 10
vpn-tunnel - protocol ikev2 ssl-client
split-tunnel -policy tunnel specified
split-tunnel -network-1ist val ue Lab
user - aut henti cati on-idl e-ti meout none
webvpn

anyconnect keep-installer none

anyconnect nodul es val ue dart

anyconnect ask none default anyconnect

htt p- conp none

activex-relay disable

file-entry disable

file-browsing disable

url-entry disable

deny- nessage none

anyconnect ssl df-bit-ignore enable

> show runni ng-config ssl
ssl trust-point FTD- 2-Sel f Si gned outsi de

{85 Fl AnyConnectiE #5 3 B 76 55 [ 428 i SR g 4R B



{ﬁ' Cisco AnyConnect Secure Mobility Client

VPN
Contacting ftd2.example.com.

ftd2.example. com Connect

{ﬁ' Cisco AnyConnect | ftd2.example.com

=

Group: General

Username: | it.admin

Password: | =s=eses==s|

Ok Cancel

!ﬁf Cisco AnyConnect Secure Mobility Client = x

& ven

Connected to ftd2. example.com.

ftd2.example. com Disconnect

00:00:12 IPv4

1O

FAEIT AdminfzA ¥ Windows Server E5RDP5 5 A] # Y AnyConnect AdminsfEd |, (ERERE
HHTTPH A RBIET &,

B R B2 1Lt ) B 25 B RDP M Firefox & 55 A% B8 78 1t 5 A & R sEIBBRDP 5 B A BR 25



Windows Secunty

Enter your credentials
These credentials will be used to connect to win 2006 eamplecam,

!E" F
| Remote Desktop | ser name
»¢/ Connection o)
ik Paszwond
winZ 15 mxamphs com Damain:
Username:  None speofied
ou wil bs askad for credsetiaks when you connect. (] Remember my credentists
el S | Cooprect Heip E el
- & Problem oading page *
— o G © @ win20i6.eample.com e i nmDa x =
oy

The sereer at win2016.example.com is taking too long to respond.

# The zite could be temporarily unavailable or too busy. Try again in a
few roments.

= |f you are unable to load any pages, check your computer’s network
cannection.

# |f your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web,

WMREMAnyConnectfE & ( EAHTTPRHRME R BRDPRAME ) FEAFEANERERAEEAN , &
FInT AR RS BRI KRR AR B LN

Rormnte Deckt e ctinn

k,‘ Remote Desktop
?f-' cu“nectlon @ Eemate Desktop can't coannect to the remiote computer for ane of thess reasons:

1) Bemicte access to the server is not enabled
2) The rereate computer is turmed off

Compuer: win2{16.m@mple.com ~r
' 3) The reracte computer is nat available on the netwark
Uperrame:  None speciied
Make sure the remote computér is kumed on and connected to the netwark, and that remote
You val be ashed for credentials when you connedt, peeets it enahbisd,

x| Show Optio...

1% Windaws Sereer

“« [ @ & winZ01Eexamplecorn

o @ty n O & &

BE Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa




ERFMCEREHETRE

HAESEREFRERAUPBAT BFE , B TUAREEREATREEFERELR AT
FARE

B o r>ER>84,

Overview ENENGSEE Policies Devices Objects | AMP  Intelligence Deploy y System Help v admin

Context Explorer Connections v Intrusions v Files = Hosts v Uzers v Correlation Advanced » Search

Events
Security Inbelligence Events

1£Table View of Connection Events T , B #HIBRAEBE R TEEENEREH,

FiER , B L IBREFIMAAREFARDPHRE ( TCPHUDP 3389 ) REMW AT , (B RIES0MEMPE LE

o

Overview EEUEITEEE Policles Devices Objects = AMP  Intelligence Deploy w System  Help v admin v

Context Explonar Connections * Events Intnssions ¥ Files Hasts = Users » Carmelation ¥ Advanced = Search

Bookmark This Page Repert Designer  Dashboard View Boskmasks Search v

Connection Events & i
Il 2020-08-0% 1a:14:17 - 2020-0%-0% 16-31;744

Conractipns with Application Dwtsils » Table Yiew MM_Q Expanding
® Search Constrairnts (Edt Sgarch Save Search) Diszbled Columns

Jump to... w

1 Action ®  Inoitiator *  Inatigtor User Responder ¥ Egress " % Destingtion Port / %
Ie pid Sefurily Lond Bediarily onc ICMP Tpe

3 [ alow 10.10.10.1 216611 outside-zone ide-zon 52473 { bep 3385 / tep

3 [ ook 20.10.30.1 19216211 oubtside-zone ide-zon 247 bep B (hetoh f top

b [0 ok 10.10.30.1 19210811  putside-gone zide-zone 62475 / b 10} (it / bop

4+ [ Bk A0.10.30u1 19216313 outside-Zone rside-zone E2476 / bip BD (hatod / top

HREAENRERE , T BB ARF[ORDPREREMAE L , UKIEBORER B A

Overview JENEITEEE Policies  Devices Objects  AMP  Intelligence

Context Exploner Connections * Events Intnssions ¥ Files = Hasts = Uiy » Cormelatean » Advanced = Search
Bookmark Tho Page Repcet Designer Dashboard View Boskmsrks Search v

Cunnectlon EUEHL_,_ ibch workfigw

=3 3
I ¥ n o Expanding

* Search Constrarts (Edt Search Save Search) Cisabled Columns

ump tou. T

]  Action ®  [Initistor *  [netigbor User % EBesponder = b ®  Spurce Port [ % | Destingtion Pork £ »
IE e m W ICME Type ICMP Code
B ok 10.10,30 o bemot poar (LAR-G0Yhest geer, LOIGF] 13216844 cutside-zona rmide-zone [P Nl 1395 / top
£ L Al 10.10,18.1 o best poar (ARG et geer, QDGR 1921651 gutside-zone mimide-zone 3404 fkep A0 (ke top

REREGF

S
LA AT AERECLIFETT , ELDAPS 3 AR B TSR HERR : debug Idap 255

EHRERE S MEEHREEEE , o UFA T ETsystem support firewall-engine-debug A7 E
REFEATFHEINEIENERER,



IEE{THLDAPREE

[53] Session Start

[ 53] New request Session, context 0x00002b1d13f4bbf0, reqType = Authentication
[53] Fiber started

[53] Creating LDAP context with uri=ldap://192.168.1.1:389

[ 53] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful

[ 53] supportedLDAPVersion: value = 3

[ 53] supportedLDAPVersion: value = 2

[53] LDAP server 192.168.1.1 is Active directory

[53] Binding as ftd.adm n@xanpl e. com

[53] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[ 53] LDAP Search:

Base DN = [ DC=exanpl e, DC=con
Filter = [sAMAccount Nane=it.adm n]
Scope = [ SUBTREE]

[53] User DN = [CN=lI T Admi n, CN=User s, DC=exanpl e, DC=conj

[53] Talking to Active Directory server 192.168.1.1

[ 53] Reading password policy for it.admn, dn:CN=IT Adm n, CN=User s, DC=exanpl e, DC=com
[ 53] Read bad password count 6

[53] Binding as it.admn

[53] Performing Sinple authentication for it.admn to 192.168.1.1

[53] Processing LDAP response for user it.adnmn

[53] Message (it.admin):

[53] Authentication successful for it.admn to 192.168.1.1

[53] Retrieved User Attributes:

[ 53] objectd ass: value = top

[ 53] obj ectd ass: val ue = person

[ 53] obj ect O ass: val ue = organi zati onal Per son
[ 53] obj ectd ass: val ue = user

[ 53] cn: value = I T Adm n

[ 53] sn: value = Adnmin

[ 53] gi venNanme: value = IT

[ 53] di stingui shedNane: val ue = CN=I T Adnmi n, CN=User s, DC=exanpl e, DC=com
[ 53] i nstanceType: value = 4

[ 53] whenCreat ed: val ue = 20200421025811. 0Z

[ 53] whenChanged: val ue = 20200421204622. 0Z

[ 53] di spl ayNane: value = I T Admin

[ 53] USNCr eat ed: val ue = 25896
[ 53] nenmber Of : val ue = CN=AnyConnect Adm ns, CN=User s, DC=exanpl e, DC=com
[ 53] uSNChanged: val ue = 26119

[ 53] name: value = I T Admn

[ 53] object@ID: value = & ..J..0.2w...cC

[ 53] user Account Control : value = 512

[ 53] badPwdCount: value = 6

[ 53] codePage: value = 0

[ 53] countryCode: value =0

[ 53] badPasswor dTi ne: val ue = 132320354378176394
[ 53] | astLogoff: value = 0

[ 53] | ast Logon: value = 0

[ 53] pwdLast Set: val ue = 132319114917186142
[ 53] primaryG oupl D: value = 513

[ 53] objectSid: value = ............. {r...;..... i
[ 53] account Expi res: val ue = 9223372036854775807

[ 53] I ogonCount: value =0

[ 53] sAMAccount Nane: value = it.admn

[ 53] sAMAccount Type: val ue = 805306368

[ 53] user Princi pal Nane: val ue = it.adm n@xanpl e. com

[ 53] obj ect Cat egory: val ue = CN=Per son, CN=Schenma, CN=Conf i gur at i on, DC=exanpl e, DC=com
[ 53] dSCor ePr opagat i onDat a: val ue = 16010101000000. 0Z
[ 53] | ast LogonTi nest anp: val ue = 132319755825875876



[53]

Fi ber exit Tx=515 bytes Rx=2659 byt es,

st at us=1

[ 53] Session End

5L B2 DAP{A AR 3R 22 X AR
[-2147483611] Session Start
[-2147483611] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483611] Fiber started
[-2147483611] Creating LDAP context with uri=ldap://171.16.1.1: 389
[-2147483611] Connect to LDAP server: ldap://172.16.1.1:389, status = Failed
[-2147483611] Unable to read rootDSE. Can't contact LDAP server.
[-2147483611] Fiber exit Tx=0 bytes Rx=0 bytes, status=-2
[-2147483611] Session End
BREBRER
- MERMIFERFTDUEIR B LDAPRIARZRAVEFE.
- MREALDAPSHSTARTTLS , FFHEMREERIRCAT S EHRER , IR THSSLETF.

- BREGER T EREAIPH I AIR, MREREME | FHRFIDNSHRAE E N A EFRMN P,

REZ ADNA/H B R ETR

[-2147483615] Session Start

[-2147483615] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483615] Fiber started

[-2147483615] Creating LDAP context with uri=ldap://192.168.1.1: 389

[-2147483615] Connect to LDAP server: ldap://192.168.1.1:389, status = Successful
[-2147483615] def aul t Nam ngCont ext: val ue = DC=exanpl e, DC=com

[-2147483615] supportedLDAPVersion: value = 3

[-2147483615] supportedLDAPVersion: value = 2

[-2147483615] LDAP server 192.168.1.1 is Active directory

[-2147483615] supportedSASLMechani sns: val ue = GSSAPI

[-2147483615] supportedSASLMechani sns: val ue = GSS- SPNEGO

[-2147483615] supportedSASLMechani sns: val ue = EXTERNAL

[-2147483615] supportedSASLMechani sns: val ue = DI GEST- MD5

[-2147483615] Binding as ftd.adnm n@xanpl e. com

[-2147483615] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483615] Sinple authentication for ftd.adm n@xanpl e.comreturned code (49) Invalid
credentials

[-2147483615] Failed to bind as administrator returned code (-1) Can't contact LDAP server
[-2147483615] Fiber exit Tx=186 bytes Rx=744 bytes, status=-2

[-2147483615] Session End

BEBRAR BEEZADNVNEARBEEEREE, EWAEEAIdp.exeWADRRER LB
ERBIRFEEAUUAEMIdpANERE  FERATIER

1.7ZEADfRIRES £ , EWin+R % Sldp.exe



5/ Run 4

== Typethe name of a program, folder, document, or Internet
K resource, and Windows will open it for you.

Open: | [FEE v

I QK I Cancel Browse...

2.7£Connection T , i##£Connect...

52 Ldp - O
BI!'DWSE View Options Utilities Help

Connect...
Bind... Ctrl+B

Disconnect

Mew Chrl+M
Save
Save As

Exit

NUM

SEEMMIBA M EHAMEIE , RER—TRE.



Connect pod

SErver: acalhio

Port: 389 [ ] Connectionless
[JssL

I oK Cancel

4. "H, FEREREZERINNXAR, EffiE|Connection > Bind...

L7 |dap://win2016.example.com/DC=example, DC=com — L >
I Connection | Browse View Options  LUtilities  Help
Connect... B e h:lap_up-&n('-'lucalhust", 389},
. Eztablished connection to localhost.
Eind... Cirl+ EI Retrieving base DSA information. ..
. Getting 1 entries:
D ct
sEenne Dn: {RootDSE)
configurationMamingContext:
New Ctrb+N CH=Configuration, DC=example, C=com;
Save currentTime: SM1/2020 4:16:55 PM Eastern Daylight
Time;
Save As defaultMamingContext: DC=example, DC=com;
Eyit dnsHostName: win2015.example. com;
[

domainControllerFunctionality: 7 = [ WINZ01E J;
domainFunctionality: 7 = { WINZ016 J;
deServiceMame: CH=NTDS
seftings, CH=WINZ018 CH=5ervers, CH=Default-
First-Site-
Mame, CH=5ites, CN=Configuration, DC=example DC=
COom,
forestFunctionality: 7 = { WINZ01E8 )
highestCommittedUSM: 13410,
izGlobalCatalogReady: TRUE,
igSynchronized: TRUE;
HanServiceNames pramnle cnm win 016

5.i2#ZSimple Bind , #A#% 15 E Directory Account Username#IPassword. #&—T TOK, (&
) o



Bind et
szer: fid. admin@example. com
Password: Tl
Domair:
Bind type

(") Bind as currently logged on user
. ) Bind with credentials

) Advanced (DIGEST)
Encrypt traffic after bind

Advanced

Cancel Ok I

MEREBEKT , AlldpHE 5% A . DOMAIN\username

Connection

52 |dap:/fwin2016.example.com/DC=example, DC=com — O >

Browse View Options Utilities Help

Ready

T.£eal 1130001 4. 4800,
1.2.840.113555.1.4 2255,
1.2.840.113555.1.4 2309,
supportedLDAPPolicies (20} MaxPooThreads;
MaxPercentDirSyncReguests; MaxDatagramRecy;
MaxReceiveBuffer; IntRecvTimeout;
MaxConnections, MaxConnldleTime;, MaxPageSize;
MaxBatchReturnMes=ages; MaxQueryDuration;
MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPYersion (2): 3; 2
supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin”.

ESCERABEYNEHAEEBRREBETESSEYAYN , MHEF R MERER.




£% |dap:/fwin2016.example.com/DC=example, DC=com — [ X

Connection

Browse

View Options

Utilities  Help

Ready

MaxRezultSetSize, MinResultSets,
MaxResultSetzsPerConn; MaxNotificationPerConn,
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;
supportedLDAPVersion (2): 3; 2,
supportedSASLMechanizms (4} GSSAPL G55
SPNEGO; EXTERMAL,; DIGEST-MDS;

res = ldap_simple_bind_=(ld, "ftd. admin@example.com’,
zunavailable=); i v.2
Authenticated as: "EXAMPLE\ftd. admin’.

res = ldap_simple_bind_s{ld, "w rung@_&xa mple.com,
<unavailable=}); f v.3

Error <4%=: ldap_simple_bind_=() failed: Invalid Credentials
Server error: 30090308: LdapErr: DSID-0C050424,
comment. AcceptSecurityContext error, data 52e, v38359
Error 0x&0090308 The token supplied to the function is
invalid

LDAPRRERFEIFEHERE

—_———— —— — — — ——

———— ———

-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
Base DN
Filter

Scope

-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]
-2147483612]

BEMRER  BREADESEMFTDEANBSKEERE. ER A EMIdp.exeTT Ko

Session Start

New request Session, context 0x00007f9e65ccdc40, reqType = Authentication

Fi ber started
Creating LDAP context with uri=ldap://192.168.1.1:389

Connect to LDAP server: |dap://192.168.1.1:389, status

support edLDAPVer si on: value = 3

support edLDAPVer si on: value = 2

LDAP server 192.168.1.1 is Active directory
Bi ndi ng as ftd.adm n@xanpl e. com

Perform ng Sinple authentication for ftd.adm n@xanpl e.

LDAP Sear ch:

[ dc=exanpl e, dc=con

[ samaccount nane=i t. adm ]

[ SUBTREE]

Search result parsing returned failure status
Tal king to Active Directory server 192.168.1.1
Readi ng password policy for it.adm, dn:

Bi ndi ng as ftd.adm n@xanpl e. com

Perform ng Sinple authentication for ftd.adm n@xanpl e.

Fi ber exit Tx=456 bytes Rx=1082 bytes, status=-1
Sessi on End

1EDBER (WERR) , EMIRESH.

= Successf ul

comto 192.168.1.1

comto 192.168.1.1



£ ldap:/fwin2016.example.com/DC=example,DC=com

Connection Browse | View | Options  Utilities  Help

Ctrl+T

Enterprise Configuration

" Status Bar

Set Font...

laxPooThreads;

ztg; MaxDatagramRecyv,
»wTimeout,

nidleTime; MaxPageSize,
=, MaxQueryDuration;

MaxDirSyncluration; MaxTempTableSize,
MaxRezultSetSize, MinResultSets,
MaxRezultSetzPerConn; MaxNotificationPerConn;
MaxValRange; MaxValRangeTransitive;
ThreadMemoryLimit, SystemiMemoryLimitPercent;

supportedLDAPYersion (2): 3; 2

supportedSASLMechanisms (4) GSSAPL GS5-
SPNEGO; EXTERMAL, DIGEST-MDS;

res = ldap_simple_bind_=s(ld, "ftd. admin@example.com’,
<ynavailable=), # v.3
Authenticated as: "EXAMPLE\ftd. admin’.

2IEEHEFTDEREMEARDN , REE—T TOK,

Tree View

BaseDN: | DC=example,DC =EDITII

Cancel

3.FB—THBEAXDN , A% — T Search,




Browse

Connection

A ldap:/fwin2016.example.com/DC=example,DC=com

— O x

e} DC=example DC=com

Create a new document

View Options Utilities Help
- cipals, DC=example DC=com;, A

Search Ctri+5 ]  41D2B9AAODCO4FTIFS0S:CN
Virtual List View -example, DC=com,

110257 C400C04FDE80SCD:C
Delete Ctrl+D -example, DC=com;
Modify Ctrl+ M 1101 ADEDOOCOLFDEDSCD:C

=gxample DC=com;
Modify DN Ctrl+R 110 ADEDOOCO4FDEDSCDC

i Jle, DC=com;

Add child Crl+A L1 101AA4BO0CO4FDTDE3A0
Compare ;, DC=example, DC=com;

10 ADEDODC4FDEDSCDC
Advanced ample, DC=com;

31101 ADEDOOCOLFDEDSCD:C
Copy DN g, DC=com;
Copy Chrl+C 0 3:43:5% PM Eastern Daylight
Select all 2:41:57 PM Eastern Daylight
Clear output Ctrl+MN

W

4 3§ E B debug¥ 1 [EHIBase DB. FilterflScopef&.

LR EEMT :

. EZDN:dc=example , dc=com
. BF&ES8 : samaccountname=it.admi

. EiE . T



A7 |dap://win2016.example.com/DC=example, DC=com — [ >

Connection  Browse View Options  Utilities  Help

C b % Mo=example DC=com; e
' p&a1 101 ADEDOCCO4FDEDSCDC

|DC=example, DC=com;

Base DM: | DC=example,DC=com « | 13881101 ADEDOOCO4FDEDSCD:C

ample, DC=com;

f021101 AA4BOOCO4FDTDEIA:O

Scope lers, DC=example DC=com;

581101 ADEDOOCO4FDEDSCD.C
I:::I A58 ID n=LEve rexample, DC=com;

_ G211 ADEDOOCO4FDEDSCIC
Attributes: | objectClass;name;description;canonicalMame ~ mple, DC=com;

[020 3:43:59 PM Eastern Daylight

Filter: sAMAccountMName =it.admi w

Ot =) Cl
ptions I un I - }20 2:41:57 PM Eastern Daylight

l1'|'|'|'\.|I

=*hearching...

iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admi”®, attrList, 0, &m=sg)
Geﬁing 0 entries:

Ready

ldpEE OB B , K A7EBase DN dc=example , dc=com & & B Hsamaccountname it.admify £
BAERF

{§ A IE #E 9 samaccountname it.adminfy 3 —ERB R T RN R, |dp7EBase DN
dc=example , dc=com &R EMEMRE , W ENEZ A EDN,



57 |da pfiw

in2016.example.com/DC=example DC=com — [ >

Connection  Browse View Options  Utilities  Help
seoTTDTADEDUOLOAFDEDoLDIL
- |DC=example, DC=com:
581101 ADEDOOCO4FDE0SCD.C
Base DN: | DC=example,DC=com « || Bmple,DC=com;
021101 AA4B00CO4FDTDE34A:0
Filter: sAMAccountMame =it.admin ~ || lers,DC=example DC=com:
— p&81101 ADEDOOCO4FDEDSCIC
SCope i
rexample, DC=com;
Opase  (Oorelevel |@ subtree I 6881101 ADEDOOCO4FDA05CDC
mple,DC=com;
Attributes: | objectClass;name;description;canonicalName | 1020 3:43:59 PM Eastern Daylight
120 2:41:57 PM Eastern Daylight
Options I Run I Close
=rrearching...
iap_search_s(ld, "DC=example DC=com”, 2,
"sAMAccountName=it.admin®, attrList, 0, &m=g)
Getting 1 entries:
Dn: CH=IT Admin,CH=Users,DC=example,DC=com
canonicalMame: example.com/Users/T Admin;
name: [T Admin;
objectClass (4): top; person; organizationalPerson;
USEr;
W
Ready
ERERBERTER
[-2147483613] Session Start
[-2147483613] New request Session, context 0x00007f9e65ccdc40, reqType = Authentication
[-2147483613] Fiber started
[-2147483613] Creating LDAP context with uri=Ildap://192.168.1.1: 389
[-2147483613] Connect to LDAP server: |dap://192.168.1.1:389, status = Successful
[-2147483613] supportedLDAPVersion: value = 3
[-2147483613] supportedLDAPVersion: value = 2
[-2147483613] LDAP server 192.168.1.1 is Active directory
[-2147483613] Binding as ftd.adm n@xanpl e. com
[-2147483613] Performing Sinple authentication for ftd.adm n@xanple.comto 192.168.1.1
[-2147483613] LDAP Sear ch:
Base DN = [ dc=exanpl e, dc=comn
Filter = [samaccountname=it. adm n]
Scope = [ SUBTREE]
[-2147483613] User DN = [CN=I T Adm n, CN=User s, DC=exanpl e, DC=conj
[-2147483613] Talking to Active Directory server 192.168.1.1
[-2147483613] Readi ng password policy for it.admn, dn:CN=IT Admi n, CN=User s, DC=exanpl e, DC=com
[-2147483613] Read bad password count O
[-2147483613] Binding as it.admn
[

-2147483613]

Performng Sinple authentication for it.admn to 192.168.1.1




[-2147483613] simple authentication for it.admin returned code (49) Invalid credentials
[-2147483613] Message (it.admi n): 80090308: LdapErr: DSID-0C09042A, comment:

Accept SecurityContext error, data 52e, v3839

[-2147483613] Invalid password for it.admin

[-2147483613] Fiber exit Tx=514 bytes Rx=2764 bytes, status=-1

[-2147483613] Session End
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test aaa-serverin T A AREAREFEAEEBNERRERRFTDETHNEMREER. ETA
PORIELERSR B MR AN, 5 Rtest aaa-server authentication [AAA-server] host [AD
IP/hosthame]

> show runni ng-configurati on aaa-server
aaa- server LAB-AD protocol |dap

realmid 7

aaa- server LAB-AD host win2016.example.com
server-port 389

| dap- base-dn DC=exanpl e, DC=com

| dap- scope subtree

| dap- | ogi n- password *****

| dap-1ogi n-dn ftd.adm n@xanpl e. com
server-type auto-detect

> test aaa-server authentication LAB-AD host win2016.example.com

Usernane: it.admn

PaSSV\DI’d *kkkkk )k

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO  Aut henticati on Successful

HAE
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> show route 192.168.1.1

Routing entry for 192.168.1.0 255.255.255.0
Known vi a "connected", distance 0, netric O (connected, via interface)
Routing Descriptor Bl ocks:
* directly connected, via inside
Route netric is 0, traffic share count is 1

> capture AD interface inside match tcp any host 192.168.1.1 eq 389

> show capture



capture AD type rawdata interface inside [Capturing - O bytes]
match tcp any host 192.168.1.1 eq | dap

> test aaa-server authentication LAB-AD host wi n2016. exanpl e.com usernane it.adm n password
*kkk k%

INFO Attenpting Authentication test to | P address (192.168.1.1) (tineout: 12 seconds)
I NFO Aut hentication Successful

> show capture
capture AD type rawdata interface inside [Capturing - 10905 bytes]
match tcp any host 192.168.1.1 eq | dap

> show capture AD

54 packets captured

1: 23:02:16.770712 192.168.1.17. 61960 > 192.168.1.1.389: S 3681912834: 3681912834(0) win
32768 <mss 1460, nop, nop, ti mestanp 1061373057 0>

2: 23:02:16. 772009 192.168.1.1.389 > 192.168.1.17.61960: S 491521506: 491521506(0) ack
3681912835 wi n 8192 <mss 1460, nop, nop, ti mestanp 762393884 1061373057>

3: 23:02:16. 772039 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491521507 win 32768
<nop, nop, ti mestanp 1061373058 762393884>

4: 23:02:16.772482 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912835: 3681912980( 145)
ack 491521507 wi n 32768 <nop, nop, ti nestanp 1061373059 0>

5: 23:02:16. 772924 192.168.1.1.389 > 192.168.1.17.61960: P 491521507: 491522141(634) ack
3681912980 wi n 65160 <nop, nop, ti mestanp 762393885 1061373059>

6: 23:02:16. 772955 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522141 win 32768
<nop, nop, ti mestanp 1061373059 762393885>

7: 23:02:16.773428 192.168.1.17. 61960 > 192.168.1.1.389: P 3681912980: 3681913024( 44)
ack 491522141 win 32768 <nop, nop, ti nestanp 1061373060 0>

8: 23:02:16. 775030 192.168.1.1.389 > 192.168.1.17.61960: P 491522141: 491522163(22) ack
3681913024 win 65116 <nop, nop, ti mestanp 762393887 1061373060>

9: 23:02:16. 775075 192.168.1.17. 61960 > 192.168.1.1.389: . ack 491522163 win 32768

<nop, nop, ti mestanp 1061373061 762393887>
[...]

54 packets shown
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An account failed to | og on.

Subj ect :

Security | D: SYSTEM
Account Nane: W N2016%$
Account Domai n: EXAMPLE
Logon | D: Ox3E7

Logon Type: 3

Account For Wich Logon Fail ed:
Security |ID:NULL SID

Account Name:it.admin

Account Donmmi n: EXAMPLE

Failure Information:

Failure Reason:The specified user account has expired.

St at us: 0xC0000193
Sub St at us: 0x0

Process | nformation:
Cal l er Process |D:.0x25c

Cal | er Process Nanme: C.\ W ndows\ Syst enB2\ | sass. exe

Net wor k | nformati on:

Wor kst ati on Nanme: W N2016

Source Network Address: 192.168.1.17
Source Port: 56321
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