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cisco sites traffic
(not encrypted)

Cisco Sites

All Traffic
exclude cisco sites

RA VPN Client

HER 1. Y AnyConnectB EEB M4

%ﬂﬁ, IJConflgurallon > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attributes, ZHiZAdd %
§f , 5% %E dynamic-split-exclude-domains B HEF AR EREA , MEFTR :

| | - 1 i L) ' LN ] l L
@ Home 0%} Configuration @ Maonitoring ! LB Save @ Refrash ! o Back '\3 Forward ! ‘? Help i CISCO
Remaote Access VPN 9 8  Gonfiguration > \ccess VPN > Metwork (Client)
-) Intru:uduu:tinn ~

Declarations of custom attribute types and these attributes are enforced in AnwConnect
eroup palicy, AnvConnect dwnamic access policy and AnyConnect custom attribute names

D F'.nyGu:unnect Connection Profiles

EI--‘ finyiConnect Gustomization/Lacalization
i Resources % Add| [ Edit| [ Delete
T Binary :
""" Script Tupe Description

i & Localized Installer Transforms
- AnyConnect Glient Profile
[T AryConnect Client Software
Mo Dymamic Access Policies
Group Policies
b} [Peec(IKEv 1) Connection Profiles
i} [PeeciIkEv2) Gonnection Profiles
Secure Mobility Solution
- i p Address Aszignment

=T Advanced

HEBR 2.V AnyConnect l ER R BHMEEE

ERT R Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names, ##—T
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@ Home C)?:} Configuratian D Maritaring D Save @ Refresh o Back \__) Forward a.) Help CISCO

Remate. F'.ccess VRN =] J;l Oonﬂguratmn > Remate Access WPN > Metwork (Glient) Access > P.dvar'rced > P.nyCo’nnect Custam O
Aittribute Mames

------ T Localized Installer Transforms ~
4 . finyGannect Ol!ent Frofile Declarations of custom atiribute names and these attributes are enforced in AnviConnect eroup
[T AnyCGonnect Client Softeare policy and AnyConnect dwmamic access policy
~Hla Dynamic Access Policies
~ Bl Group Policies % Add (& Edit [ Delete|

i IPeec(IKEw 1) Connection Prafiles
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ERT R Configuration> Remote Access VPN> Network (Client) Access> Group Policies B 28 %k, 2% , EfiZ|Advanced>
AnyConnect Client> Custom Attributes 3 2B ER Type # Name , I FEFTR :

Edit Internal Group Policy: GroupPolicy_AnyConnect-01 x
----- ~Cieneral Caonfiguration of custom policy attributes. ~
Servers
- Advanced % fdd [ Edit [ Delete
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~Browser Promy Tvpe Mame of Value

Eh-ArConnect Client
----- Login Setting
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----- Dead Peer Detection
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enable outside

AnyConnect -customattr dynam c-split-exclude-domai ns description Dynamc Split Tunneling

hsts

enable

max-age 31536000
include-sub-domains

no preload

AnyConnect image disk0:/AnyConnect-win-4.7.04056-webdepTloy-k9.pkg 1
AnyConnect enable
tunnel-group-1list enable
cache

disable

error-recovery disable

AnyConnect - cust om dat a dynami c-split-excl ude-donmains cisco-site ww. ci sco.comtools.cisco.comcomunity.

group-policy GroupPolicy_AnyConnect-01 internal

group-policy G oupPolicy AnyConnect-01 attributes

wins-server none

dns-server value 10.0.0.0
vpn-tunnel-protocol ssl-client
split-tunnel-policy tunnelall
split-tunnel-network-1ist value Spl1itACL
default-domain value cisco.com

AnyConnect - cust om dynam c-split-excl ude-donai ns val ue ci sco-site
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https://tools.cisco.com/bugsearch/bug/CSCvr54798
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ERFEF K 2E E/Dynamic Tunne Exclusions, AnyConnectlaunchsoftware , 553 — T Advanced Window>Statistics , 20T B Fr

R

=101 =]|

aﬂiscu AnyConnect Secure Mobility Client

c1Sco AnyConnect Secure Mobility Client

Virtual Private MNetwork (WYEMN)

Preferences  Statistics | Foute Details | Firewall I Message History

Connection Information

Stake:
Tunnel Mode (IPw4):
Tunnel Mode (IPwa):

Connecked
Tunnel All TrafFic
Drop &l Traffic

Crynamic Tunnel Exclusion:

wian, Cisco,com bools, cisco, com cormunity . cisco, com

vnamic Tunnel Inclusion:
Durakion:
Session Disconneck:

Address Information

Client (IPw4);
Client (IPwa);
Server:

Bytes

Management Zonnection Skate:

Mone
000043
Mone

Disconnected {user bunnel ackive)

1.176.100,101
Mat Ay ailable
100.0.0,254

Reset

=

Export Skats, ., |

#th ] LUE B = Advanced Window>Route Details 22 5[42# , #Dynamic Tunnel Exclusions{TE23% , Non-Secured Routes, 21 T~ BIFfi =

o



&' Gisco AnyConnect Secure Mobility Client o |

NI

cISCo AnyConnect Secure Mobility Client

Virtual Frivate Metworl (VRN

Preferences | Statistice Route Details | Firewmall I Meszage Hiztory

Mon-Secured Routes (IPw4) =

72.163.4.38/32 (toals, cisco.com)
173,37, 145,84)32 (v, cisco, cam)
208,74, 2059, 244)32 {community  cisca,com)

Secured Routes (IPv4) =

0.0.0.0/0

EARRHIG | &2 Bwww.cisco.com Dynamic Tunnel Exclusion listunderand the Wireshark capture collected on the AnyConnect client
physical interface confirm the traffic to www.cisco.com (198.51.100.0) is not encrypted by DTLS,

/@ Gapturing from O—hJ) TVPHEE  [Wireshark 1.124 (v1.124-0-gb4861da from master—1.12)]

File Edit Miew Go Gapture Analyze Statistice  Telephony  Tools  Internals Help

e & & | L RBE | Ae» T L(BE QQQ 0| MM %
FiIter:I j Expreszion.. Glear Apply Save
Ma. |Time |Source |SPort |Destination IDPort |[leneth [Ifa i

17 2.991100000 100.0.0.1 56319 100.0.0.254 44 569 CID: 2534, Sed: 0O

2095 1 5. 84

Al nlaln]

21 3.128848000 100.0.0.1 2093 173.37.145.84 443 54 2003+443 [ack] seq=1l
22 3.128886000 100.0.0.1 2094 173.37.145.84 443 54 2004+443 [Aack] seq=1
23 3.129667000 100.0.0.1 2093 173.37.145.84 443 296 Client Hellao
24 3.130049000 100.0.0.1 2094 173.37.145.84 443 296 Client Hellao

bad 3713
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Apr 02 2020 10:01:09: %A SA-4-722041: Tunnel Group <AnyConnect-01> GroupPolicy <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> N
Apr 02 2020 10:01:09: %A SA-5-722033: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> First TCP SV C connection established fol
Apr 02 2020 10:01:09: %A SA-6-722022: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> TCP SV C connection established without
Apr 02 2020 10:01:09: %A SA-6-722055: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> Client Type: Cisco AnyConnect VPN Ag
Apr 02 2020 10:01:09: %A SA-4-722051: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> | Pv4 Address <172.16.0.0> |Pv6 address
Apr 02 2020 10:01:09: %A SA-6-302013: Built inbound TCP connection 8570 for outside:172.16.0.0/44868 (172.16.0.0/44868) to identity:203.0.113.0/44:
Apr 02 2020 10:01:09: %A SA-4-722037: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> SV C closing connection: Transport closir
Apr 02 2020 10:01:09: %A SA-5-722010: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> SVC Message: 16/ERROR: Configuratior
Apr 02 2020 10:01:09: %A SA-6-716002: Group <GroupPolicy_AnyConnect-01> User <cisco> |P <172.16.0.0> WebV PN session terminated: User Reque
Apr 02 2020 10:01:09: %A SA-4-113019: Group = AnyConnect-01, Username = cisco, |P = 172.16.0.0, Session disconnected. Session Type: AnyConnect-

% AR WE , B LEAE A R cisco.comiZ R 2 FFFQDN |, il flwww.cisco.comFitool s.cisco.coms

%R Route DetailsSE B P RETEEIKE

EEFHAHRNBEERERER , AnyConnect® F % & B B11E Route Detail SEL 8 A 18 X136 18 hil| Pt 31k FTFQDN,

# T B AnyConnectf i & 2R 7 BL B IEFEAY AnyconnectiE 5K B , AT LUE{Ta S show vpn-sessiondb anyconnect filter name

<username>

<ttroot>

ASAV10# show vpn-sessiondb anyconnect filter name cisco
Session Type: AnyConnect

Username : cisco Index : 7

Assigned |IP: 172.16.0.0 Public IP: 10.0.0.0

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1))AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHA384

Bytes Tx : 7795373 Bytes Rx : 390956

Group Policy : GoupPolicy_AnyConnect-01

Tunnel Group : AnyConnect-01

Login Time : 13:20:48 UTC Tue Mar 31 2020
Duration : 20h:19m:47s

Inactivity : O0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 019600a9000070005e8343b0
Security Grp : none
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/configure-vpn.html#concept_fly_15q_tz
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/configure-vpn.html#concept_fly_15q_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
https://www.cisco.com/c/en/us/td/docs/security/asa/asa913/asdm713/vpn/asdm-713-vpn-config/vpn-asdm-setup.html#task_ydq_tbw_tz
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