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GENERAL SETTINGS

Dizable Roaming Client when on an Umbrella Protected Network

ANYCONNECT ROAMING CLIENT SETTINGS

Disable Roaming Chant when on a Cisco Trusted Network
Disable Roaming Client while full-tunnel VPN sessions are active
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¥ M Mac OS X:/opt/cisco/anyconnect/Umbrella
¥R Windows: C:\ProgramData\Cisco\Cisco AnyConnect Security Mobility Client\Umbrella
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anyconnect profiles OpenDNS diskO:/OrgInfo.json
1
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group-policy <Group_Policy Name> attribute
webvpn

anyconnect profiles value OpenDNS type umbrella
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VPN:
Ready to connect.

Roaming Security:
You are protected by Umbrella.

DMS queries are encrypted.
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l-—- ip local pool for vpn
ip local pool vpn_pool 198.51.100.1-198.51.100.9 mask 255.255.255.224

l-—- Optional NAT Hairpin configuration to reach OpenDNS servers through VPN tunnel
object network OpenDNS

subnet 198.51.100.0 255.255.255.0

nat (outside,outside) source dynamic OpenDNS interface

1

same-security-traffic permit intra-interface

I-—- Global Webvpn Configuration

webvpn

enable outside

anyconnect image diskO:/anyconnect-win-4.3.01095-k9.pkg 1



anyconnect profiles Anyconnect disk0:/anyconnect.xml
anyconnect profiles OpenDNS disk0:/OrgInfo.json
anyconnect enable

tunnel-group-1list enable

l-—- gplit-include Configuration
access-list Split_Include standard permit <host/subnet>

group-policy OpenDNS_Split_Include internal

group-policy OpenDNS_Split_Include attributes

wins-server none

dns-server value 198.51.100.11

vpn-tunnel-protocol ssl-client ssl-clientless
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split_Include
split-dns value

(Optional Split-DNS Configuration)
webvpn
anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella
1
tunnel-group OpenDNS_Split_Include type remote-access
tunnel-group OpenDNS_Split_Include general-attributes
address-pool vpn_pool
default-group-policy OpenDNS_Split_Include
tunnel-group OpenDNS_Split_Include webvpn-attributes
group-alias OpenDNS_Split_Include enable

l-—- Split-exclude Configuration
access-1list Split_Exclude standard permit <host/subnet>

group-policy OpenDNS_Split_Exclude internal

group-policy OpenDNS_Split_Exclude attributes

wins-server none

dns-server value 198.51.100.11

vpn-tunnel-protocol ssl-client ssl-clientless
split-tunnel-policy excludespecified
split-tunnel-network-list value Split_Exclude

webvpn

anyconnect profiles value AnyConnect type user
anyconnect profiles value OpenDNS type umbrella

1

tunnel-group OpenDNS_Split_Exclude type remote-access
tunnel-group OpenDNS_Split_Exclude general-attributes
address-pool vpn_pool

default-group-policy OpenDNS_Split_Exclude
tunnel-group OpenDNS_Split_Exclude webvpn-attributes
group-alias OpenDNS_Split_Exclude enable

| --- Tunnelall Configuration

group-policy OpenDNS_Tunnel_ All internal

group-policy OpenDNS_Tunnel_All attributes

wins-server none

dns-server value 198.51.100.11

vpn-tunnel-protocol ssl-client ssl-clientless
split-tunnel-policy tunnelall

webvpn

anyconnect profiles value AnyConnect type user



anyconnect profiles value OpenDNS type umbrella

tunnel-group OpenDNS_Tunnel All type remote-access

tunnel-group OpenDNS_Tunnel_ All general-attributes
address-pool vpn_pool
default-group-policy OpenDNS_Tunnel_All

tunnel-group OpenDNS_Tunnel_ All webvpn-attributes

group-alias OpenDNS_Tunnel_All enable
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