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Anyconnect VPN user

ASDM AnyConnectfi E &M
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ool QCesi= g Hich feail gty and Soslabi ity W zard., | AmCannact WEN Wizssd.. nboad
Fvi: Unified Commmunication Wizsrd.. Clientless S5 WrN Wizard.,
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- o TR TR = 1Pzez IKEL)
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2. B A Connection Profile Name , #& VPN Access Interface T PL1E E BB K IEVPNII N E
, AR%E R — T Next:

[B] AnyConnect VPN Connection Setup Wizard — u
Sheps | Covnection Profile Identification
1. Infroduction This step allows vou to configure 3 Connection Profile Mame and the Interface the remote access users will

. connection Profile | %% for WP connections.

Identification
Connection Profile Mame:  SSLClent

3. VPN Promooks
I 4. Client Images

WPM Access [nterface: :mtsi:le v:
5. futhentication Meth

3. A% "SSL, B A HRUBMBLEEEFE(SSL). Device CertificateR] AR ZEENE=H
BEFEBMBCAERNESE ( HlIVerisignsHEntrust ) REEREFE, NIRBECLER
ASAL |, RAIMLUEIA TALEERIZRE., WE  LIFERERENARSF[HESE. OR
ASALERISEREFMARE , CAXBEEREEBRRE , BlIX—TManage. EREE=H
HE , BFTHASASXFHLEE=FHHEFTENEWebVPNELE RHICiscoX B & F A
FIIREY 5 B8,
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[B AnyConnect VPN Connection Setup Wizard - &

Sheps

1.
2.

Introduction

Connection Frofile
Identification

. ¥PN Protocols

4, Client Images

WPM Frotocols

AnyConrect can use elther the IPsec or SSL protocol 1o protect the data traffic, Please select which protocol
o protocols you would lke this connaction profile to support

[7]ssL

[P=ac

5. authentcation Methe | it
r Device certificate identifies thie 454 o the remote access clients, Certain AmConnect
8. Client Address foatures (always-0n, Psec/KEVZ) reguie that valid device certificate ba availshla on
AEE'gFl mEH'It ﬂ..-IE ﬁEﬂ.
7. Metwork: Mams
Resolution Servers Davice Certificate: |- More - = | Manage...
2, NAT Exempt
M Aesdmeemeet et
4. % —"TF TAdd.
[E AnyConnect VPN Connection Setup Wizard - &
s - b
St [ Manage Identity Certificates 28 |
| pcal
3, Issued To Issuwed By Expiry Date  Associabed Trustpoints Usage  Public Key Type Add
Shovw Detalls
3.
l Delketa
3 Export
| ——
&, Instal
Eind: 2 @ [ match case
7

5. 7£ Trustpoint Nametl@ L F A B EMNEZ B , ARERIE—TAdd a new identity certificate 512 1% it
o WMRHEE LR BRivest-Shamir-Addleman(RSA)& 8% , 35— TNewl ER —1HE :



Add Identity Certificate e

Trustpaoint Mame: SelfsignedCert]

() Import the identity certificate from a file (PKCS12 format with Certificates)+Private Key):
Decryption Passphrase;
File to Import From: Browse..,

(@) add a new identity certificate:

Key Pair; <Default-RSA-Key > '.I Showy... J [ e, ‘

Certificate Subject OM:  |CM=anyconnect.cisco.com | Select...

|| Generate self-signed certificate

&ct as local certificate authority and issue dynamic certificates to TLS-Prosy

I addvanced...

Add Certificate ] I Cancel ‘ I Help ‘

6. ¥ — T Use default key pair name Ei#i%Z4l , =% — T Enter new key pair name 2 &z i 3t &
AFERE, BESBHOK/D , R%EIE— T Generate Now:

Add Key Pair o

kKey Type: (@) RSA [ ECDSA

Mame: () Use default key pair name

ﬂ Enter new key pair name: |sslcert

Size: 2048 A
Usage: (@) General purpose [ Special
Generate Mow | | Cancel | | Help

7. ERSAS R Y % | BIESBIEFGenerate self-signed certificateZREX 5, 7E Certificate
Subject DNRE{L & AFTE B £ FH & (DN) , A% IE— TAdd Certificate:



T Add Identity Certificate X

Trustpoint Name: SelfsignedCert

() Import the identity certificate from a file (PKCS12 format with Certificate(s)+Private Key):

Decryption Passphrase:

File to Import From:

Browise. ..
@) add a new identity certificate:
Key Pair: sslcert v ’ Show. .. ] [ Mlenis. . l
L :

Certificate Subject OM:  |[(Ch=anyconnect.cisco.com

isenerate self-signed certificate

] act as local certificate authority and issue dynarmic certificates to TLS-Proxy

[ Advanced...
’ add Cerfificate ] ’ Cancel ] ’ Help ]
8. EMERE , ML —TOK. OKHNext:
[ AnyConnect VPN Connection Setup Wizard - |
St [Fj Manage Identity Certificates 23
! > lzsued To Issued By Ewpiry Date  Associsted Trustpoints  Usage  Public Key Type Add
16:39:40 M. SelfsigredCert EEMENETETSN | cron e |
| - | Dol |
= Export
I =
e Inetal
Eind: ) | | Match case
7

Public T4 Enrollment

Gat your Clsoo ASA security sppliance up and rumning quickly with an S50 Advantage digital certificate from
| 9 Enfrust, Entrust offers Cisco customers a special promotional price for certificates and frial certificates for testing.

| Ervoll 454 SSL certificate with Entrust

1 LIzing a previowsly saved certificate signing request, enroll with Entrust,

| . QK | | concel | Help

9. —T TAdd. LAfEPCEHREIECIEEE P #FTIAnyConnect®E Fin MR (. pkglaR). #&E—T T
Browse Flash. SAfEtREITLRFHEATIBBRR , IR — T "Upload. MBI HMETIEMA -
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. Client Address
Assignment

. Authentication Methe

4 Add 'F.epla:e|'.' DeEl:e| + |*[r

'

r

[ Add AnyConnect Client Image

=

. Metwork Marme
Resolution Servers|

. MAT Exempt

. AnyConnect Client
Deployrment

ArwConnect Image: '

Regular expression to match user-agent

[ Browse Flash.., :

| uload.. |

10, Summary

ik

J |

Carcel | Help |

(] Browse Flash

Folders Files

Bl _diio
H-Jlog
G- erypto_archive
FH-( coredurmpinfo
- snmp
- trp

FileMame

-l

10. FriERBEE |, R — T Next:

e ﬂdd| & Replace| il | Delete| + | + |

anyconnect-win-3,1.03152-k9.pkg
anyconnect-win-3,1.06073-k3,pkg
asa932-smp-k8.bin

B T

oA AT e

Image

‘diskO: /anyconnect-win-3, 1.06073-k9.nk q

Regular expression to match user-agent

bere,

You can download AnyConnect Client packages from Cisco by searching 'AnyConnect YPN Client' or click

’ < Back ” MNext = ]

’Car‘u:el ” Helpn l

M. ERAESFORIAEBS DRE. RENZIRAAARRFETR. IREAESRE , ALE

LOCA , R —TNext. ME : EARHIF , BE TLOCALE =

==
, BE
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[B AnyConnect VPN Connection Setup Wizard

Sheps
1. InTocucton

2, Connection Profile
Identificaton

3. ¥PN Frotocoke
4, Clent Images

5. Authentication
Methods

6, Client sddress

hzsignment

7. Netwark Hame

Resolution Servers

3, NAT Exempt

9, anyCornect Client
Deployment

10, Surnenary

Authentication Mathods

This step 2tz you specify the location of the authentication server,
Yo can click on the "Mew..." buthon o oreate 3 new server group,

AdA Sorver Group: LOCAL w | Naw...
. .

Local User Dataoase Detalls

cisco
Lser o be addad
Lzarname: Userl [W
Passwiord : LT T
Confirim Password: | eees :
< Back ][ Mest = [ Cancel [ Help

12. XABEVPNEFimibitit, MRESEEET —@ , AIRTIEERREY, NRTE

13.

14.

4. Client Images
3. Authentication Mettu

6. Client Address
Assignment

7. Metwork Marme
Resolution Servers

3. MAT Exermpt

3. AnyConnect Client
Deploy ment

10, Sumrmary

A — TNewl BB — B RE. TTHE , #E— TNext:

~_"IP v4 address Pool | IP v6 Address ool |

Address Paol: === Select -—- = MeEw, ..

Detalls o == add 1Pva Pool ﬂ

Marme: SEL=Pool

Starting IP Address:  10.10.11.1 ™
Ending IF Address: 10.10.11.20 E|
Subnet Mask: 255.255.255.0] -

| (04 I Cancel I | Help I

#$15 8 R (DNS) A AR MDNIE E it ¥ A BIDNSH FZM L , RBE-TF—F:

Sheps
1, Introduction

. Conrection Profile
Identification

3, VPN Protocols
I 4, Client Images
5

ha

. buthentication Meth

Metwork Mame Resolition Servers

This step lets you specify how comain names are resolved for the remote user when accessing the intemal
network,

DNS Sarvers:  10,10,10.23

WINS Servers:

Domain Marme: Cisco.com

HERGIF , BERREIBEBVPNG B ERASARK Inside ( HLAN ) THEHY
10.10.10.0/24#85% . % ¥ 52 A #B  #8 z 6 Y 37 B A 28 5% PR AT (R B0 RE AR B 1tk L BB (NAT) o




iZ Exempt VPN traffic from network address translationZxEu 7 #2 , M8 & R & BRE
LANFIWANS T :

2. Connaction Profile

Identification \v Exempt VPN traffic from network address franslation:
3. WPM Protocols Inside Interface ks the interface directly connected to your internal network.
4. Client Images Inside Interface:  Inside -

5. Authentication Methe
Local Metwork is the network address(es) of the internal network that client

Can access.
6. Client Address
Assignment Local Metwork:  any E]

7. Metwork Mame
Fesolution Servers

8. NAT Exempt
9. AryConnect Client

The traffic between anyConnect client and internal network will be exempt
fram network address ranslation.

15. BE ML ARBRI AR

[ Browse Local Metwork | ——

% add ~ [ Edit [ Delete | Q, Where Used Q Not Used

Filter: Filter |Clear
Ll |
Marme IP Address MNetrmask Description Object NAT Addr...

ssassol |
af outsid.., 10,106.44.0 255.253.255.0
""" &f 10.0.0.0 10.0.0.0 255.0.0.0

----- s 10.1.2... 10.1.232.192 255.255.255...
= 1Pv4 Network Object Groups
o [ ANy
il OBJ_L...
|E- Interfaces
) Inside

Selected Local Network

Local Metwork -= ] Inside-network /24

[ ok || cancel




5. Authentication Math
Local Mebwork is the network address(es) of the internal retwork that client

. Can access.,
&, Client Addrass

AEgIgnment Local Metwork: | 10.10.10.0/24 [

7. Retwark Mame
Resolution Servers
The traffic between arpConnect client and nternal network will be exermpt

8. NAT Exempt from network address translation.
9. anyConnect Client
Deployment
10, Surrnsy
< Back | | et = Cancel Hzlp

16. #—T "Nexts . "Nexty , &A% "Finish.
AnyConnectZ FinBlEREE TR, ER , ELBBEEEBER EAnyConnecth , ©EEEF S
PEERIEEE ATunnelall, 27T EHBERELTEESR L ATHS IBE,

BHEE - MR KREEHF D BEE , B P3IE KBS (1 T8 5RAE SR BE (DfItGrpPolicy)#é & , TEEREXE
ATunnelall, EERE—BEFIHBEBVPNER , FTERE (2EEWebHHRE ) 5 BB
EEE,

RE Bt BASA WAN(ZX Outside)IPit it I RET EEBEFIm B EWRRE, TJ#Microsoft
Windows ZE f route printds Y& i P B EEEE R

S BIRRER &

DERER—EWEE L TARERMSENFZN FRSIEIHNRE. HP P RGHELIEEEBBNE
ER4EE(ACL)MMERE, ACLELERMN FRBZEIMNREKBEBRBERET FHETNE , ELEF
MR B REEPCREBRF,

TRAT SR |, LUER Tunnel-alliB5E%8 & Split-tunne{B&E -

1. B fn F|Configuration > Remote Access VPN > Group Policies:

e 'tIITEI|="J‘:_.k Cu‘rﬂ:l,raﬂ:ln| L__, rmnmrm| |l sarm (08 =afrech) () 2ack ) Forwia s | “;._.) Halp
Dawice List 5 B = I 2 B OrrEEs W o -
% aod [l Delem S Connact

] M a0an = Ferate &Ccass viefy = et Wik

Maraga YP geaup cnicee P gros B a milkerio of iesr-neiasted aothoeeation attrbotegszios mars fist may B smred nkamal

Find: 30 il et s referenced by P cormscbion profikes anduser aoons
B 17,105, 130,274
TR CE R T = T enfores AuthorEamon atrbobes friom an L00F sarees a0 mues uss an LDeR atte bote man.
5l 10.105.44.20 = skl -| 3 Coit) T Delate B Aszin
10, 106,44, 100 -
o T (A 1) BGOSR B |
FHame Tepa TLnaling Frabaco
Remote Accass YN & & )
.7 otz - Groupknley =it el Jmhler |
[ R (Clent Acosss CoibzroPalicy ¢S ystam Defautt) Intgrmial kged a2zl cliz s 2p-jpee

I -l AreCornect Commcchon Srofikes

| ) ArpCormsct CuetomizstionLocal :
! ﬁ.-'-.l‘ﬂ_-’rl‘ﬂ'ﬁ'f =nr Friofiks
-1 AreCornect et Sofbeare

| %Ernarr-:e.:ceaa'u Cies
| N T

2. #%—TEdit , £ B E#H Z|/Advanced > Split Tunneling. BUHEIE A Policy3h 5 H &Y
InheritBREX 5 88 , SRE U T H18 B8 I8 1F Tunnel Network List Below.



(& Edit Internal Group PdiE.GrouEPnliqr_SSLcliﬂ- s - S—

~General The ¥PM client makes split unneling decisions on the basis of a network list that can be specifie
—SErvers
[= #chvanced . f .
R CHS Mames: ﬂ Inharlt
L EFEE S Fope Send All DNS Lookups Through Tunnel: [V]Inherit (1 ves (o
[ &nyCaonnect Client 2E o 3 =
IPseci{IkEv1) Client _
Palicy: ~linherit  Tunnel Network List Below
Metwork List: | Inherit

3. BUHIE R Network ListgB2 W InheritBg BN R , RE IR — TManage LEZEEER Fins Eah
BV LANABEBE BYACL:

. - re———
Wtk Lizt [ [1rhert | inelde_acoass i * | Matsga.,

Preezsireg thie Dabbor b sebug solil eshazon o eleb Soonby prosics,
St Salit CeChasian 10r Welb Seourity. |

4. —T TStandard ACLy . FAdd, . TAdd ACL. , &% "ACLname:

~Ganeral The YPil client makes soli
i Sarvers
S Advanced (8 ACL Manager
==rn = DMNS K
Split Tunneling
Browser Prowy Send Standard ACL | Extended ACL
[+ s Connect Client _
HHPsec(IKEvL) Client # Add - @ Ecit Woeketz| 4+ ¥ | % T Wl -|
Policy Mo Address Action Diescription
M tg '
[ Add AcL S
Press|
E‘ ACL Mame: Split-aCL|
oK Cancel He:
| | [

5. % —TAdd ACELLHERA



g AL Mandyer

Standard ACL | Extended m:L|

% add - B Edit [ Delete | + & | & B2 @ - |

Mo Address Action Description

(5 Add ACE

Action: (@ Permit () Deny

o s g=Cpll 0, 10, 10,0724 E]

Mesrrintinm:

6.%—T "OK, (HE ).

£ Inteereal s Pk Group Pelkey 55 dlent = - -
Im = u-n w4 J - - 2 ‘ -
| T T 7T Ll it oA, 08 A0 g ok e 8 = w1 o Lt = T il 52 Foalis oo spaaiTend L vy by priremin g ot [aigmt ctomrmedirs 1V ay ral Wl E Lol 7 B
[ CH
=rirbienoed TLE Mames: 71kt
—Browze Fooes Zord AI10NS L2 o5z Threae s el ) 1Eart ez Pz

Erstoene C ket
FHFrecilh s Cent
2y [berit Tormel Hetwok L 2k Sebow -

Mok LEE: Tkt Ssk-acL * | mMonage |

Pz this by mossbup sk eshsmor B svsh Becory prosies

| “A L S Bz b B s Saniy

Inberpl BHEE LunfSigaration Message froms Maceosalt Cieets #

7.%—T TApply. o
ERE  FOACLEW FRS =M ERBETEREFHREMNBEAKT. EMicrosoft WindowsE
f& £, AT A 7Eroute printas SRV E H PRt EE, BERAMNT —BiER KRB EFFiRIPHFHEN
IPitisit (BERFHENE—@IPHu ) :

C.\ User s\ adm n>route print
| Pv4 Route Tabl e

Active Routes:

Net wor kK Destination Netnmask Gateway |Interface Metric

0.0.0.0 0.0.0.0 10.106.44.1 10.106. 44. 243 261

10.10.10.0 255.255.255.0 10.10.11.2 10.10.11.1 2

!! This is the split tunnel route

10. 106. 44. 0 255. 255.255.0 On-link 10. 106. 44. 243 261
172.16.21.1 255.255.255.255 On-link 10.106.44.243 6

!! This is the route for the ASA Public IP Address.

EMAC OSEfS £ |, 8 Anetstat -ris S LARBEPCEB AR :

$ netstat -r

Routi ng tabl es

Internet:

Destination Gateway Flags Refs Use Netif Expire
default hsrp-64-103-236-1. UGSc 34 0 enl



10.10.10/24 10.10.11.2 UGSc 0 44 utunl
!! This is the split tunnel route.

10.10.11.2/32 local host UGSc 1 0 |00
172.16.21.1/32 hsrp-64-103-236-1. UGSc 1 0 enl

!! This is the route for the ASA Public IP Address.

T8 % 8 AnyConnect % F i
EFEHAEEK EEECisco AnyConnectZ £ BB ZRFim A LIERAMES % -

. WebZ[ &

- BAUEE
EMEREASERANESPFANE.

Webi &

EEFRAWebZB % |, FHi5https://I<ASAKFQDN>Z<ASAMIP>URLB A B FinE S L1 2IE 25
I EEE%ETWebVPNFIFE M,

BEE . R E M Internet Explorer(IE) , BIZ# X E@iBActiveXTAK , BrIEsRFIFEAJava, Fr
BEHMBREZEHERAJava,

BEAIEER  REREEFRERLHAK , YEFEFIRRERETRRERIIASA,

MiEE . R T e SR RE] AN ETActiveXTHJavalIFFr AT, EERLBE LR , XARFIERE

o

Logon
Eroup S5LClient ¥
LIsername
Fassword

Logaon




B LS 172.16.21.1 /CACHE ste/1/indexhtm

AL AnyConnect Secure Mobility Client

CISCO
rﬁ* WebLaunch Attempting to use Java for Installation
Sun Java applet has started. This could take up to 60
Platform seconds. Please wait...
" Detection

- Java Detection

| Help | | Download |

BURR
SERATSRENAIERBIMEESE

1. R BRHBYE T HAnyConnect®E Fim R, EEREFE THWIERBR®E , 552 B Cisco
AnyConnectZ £ {TEI{VFAEIRMEE, LERLREAT THEL, EMI THEEILERFE
EHMA, 2 "Full installation package - Window / Standalone installer(ISO). . PFi&E
- REB T RISOZERERBRK(Manyconnect-win-3.1.0607 3-pre-deploy-k9.iso).

2. £ WinRars, 7-ZipfEEUSOH £ R A :

i S |
“ anyconnect-win-31.070, B e |
T-Zip L Qpen archive
[&f Edlit with Notepad++ Open archive
Cpen with ¥ Extract files..
Share with - Extract Here

Extract to "anvoonnect-win-3. L0702 1-pra-deplov-ksy"

il -

3. BBV AR , iE1TSetup.exelE R EF BB Cisco AnyConnectZ £ BB E Fim— i KM
i,

R EREVPNIWEHMERTE , BB EHCLI 8.4F18.68Cisco ASA 5500% FI B & #5 BRI B
BEAnyConnect VPNZE FimE iR 200 o

CLI{ANE

AR EIR#Cisco AnyConnectZ £ BB E FinICLIBLEUH B ZE,


https://www.cisco.com/go/anyconnect
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/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_anyconnect.html
/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/vpn_anyconnect.html

ASA Version 9.3(2)

1

host nane Peer ASA- 29

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
ip local pool SSL-Pool 10.10.11.1-10.10.11.20 mask 255.255.255.0
1

interface G gabitEthernet0/0

namei f out si de

security-level O

ip address 172.16.21.1 255.255.255.0

1

interface G gabitEthernet0/1

namei f inside

security-level 100

i p address 10.10.10.1 255.255.255.0

1

boot system di sk0:/asa932-snp-k8. bin

ftp node passive

obj ect network NETWORK OBJ_10.10.10.0_24
subnet 10.10.10.0 255.255.255.0

obj ect network NETWORK OBJ_10.10.11.0_27
subnet 10.10.11.0 255. 255. 255. 224

access-list all extended pernmit ip any any
! ***********Split ACL configuration***********

access-list Split-ACL standard permit 10.10.10.0 255.255.255.0
no pager

| oggi ng enabl e

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

ntu dnz 1500

no failover

icnp unreachable rate-linmt 1 burst-size 1
asdm i mage di sk0:/asdm 721. bi n

no asdm hi story enabl e

arp tineout 14400

no arp permt-nonconnected

! Kok ok ok ok ok ok ok ok ok ok ok Ak NAT eXemptiOI'l Configuration k kb ok ok ok ok ok ok ok ok ok ok ok ok Ak
' This will exempt traffic from Local LAN(s) to the
| Remote LAN(s) from getting NATted on any dynamic NAT rule.

nat (inside,outside) source static NETWORK OBJ_10.10.10.0_24 NETWORK_OBJ_10.10.10.0_24
destination static NETWORK_OBJ_10.10.11.0_27 NETWORK OBJ 10.10.11.0_27 no-proxy-arp
route-lookup

access-group all in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.21.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00

ti meout sip-provisional-nmedia 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout fl oating-conn 0:00: 00

dynamni c- access-policy-record DfltAccessPolicy

user-identity default-domain LOCAL

aaa aut hentication ssh consol e LOCAL

http server enable



http 0.0.0.0 0.0.0.0 outside

no snnp-server
no snnp-server

| ocati on
cont act

IrxxggkAkxx Trustpoint for Selfsigned certificate***xxtxkis
!Genarate the key pair and then configure the trustpoint

!Enroll the trustpoint genarate the self-signed certificate

crypto ca trustpoint SelfsignedCert

enrollment self

subject-name CN=anyconnect.cisco.com

keypair sslcert
crl configure

crypto ca trustpool policy
crypto ca certificate chain Sel fsignedCert
certificate 4748e654

308202f 0
0500303a
636f 6d31
170d3135
311d301b
19301706
06092a86
55a975ec
ed327ech
7877042b
75930f d9
5a084cf 0
53d17d9of
03a5e788
19f 99ab7
300d0609
c09ea8da
64df b267
daf 46e34
f2a674el
4f 9d9bda
900a72a4
3f e4b836
b2371lee4
quit

308201d8
311d301b
19301706
30343032
06035504
092a8648
4886f 70d
alf 2133f
286594bc
b6980dc7
888f 92b8
403267a6
4c28a3fd
94678f 4d
c2bedb68
22864886
314900e7
5l1e8af 22
bd9of d20a
8b5d651f
Tae2f 750
22c2b70d
6bd213d4
23b16359

tel net tinmeout 5
ssh timeout 5
ssh key-exchange group dh-groupl-shal
consol e timeout O
managenent - access i nsi de
t hr eat - det ecti on basi c-t hreat
threat-detection statistics access-|ist

no threat-detection statistics tcp-intercept
ssl server-version tlsvl-only
ssl encryption des-shal 3des-shal aes128-shal aes256-shal

| x*xxxxx* Bind the certificate to the outside interface******x**

a0030201
06035504
092a8648
32313534
03131461
86f 70d01
01010105
0a2c3960
29291d8f
ccaa39c8
of 424f d7
23c18f a4
609891f 7
7f 273516
6d182b82
f70d0101
5f a36947
0a6a8378
bacf 86el
760b7e8b
313c6b76
111e1d92
a6356a6¢c
bala5541

02020447
03131461
86f 70d01
30375al7
6e79636f
0902160a
00038201
0da670f 8
15140bad
c34164d9
277e8f 9e
f ca9463f
3550c991
c471285f
7ecf 39d5
05050003
c0bc1778
5ee6a734
3fac8165
f 853822c
f 8d00bf 5
62f 90476
2b020191
ed719680

48e65430
6e79636f
0902160a
0d323530
6e6e6563
50656572
0f 003082
bcb6dad7
d33bc492
e2ddeeal
15422b40
aa76057a
6lef 0de8
4e23422e
1314c87b
82010100
d132a360
b74e686¢C
f c94f e00
7b875f 91
1f 74cc65
6611b88d
bf 4c8e3d
ee49abe8

ssl trust-point SelfsignedCert outside

0d06092a
6e6e6563
50656572
33333032
742e6369
4153412d
010a0282
ef ef e50a
02f 5301e
3cOb5bad
071ca02a
b07e4b19
67b6c7eb
6061f 1e7
ffddff6e8
d598clc7
0f 635e71
6d983dde
4c2eb983
50113dfd
7c079a2c
f f 58debb
dd7bdd8b

864886f 7
742e6369
4153412d
31353430
73636f 2e
32393082
010100f 6
482db3a9
f615e7cd
5a57ec4b
2a73cf 23
c534c0bb
97¢c3bff 7
186bbf 9c
8231d302
le4d8a71
400e592d
54677465
1f c4ae60
f 68933a2
8cce91b0
f daa6a80
8cc35f 0b

0d010105
73636f 2e
3239301e
375a303a
636f 6d31
0122300d
al125d0do
7c6db7c4
a72b60e0
d77ddb3c
28d14c93
096626a7
c9f 9de34
cf 51laa36
03010001
6cb43296
b27e29b1l
7bf 8f e41
55ea3928
c52f e8d9
a8cdd833
6f e9f 206
9ad8852e

| ¥*x*x*x*Configure the Anyconnect Image and enable Anyconnect***

webvpn

enable outside

anyconnect image diskO:/anyconnect-win-3.1.06073-k9.pkg 1

anyconnect enable

tunnel-group-list enable

I*xxxxAAGroup Policy configuration*****xxx%

!'Tunnel protocol,

Spit tunnel policy, Split



!ACL, etc. can be configured.

group-policy GroupPolicy SSLClient internal
group-policy GroupPolicy SSLClient attributes
wins-server none

dns-server value 10.10.10.23
vpn-tunnel-protocol ikev2 ssl-client
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Split-ACL
default-domain value Cisco.com

usernane User1l password PfeNk7qp9b4LbLV5 encrypted
usernane cisco password 3USUcOPFU MCO4Jk encrypted privilege 15

I r**4AAttTynnel -Group (Connection Profile) Configuraiton***#**

tunnel-group SSLClient type remote-access

tunnel-group SSLClient general-attributes

address-pool SSL-Pool

default-group-policy GroupPolicy SSLClient

tunnel-group SSLClient webvpn-attributes

group-alias SSLClient enable

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map

paraneters

nmessage-| ength maxi mum client auto

nmessage-| engt h maxi mum 512

policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect sip

i nspect xdntp

1

servi ce-policy global _policy global

Crypt ochecksum 8d492b10911d1a8f bcc93aa4405930a0
end

E
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1. Z£ASDM L & EIMonitoring > VPN:

@ Cisco ASDM 7.2 for ASA - 10.106.44.162

File View Tools Wizards Window Help

é:] Home d% Configuration E";—J onibaring QEave @vReﬁesh| o Back \__}Furw.ard ':? Helpf

Device List o B X ronitoring > VPN > WPN Statistics > Sessions
% add [§ Delete & Connect

2. 2\ LA AFilter By:ZIHiBE VPN R B, & THLEE HiEZEAnyConnect Clientfl A S
AnyConnect Client&7&, R : AIERAEMEYE (SlIUEAESBNIPAL ) # LR
TEEEE,



WP =5 0
Fll=s 3= aprgsCranact Clent * == fl SegsterE - - F =
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T 3 Iy Azzicred [P Addes: Profoool Loy o Tiene Jtem T
| B STkt | nars (oo Srapfa o : P,
| B Crupto Statizres Crenattoa Frofie Pubic P Addess Fromgrion st Fatig A b
|- Compreszoi Shitlelics =2 oo Py SSLCHer| 0L n L] ArvpCer natt-Facant 55 -Tureel . 15 5REE LT .

Enarpption Stakktics ==L erreCornact-Fanant (Lrcra 5. 017 LEnSEs 2ITEE

Cloba FEAFzor Sioticbzs
hEC Sosan STy
i - Frotooa| Skehzes
- B yLat Froarg Szsmars
HEl Ulenitkes= S-L VN
H SN Correin urapl e
3, S0 S

| s tes

'ﬁww

3. M T~ — BRI R , USRS EREMERMNFRER !

(5 Session Details | = ]
Sessioh Detalls |
) Group Poloy Assigred [P address Fromcol Login Tima Bym=s Tx e
S Correction Prafilz Fublic TP address Encryption Duration BytEs Ry lr e g ey
CEo0 GroupPalicy SSLCNen 10.10.11.1 AnpConmec-Farcnt SSL-Tuwoel | 16:53:56 LUTC ., 11472 Ch:00n:005
S5 lisrt 172.18.21.1 AnyCommeck-Faremt: {1nome S, Ohc2dm:0%s 20653
DemElls | ac
Local sdd-, f Subnet Mask / Protocal / Poes Ryles: T riore
J2 A Risprists Arkek. A Cubet Mgk f Prawenl f Page | SRpAEn | Giiher Byhes R
I Ay Con, . nonE Turnel [D: 14,1 554 -
Fubilic P! 172.16.21.1 1046
Hashig: nong |
TCP Src Port 57823 =
TCP Ot Fart 443

Athentication Mode: userPasswond

Idie Tima Qut; 30 Minukes

Idle TO Left 9 Minues

Cliert T Typa: Windowes

Cligrit Typa: Ay Correct

Clisnt Ve Croo AnyZonnact WEN agent

i b T

4. FECLI 5 Ashow vpn-sessiondb anyconnectis & SAERN 55 E

illil

# show vpn-sessiondb anyconnect

Sessi on Type : AnyConnect

Usernane : cisco Index : 14

Assigned |IP : 10.10.11.1 Public IP: 172.16.21.1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DTLS- Tunnel: (1)DES
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1) SHAl
Bytes Tx : 11472 Bytes Rx : 39712

Group Policy : GroupPolicy_ SSLClient Tunnel Group : SSLClient

Login Tine : 16:58:56 UTC Mon Apr 6 2015

Duration : Oh:49m 54s

Inactivity : Oh:00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

5. S& ] LAGE Al EL 4t B 2B IR SRR/ ME RETE

# show vpn-sessiondb detail anyconnect filter name cisco

Sessi on Type: AnyConnect Detail ed



Usernane : cisco Index : 19

Assigned IP : 10.10.11.1 Public IP : 10.106.44.243

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Premnm um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)3DES DILS-Tunnel: (1)DES
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11036 Bytes Rx : 4977

Pkts Tx : 8 Pkts Rx : 60

Pkts Tx Drop : 0 Pkts Rx Drop : O

G oup Policy : GroupPolicy SSLClient Tunnel G oup : SSLClient

Login Time © 20:33:34 UTC Mon Apr 6 2015

Duration : Oh:01m 19s

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

AnyConnect - Par ent :

Tunnel ID: 19.1

Public I P : 10.106. 44. 243

Encryption : none Hashing : none

TCP Src Port : 58311 TCP Dst Port : 443

Aut h Mode : user Password

Idle Time Qut: 30 Mnutes Idle TO Left : 29 M nutes
Cient OS: Wndows

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 772

Pkts Tx : 4 Pkts Rx : 1

Pkts Tx Drop : 0 Pkts Rx Drop : O

SSL-Tunnel:

Tunnel ID: 19.2

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : 3DES Hashing : SHA1

Encapsul ation: TLSv1.0 TCP Src Port : 58315

TCP Dst Port : 443 Auth Mode : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 29 M nutes
Client OS : Wndows

Client Type : SSL VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : 5518 Bytes Rx : 190

Pkts Tx : 4 Pkts Rx : 2

Pkts Tx Drop : 0 Pkts Rx Drop : O

DTLS-Tunnel:

Tunnel ID: 19.3

Assigned IP : 10.10.11.1 Public IP : 10.106.44. 243
Encryption : DES Hashing : SHA1l

Encapsul ation: DTLSv1.0 UDP Src Port : 58269

UDP Dst Port : 443 Auth Mbde : userPassword

Idle Tine Qut: 30 Mnutes lIdle TO Left : 30 M nutes
Client OS : Wndows

Client Type : DTLS VPN dient

Client Ver : G sco AnyConnect VPN Agent for Wndows 3.1.06073
Bytes Tx : O Bytes Rx : 4150

Pkts Tx : 0 Pkts Rx : 59

Pkts Tx Drop : 0 Pkts Rx Drop : O

RER: AR
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¥l. DARTE FRAIEITAnyConnecttI Efif. DARTE MR 7 EREMT X BHIMTAC) DA B, AR
ENZEHENR  TEEEESFTETEREFHRERK BT,

REDART
SERLLLT 5 BREN T R HEDART:

1. R BRHE L THAnyConnect® Fim R, EEERZFEETHWERME , 552 [KCisco
AnyConnectZ £ T8V EAEIKRE, KEALRET THER. EMITHEELEREE
ERMA, S "Full installation package - Window / Standalone installer(ISO). . Hi&E
- RE T RISOZ LR B (M anyconnect-win-3.1.0607 3-pre-deploy-k9.iso).

2. B WinRarss, 7-Zip#EUSOH £ A A -

. | [ . -
“ anyconnect-win-3,1.070,
| Y Burn disc image 1
T=£ip k| Qpen archivi
|;f Editwith MNotepad++ Open archive
Dpen with * Extract files...
Share with . Extract Here

Extract to "anyoonnect-win-3. L0702 1-pra-deploy-kE,"

3. ABINFRIINERK,

4. 1T Setup.exets R £:& ZAnyconnectS Bi Ml T &:

’ﬁ- Cisco AnyConnect Secure Mobility Client Install Selector =" =

Select the AnyConnec ‘modules you wish to
install: ;

m AnyConnect VPN

m AnyConnect VPN Start Before Login

AnyConnect Diagnostic And Reporting Tool

E{TDART
E{IDARTZ M BELBUTEEEMR :
- EE{TDARTZ A, XA BHBRUHE— K,

- EMEVEER , LRIEERAESHE LAY B BMNERE,
HE FimE ks £ AR EETDART:


https://www.cisco.com/go/anyconnect
https://www.cisco.com/go/anyconnect

Cisco
¢ Cisco AnyConnect Secure Maobility Cl

"E Cisco AnyConnect Diagnostics an

"‘} Cisco AnyConnect Secure Mokl
L Cisco ASDM
Cisco ASDM-IDM Launcher
Cisco Configuration Professional

YWideos

omputer

Cisco AnyConnect Diagnostics and Reporting Tool
AnyConnect Diagnostics and Reporting Tool

(e e S

Cisco IronPort Email Security Plug-In etwork

4 Back

Setfup.exe
Application

‘ Seqrch programs and files

7] LLI&$E Defaultsf, Customt& =, CiscolZBIRE k. B TEITDART , EXRFIEERAE T
E—RREYHE,

Cisco DART 3.1.05170 e

Bundle Creation Op

=

ault" to include the typical log files and diagnostic information in
fr' =] Luur ||:l||:' Select "Custom" o choose the list of log files and diagnostic
infor mation 1o be included in the bundle.

(®) Default (Bundle will be saved to Deskiop)

. CLstom

Clear logs after DART finshes

TRE , TEERDARTRAC ZpERREFIETEFRER, AR, TUAREABESUEFBA4AK
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/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/100597-technote-anyconnect-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/hostscan/117097-trouble-java7-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



