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5
ESM B R EITE R B RRE A B HER N E T,



/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
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ip local pool pool4 172.16.2.100-172.16.2.199 mask 255.255.255.0
ipvé | ocal pool pool 6 fcfe:2222::64/64 128

EEBIPVGEMBFIASA , FEEAEFFHEELSNN I E (BERARNE ) LESIPveitiit,

EBBREERIABEMNIPVOER , BEFEANIMTE LAIPVE,

interface VI an90

nanei f outside

security-level 0O

i p address 203.0.113.2 255.255.255.0
i pv6 address 2001: db8:90:: 2/ 64

1
interface VIl anl02

nanei f inside

security-level 100

i p address 192.168. 102. 2 255. 255. 255.0
i pv6 address fcfe:102::2/64

HRIPV6 , LEFRE—RiEE T — Bk ABRIE @ InternetAY FREREE M

ipvé route outside ::/0 2001:db8:90::5
route outside 0.0.0.0 0.0.0.0 203.0.113.5 1

RTHEFRETENRE ASATEERHORE. ARUMEYHEALERENRA , TF
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/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-
3rdpartyvendorcert.html
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crypto ca trustpoint testCA
keypair testCA
crl configure

crypto ca certificate chain testCA
certificate ca 00
30820312 308201fa a0030201 02020100 300d0609 2a864886 f70d0101 05050030

qui t

certificate 04

3082032¢ 30820214 a0030201 02020104 300d0609 2a864886 f70d0101 05050030
qui t

A&, ETASAK LR EAHMNSSL:

ssl trust-point testCA
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BETREENDNE LBAXDENELRNwWebvpn(SSLVPN)EE., ERAMHTENEFinRED
, WEREBESR (BRFL ) -

webvpn
enabl e outside
anyconnect image di skO:/anyconnect-w n-3. 1. 00495-k9. pkg 1
anyconnect profiles asa9-ssl-ipv4v6 di skO:/asa9-ssl-ipv4ave. xm
anyconnect enabl e

EHEARRAF | BE Pmﬁmwﬂmﬂ DNSTIRESEM ( SHEREFin ) AR FERRE R
(DfitGrpPolicy) FIVELERE R, WETUEEEZEME K MAZUUBRBEEATRANEAEEE
E TR,

X . gateway-fqdn, BHERI.ORFIEHEM | ©EE TDNSHEAHMWASAKFQDN, &EFimfHt
ASAXEHULLFQDN |, Wi EIPV4I_ziE§U|PV6%EE§jUimlxiﬁﬂ#ﬁﬁﬁﬁtFQDNo

group-policy DfltG pPolicy attributes
dns-server val ue 10.48. 66. 195
vpn-tunnel - protocol ssl-client
gat eway-f qdn val ue asa9. exanpl e. net
addr ess- pool s val ue pool 4
i pv6- addr ess- pool s val ue pool 6

bvpn
Wean;)connect profiles value asa9-ssl-ipv4v6 type user
BETR, fiE—E=RZEFREMR, AR5 HATERE(Defaut WEBVPNGroup) , Wi HEEAEXR
EREEARSETINRRE

tunnel - group Def aul t VEBVPNG oup webvpn-attri butes
aut hentication certificate

FEERERT , AnyConnectZE Fin 2@ ERBBIPVAETIER  YHESERANE JT2ERER
PVt TR, 182 , BT A UEBXMLE BRI EETER. LREEHRSIAN
AnyConnectfit Ef£2E "asa9-ssl-ipv4ve.xmly 2FEAASDM(ELE — RimFFEVPN — @3 ( B F
% ) #f — AnyConnectZE FinBElERR)FWE ERERFEESRERN

s S | Add AryConnect Client Profile

Profile Mame aiaY= 44| =pvdvib

S — (Emer e e or the profie)

Profile Usage AnyConnect VPN Profile

Enter a device file path for an xml file, ie. diskl:/ac_profile. The file will be automatically
created if it does not exist,

Profile Location disk0:fasa9-ssl-ipvdvb.xmi Browse Flash..

Upioad

r

Croup Policy <linass igneds ‘__P’/

Help Cancel DK



Profile: asad-sshipwded

4

[ Backis Servers

2 Ceriifcate Matching
= Certificate Evvolmes
£} Mabie folicy

2 Server List

GA8

Preferences (Part 1)

Windows Logon Enforcement
| Singlelocallo.. Wi

Windows VPN Citaslis hment
| LocalUsersOnly <34

™ User Controllable

(_telo ) [ Cancel ) (_Ox )

AnyConnect Client Profile Editor - asad-ssl-ipwdvE

About

|4

Profile: asafd-ssl-ipwdve

About

|owew
ig} Preferences (Par 1)
A* Preferences (Part 2)
|3 Backup Servers
_El‘.‘crﬂﬁ:at: Matching
= Certificane Envalinent

5 server List

]
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Server List

Histrame Host Address
5L i ASAT (IFvd WG] asafl.example.net

_Umi:...:l.ltkup...|.!.umrn... Cé URL  Mabile...

== Inh...

Mate: it i3 highly recommended that at least one server be defined in a profile.

| Add... |
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(Help ) Camcel 3 OK
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Server List Entry

Host Display Mame (reguir S50 1o ASAD [IPw4. IPvE)

FiQ Nkl sl
Casst examoienet ) —

Croup URL

aiathexample, et

Backup Server List

Hose Addness

Primary Profocol

ERHXMLEBESR (AEREREBANs A

Additiongl mabale- only et

"Always On" is disabled. Load Balancing Flelds have been gisabled,

Add
551 £ Automatic SCEP Host
iCA LIRL
Prompt For Challange Password
CA Thurmbpring
0K Cancel |

<?xm version="1.0" encodi ng="UTF- 8" ?>
<AnyConnect Profil e xm ns="http://schemas. xm soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://schemas. xn soap. or g/ encodi ng/ AnyConnect Profil e. xsd">

<Cientlnitialization>

</dientlnitialization>
<ServerList>
<Host Entry>

</ Host Entry> </ Server Li st >
</ AnyConnect Profi | e>
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£ LREERERPIEES T HostName ( TR EMEA , FTHEECRASANER IS ) M
HostAddress ( % 2ASAKFQDN ) .

EE : HostAddresstB{r Al LA & %8 |, {HHostNamet@{Z % BSDEASANFQDN,



AR RIFALHBREER , FAF—EEREREAEFERAASANFQDN, HHERSESL
ERIPv4, EREANR , S TREEER. #EERKEAEERERRE.
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i" Cizco AnyConnect Secure Mobility Client [-_ FF

X
'::Il's'::t' An },!Gunna- re M!E Client

Virtual Private Network (VPN

Preferences | Statistics | Route Details | Firewsal | Message History

Cowrwve Lionn Tnlormation
Sate: Conneched
Turreed Mode (TP ): Tunine! Al Traffic

Tl Mode (TPv8): Drop &8l Traffic
D sticn: 00: 10201

172.16.2.100

203.0.113.2

o m

- Connected to &5a3, example. net,

F£_EFE R EBBIPVGEZEWindows 7E B E
ASA:
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Connection Infarmation
Late:
Turnel Mode (IPv4): Tunnel All Traffic
Tunnel Made (IPvE): Tunnel All Traffic
Duration: 00:10:24

Address Information
Client (TPv4):
Clignt (T

2001:088:90:0:0:0:0:2

Frames

@D v

Connected to asad.example.net.

2289, example.net

. EASAL , #2CLI®ZE "show vpn-sessiondb anyconnect, #iHF# TPublic IPL o TELLRHI
o, B LAEEIEE EEAE R R R EELR - —{ERBEXP over IPv4 , — {83 BWindows 7 over
IPv6:

asa9# show vpn-sessi ondb anyconnect

Sessi on Type: AnyConnect

Usernane : Nanashi no Gonbei Index : 45

Assigned IP : 172.16.2.101 Public IP : 192.0.2.95

Protocol : AnyConnect- Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DILS- Tunnel: (1)AES128
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel: (1) SHA1l
Bytes Tx : 13138 Bytes Rx : 22656

Group Policy : DfltG pPolicy Tunnel Goup : DefaultWEBVPNG oup

Login Tinme : 11:14:29 UTC Fri Cct 12 2012

Duration : 1h:45m 14s



Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none

Username : Uno Who | ndex : 48

Assigned IP : 172.16.2.100 Public IP : 2001:db8:91::7
Assigned | Pv6: fcfe:2222::64

Protocol : AnyConnect-Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Preni um

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1) RC4 DTLS-Tunnel: (1)AES128

Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel : (1) SHA1l
Bytes Tx : 11068 Bytes Rx : 10355

Goup Policy : DfItGpPolicy Tunnel G oup : Default WEBVPNG oup

Login Time : 12:55:45 UTC Fri Cct 12 2012

Duration : Oh: 03m 58s

Inactivity : Oh: 00m 00s

NAC Result : Unknown

VLAN Mapping : N A VLAN : none
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