ZERNEEZ 2R RERLE
B 8%

HEIEY
VPCHE
VYMZ &
MBEBNERE
HEiBWeb GUISVPCIE{TIIIATE

B

AXENMBL BB NAEESXIRE RN AR LR DBBERLEE(VPC). BRREAMF
. ¥EBEXRM, BNERE, RHENEESERFMSHME , FHBAENE

{#£%& : Roman Valenta , ERTAC T2,

B
ER:
VMware ESX 55 5 & iR 4

- EREES (ER ) : 128 GB RAM, 8{ECPURA ( 2fEICPU , BE#HEE4ERZL ) . 1
TBHVMware & £ 17 [& &% /)N A AR R 22

- ERENERELA . ERRERFESSD , EEFARE

- RAIDES] : —ERAID 1048 ( {E2{LBR%R )

o HEVMwareERH#EFEKX/ : 2 TB

« RAID 1048 (4K)H 8 /NE £HEE R T EL : 60K IOPS

- RAID 10 (4K)f B /NEREEZBEME A B : 30K IOPS

BRIERECRBUUTERE

- BEAMfAERESNEREE,
- BRAM{AEDNSHIARER ( WindowsELinux ) T3 EDNSHE A
« EVMWare ESXi & 25 M E# L E (OVA)E R


https://console.amp.cisco.com/docs/private_cloud

EXERTPEA
VMware ESX 6.5

- EREHER (EPR) : 48 GB RAM, 8fECPUR ( EEZBEA2ECPUM4AERZ L ) . 1 TBHY
VMware & £ {# 17 2 &/ 7] A iR 2= A

- EREPESEIGI - SATA

« RAIDZ! R : —{ERAID 1

« &IEVMwareERHETFEKXR/ - 1TB

+ MobaXterm 20.2 ( Z#&iREX , BELIPUTTY )

« Cygwin64 ( AR TRAIrGapE#T )

1848

« {FFHopenSSLEHXCAR I K BHE

- DNSfAARSS ( Linux=XWindows ) K B = £ Windows Server 2016 CentOS-8
- ARAIEKHBWindows VM

- Rig

MR EREIEN48GB , AI3.2+ VPCEHIRAMAE AT A,

N pE - AEZOVARIEEIE S B , Rt EEEVMWare AR HIEEEL D E
SRR FNNEERE.

[E—3

&,

illl
Il

BERABENERERNFMAES  F2HEVPCEEERFM.

N oE ANPHENERBBEEREEEANEEFRY. XHEAINFEEERRESE
Bk ( FERR ) HAREREE) . MRENEREFD  FRREBETMAESTRERNTE,

VPCHBE

BIEEFRAREAEFBHPIRMANURL, FTHROVARELRERE
VMZ 8

E1

E B FFile > Deploy OVF Template , LA EtDeploy OVF Template?®®E& , 20T EFf R


/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification
/content/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

1 New virtual machine - AMP-vPC

+ 1 Select creation type
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings

7 Ready to complete

1 New virtual machine

Select OVF and VMDK files

Select the OVF and VMDK files or OWA for the WM you would like to deploy

Enter a name for the virtual machine.

| AMP-PC

Wirtual machine names can contain up to 80 characters an

X @ PrivateCloud-Latest ova

they must be unique within each ESXi instance.

Back || T |

| Cancel

bd 1 Select creation type

2 Select OVF and VMDK files
3 Select storage

4 License agreements

5 Deployment options

6 Additional settings

7 Ready to complete

Select creation type

How would you like to create a Virtual Machine?

Create a new virtual machine

ploy a virtual machine from an OVF or OVA file

Fegister an existing virtual machine

virtual machine from an OVF and VMDK files.

This option guides you through the process of creating a

| Back || Nea || Fmisn R

Cancel



31 Hew virtual machine - AMP-vPC

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore inwhich to store the configuration and disk files.
bd 3 Select storage
AL RANSe e The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
7 Tty 1 vl Mame ~ | Capacity ~ @ Free ~ | Type ~  Thinpro... -~ Access
[ vDisk-70_12 922 75 GB I 9218 GB VMFS5 Supported  Single
vDisk-70_34 930.25 GB 9293 GB YMF35 Supported Single
vDisk-70_56 930.25 GB 9293 GB YMFS5 Supported Single
vDisk-70_78 930.25 GB 9293 GB YMF35 Supported Single
4 items
| Back || Net || Finish || cancel |

E3

N 52 Thick Provisioning e Y IR AR B 7o, MEBIRIBIRE  ANESHENREES
. B2  ETRREMY. BEENextZE  WTEF R

1 New virtual machine - AMP-vPC

+ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files
+ 3 Select storage

bd 4 Deployment options
Network mappings

5 Ready to complete WM Network | WM Network ¥

Select deployment options

Disk provisioning ® Thin O Thick

Back || Next Finish || Cancel




SR 2:

BEAE.. SUEEOVAER  RRET S LEE, EEFEZOVFERFHEARR LWTFER
OVA%'% , Zlﬂ-Fﬁﬁl'.l_‘o EE-F_ﬂ;o

{31 Hew virtual machine - AMP-vPC

+ 1 Select creation type Ready to complete

¥ 2 Select OVF and VIMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

Y 5 Ready to complete Product FireAMP PrivateCloud x86_54

VM Mame AMP-vPC

Dizks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-disk4 vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM MNetwork: VI Metwork
Guest 05 Name Unknown

Py
i ' 'i Do not refresh your browser while this VM is being deployed.
.

Back || Mext || Finish ‘| Cancel




41 Hew virtual machine - AMP-VPC

+ 1 Select creation type Ready to com p|e[e
+ 2 Select OVF and VMDK files
+ 3 Select storage

Review your settings selection before finishing the wizard

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Name AMP-PC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

Da not refresh your browser while this VM is being deployed.

Back Jext Finish Cancel

VMEEI#% |, BB IBVMIEZ & EHITYRE B,
S 1.

EAEEEE 2] , URLEER[UNCONFIGURED] ( M1 RS EDHCP AR EKIPHIL ) . B
, lEATE2Management T, & =2Production$# M.,

AMP —- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when Finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP Address 192 .166.75.91
Network Mask < 255.255.255.0
Gateways= (Optionall 192 _.168.75.1

<Cancel>




SER 2:

AT LUBIE Tab, EnterfArrowi,

EMZEICONFIG_NETWORK , REZZEIZFEE FMWEnterR , HRRELZ SR HIAEENEE IPHbiE
o MRAFHEMADHCP , FFEENoIEIZFEnteri,

AMP —— Priwvate Cloud Advanced Malware Protection (wer. 3.2.8)

Interface Configuration :: Mode

Would you like to conf igure your interface with DHCP?

< Yes >

AMP —— Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:--192.168.75.2688
MAC Address ... : BB:Bc:29:ab6:4a:11
Password : PGBd"HbCyZ

The password shoun above has been automatically generated for you. You
will be required to change thiz password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
B 1 18 a0 12 e | ) e e 3 | | o e
INFO Display device status ~ information.

{515 P

EHENRET | 8iBYes , REBIEZEEnter,



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Apply Your Interface Configuration?

Reconf igure your administration interface with a static configuration?

¢ho >

WMRIPEEFERT , B ERALEHERAFTETREE, AFEOLREF - E_AREANER.

Restarting eth@. ..

ERROR ¢ [retcssysconf igsnetwork-scripts/ifup-ethl Error, some other host (HB:BC:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcrsysconf ig- network-scripts-sifup-ethl Error, some other host (BB:B8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcssysconf ig/network-scripts/ifup-ethl] Error, some other host (BA:BC:29:41:74:E3) alr

eady uses address 192.168.75.91.

Press ENTER key to continue...




AMP —- Private Cloud Advanced Malware Protection (wver. 3.2.8)

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IP fddress
Network Mask
Gateway= (Optional)

<Cancel>

WMR—-YEFR , BEE BN TR @
exécﬁiétéuﬁ%igufefukédLﬁési acffﬁn rﬁﬁ““
exécﬁiét&uﬁfigufe&luﬁdLﬁés] acff@n rﬁﬁ”h

exﬁcﬁf&[tunfigufetueﬁtLuQs] acfidn ruﬁ..

= exﬁcﬁf&[ﬁesfureSEiinﬁxFiieCuntéifDatai'&ctfun rﬁn.

Recipei B&éei:séh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setossshy . chef -sshd_conf igZ28218418-8586-1ryBgxZ Z6821-B4-18 B6:13:11.889389544 +B880
PR -18,7 +18,7 BR

#hddressFamily any

#listenAddress B.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listenfnddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshsssh_configl action create (up to date)

= servicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcsdefaultsgrubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S] action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragj action run

= exﬁcﬁ{é[&iééhle frénspareﬁt hﬁgeﬁage furldef&ult kefnéii écfiunl}un




Restarting ethd...

Reconf iguring. ..

[2821-84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B4-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled_plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled plugins for ohai.

Starting Chef Client, wversion 12.14.89

EHECENAEHENTREIP, SFEE—RNERG, S TER  ARFARAER,

AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main FMenu

Your AMP Private Cloud device can be managed at:

: https:rr192.168.75.92 I
MAC Address ... ! HHIHCc:29:ab:4a:11
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_HNETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~ shell.

INFO Display device status ~ information.
6B

EiBWeb GUIETVPCHHI R ELE

SR

FRWebBIER T BT K ENERIPHi, EX2REMVAERNEREBCHHTTPSE S
BT REERIIREER  WTEMR. #AERREAGERERRALABEENBESR HTTPSE’%%

o

HEBESRD  BALCZAIEENSTATIC IP,



¢ @ £ hitps//192.168.75.92 e @ @ | Qs

£ B D Menvisited B Cisco BN CocoWPH Bl bmac (T WHOS G Ting Speedtent- Spee.. B U500 2K B inbernet Banka - MON... = dClowd By Google Tanslate ) Mews | Cisco diows EC2Management Cor. |0 Leaming Linux U 5 1t Domm T

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.75.52. f you visit this site, attackers could
fry to steal information like your passwords, emails, or credit card details.,

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If wouw are on 3 corporate network Or using anti-virus software, you can reach out 10 the support teams for assistance,
You can also notify the website's administrator about the problem.

Leam more...

Advanced...

Someona could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Emor code: SEC_ERROR_UNKNOWM_ISSUER

View Certificate

scommended) Accept the Risk and Continue

SR 2:
EAE  BEEEBERE, £0Id Passwordi@{u P E A& EPNYBERE, ENew

Password ( %% ) M P EREHNFER. £ "HER MUPEFRBATER. £ "EXER

d J:igj%o

e

cisco AMP for En deilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

S esssesscese
\ Use one time password
PGB HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Saferi 6+, or Chrome 20+

Password Recovery

. Support

SER 3:
EANE K BEEEERE, £0d Passwordt@{ & & = HIEH P 1R 215,

ENew



Password ( $T%H5 ) MUPERALNHEBR. £ "B BUPEFRBATER. £ "EXEH
d J:iggo

"cllls'élo" AMP for Endpoints prvate cioud administration Portal L Suppot  ?Help @ Logout

L] Configuration = Operations Status ~ Integrations - Support = ol

© Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

Warning

(&

sessessase - Old one time password

|

%

Change Password

SER 4
ET—HL , BT RHIEBUEZIHFUHE, B "REFBIRZ,

/ _ + | HAVE READ AND AGREE | © DECLINE

SER 5.

ESHER  CKEINLEEE  NWTEMR. NREREOER , dUELBRETER , EEXK
S EEFERALTRIEREE, £ Clean InstallationZB 4 #iE ## Start,



el

cISCO AMP for ElldeLllrS Private Cloud Administration Portal . Support  ?Help @ Logout

]

Operations -

Status - Integrations - Support - ol

# Configuration -

Installation Options

Install or Restore

» Install or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds.

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

W /data

SER 6:

REAEENRNENGTTR. BEERFESKEFFIRMEZR. E#on +Upload License

File, BIBFF AR ERI M AREEE, EUpload License Li#IE, IR LELH K BRERERSD
Fre, MREERY , AIGER—EIEENIUREANER., BENext. NRMABELRES
A | AP Ciscofii X &,

'::|| 's'cllc;' AMP for Endpoints ervate cloud Administration Portal L Suppot ?Help @ Logout

# Configuration ~ Operations = Status - Integrations ~ Support - - i

Installation Options

License

> InstaliorR I
stall or Restore v Device ID
> License
£ Com—— =
License

Mo license has been installed

Install New License

B license + Upload License File

[m -



"clll_r:él‘;' AMP for Endpoints erivate cloud administration Portal L. Support ?Help @ Logout
# | Configuration ~  Operations ~  Status - Integrations ~  Support = - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore v :
L, Device ID
» License v
Mo £ G — 5
» Deployment Mode
. AMP for Endpoints Console
Agcount License
» Hardware Requirements
i . Licensee Roman Valenta
Conhgtitation VA 0
> Network
» Date and Time Business Cisco - rvalenta
» Certificate Authorities 30526444 S - 7 256 b49b7as
» Upstream Proxy Server v
% Email o Validity 2021-04-01 - 2025-12-31
» Motifications:
Y Backup 7 Produet SKU FP-AMP-CLOUD=
2> S5H
Seats 50
» Syslog v
» Updates L4
Sarvlcas Replace License (click to expand)
» Authentication

» AMP for Endpoints Console

» Disposition Server ﬁ

. Disposition Server

SR

BRI EBOER , WEFMR. LEREREBELEECHSEHRENENA. FHHARAEER, &#iE
Next AR B ZH H L&,



ailien]es
CI15€0

# | Configuration =

HHRE
SR A:

S

Installation Options

# Install or Restore

¥ License

» Welcome

» Deploymant Mode

., AMP for Endpaints Console
Account

» Hardware Requirements

L4

Configuration
> Network
» Date and Time
» Certificate Authorities
2 Upstream Proxy Server v
» Ermail 0
» Notifications
> Backup \f
» SSH
> Syslog L
» Updates '
Services
» Authentication
» AMP for Endpoinis Console
» Disposition Server
.. Disposition Server
Extended Protocol
Disposition Update
b
Service
Firepower Management
Center

Other

¥ Recovery
» Review and Install

=3 =r

BFER ET-HELERY , RS -LBEARR , WEAMTR , EERBERAR

GAPEX BB

Operations =

AMP for Endpoints Private Cloud Administration Portal

Status ~

L Suppot  ?Help @ Logout

Integrations = Support - ~ -

Welcome to Private Cloud

Before you begin
AMP for Endpoints Private Cloud needs certain network and infrastructure resources in
place

You will be asked to provide this information as you proceed through the instaliation. For
mere information and examples, please refer to the Private Cloud Deployment Strategy
quide

Two Static IP Addresses
One for administrative use, and the other for enterprise-facing senvices

DNS Server
Provides hostname resolution to the Private Cloud device.

Hostnames and Trusted Certificates
One hostname and trusted cerificate for each of the following senices:
« Authentication.
s AMP for Endpoints Console.
» Disposition Server.
» Disposition Server - Extended Protocal.
» Disposition Update Senice
= Firepower Management Center Link.

MNote: Hostnames can not be changed once the device has fimished installation

SMTP Server
Used for emails, alerts, and notifications.

NTP Server
Provides time synchronization across your Private Cloud device and endpoints.

External Internet connection (Proxy Mode only)
Proxy Mode devices perform anonymized disposition queries against the Cisco Cloud.

, EEABEWITERLFERASAIRGAP ONLY



cisco. AMP for E[ldeiI‘HS Private Cloud Administration Portal % Suppot ?Help @ Logout

#

Configuration =

Installation Options

Operations ~

» Install or Restore

» License

> Welcome

» Deployment Mode
AMP for Endpoints Consobe
Account

» Hardware Reguiremenis

Configuration

» Network

» Date and Time

» Certificate Authorities
> Upstream Proxy Server
> Emai

> MNotifications

2> Backup

> SSH

> Syshg

2> Updates

<<

Status - Integrations = Support =

Deployment Mode

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone
mode disables upstream communication with Cisco Cloud disposition servers and pedorms disposition

lookups against a local database.

= Requires an Internet connection and
communication with AMP for Endpaints
Connectors managed by this device.

= Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions

« Content and software updates can be retrieved
and applied automatically.

¥ ¥ AIRGAP ONLY ¥

CIsco

#

wn

Configuration =

Installation Options

Operations ~

» Install or Restore

» License

> Welcome

» Deployment Mode

» Standalone Operation

L4<s

AMP for Endpoints Console

Account
» Hardware Requirements

Cenfiguratien

> MNetwork

» Date and Time

» Certificate Authorities
» Upstream Proxy Semnver
» Email

» Mofifications

» Backup

> SSH

> Syslog

» Updates

L4

L4

AMP for ElldpDiﬂtS Private Cloud Administration Portal

Status - Integrations = Support ~

Deployment Mode

May require an Internet connection
Communication with AMP for Endpoints
Connectors managed by this device are
needed

Disposition queries are handled by the Private
Cloud device.

Content updates contain TETRA definitions as
well as file disposition information.

Updates may be downloaded separately or
automatically on this device.

? Help

<" Standalone

Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups

against a local database.

» Requires an Internet connection and
communication with AMP for Endpoints
Connectors managed by this device,

« Disposition queries are proxied to the Cisco
Cloud.

« Content updates contain TETRA definitions.

« Content and software updates can be retrieved
and applied automaticaily.

« May require an Internet connection

« Communication with AMP for Endpoints
Connectors managed by this device are needed.

« Disposition gueries are handied by the Private
Cloud device,

« Content updates contain TETRA definitions as
well as file disposition information.

« Updates may be downloaded separately or
automatically on this device.

& Logout



Icl|lsé|cl, AMP for E[ldpﬁilltf‘i Private Cloud Administration Portal ?Help @ Logout

W Configuration = Operations - Stalus - Integrations - Support - < Standaione L >

Installation Options

Standalone Operation

Air Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
an IS0 file attached to the device
Deployment Mode

Standalone Operation

AMP for Endpaints Console + Does not reguire an internet Connection
© Actount » Updates must be downloaded separately and
Hardware Requirements applied to this Private Cloud device

» Install or Restore
> License
Walcome

L4

Configuration

¥ Metwork

» Date and Tima

» Certificate Authorities

» Upstream Proxy Senver
Email

> Motifications
Backup o

» SSH

> Syslog
Updates

v
L
L
L
EAAAAIRGAP A

SR 2:

EfnZ|Secure Endpoint Console AccountE, EHEFEAEEFRERBILRE, SKALHIEH
fufERAE. @MAZEHERFNERE, EFBHURER. #ENext.

‘ases’ AMP for Endpoints  private Cious aaministration Porta CSuppot  PHelp @ Logout

# | Configuration - Operations - Status - Integrations ~ Support ~ -~ -

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud

inztall or Restore
2 License
Welcome

L4484

Deployment Mode
AMP for Endpoints
Console Account

Name Roman Valenta

; Business Name  Cisco - valenta
Hardware Reguirements

Configuration v )

3 Metwork Email Address
Date and Time e ———
Certificate Authorities
Upstream Proxy Server v ITITT IR R P T ]
Cisco Cloud Password
> Email w S SBBSBRERRERRRERS
Notifications.
Backup v
S5H ——
2 Syshg v W

» Updates v

MREHEROVARRNZRF BT ILEE , AFEMEEE  MRBEAEELEE , HEBMUELR
EERMBIETHERE, ENRBE , BEFRRNNE.

N o EEREOVARESEE | AR3520K | ZIRAERA128GB RAMFISCPURZ L EREHA



asco  AMP for Endpoints rrivate cloud Administration Partal

#  Configuration - Operations - Status -

Installation Options

Integrations =~

Support ~

L Suppot  ?Help @ Logout

- -

Hardware Requirements

2 m_m" o Reshre o A Hardware Requirements Not Met
2 License L4
3 Walcoms o Your current configuration does not meet the hardware requirements
> Deplayment Mode v
AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to meet
? Account W or exceed the minimum requirements. If you proceed, you may experience system
> Hardware Requirements instability.
Configuration
> Network Hardware Configuration
% Date and Time
5 Certificate Authorities Installed Minimum Required
» Upstream Proxy Server v
S Cisco Cloud CPU Cores 4 8
& Emat ¥ | Memoy 125 GB 128 GB
7 MNoftifications
2 Backup o
> 58H | understand the risks »
2 Syslog L
» Updates v
N, = =
AR EFERAKEE, RIEANRER
(51 Edit seftings - AMP-vPC (ESXi 5.0 virtual machine)
[Virial Hardware | Vi Options |

2 Add hard disk  ®M Add network adapter (=) Add other device

» [ cPU ‘ s v ‘ o 5

k i .

B Memory 131072 MB v == It will worl: with 48Gh as well
&) Flaed aisk | 376.52343| | MB -
kB Hord disk 2 17272043 | | GB v
7 "

b = Hard disk 3 17216082 | | TB v

» I Hard disk 4 A TEEE25 cE v

3 SCSI Controller 0 =

» M Metwork Adapter 1
+ B Network Adapter 2
» % CD/DVD Drive 1

» [@ Video Card

L3I Logic Parallel

VM Network

VM Network

Host device

Specify custom settings

Connect

v Connect

v []Connect

Save

|| Cancel

E#5

B&%  ZAARERRNVE,



'21.'5'2;' AMP fO I Elldpﬂi]lls Private Cloud Administration Portal t. Suppot  ?Help @ Logout

# | Configuration = Operations = Status - ntegrations = Support ~ |

Installation Options

Hardware Requirements

install or Restore i
: ' Hardware Requirements Met
License
y Welcome Your current configuration meets or exceeds the hardware requirements
» Deployment Mode
AMP for Endpoints Console

Aceount Hardware Configuration
Hardware Requirements

L S S

Installed Minimum Required

Configuration

Network

Date and Time

Cerlificate Authorities

Upstream Proxy Server W
» Cisco Cloud

Email W
» Nofifications
» Backup 4

S5H

Syslog v

Updates v

CPU Cores ] ]

Memory 125 GB 128 GB

HBREFERFEIPEEZEETH.

N e BALEANERYTMACHIRE  FHIFETAKEEREAEADHCP, MBS
EHIPEIRE TS BTSSR EN RS RY RSN RENE, IEARE
DNSRIREE | T b5 2 HDNSE B RIS R = Rz 5.
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Cisco

]

Configuration - Operations ~

Installation Options

>

>

Install or Restore
License

» Welcome

>

Deployment Mode

. AMP for Endpoints Censole
“ Account

>

Hardware Requirements

Configuration

VW WY Y Y

Network

Date and Time
Certificate Authorities:
Upstream Proxy Server
Cisco Cloud

Email

# MHotifications

WOV W

Backup
SSH
Syslog

» Updates

Services

> Awuthentication

» AMP for Endpoints Console

v

s

Dizposition Server
Disposition Server
Extended Protocol
Disposition Update
Service

Firepower Management
Center

Other
» Recovery

»

SER 4

Review and instal

L L S84l

<

<

L4 £

AMP for Eﬂdpoill[s Private Cloud Administration Portal

Status - Integrations ~ Support -

. Support ?Help [ Logout

Network Configuration

Clicking Next will apply your interface configuration before validating your settings. If using
DHCP. a releasefrenew will be performed to obtain the reserved DHCP lease

|Administration Portal |

Ilnterface Configuration I

ethO /ee:ec:29:06:4A:11

IP Assignment 192 168.75.92

Mare details

eth1 /ee:eC:29:06:4A:18

IP Assignment 192.168.75.209
More details

Subnet Mask

Gataway

IP Assignment Static e |

P Address [ 192.168.75.93 |

EA Check for IP Address conflicts

265256 256 0 |

192.168.75.1 |

DNS

Primary DNS Server 8888 e s public DNS temporary,

Secondary DNS Server

' Next {Applies EonﬁEltanﬁ) .

BHEEE TRBNKE. EH. BAZRARBPNSEERLSHN —ERSENTPAMRB[A B, &7

LAE R AR ENTPEARER , W EESEERNERIREFE. SREHEIERES K HEKE

2 #1858 {Tamp-ctl ntpdate SR HIEANTPRI R 25 (TENBS ISR 25, 38 Nexto
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asco  AMP for Endpoints erivate cioud administration Portai * Suppot  ?Help [ Logout

# | Configuration ~ Operations ~ Status - Integrations ~ Support - ™~

Installation Options

... Date and Time

- after

> Install or Restore NTP Servers © HELP

v
> License v
> Welcome v
L
o
L

% Deployment Mode @ 19216875254 | <#—— Optional [] Verify hostname resolution

s AMP for Endpoints Console
© Account

> Hardware Requirements Current System Time

Configuration & 2021 /4 /10

» Metwork
» Date and Time o 8 - 117 .| oa uTC
» Cerificate Authoriies

» Upstream Proxy Server v @ Set by NTP

» Cisco Cloud

» Email v

> MNotifications —
> Backup v Next
> 554

<

~ ¥ AIRGAP ONLY ¥ ¥

dfratfus

cisco AMP for Endpoints Private Cloud Administration Portal THelp @ Logout

L Configuration Operations = Status ~ Integrations Support - < Standalone | m -

Installation Options

Prepare amp-sync

» Install or Restore You will need to load a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
» License device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
» Welcome the updates and build an IS0 file that you can then mount on your AMP device:

» Deployment Mode

» Standalone Operation
AMP for Endpaints Console
Account

» Hardware Requiremenis  «

It is suggested that you begin the download process now since the initial update is very large.

load amp-sync m

AR R Y

Configuration

» Metwork

Date and Time
Certificate Authorities
Upstream Proxy Server
Prepare amp-sync
Email

Matifications

Backup

L L4

w

[ix]

r
<

Syslog
Updatas

VW W W W W W W W

LSS

EAAAAIRGAP A

\é"-l'
W % 3

5:

&Z| "Certificate Authoritiess HHE , 1 BT, 7£Add Certificate Authority LIZEIESIFTE R

o

B 33



'EI||5'é|cl,' AMP for EIldeilltS Private Cloud Administration Portal L Suppot ?Help @ Logout

# | Configuration = Operations = Status - Integrations = Support = i (54

Certificate Authorities

Add Centificate Authority -

Installation Options

W

+ Install or Restore
License
» Welcome
» Deployment Mode
. AMP for Endpoints Console
* Account

Hardware Requrements

;g

W N,

Mo certificate authorities have been uploaded to this device

LU T O

a

'Iclrls'é]cl,' AMP for Endpoims Private Cloud Administration Portal . Support ?Help (@ Logout

#  Configuration - Operations - Status - Integrations - Support - .=

T Add Certificate Authority

Install or Restore

License

Welcome:

Deployment Mode

ANP for Endpoints Console
Account

# Certificate Root (PEM .crt) [ Disable Strict TLS Check

W R A

W

Certificate file has been uploaded.

L
LT S T SR

Certificate is in a readable format
> Hardware Requirements

Configuration Certificate start and end dates are valid

> Network

Date and Time
Certificate Authorities
Upsiream Proxy Server v
Cisco Cloud
Email L%
Notifications
Backup v
S5H
Syslog
Updates

Certificate end date is later than 20 months from today

Certificate file only contains one certificate

NN N N

L4
000000

Centificate does not use sha-1 signature algorithm.

WA N

Certificate using RSA keys must use a key size of 2048 or more.

Q

W

W
L4

B | AMP-PC-Root-CA.pem 4+ Add Certificate Root

Services

> Authentication
3 AMP for Endpoints Consale Cancel m

> Disposttion Server

'é_-||'5':_-|$' AMP for EIldeiﬂIS Private Cloud Administration Portal S Support  ?Help @ Logout

# | Configuration - Operations - Status - Integrations - Support ~ |-

Installation Options

... Certificate Authorities

On

> Install or Restore

Add Certificate Authority

» License
> Welcome

v
v
v
> Deployment Mode v o Certificate (click to collapse)
AMP for Endpoints Console v
~ Account
v

Issuer AMP-PC
» Hardware Reguirements & Download

Subject AMP-PC

Validity = 2021-04-09 16:28:00 UTC 2031-04-09 16:28:00 UTC

> Network v =

» Date and Time v

» Certificate Authorities L

2 Upstream Proxy Server v

» Cizco Cloud
HER 6:

T—#RRECisco CloudHH , I FEM R, EFEENINEEH. IRFELAZTLKRENLE
EREEVYMHABHIN  UERENEETEANEHERNERKE K FRABRIHSE, BE



Nexto

I;|||5Iélg;l AMP for El]de IN1S  Private Cloud Administration Portal L Suppot  ?Help [ Logout

# | Configuration = Operations ~ Status - Integrations - Support = P |

Installation Options -
Cisco Cloud
ot lore Cisco Cloud Configuration
License
Welcome
» Deployment Mode
AMP for Endpoints Console
Account

Region

& Cisco Cloud, North America

L T R

Hardware Requirements
View Hostnames (click to expand)
Conﬁguration
Network
Date and Time
» Certificate Authorgies
> Upstream Proxy Server
» Cisco Cloud Client Identity

Emai

Cisco Cloud Identity

L4444

<

& 0f476eaC o b2 7 2a5c

Motifications
Backup

» S5H

> Syslog
Updates

L

L4

SR

EEZBANER , MTEMRR. ZEBREANERNBEANEAR, BAZBRRZEREREERE
HMOEFEMFu, SUUAERAEFEHARE  tAUBBERSBEERESEbit. LEFTN
EEREFEANRGEARBNEF B, ELBNEZERERZHETRTE, MREFS
BRERFRMBEERE K LETUEEE-HNERESTE, #EENext

Ié|| Isél;_; AMP for ElldeilltS Private Cloud Administration Portal L Suppot  ?Help & Logout

# Configuration - Operations = Status = Integrations = Support = ™|

Installation Options

Notifications

huistsloc Reciore v Notification Frequency
License 4

¥ Welcome v Critical Notification Frequency © HELF @ Every 5 Minutes ~
Deployment Mode v }
AMP for Endpeints Console oF

“ Account Natification Frequency @ HELP © Every Week w

» Hardware Reguirements  +"

Configuration

\ Network 2 Motification Addresses

» Date and Time s i s Foie

Notification Recipients HELP A

Certificate Authorities. v P e = oo s
Upstream Proxy Server V

» Cisco Cloud v Notification Sender Address HELP | % donotreply@cisco.com

+ Email L
Notifications _ .
Baciiin = Motification Sender Name © HELP & AMP for Endpoints Device

» SSH
Syslog v

> Updales v Device Name

Services

Device Name QHELF @  Cyberhet vPC 2
Authentication

# AMP for Endpoints Console
Disposition Server
Disposition Server

Extended Protocol Next »
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ETXR, BfE|SSH KeysEH , MM TEFT R, #EAJd SSH Key A AR EFH B EBNWFIEL
i#, SSHER AT ELBBEEREAEFTENRKshelFFBEE, REQNZEENERERTH
BEFA#E, ZNAEEEEFTEOpenSSHEXWRSATS R, BANREEBEEMFHHN
Configuration > SSH#TIE & ZSSHE#., 1#ENext,

CISCO AMP for End pOillrS Private Cloud Administration Portal A& Announcements  ?Help & Logout
L Configuration - Operations - Status ~ ntegrations = Support - «” Standalone LS ¢
© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add SSH Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Edit

ecdsa-shal-nistp2se AANAE 2 N © T2y Tead Phgwn 1B90jTeJgFXtR7QG T dagavTaeD5X0XEd
I4DKhrTNBWE/77T8d/ Jagx/Przxss

ETREEEEServicesHf D, EETRNERT , CEERBELRERBTIBEEIHEY HEEE
MRENSRYE, EETROLRIERF , RATUESEREP —ENEE,

PR 7

S A:

EEBBES , BB R SRR,
&

BHREEIERNE—@ "85, SLEETFTEREE T, ERBNIE  RLEFCHES "T2ABSK
TLSRRE |



Ingtallation Options

ion can

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Replace Certificate

» Disposition Server )
Disposition Server Certificate match

&:liall or Flasr ¥ Authentication Hostname
» License o
» Welcome L
» Deployment hode v I @ | vPCZ-Authentication cyberworld Jocal |
AMP for Endpoints &
Console Account
P Hemee Requlmments. o4 Authentication Certificate ; Undo
Disable Strict TLS Check
Configuration
¥ Metwork L ® Certificate (PEM .crt)
» Date and Time o
¥ Cerificate Authorities v %
Certificate file has been uploaded.
» Upstream Proxy Server ¥ "
» Cisoo Cloud L
3 Email v a Certificate is in a readable format. a
¥ Notifications -
» Badwp V E Certificate start and end dates are falid.
» S8H E s
» Sysleg v Certificate contai bject
® icate contains a subject. e
> Upiers . @ Q
ERrikias Certificate contains a col
¥ Authentication
AMP for Endpaints a Certificate contains a
Caonsole the uploaded key.
:
Extended Fratacal
> Dispasition Update Certificate iz
Sarvice authority.
Firepower Management PRI it
Cariar cate issued after
have a validity period of 825 days or less.
Other
Certificate issued after 09/01/2020 must
> Recovery

3 Rt and irall have a validity period of 398 days or kess,

(o I o i ]

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
size of 2045 or more.

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

REBRBTLSRE

B vPC2-Authenticatior

& Key (PEM .key)

Key file has been uploaded,

Key contains a supported key type.

Key contains public key material.

Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key



afranfu
cisco

# | Configuration ~ Operations ~

Installation Options

Install or Restore
2 License

Status -

AMP for El]deillES Private Cloud Administration Portal

Integrations ~ Support ~

Authentication Hostname

>
>
> Welcome
» Deployment Mode

@ vPC2-Authentication cyberworld.local

5 AMP for Endpoints Console
©Account
» Hardware Reguirements

b S O S S G

Configuration
Network

Date and Time
Cedificate Authorities
Upstream Proxy Server
Cigco Cloud

Email

WOV W W

W

Notifications
Backup

S5H

Syslog
Updates

WA VY Y
LA e s

"

Services

e
2 AMP for Endpoints Conscle
2 Disposition Server
= Disposition Server
Extended Protocol
Disposition Update
Service
. Firepower Management
“ Center

00000

Other

2 Recovery
» Review and Instal

SR 2:

MR HEKZEH MValidate DNS Name.

#1 : BUHEHERDNSERIZR

Authentication Certificate

B PC2-Authenticatic

# Certificate (PEM .crt)

Certificate file has been uploaded

Certificate is in a readable format.

Centificate start and end dates are valid.

Certificate contains a subject.
Certificate contains a common name.

Certificate contains a public key
matching the uploaded key.

Certificate matches hostname

Certificate is signed by a trusted root
authority.

#2 1 IR[E RIDNSfAI AR 25 I Bl B H 87 F T %

—

Disable Strict TLS Check

00000

B PC2-Authenticatic

% Support 7 Help

2

... Authentication Configuration

@ HELP

Validate DNS Name

Undo Replace Cerificate

4, Key (PEM _key)
Key file has been uploaded
Key contains a supported key type.
Key contains public key material.
Key contains private key material,

Key contains a public key matching
the uploaded cerificate

+ Choose Key

I

vPC2-Authentication.cyberworld.local pem

4+ Choose Certificate -s=——PC2-Authentication.cyberwarld.local.crt

, AIgHBR T —ERR. REMERE,

Next >

& Logout
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cI5c0 AMP for EﬂdpoillTS Private Cloud Administration Portal . Support ?Help @ Logout

L] Configuration =

Status = ntegrations = Support ~ L A

An error occurred while processing your request.

= Hostname does not resolve

Installation Options

Authentication Configuration

> Install or Resion - 3
: = Authentication Hostname @ HELP
» License

» Welcome
Deployment Mode Q@ | vPC2-Authentication.cyberworld local [[] validate DNS Name

AMP for Endpaints

Conscle Account

Hardware Requirements

A R R

Authentication Certificate Disable Strict TLS Check  Unde Replace Cerificate
Configuration
 Noivock ® Certificate (PEM .crt) @, Key (PEM .key)
Date and Time
Certificate Authorities
» Upstreamn Proxy Server

» Cisco Cloud

Certificate fike has been uploaded Key file has been uploaded.

Certificate is in a readable format. Key contains a supported key type

» Email

> Motifications

» Backup Certificate start and end dates are valid.

» SSH

> Sytlog
Updates

Key contains public key material.

Certificate contains a subject Key contains private key material

LLLLeLLssss

Certificate contains a common name. Key contains a public key matching the

uploaded certificate.

Services

Authentication

AMP for Endpaints Certificate contains a public key matching
Censcle the uploaded key.
Dispesition Server

Disposition Semver

4 Choose Key
Certificate matches hostname.

Extended Protoool

Disposition Update Certificate is signed by a trusted root
Service authority.

. Firepower Management
Center

% Choose Certificate
Other

Recovery

Review and Install

BE  HRSGNESBESHERERRIR

L

— BBREREITELEENRRRAPER , UREERESORE,
ZERIFERS

— RHERZERERHEES T NUGALZ LRGN ZFENDNSERE | RS MBS 8 oG
HY SR M E 3o

ARG
— BRSNS REENRRETHEANDNSEE,
Disposition Server — iER &

— REARSR — BRHERBMNZ 2R BEREENRREEHEFNDNSERE,



BB E R

— #%Cisco Threat Grid%& EEFEEIFAE EEERF , A Disposition Update Service, Threat
GridZE ARt L& RinIEHEBEEESMHESR , MThreat GridfE A Disposition Update
Service E BRI MARENHEEBR(ERIEE),

Firepower& X H{

- Firepower & 2 fR0uE#E I A% Cisco FirepowerBE B AH/ONFMC)EEERFECNIAEERE, ERFF

FLHEFMCESHRFERZERERER . ABEFMCERERHMESHNFMEN , F2REN
FMCX 18,

N EE —BHBERRE RELEREIME.

ETHENIHRE, CEERARLKRBEILEERIAKEHE—HDNS AR, SRZHESIEQOERRL
BEEHEBENEeth)WAERIPHL | ¥ BN ERMEEME S RIRETHEN.

SR 3:
ETET—EHL , AEEFERecovery File,

1&#8E 2| "Recovery (k18 ) o Bl , ITEMR. MAREZH , BLATREBEE EN D
. MEBRTEMEREARARSFZER. IREXMEER , EREINERE , XBEXEEH

R &K FTASecure EndpointBifgsR. MRRERMRER  LLAEAFESREFTLEXZELEEER
e, MEERTE RopadminfIFHEBNIARE. HOERESMEBRNATUARE[AER

WRPIFER (NEH, BERELERES ) . RAEREopadminfi NMRESHERMAMEER

, I BMERIREER, MREFHOERER , AIEEFRopadminMERIRFIFER,

i#E "Download, , e REFEAHER, THEERRE , EEChoose File L EEHERILRE
HAER, BEET-—SURBERIEE.

Cisco Cloud 1. Download Recovery File 2. Verify Recovery File

Email

Motificati
rethiestions Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device

Eadku
- to verify that you have a matching copy.

S5H

Syslog

LeLLiLH

X Download pre-instal-backup.bak

Updates

Services
Authentication
AMP for Endpoints
Ceonscle

Disposition Server

Recovery File Ready for Download

crested lezs than & minute sgo

Disposition Server

T T T

Extended Protocol

Disposition Update
Service

Firepower Management
Center




asco  AMP for E-ndpoims Private Cloud Administration Portal . Support  PHelp % Logout

] Cenfiguration = Operations = Status ~ Itegrations - Suppert * L

Ingtallation Options =

e REVIEW @and Install

be sltered afte

» Install or Restore

» License

» Welcome

» Deployment Mode
AMP for Endpoints
Console Account

» Hardware Requirements

allation
Review the foBawing information and, ence you are satisfied with your configuration settings, begin the
installation. Note that the configuration shown below cannot be altered after installation,

Clean Installation

£ € S4<Lg

Configuration A clean installation will be performed.

» Matwork

» Date and Time

¥ Certificate Authorities
» Upstream Proxy Server
% Gisoo Cloud

» Email

» Motifications

» Badwp

» SsH

> Sysleg

» Updates

Installation Type o Edit

Cloud Proxy

* Requires an internet connection and communication with AMP fer Endpoints Connectors managed by this
device,

= Disposition queries are proxied to the Clsco Cloud.

» Content updates confain TETRA definidions.

= Content and software updates can be retrieved and apphed automatically.

LALLLLLLLLq

Services

¥ Authentication
AMP for Endpaints
Console

¥ Dispesition Server
Disposition Server

4 Extended Frotocol Email Address rva

Dispesition Update

Service Business Name Cisco - rvalenta

Firepower Management

Center

AMP for Endpoints Console A it & Edit

Name Roman Valenta

LR G

4

>

4

b

Recavery £ Edit
Other =

» Recavery e Uploaded Recovery File Matches Current Seftings
» Review and Install

P Start Installation B Start | Hation

¥ ¥ AIRGAP ONLY ¥



casco AMP for Endpoinls Private Cloud Administration Portal 7Help @ Logout

# | Configuration -~  Operations -  Status - Integrations -  Suppod - «" Standalone ™ | ~

Installation Options

> install or Restore

> License

> Welcome

» Deployment Mode

¥ Standalone Operation
AMP for Endpoints Console
Account

» Hardware Reguirements

RS G REEL AL AR

Configuration

% Network

% Date and Time

» Certificate Authorities
> Upstream Proxy Server
> Prepare amp-sync

> Emai

> Motifications

> Backup

> SSH

> Syskg

» Updates

AL L ccLs

Services

> Authentication

» AMP for Endpoints Console
> Disposkion Server
Disposiion Server
Extended Protocol
Disposiion Update

Service

Firepower Management
Center

L S S

>

<

>
Other

> Recovery o
> Review and Install

P Start Installation

EAAAAIRGAP A

fRE RELUERN@A. ...

Review and Install

Review the following information and, once you are satisfied with your configuration settings, begin the
installation. Note that the configuration shown below cannot be altered after installation.

Clean Installation

A clean installation will be performed

Installation Type # Edit

Standalone Air Gap =

« Does not require an Internet Connection

» Communication with AMP for Endpoints Connectors managed by this device are needed
« Disposition queries are handled by the Private Cloud device.

« Content updates contain TETRA definitions as well as file dispesition information.

« Updates must be downloaded separately and applied to this Private Cloud device.

AMP for Endpoints Console Account # Edit
Name Roman Valenta

Email Address rval ST

Business Name Cisco vamrodia PC 2

Recovery # Edit

Uploaded Recovery File Matches Current Settings

P Start Installation

AN s BEERRELE  TERY  RACTASENEE.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds age

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-24-16T17:36:20+88:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-16T17:36:20+80:80] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output

RESTHE , RETRE R



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day, 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

Reboot

[2021-84-18T17:57:04+00:00] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2821-84-18T17:57:04+80:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

~ ¥ AIRGAP ONLY ¥



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

21 State ) Started A Finished @ Duration

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0 day, 0 hour, 20 minutes, 32
aylight Time) = seconds

e, 49

Your device will need to be rebooted after this operation.

LEDLLTLALTUL I AT U/ JULTOU..UU | LW, RUNNILNE T EpPUl L nanuLer > A
[2021-11-82T19:87:91+88:8@] INFO: Report handlers complete

[2021-11-82T19:07:01+80:08] DEBUG: Server doesn't support resource history, skipping resource report.
[28621-11-82T19:87:01+00:08] DEBUG: Audit Reports are disabled. Skipping sending reports.

[2021-11-82T19:87:01+00:00] DEBUG: Forked instance successfully reaped (pid: 29292)

[2821-11-82T719:87:21+80:80] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 4@ retries remaining.

Chef run finished successfully

|Registratinn is not possible in air gap mode. I

Installation has finished successfully! FPlease reboot!

& Download Output

EAAAAIRGAP A
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CPUBRAZ®RS , BNREAESERE , CPUERRERE,



cisco AMP for Endpoints  prvate cioud dministration Portal

# Configuration = Operations = Status - Integrations ~ Support ~
Key Metrics
CPU Usage Memory Usage

9 8 % 1 8 %
r* Details r* Details

Cisco Cloud Query Latency Fullest Partition : root

ms %
* Details 7 Details

T

cisco AMP for Endpoints Private Cloud Administration Portal

# | Configuration - Operations = Status - Integrations - Support -
Key Metrics
CPU Usage Memory Usage

3 O %% %

7 Details 7 Details
Cisco Cloud Query Latency Fullest Partition : root

ms 6 O %

7 Details ~ Details

. Support M Announcements ?Help @ Logout

e~

Cisco Cloud Query Failure Rate

%

r* Details

Active Connections

7 Details

t. Support M Announcements  ? Help & Logout

- e -

Cisco Cloud Query Failure Rate

%

#* Details

Active Connections

~* Details

RULEEMER 2R HEGHE, BBEBZEAATERBRNNNETR.



AMP for Endnaints Private Cloud & X | A\ Server Not Found
| AMP for Endpoints Private Cloud Administration Portal

& c @ © & hitps://192.168.75.92 - O W o & =
-~
anIAn g .
cllsch AMP for Endpomts Private Cloud Administration Portal . Support M Announcements  ? Help @ Logout
#  Configuration = Operations ~  Status ~ Integrations - Support -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
1 1 % 3 6 % O %
= Details r* Details = Details

~ ¥ AIRGAP ONLY ¥ ¥

wmERFT R , DB Protect Snapshot ( ERIERERR ) . BEFimER. DFCHTetraERHE , &
fARBEBRE:HERE, EXEBEBEBTHNISORKRMEET K , ZER 2 uEiBamp-sync
@l L EEIVMRFEFENFSAE,



asco AMP for Endpoints Private Cloud Administration Portal & Announcements  ?Help @ Logout

# Configuration ~ Operations - Status - Integrations - Support ~ «" Standalone | ™ & | ~

© Sanity Check Failing

The device sapity check is failing;
your device might not function
properly until corrective measures
are taken.

O Details

FAIL: A Protezz DB znapzhot haz not besn laaded.
Devices configured in standalone mode thould have = Protect DB snapshot
losded. Protect DB snapshots contain threat intellipence sbout known
clean and known malicious files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
7 Details 7* Details 7* Details

Active Connections

r* Details



'Icl.ls'é!;' AMP for ElldeiDES Private Cloud Administration Portal

& Configuration ~ Operations - Status - Integrations ~ Support -

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

< Check Update IS0

A Announcements  ?Help @ Logout

«" Standalone ™ & | -

& Download amp-sync

@ There is no 1ISO Ioaded. Load an I1SO and try again.

Content
© 3.2.0 262010081917
) HESERT
Checked 1 minute ago; the updat-e c;emckf.ai-le.d.

Software
© 3.2. 9_28_291_9_882118

Checked 1 minute ago; the update check failed.

AirGapEH 2

HPIE — R AEE S RiEWProtect DB

./amp-sync all

N s BENGATERFARES  AXRBTLESEE

o HWREM1GIgHMAER , ZRFEIL25/NEFBETT Ko

£ Import Protect DB

@ Import a Protect DB snapshot to your standalone device.

24/, BURFOGERE MR mE

HoRREER , L TEHERR

BAWS , Rt RS, HREFIE K LTHEMEKR, BEMS , THNHEREI323GB,

FEARBIR , HFIEEMCygWine4

1. TE I Z HEx64RAHI Cygwin,

2.1 1Tsetup-x86_64.exed TR ZEIBFE | BIBFIATERE,
JEETHEHMR,

4 BEERENERS

25 —>FE — >

£ — >BARERX — > genisoimage

2% — >BEARER — > xmistarlet



X up - > Xorriso

*VPC 3.8




AR ERFEHHVPC 3.8.xF , MRFEACYgWINn64EAFZTETHITE |, Bojge2ia 2|
THHERHEE,



not found 1n your PATH, or 1s not an appropriate
the following tools installed in order for the AMP for En

y function:

MISSING -> >

These to
Unix-T11k

BITERAEH#S8E, WO LER K HEZEEMFH xorisos « RMIEISONKBRERAEISO
9660 , ZMEBAREBFRERALRNER , LETREH., ERHNIE , CygWinedFEEHTE
MRBERESPREMxorriso, AT , BRBENMHFEFEACygWin6d4I % | B2 =RERMEE

o


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

EREMBEIREACYgWIn , BABERGItHUbfEZEF B T Hixorriso. BIRUEIE 25 82 A <Latest
xorriso.exe 1.5.2 pre-build for Windows>E e E & & & <PeyTy/xorriso-exe-for-windows -
GitHub>#y 28 — EERAE E A KGitHUbEE , AR T &H AR ziptE R F A <xorriso-exe-for-windows-
master.zip> R , ZERNNA B B<xorriso.exe>W HMEERERP K FERZIERLSHR FFIAX
#thCygiy <CygWin64\binzip>BE BWinZ 8, FEHBEXET<amp-sync>iit. BAEHEEEHER
ASUR THEBMTE , WEFR.



S Lescal Dk (1

== MEDIA (D

= STORAGE [E)

FAirgapR =X T H1TEBI(AH15)3.2.0 VPCHYfE 7.

AT A ECLIE ALt T

rpm -ga | grep Pri

gE , WA EMIIRE G MBI , XERMEHATRD



. LN .
ICI|I$CIO AMP for El‘ldelll'[S Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status - Integrations ~ Support = «" Standalone  m™ | & ~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

“Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged fo transfer backup archives to a secure external backup location. Transfer of
backup archives can be performed via download. sftp. or rsync.

ES Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1.

Name 8 Size £2 Timestamp iZ Operations
/data/backups/amp-backup-20211106-0000.18. bak 738MB  2021-11-06 00:03:43 +0000 2 B
about 17 hours ago

§gBiBamp-synctE IV R FTISOMBEIVPC, RIFLHEE ETAEERBLE B, £ASH
| BRERIEB 16/

/data/tmp



B asppCAG
Terminal Sessions View Xzerver Tools Setbngs Meacros  Help
E O % x @ Y B & @

Session  Servers  Took  Sessons  Mew Spit  MutExec Tunneing Packsges  Settings Help

% + Mame Sz (VB) Lastmodfied  Guwmer Grouwn Access
5 m.
preserved-confg-fles . oot roat
peb_tep -] [
= mysql ] mysal
E ignored badun-confip-fles raat roat
t Lo ot roat
& ehote-tasiand s replay rodt foat
§ frehose cassandra root root
a
=
’
o |
-]
Loskin User v @ F L
* Parne i Date moddied Type Size
ampesync-data 1/3/2021 10:31 PM File folder
Cct acess bash_profile 02112 BASH_PROFILE File KB
¥ bashre BASHRC Fle BKE
nputrc INPUTRC File 2K
Desktop profile PROFILE File 2 KB
PSR File B3 KB
M PrivateCloud-3.2.0-Updates-2001-11-03-pro..  11/4/2021 839 AM Disc Image File 315,606,53...
Liraries
b |
This PC
= 4
Metwark
Fle rame PeresieCloud 3.2 D-Uipelates 20211103 proed it " Open
Fles of type v Cancel

EH5EKR , £HISO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/

[
F 5l =] o
[ - Y B & » 0
Sessan Took  Sessors Scht Mutes Tumeleg Padkages Seltgs  beb
& ] ]
§ See (B} Lestmodifed  Owner Srowp
s |
reperved-<onfy-fles. roet oot
pd_trp et et
8 e sl e
= igreoned badup-toni s roat rost
T fink oot ot
frehose cassandraveskey oot et
g frehose cassandra oot
PrivateCioud-3, 2.0-4U0dstes-2021-11-03-grod 50 rost
3
«
@
L

EfnFlopdamin UIAEITE# BRIE>FHMEE>REREEFFHISO,



"clli_e,'cllt;' AMP for Endpoints  ervate cioud Administration Portal B Announcements 7 Help @ Logout
] Configuration - Operations - Status - integrations = Support ~ «" Standalone ﬁ & | -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync
Z Check Update ISO -—

¢ Checking SO for updates

Content

) 3.2.0 202010081917 % Update Content
Client Definitions, DFC, Tetra Gontent Version

© ABSENT

Protect DB Version @ Import a Protect DB snapshot to your standalone device.

Checked 9 minutes ago; the update check failed.

Software

@ 3.2.0_202010082118

Private Cloud Software Version

8 A software updale is available.

EAflF , RELREEFRTAE



'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration ~ Operations = Status ~ Integrations - Support = * Standalone m ¢ -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync

=~ Check Update SO

Content
© 3.2.0_202010081917
Client Definitions, DFC, Tetra Confent Version
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
@ Import a Protect DB snapshot to your standalone device,
I © A content update |s available
Software

© 3.2.0 202010082118

st Cai i Saf
vale Cioud 200

Viersion

I © A software update s availabie

R %ZZ B Import Protect DB,



i

cisco AMP for Endpoints Private Cloud Administration Portal

# | Configuration - Operations ~ Status ~ Integrations - Support *

© Sanity Check Failing

Updates keep your Private Cloud device up to date.

< Check Update ISO

Content

©@ 20211102210054

nitions, DFC,

i Contant Varsinr
fefra Conlernt Version

© AssenT

Checked less than a minute ago, content is up to date

Software

© 3.2.0 202010082118

rivate Clowd Software Version

® A software update is available

A EER

Home | Operafions - Update Device | Prolect DB Import Details

¥ Protect DB importing

A Announcements  ?Help & Logout

/# Standalone “ ¢ -

& Download amp-sync

£ Update Content

£ Import Protect DB

@ Import a Protect DB snapshot to your standalone device.

ERE—ERRNERE K FERREBFBETHK.

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started B Finished

2021-11-07 18:48:44 +0000

less than a

lnute ago

Attempting to mount an IS0, if one is present.
mount: special device fdev/cdrom does not exist
Starting update.

Stepping apply-cloud-deltas...

Stopping authentication web...

Stopping authentication worker...

& Download Output

@ Please wait...

@ Duration

@ Please wait..



Home = Operations - Update Device | Protect DB import Details

$* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State £ started & Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please walit...

42 minutes ago

@ Pleghe walit...

Output

LAV GLLAUIT AL TUL @ T & A ==
Extraction 14.9GB at 6.6MB/s eta: 9:28:21 6% [==

Extraction 14.9GB at 6.6MB/s eta: 9:28:27 6% [mm

Extraction  14.9GB at 6.5MB/s eta: 9:28:40 6% [==

Extraction 14.9G6 at 6.5MB/s eta: 9:25:46 6% [== 1
Extraction  14.9GB at 6.5MB s eta: 9:28:58 BX [== -
Extraction 14.9GB at 6.5MB/s eta: 9:209:12 6X [mm ]
Extraction 14.9GB at 6.5MB/s eta: 0120126 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 % [== 1
Extraction 15.8GB at 6.6MB/s eta: 9:28:28 6% [== ]
Extraction  15.8GB at 6.6MBSs eta: 9:28:28 6% [== ]
Extraction 15.8GB at 6.5MB/s eta: 9:28:44 6% [=m 1
Extraction 15.8GB at 6.5M8/s eta: 9:28:51 6% [== ]
Extraction 15.8GE at 6.5MB/s eta: 9:28:48 % [== 1
Extraction 15.8GE at 6.5MB/s eta: 9:28:56 X [== ]
Extraction 15.8G8 at 6.5MB/s eta: 9:20:18 X [mm ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 6% [== ]

£ Download Output

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State £ Started B2 Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please wait...
about 20 hours ago

LA DGRV Gl LN A SAWI S ERES  WiWWIUA PP [ —————m—mmm——emmemmmee
Extraction 233.2GB at 4.2MB/s eta: @:00:808 998 [=====s=sss=s==s==s===]
Extraction 233.2GB at 4,.2M8/s eta: 0:00:00 100% [===s====csz======s===
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).



BE# — ERREFTINEEERES

FEE , BRI MERE. AR3.5.20ZBTHVPCEEZLZENIINFSHET , RGBS BB EHR
ISOIE R L{EF/data/temp B #, MENBERAMNS , HRENERBFEERB1TB, FIARAETE
B, BEMESERET., BRAOER , BELEE2 TBNERREEBE S RER NI BEMN3.5.2RH
AirGap VPC

UTERRBESXiAR:R , ©ER T ELEEAMEBVMEHDD L FBATAZEMNIER. BiB128
GB RAMIEG 1425164 GB , R AT ARG SRR P IRE. RERXEHMFAKT . BHFERE  ORE
HUVMEEREEFin , IERTFiRiENRI 2R D TEX | BEMESER L2 , #%
BRARNETERED, BAFER , REEK300GBHER LESIVPCH B &% , AEBIGHMBR, ESXiH
RYRE IR D R B R BR LR 7300 GBRYZ=E

! Event Details

Type: error User: root Time: 11/15/2021 12:24:43 PM Target: AMP-vPC AirGap
Deseription: Q;)
@J 11/15f2021 12:24:93 PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter: Failed to power on VM.

Ervor Stack:  Hide
“+ Failed to powear on VM.
+ Could not power an virtual machine: msg.wmk.status.VMK_NO_SPACE.
= Failed to extend the virtual machine swap file
4 Current swap file size is 0 KB.
+ Failed to astend swap file from 0 KB to 134217728 KB.
= File systemspecificimplementationof LookupAndOpenifile]failed
“ File systemspecificimplementation of Lookup[file] failed

Related Events:  Show

BE#2 — BEEH

FoEFEE  WMREEETRBESR  REREF2ARAEAMIMNIE , #3.2.00% , RERE
RAVPCHEZEI3.5.2, Hitt , BAEBEFATHLHMMISOEHMER , RA3.2.0MARETBEM RS
3.2.0MRA M BEEN



'Iclgls'élc;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout

# Configuration = Operations = Status - Integrations - Support ~ <" Standalone ¢ | -
© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1

The device is in maintenance mode
External services are unavailable

Updates keep your Private Cloud device up to date. | & Download amp-sync |
& Check Update ISO
@ There is no ISO loaded. Load an ISO and try again.

Content

© 3.2.0_202010081917
o S L@ wyoripickaoo

© ABSENT

Frotect DB Version

DFC, Tefra i

@ Import a Protect DB snapshot to your standalone device.
@ _The previous Protect OB import failed.
Checked 24 minutes ago, the update check failed

Software

2 3.5, 3 282111989345

Cloud Sof

Checked 24 minutes ago; the update check failed.

MREERBREHISOEMESR , HEFEIILIER,



':—_I,IS'.;E' AMP for Endpoints rrivate cioud Administration Portal & Announcements  ?Help @ Logout

# | Configuration ~ Operations ~ Status - Integrations ~ Support = «" Slandalone = ¢ -

© Maintenance Mode © Sanity Check Failing € Disabling TLS 1.0/1.1

Home | Operations - Update Device © Update Check Details
© The update check failed

Something went wrong while checking for updates.

== State B2 started B Finished @ Duration

B ooo-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

than a v le

Attempting to mount an ISO, if one is present.

Starting update check.

http://127.06.0.1:8088/PrivateCloud/3.5.3/prod/repodata/repomd.seml: [Errno 14] HTTP Error 484 - Not Found
Trying other mirror.

To address this issue please refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

0One of the configured repositories failed (FireAMP PrivateCloud Repository),
and yum doesn't have enough cached data to continue. At this peint the only
safe thing yum can do is fail. There are a few ways to work "fix" this:

v S T S S Y P TS T I S R S R S RV N TS IR e e B

& Download Cutput

LB A BER T A ERREEFHIIVPCH BN G E, E3.5.xiRF , BRI SMERERVIE (W
NFSf##F ) EBVPCHAEFHER,



':-_I|'s'élc;' AMP for El‘ldeiI’ltS Private Cloud Administration Portal 8 Announcements  ? Help & Logout

# Configuration ~ Operations ~ Status ~ Integrations ~ Support = «" Standalone | e | ¢ |~

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update 1ISO

I1SO Configuration

@ HELP
e e
IS0
NFS4
Mount Status
No ISO mounted
',':Ills'.:-_l,;' AMP for El‘ldpDilltS Private Cloud Administration Portal A Announcements  ?Help @ Logout
A Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standalone = ™ @ | ~
© Sanity Check Failing © Disabling TLS 1.0/1.1 @ Configuration saved.
Mount an Update ISO
ISO Configuration © HELP
Mount Type NFS3 w
Remote Share 192.168.75.4:/AMPAG

Remote 1SO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.isoc e

Mount Status

Mounted 1SO

|nfs 192.168.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso | m



Updates keep your Private Cloud device up to date.

< Check Update ISO

Content

antent Version

& 3.5. 2_202110122340

() ABSENT

otect DB

|

@ A content update is avallable.

Software

e 3.5. 2 292119139433

doud Soffware Versior

O A software update IS available,

Sanity Check Failingg2Protect DB not currently available
EBE ) BH

dfrer]n,

cisco AMP for Endpoints Private Cloud Administration Portal

Operations ~  Status = Integrations ~  Support -

# Configuration ~

€ Sanity Check Failing

Updates keep your Private Clods device up to date.

2 Check Update 1SO

Content
0 35 ‘2 29211912%3!—1@
Kol
it iosci
Software

O 3.5. 2 292118139433

vate Cloud Sortware Version

O A software update is available

& Download amp-sync

# Update Content

L Import Protect DB

SO contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.

onthe VPC ( REE

A Announcements  ?Help @ Logout

£~ Standalone m

L

& Download amp-sync

& Update Content

& Import Protect DB

@IS0 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.

HIEVPC EARATAM



#+ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

=2 State

5 Started

8 Finished @ Duration

abo

2021-11-19 17:04:05 +0000

t 20 hours ago

@ Please wait__ @ Please wait. .

CACTTCCLUN XN T S T I SRR
Extraction 233.2GB at 4.2MBfs eta: B:00:00 T [ ]
Extraction 233.2GB at 4.2MB/s eta: B:00:00 100% [==========s==========
Snapshot Version 3

Going to drop disposition tables.

Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping
Dropping

detections table.

binaries table.
binaries_detections table.
samples table.

publishers table.

cas table.

certificates table.

cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.

Importing Protect DB data (this may take some time).

Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Quiput



':;Ills',.'-_lc;' AMP for Endpoints private cioud Administration Portal A Announcements  ?Help @ Logout

# | Configuration = Operations Status = Integrations = Support = <" Standalone ¢ |~

1l

Home | Operations - Update Device | Protect DB Import Details

& Protect DB imported successfully

A Protect DB snapshot was successfully imported.

2= State £ started B Finished @ Duration

2021-11-19 17:04:05 +0000 2021-12-21 01:08:11 +0000 about 1 month

about 1 month ago less than a minute ago

ILE I 1L CIOSC_Ca SO o
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publisher replay...
Starting install-token-api...
Starting mgmt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Qutput

T—REHBEBRE



'::IEIS' élc;' AMP for EﬂdejﬂtS Private Cloud Administration Portal A Announcements  ?Help @ Logout

& Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ «" Standaione M_ ¢ ~

Home Operations - Update Device Protect DB Update Details

£ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates e Protect DB
20211116-2135 20210531-0613
I
9.80%

EEARBEHEE-FEERNBECR  LUBBYEMETFRERNHKE  EANFEER
B3/ LR



clsco AMP for Endpoints Private Cloud Administration Portal

#& | Configuration - Operations ~ Status ~ Integrations ~ Support -

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

2B State £2 started 22 Finished

& Announcements  2Help @ Logout

«" Standaione @M ¢ | ~

@ Duration

2021-12-21 03:10:11 +0000

2021-12-21 03:37:53 +0000

nutes ago less than a

28 minutes

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list
Resolving Dependencies

--» Running transaction check

S--y
---3

Package
Package
Package
Package

AMP-PrivateCloud-content.x86_64 8:3.5.2_2082110122340-8 will be updated
AMP-PrivateCloud-content.x86 64 9:20211117234515-0 will be an update
fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
fireamp-amp-exprev-classifier.x86_64 9:3.4.8-0.1a76 will be an update

---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated
---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated
---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

RE& , FAR , LEERRERRKERE.

HRVPCKRE , FHB I MAEHRHWEE, KHFISOERUKRUSBS

BERHMEZENTZ,

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-

upgrade-procedure-for-airgapped-amp-priv.html#anc5

EAAAAIRGAP A

EARHEHEER


https://www.cisco.com/c/zh_tw/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/zh_tw/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

Bl #E#132 — FQDNAIDNS{R AR 8%

(AR ES EDNSARERE |, I AFFAFQDNY K ERIDGMMANT, SLER
BBEEKES Mires BRERFRSKBENHEHEN  BETENTAR. MNRIEAIPHIL
CBIRTUEAT , EEETHREEE, RUMRTENSE=RELF3,

AMP for Endpoints Private Cloud /X A Server Mot Found X

D hitps://vpc2-consol al sss W i @ & =

Hmm. We're having trouble
finding that site.

We can't connect to the server at vpe2-
console.cyberworld.local.

“X If that address is correct, here are three other things you
< : can try:

* Try again later.
+ Check your network connection.

» [f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

MREAHER LERTHOSTSHER (MEFR ) , THABRILEE  BERESHRER,

“ Home  Share  View [7]

= . s ThisPC » LeealDisk (C) + Windews + Sysmemil 5 deivers 5 off | hoststxt - Notepad = =} *
- o A | Fibe Edit Format View Help

Issue CH Mame Date modified Ty Size |

L ' pe |# The IP address and the host name should be separated by at least one -
Issue DG Server hosts . o KBl # space.

o #
Irnhasts.sam 4kE| e = Sraoi
A Oriéiive _|# Additionally, comments {such as these) may be inserted on individual

twork ¢ - o 4
= T b b |# lines or following the machine name denoted by a "#° symbol.
This PC pretocel 2016 745 AM EE| g
= BACKUF E seniges THE2 £5 AM 1EKE | # For example:
| #
Bacioup Progs | i
it abibnt dheid |# 102.54.94,97 rhino, acme, com # source server
Bachkup Video-& # 38.25.63.10 X, acme ., com & x client host

Cisco Stuff
Docments | # localhost mame resolution is handled within DNS itself.
|# 127.8.8.1 localhost
GO-Pro # He | loecalhost
Pictures |
(j192.168.75.92 cyberworld. local
= KINGTE(Ge) 1f192.168.75.93 vpc-console. cyberworld. local
[192.168.75.93 vpc-authentication.cyberworld. local
n BAEDA (0} h92.162.75.93 vpe-dispositionex. cyberwerld. local

|p92.168.75.93 vpc-disposition. cyberworld. local

Backup Prograrr
192.168.75.93 vpc-update. cyberworld. local

SR e R 1[92, 168.75.93] vpc-fmc. cyberworld. local

Cisgo Stufl v
Docurments

R Ln 28, Col 14 100%  Wndows [CRLF)  UTF-8

ERTHRZeRENBESRREEKIRTLER,
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CISCO
Dashboard  Analysis Outbreak Control Management Accounts
@ A failure has occurred downloading an installer. Please contact support X

Download Connector

Group | Protect

B — R RRE | M — IEREAVERIR 5 REREDNSH MRS,

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server:
Address:

“* server can't find vPC-Console.cyberworld.local: NXDOMAIN

FEDNSfal B 25 7 ST #% FT B FQDNIE A% [E S AR E P YL R L HDNSE R ADNSRIARERE , —t1#
#&E RARE T,



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status -

Con' Device Summary

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

s network settings.

. Support M Anhouncements  ? Help @ Logout

"~ IR

ethO/ee:eCc:29:A6:4A:11

IP Assignment 192 168.75.92

More details

eth1/06:0C:29:A6:4A:1B

IP Assignment 192.168.75.93

More details

IP Assignment Stalic |:l
IP Address  192.168.75.93
1 Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

DNS

Primary DNS Server

cisco AMP for Endpoints prwvate cloud Administration Portal
# | Configuration ~  Operations *  Status *  Integrations ~

£ Configuration Changed

View the Configuration help page for a list of affected services.

@ Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements ?Help & Logout

~ ENL



'Iclllslé!:l,' AMP for EIldeiﬂTS Private Cloud Administration Portal *. Support ML Announcements P Help @ Logout

# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
ri:Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput

LEBF | &R AR AN T S E R



AMP for Endpoints Private Cloud £~ X

o) o © 1 n @ & =

alean]n
CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

AMP for Endpoints

Threat Gnd
Threat Response
and more...
I’ I I | " " i I’

v O™

Use Single Sign-On

Can't access your account?

BRESEANCRENDAEZERERNREEBE, ©HcIBLEELEANREER (WRE
). REURERZNRBEEG, BEBEEN "RE...... . REFURRBESR[NERRR.

BSED "RERSER) HE , MTEMR. BEELEANT2EMR. ©REBERERAEER
H , BB LRyt W RBE AR, EENext,



A Dashboard % IEg

= i)

&« - 3 @ I © & httpsy/fvpc2-consoh ‘dashboard/fresh l B e v m o &
b AMP for Endpoints 2) (2) Pomenvaients
Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q
Dashboard
[z Cisco - rvalenta

Dashboard Inbox Qverview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q0 Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

TEBERR.

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures.,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



ol AMP for Endpoints A) (?) Romanvaentav

Dashboard Analysis ~ Qutbreak Control ~ Management ~ ACCOUNTS ~ Search Q

© Step 1: Existing Security Products

ning amp_Prot

© Step 2: Set Up Proxy Vou have chosen to open:
I [ amp_Protect.exe
(-] Step 3: Download Connector which is: exe File
' | from: hitps://vpc-console.cyberworld.local
Would you like to save this file?
Audit Only Protect Triage Server —
Save File Cancel
Used when you're still Used during normal Used when you have a Used when you're S
leamning about the product operations and you want known or suspected installing a connector on installing a connector on [
and want to install it Cisco AMP for Endpaints infected machine standard Windows Windows Domain
without any impact to your to quarantine a file. servers. Controllers.
existing systems.
© Policy Details ] [ © Policy Details l I © Policy Details l [ @ Requirements l [ 0 Requirements
Files Files Flles Files Files
& audited i Quarantined Quarantined & audited & Audited
MNetwork Network Network Netwark MNetwaork
0 Blocked 0 Blocked U Blocked @on @on
Offline Engine Offline Engine Offline Engine Offline Engine Offline Engine
TETRA TETRA TETRA TETRA TETRA
| + Download | | + Download l | + Download l [ + Download | [ + Download |

Step 4: Verify, Contain, and Protect

[EEE#2 — RCARIE

NMREERBECHRAHES  ITRERN T —ERER  ENRLER A BESTESETR
EETFER. -



A & <« Network and Internet > Network Connections

Organize « Disable this |

I Ethernstd N Internet Protocel Version 4 (TCR/IPv4) Properties
= ¥ 1
General

You can get IP settings assigned automatically if your nebwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP setfings.

() Obtain &n IP address automatically

(@) Use the following IP address:

IP address: [192.168. 75 . 59

Subnet mask: 255,255,255 . 0 |

Default gateway: 192 . 168 . 75 . 1

0o 3 utoma tcally

(@) Use the following DMS server addresses:

Preferred DNS server: | i__19_2 (168,75 . 4 l

Alternate DNS server: |

D‘.'alidate settings upon exit Advanced...

Conce

Titem  1item selected

ZERBERR  RenBERAACHRER. ETOHBEAECARR A , LT NRERE.,

[
|~

Cisco AMP for Endpoints

Status:  Disconnected
Scanned: Never
Policy: Protect
Isolation: Mot Isolated

arla]n
Cisco

R A8 D .Q:H.DM 0

4202

RBERZERHTPREINGE L | EATIFFRCASHE



(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@l011]: GET request https://vPC-Console.cyberworl
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_cTlient.c@l074]: response failed with code 60

HRCALEIZEENRCARFALAEFRBZLRHMBHE <R, —INEBRMAEEE,

wh Certificate

General Details  Certification Path

4§y Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Status:  Disconnected Issued to: AMP-vPC

Scanned: Mever
Policy:  Protect Issued by: AMP-VPC
Isolation: Mot Isolated

i Valid from 4/9/2021 to 4/9/2031
ci1sco

Install Certificate... | | Issuer Statement

&% Certificate Import Wizard

Cisco AMP for Endpoints Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
Ests from your disk to & certificate stere,

A certificate, which i ssued by a certification authoty, is @ confirmation of your identity
and contains information used to protect data or to establish secure netwark
conmections. A certificate store &= the system area where certificates are kept.

Status:

‘ Scanned: Store Location
Policy: O Current Uiser
Isolation: Mot ® Machine

atflesn]

To continue, dick Next.




€ &* Certificate Imiport Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a kecation for
the certificate.

() Automatically select the certificate stare based on the type of certificate
(®) Flace all certificates in the following store

Status:  Disconmected Select Certificate Store x
Scanned:
Policy:  Protect Select the certificate store you want to use,
Isolation: Net Isclated

e | Pessonal

cIsco ] t Certification Author!

| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| 1intreted Cartificates
<

[Jshow physical stores

Cancel

& &* Certificate Import Wizard

Cisco AMP for Endpoints Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have specified the folowng settings:

(2 Tt e e R T Trusted Root Certification Authorities

Content Certificate

Status:  Disconnected
Scanned: Never
Protect
Isolation: Mot Isclated
viliarln
cisco

Cancel




ok

General petals Certification Path

4§y Certificate Information

Cisco AMP for Endpoints
This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Centificate Import Wizard

0 The import was successful,

Status:  Disconnected Tesmed In- WNPARC

Scanned: Mewver
Folicy:
Isolation: Mot Isolated

-

Protect

Issued by: AMP-PC

]
Cisco

Valid from 4/9/2021 to 4/%/2031

Install Certificate...| = [ssuer

Etatement

15 Task Manager
File Opticns View
Processes Performance App history Startup Users Details Services

=

Mame PID
o COPUserSve

Description Status
Connected Devices Platform User Se...
L COPUserSve_105b22 4528 Connected Devices Platform User Se...
o CentPropSve 2216 Certificate Propagation

iscoAMP_7.3.1 s = *""™for Endpoints Connector...

Group
UnistackSveGr..,
UnistackSveGr...
netsves
—

Cisco AMP for Endpoints Stopped
Running
Running

Running
Start

Status:  Desconnected
Scanned: Never
Palicy: tect
Isolation: Not Isolated

sl
cisco

#; CiscoSCMS_7.3.1
, ClipSvC

G COMSysdpp

4 CoreMessagingRegist

4 CryptSve

4 Csclennice

Restart

4 DeomlLaunch
i defragsve

| Fewer details

RER , R2RIERBBIE RS WAL — B,

SHOP .

Open Services ng

Search online

Go to details

2% Open Services

Connector Monitorin...

€ Service (ClipSViC)

!em Application

ic Services

Lr Process Launcher
Optimize drmves

Running
Running
Stopped
Running
Running
Stopped
Running
Stopped

WSapP

LocalServiceM...
MetworkService
LocalSystemM...
DeomLaunch
defragsve




1% Task Manager
File Optiens View
Processes Performance App history Startup  Users Details Services

Name = PID Description Status Group

(o CDPUserSvc Connected Devices Platform User Se...  Stopped UnistackSvcGr...
‘s COPUserSve_105b22 Connected Devices Platform User 5e...  Running UnistackSveGr...
i CertPropSwc Certificate Propagation Running netsves

L5 CiscoAMP_T.3.1 Cisco AMP for Endpoints Connector...  Running e

o CisenSCMS_7.3.1 Cisco Security Connector Monitorin..  Running

4 Clipsvc Client License Service (ClipSWC) Running wsapps

" COMSysApp COM= System Applicaticn Stopped

'+ CoreMessagingRegistrar CoreMessaging Running LocalServiceM...
Status:  Connected s CryptSve Cryptographic Services Running NetworkService
Scanned: Never f CscService Hfline Files Stopped LocalSystemMN...
FQ'f‘vY: Protect i DeemLaunch DCOM Server Process Launcher Running DeomlLaunch
Isolation: Mot lsolated 4, defragsve Optimize drives Stopped defragsve

alialn
cisco Fewer details < Open Services

A, Dashboard

< () ‘m o c2-console 80% LLL] fr I O '@. =
Dashboard Analysis Outbreak Cormrol Management Accounts - L]
Dashboard
Dashboard b Events
O Auo-Refresh | 30 days - || 2021-03-12 01:43 | 2021-04-12 01:43 | wc
Ocy ) Inbox Status
) Sompfomiser) @0 ire Attention @ 0In Progress @ 0 Resolved
Compromises =iss  Quarantined Detections ws  Vulnerabilities
Top Top QEor Top = 1R
Protect Protect
Threat Grid Analysis
151617 181020 21 222324 2526 27 15 2030 1 2 56788 12 151617181920 21 22 23 24 2526 27 29 03031 1 2 56780 12
Significant Compromise Artifacts Compromise Event Types
Mo event type Quick Start
& Seru
# SetUp Mac Connectar
3 SetUp Linux Connactar
w

RN BREE



&, Dashboard b4

« > Q@ D & hitps:/ivpc2- Jdashboard B0% - @ % Y N @ & =
@ AMP for Endpaints Pri... 4% Dashboard
) ~
alle AMP for Endpoints a) (7)) nemsnvsenav
Dashboard  Anshsia~  Ditbrask Control v  Mansgements  ASoounts v Saarch Q
Dashboard

Dashboard Inbax Ovarvigw Evants.

[ Refrash All | ) Auta-Fuofrash | ~| @ 30 days || 2021-03-1301:56 | 2021-04-12 01:56 | uTC
OO/ ised @ Inbox Status

© compromised 0 0 Requiro Attontizn ® 0 In Progress @ 0 Resolved
Compromises © ®wee  Quarantined Detections © Jausntnetves  VUINErabilities View
Top Qo] [T (=X Top Qo

Threat Grid Analysis

0 Ausomatic Analysls Submissions
0 Retroactive Threat Dotections

0 Files Scanned
0 Matwori Connactions Logged

l Statistics

131415181718102021 222324252627 262030311 2 3 4 S 6 7 8 90112 TIANSIEI7I0102021 222342802728 2030311 2 3 4 S 6 T B D02

Connectors

Significant Compromise Artifacts @ Compromise Event Types @ 1 Connectors
) r ) 0 Installs
0 Install Failures

Quick Start

& Set Up Windows Connecior

Mo even
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