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S ER4.2 & Threat Grid UIFF |, i##FOperations , £ T — A% & i#FActivate , AKEE
Reconfigure.
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Reconfigure.
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Threat Gridg¢ Bclean/TH PR EZBEHEEN

$E88.1. & Threat GridBEUIH , i#iFConfiguration , AEIEIESSL,
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B XEERPHBELRRPEMER.

NREENEBEFEEGES  ROOT_CAEE> Threat_Grid_Clean_InterfaceHE ; AR EERE T XAHE
£, mEmMR.

MREENBEHEES  ROOT_CARZE> Sub_CAFEZE> Threat_Grid_Clean_Interface ZE ; K%
FERINAER , BT

9.Threat Grid APIThreat GridAPI
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lﬂ\p| K;, Ehk Gk Ehkkk kb kr kR Rk O FE
Disable APl Key @ True False Unset

Can Download Sample True False Unset

Content Via API @

BYRE : EThreat GridfEF EMIRFERES , #EFDisable APl Key5| B RRE HTrue.

FER10. TR AMEEXRE , 1EHESave,
TR HAMPERELERAENEE.,
FSBR12.RAMPRAE EE EEEUIFEZEIntegrations , A% E1EThreat Grid,

SR NHFMBAECREEENRHFURL, REEHMRBERENE EEHMBRBHRBNE, LEF
EZRITHER,

$ 14 & Threat GridEXEUIF , iE#IEConfiguration , A#%1##ZECA Certificates.

HBR15.12$2Add Certificate , W LAPEMB RN EREBAMPILEENBZEHMREEZEENCAE S,
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1.AMP Private Cloud Device Admin Ul > Integrations > Threat GridTest ConnectionThreat Grid Connection test
successful!

Threat Grid Configuration Details Edit
Hostname 1 Jcisco.com
API Key G serssssrssssssssnsssssnnss @&
u Threat Grid SSL Certificate [ ]

Issuer subca_tga_clean

Subject | Jcisco.com

Validity 2020-11-24 00:00:00 UTC - 2021-11-23 23:59:59 UTC

tus - Integrations - Support -

& Threat Grid Connection test
successful!

2.AMP
' | ' | ' \ Y s ~ 1o armando garcia -
cseo. AMP for Endpoints A2 G0

Dashboard  Analysis~  Qutbreak Control~  Management~  Accounts Search

File Analysis

Search by SHA-256, File name, IP. Keywords... ‘ Q H 2. Submit File H = ‘ B ]

HER3 T E Threat Grid % & 1 #RI E| RRAMPFAE E 12 I Analysis > File AnalysisF BIiR XHE R
, X B Threat Grid& EIR B 7 2 B RS-
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cisco MV OF SHApOIits - [

Dashboard  Analysis - Cutbreak Control ~  Management~  Accounts ~

File has been uploaded for analysis

File Analysis

|| 2 swmitrie || = ‘ o |
il AMP fr )| N( It )( "' Nis A L armando garcia ~
cisco V7 = o
Dashboard  Analysis Qutbreak Control - Management - Accounts
File Analysis
C\ X submit File : = +
» glogg.exe ( e309efdd...0c2¢3d25 ) 2021-01-31 06:16:55 UTC Report | _24

S B4 BB EBAMPIAE B8 B MDisposition Update Service B EMCAC ZHEEREHERBEN
Threat Gridz&{#¥ .

SRS BREREMNEAR DB HThreat GridZt ERH1%& , HAThreat GridE EEB B 2B ERI5HE
AL FEAMPRAEEEREY  WEAHEEAES,

MiEE . £AMP Private Cloudiz4l1#EFile Analysis B % 5 ShiZWUR B3R &5 F>=9589 7~ 20 B

, MR —EEREEAMPEREREHR T ERMEE, MRAEBAMPFAEE LB M Disposition
Update ServiceR EMCAR LR ERBEZMBA Threat GridEEH , IAMPRAEZELRES
WEIHER DB, EF 2R Threat Grid#E B W BEAER,

B EThreat Grid ERE T 2B ANRBGHERE , EXER T —@EAE | UERAMPER
ERNRAEEER, AIEN BN EEThreat GridE BIRH>=950 KA B o R EE
AMPRAEEZEEERIPIRIENENRA. ATHRBREEE B , FHCisco internal
makemalware.exefEAERNEY 7T —BEEAEEHRRBAIEER, =H . malware3-
419d23483.exeSHA256:8d3bbc795bb47447984bf2842d3a0119bac0d79a15a59686951e1f7
cSaacc995,

AR ERTERLERRDSIBEAEGEERENAFHER,
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AMPThreat GridThreat GridAMP100>=95AMPThreat Grid>=95AMP
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Dashboard  Analysis - Outbreak Control - Management ~ Accounts ~

File Analysis

Q|| &
[ 2 xca.exe ( 630719d7c...a2dcbcdd ) 2021-01-31 08:16:38 UTC -
P WinRAR.exe ( 9066f0bc...f79d741e ) 2021-01-31 06:17:05 UTC 80
» glogg.exe (e309efdd...0c2c3d25 ) 2021-01-31 06:16:55 UTC o2
¥ malware3-8d3bbc795.exe ( 8d3bbe79...5aacc995 ) 2021-01-31 06:16:50 UTC
Fingerprint (SHA-256) 8d3bbc79...5aacc995
File name malware3-8d3bbc795.exe
Threat Score 100
MName Score

R

- ERIITERES,
- FHIEXERRE , £File Analysis o] B H R #8R& M 5 &,
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. ¥ Threat GridR B KRS ESBEBNEBERS , BEAMPRAEEREESRWESR
/data/poked/poked.logH #718 — B K E .
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S B BBSSHEARAMPREEZEE
HEB2 #EFR/data/poked/poked.logd B — B A A RAIKEE o

5l i #E R & Threat Gridi%%ﬂ& E|>=95 =l 0 BEIAMPFAE E & B HY/data/poked/ B #% , REAR
7 18 R 22 S poked.logiE R

MRAMPIAEER B R KK Threat GridE EWZBHE , Al B HHPHKTE
/data/poked/poked.logt& % , MEIFT R

root@fireamp ~]# ls fdata/poked/
- F I

poked error.log
[ root@gfireamp ~|#

EZWEZE —E>=950 1l 5 B #& 5 Hi/data/poked/ B #% , B RERBEIL,
W B 5 B R AISHY 5 — B A E,



R B Threat Grid2& E Rt EBH R BIE A AT LA poked.logiE R+ &,

S 3. WRHISHA256 BT S S , ARAMPAE SR BN B EFRAEMNIERE.

nysql -e "select hex(fingerprint), disposition_id from protect. binaries where fingerprint=0x

s

EREA LEE| Threat GridR EZ BIEREARER AN ENEEMRERER , ITEAT.

"select hex{fingerprint), disposition_id from protect.binaries where fingerprint=8x8d3bbcT95bba7a47984bf2842d3a8119bachd79a15a59686951e1f7c5aacc995;"

#€Threat GridZ EWEHEM D BE , AREREAEEFTANEREEHETR T AERERIN
B ZRBRERAIAEER

where fingerprint=0x8d3bbc795bb47447984bF2842d3a0119bacd73a15a50686951e1F7c5

.
E1F7CSAMCCS95 |

SRR

HESBES , JUBRTRNEE. EXRNE-—HIoPR-EHEERNBE.

AMPRAE BELBHAERE | THRN, BERAE, APIZNRAH
EAR

&H B : Threat Grid =M% , #EAH Threat Grid SSLEE |, #3585 Threat Grid API& 8
: EAMP%A’E E 4B Fi2$2 T Integrations > Threat Grid+ #J Test ConnectionZ &l & 1= U,

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

aat rid

=

host is invalid.

JJL"U ficate could not be tes
Grid API key could not be tested.

—

=

BETHHAERRERRIERBE,
BENTR .

- TEERAMP Private CloudZ B2 S8 H v LAGF B Threat Grid& E& 2 M H.
. BESRAMPRAE E 8 & ] LU AT Threat Grid#t B FE N EAIFQDN,
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AMPThreat Grid API
SEAR

BLSHE : Threat GridiE&R8IE KB |, Threat Grid APIER |, £1212 T B4 > Threat Grid 2 #9 R 51
ﬁﬁ?ﬁiﬂé , EAMP%AE*iz%EFEH&O

Connect Threat Grid Appliance to AMP for Endpoints Appliance

Threat Grid Connection test failed.

AMPThreat GridAPI
BENTER

. FEThreat Grid25 & £ & IR F 5% E P #EF2 , Disable API Key5| 8K 5% E ATrue,
— A% Disable APl Key5|#EXE 4 : FalsemUnset.

AP
Ry R T T I TR MIRr I A e L = FE
: =] “ I rue Fﬂhﬂ Linse
. alTipHE True Lnse
| 3ﬁ ‘l

. BEEAMPRE ZEEEF FEBS> Threat GridH ELE fY Threat Grid API£#& B Threat GridZt & #
WERERETNAPIEEBERE,
- BRRSEAMPAEEXLBEEREFHRE T EMMN Threat Grid API1£18,
?ﬁtAMP%A*ﬁ‘S—E%zEﬁ%nEUﬂP A LARERRIEAMPE B E B H E AT Threat Grid API£&$8, @iBSSHZE
AZFAMPRAEEZELEINE ﬂttﬁ% U ZEE R M Threat Grid{E A EAPIE 8 -

nysql -e "select tg_api_key, tg_login, api_client_id from db_smnbe. busi nesses;"

ERAMPRAEZEREEREF ¥ Threat Gridik EAPIZ IRHY EHIKE .

[root@fireamp ~]# mysql -e "select tg_api_key, tg_login, api_client_id from db_smbe.businesses;"
D e et et et
| teg_api_key | te_login | api_client id

---------------------------- oy ——-
| mirtlif: _nn'l-m | argarci2_samples-user | dedc23c64d3e36834bb7 ||
+-- e T T e T T TP
IrJ-Ltl_-‘-)l'I':LrLdmr.. -]

FEREEEESNTASEBINAMPRAEELEEPE BThreat GridEAERRE , BNREEEH
T Threat Grid API£ 8 , AlEAMPE R EMtg_login5| B+ & Threat GridfE H %% .



Threat Grid APIZ 8 HIAMPE R E R Y SEERIKE .

(i
fim

[ru"thLr:amp -] i mj«ql “select tg_api_key, tg_login, api_client_id from db_smbe.busines
e e e e TS
| tg api key teg login | api client id |
B e A s G LT +

| thisisanwrongapikey NULL | dedc23c6ddie’cniabb7
e T o +

[ root@fireamp ~]%

tg_loginNULLAMPThreat GridThreat Grid

AMPRAEERBERIEABS>=95 , BRAEE P RKBREMEL

REAR

BREAE | Threat Grids BRI T 5 M>=05@H A S B , BEAVPILEELE hE T
BARBREEARIL,

EBNWISR

- EAMPHAE B 8 B h#EER R FISHA2561v 1 /data/poked/poked.logfy R A H .,
10 R £ /data/poked/poked.log K EISHA256 , RIEE{TIt o B AESRAMPE BIEF N E R H A MHE

o

nysql -e "select hex(fingerprint), disposition_id from protect. binaries where fingerprint=0x

- EEES>EEAMPRAEEES Y B ERNAMPAAE ZER A ZBEH 8B Threat GridE &
EEMF,
AMPREEZEEEME,

Step 2: Threat Grid Portal Setup
1. Go to the Threat Grid Appliance Portal.
2. Navigate to the Manage AMP for Endpoints Integration page on the Threat Grid appliance
3. Add the Service URL, User, and Password from the section below.
Details

Service URL https://dupdateamp3.argarci2-lab.com/

User disposition_update_user

Password & ew2ss]_____ JYIPK @

Threat Grid2t B #1185,



Ilclllslcll(;l Threat Grid Submit Sample Dashboard Samples Advanced Search Reports Indicators Administration -

Disposition Update Syndication Service

Service URL User Password Action(s)

| —— e | remowe |
T S e | romowe |
https://dupdateamp3.argarciZ-lak disposition_update_user ewz3 6:;:JYTF‘K
| 1 [_eai | Remove |
- EREBAMPRLREERERE E%ﬁﬂ&i%%iE’JCAEzziéﬁCAf’é?—qﬂ M Threat Grid % & & 2 Y
FH,
HEUTRBIFR , AMPREER BREEMRKE ST EH SRoot_CA > Sub_CA >
Disposition_Update_Service & &; X it , 287 Threat Grid# B I CAR &+ Z 2 RootCAF
SUb_CAo

AMPRAEZEEEMFHNESHEME,

'Ic|||5' élc],' AMP for F.I‘ldeil‘ltS Private Cloud Administration Portal . Support M Announcements ?Help & Logout

L Configuration = Operations = Status - Integrations = Support - ¢

O Sanity Check Failing

Certificate Authorities are used by your Private Cloud device to verify SSL certificates and connections.

Add Certificate Authority
u Certificate (click to collapse)
Issuer rootca_vpc
< Download
Subject rootca_vpc
Validity 2020-11-15 00:00:00 UTC - 2025-11-14 23:59:59 UTC
n Certificate (click to collapse)
Issuer rootca_vpc
& Download
Subject subca-dus
Validity 2020-12-05 12:01:00 UTC = 2023-12-05 12:01:00 UTC

Threat Grid



sl Threat Grid Appliance Heme  Cenfiguration  Status  Operations  Support

CISCO

Configuration

Authentication
CA Certificates
Change Password
Clustering
Date and Time
Email
Integrations
License
MNetwork
Network Exit
NFS

Naotifications

CA Certificates

Details Validity

Subject: CN=roctca_vpc 2020-11-1
Issuer: CN=rootca_vpe Valid for alr
Fingerprint: 66:BF:EB:63:36:9F :AC:E9:39: AD: 76: A4 :0E : GA:57:B1:45:B9:FD: Ad: FD:63: 7E: SA: 11:FF : 47 : AA: CC:1E: FF:F2

Suy -03-0
Iss for ab
Fin
Suy -03-2
Iss for ab
Fin
Sul -07-2
Issy for ov
Fin
Sul -03-0
Issy for ab
Fin

T
Subject: CN=subca-dus 2020-12-0
Issuer: CN=rootca_vpc Valid for alr
Fingerprint: 51:D5:74:90A:6C:44: 4B:1A:F9:45:93:CB:B6: 7C: 3A:EB: 7B:BB:BD:04:51:4D:79: BE: D4:23:35:92:C0:17:9D:5C

Add Certificate Lookup Certificate

- >SAMPAMPFQDNThreat GridAMPIPFQDN

Ihrtps:ﬁdupdateamp&argarci2—|ak: | Hisposition_update_user ‘ ew236] IxJYfPK ‘

disposition_update_user = = sssssssssssssssoossss ﬂ

dienncitinn nindata near 0 ssssssssssssssssesas

AMPRAEE%# R A Threat Grid SSLEREMNEL

AEAR

5 HE : Tintegrations > Threat GridHiE1ETest ConnectioniZ it % , FAMPRABEEEE FIKZE|
MThreat Grid SSLEZEX

Threat Grid Connection test failed.

« [hreat Grid S50 Certificate is invalid.
« [hreat GGrid AF| key could not be tested.

BENSR .

. &8 Threat Grid€Bclean T HHP ZEMN R ERBTH LN FICAESR,
MRBCAZEE | AIXAEERABTENESHEHMEIAMPTAE ELE EEEF Fintegrations >
Threat Grid(Threat Grid SSLE %)+,



Threat Grid Configuration Details Edit

Hostname 1 fcisco.com
APl Key @Ry | sssssssssssnnnsasssasannes @
il \
n Threat Grid SSL Certificate :
= Test Connection
Issuer subca_tga_clean
Subject 1 kisco.com
Validity 2020-11-24 00:00:00 UTC - 2021-11-23 23:59:59 UTC
& y

FEAMPRAEEEEY , IUEUATHNERIETNRENThreat GridEEERE
: /opt/fire/etc/ssl/threat_grld.crto

Threat GridZ% (B #5230 I HBI O B &
BEOHE — ERMREN LT TR

EAR
BEHHE  RABRENLNBALE , FERAQNEHEREREThreat GridK B HEWK.

’lC|IISI(I:|O|. Threat Grid App]iance Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Authentication Certl fic ate (PEM)

bl Ty =Y

hvc NAQ ELBQADggE BAKXZB ol DWacWYSVO)(SH WrQIMULAMNAESOZ IXN kuByG6vvhj

CA Certificates p

Change Password JkgjjU9xKrke5LCr+trWnr+gjZlc4ecVCmEBFXBWUtr8BjHcimbHUbZIVLYpEWDxO
Clustering
Date and Time HMS37fv44R9CIr4pjuz0be61HS4wo5PATUYPtO1Dy0dHIa42zE3pH4X3D9r2QY Yd
Cl6KJpevCJzFyoQW3ahTZoxrdF1115wO3XcH41Q= -
Email ek END CERTIFICATE----- 4
Eiicgrstiona Prlvate Key (PEM}
ezt waaBsZJp302|uJRthloinmPpNZzhqIW3cC90ASaRSXeU+4c+HrnUknahEHJ Nn8 -
Network IJbkA4UJQgWgeD4QKOj8cQKBgQCIZmRmL7H7d 1avaPzbEIAOKYnlgIXsBKDCHjYo
g+HONxIdI8zUSHYFab9LO361thYO+0OBwd3EGhhQ2u7CeinFp8Y7mQugQNFThHIZO
Network Exit
NFS
*] Z a X] abyql/y a a 1IXGC
Notifications nY2D9IwNsni5uk 1IHL2SojLtVx8BYqw98wluuBOmgZZVNprSparsyw== -
————— END RSA PRIVATE KEY----- 4

SSH
public key derived from private key does not match

SSL

Syslog Add Certificate @

RABEHNLNBEFTEPH BN LN BTITE,
BENISR



- ERALRETEBREPHLREN,

MRFABAEAF PR LNMCE |, AIRHNMLRIEBSEAR. RIS, ERBERELRNE
ETHNARTEETERHRNEREAT

HEBR1 fEAOpenSSLT B LEBFLMBNBE PRRER LSRR R

openssl x509 -noout -nodulus -in

$ openssl x589 -noout -in certificate.cert | openssl md5
(stdin)= d41d8cd98{0eb204e9800998ect8427e
$

$
$ openssl rsa -noout -in private-key.key | openssl md5
(stdin)= d41d8cd98{00b204e9800998ect8427e

HHE — R TZIEPEMAR

BLEEE  EXRNEFEEEE  Threat GridEE S RIS EIEPEMR BTN FAE .

atfrer]n, : : ) .
cisco Threat G [’|d Appl lance Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Authentication Certificate (PEM)

CA Certificates MIIDT]CCAjagAWIBAgIIcR1youlOY/MwDQYJKoZIhveNAQELBQAWGEYMBYGA1UE
AwwPC3ViY2FfdGdhX 2NsZWFuMB4XDTIwMTEyNDAWMDAWMFoXDTIXMTEyMzIzNT
k1

Clustering OVowSTEbMBKGA1UEChMSQ21zY 28gU31zdGVicywg SW5MSowK AYDVQQDEYFrc2Vj

Change Password

Date and Time
Email NIgQT03qafX7Zh5wKY4BrTWxOpNBodUclOKxzODPWYZqUUjpeKcjyUkj2L6fY 0OV

Integrations
o Private Key (PEM)

License wZfa8sZ Jp30zivJRtvBioPnwmPpNZzhglW3cC90ASaRSXelU+4c+HmUknahEHJNNS =
IJbkA4UIQgWaeD4QKOj8cOQKBgQCIZmRmML/H7d 1 avaPzbEIAOKYnIgIXsBKDCHjYo
g+HONxIdIBzUSHYFab3LO361thYO+0OBwd3EGhbQ2u7CeinFp8Y7mQuqQNFTbHIZO

Network

Network Exit

NFS /BE/D+jdT8zhA3aWNXADf8bIx|IRE324TFAfJf7 325927y 7d96tCalPFaMOIXGe
nY2D9IwNsni5uk 11HL2SojLtVx8BYqwIswOuuBOmMgZZVNprSparsyws==
————— END RSA PRIVATE KEY----

Notifications

private key contains non-PEM content

Add Certificate Cancel

MBERPHPEMERERE.
BENDER



S FHOpenSSLT BT STEM,

openssl rsa -check -noout -in
.PEMPEM

$ openssl rsa -check -noout -in wrong-private-key.key
unable to load Private Key
148333463315776:error:89091064:PEM routines:PEM_read_bio ex:bad base64 decode:../crypto/pem/pem_lib.c:929:

¢ openssl rsa -check -noout -in correct-private-key.key
RSA key ok

MR OpenSSLIET#I T 2RSA Key ok , EXRTKEISBHPHPEMERBBEE,
MR T OpenSSLIETFENREE , 8 :
- BRIBPHIPEMERRBE X,

FIRERPHPEMERLI64EFZ THTETR,. REBREERANPEMER ATUETRERREE K.
ROBERNTREERPHEMITHE,



$ cat wrong-private-key.key

BEGIN PRIVATE KEY
MIIEvAIBADANBgkqhkiGIWOBAQEFAASCBKYweeSiAgEAA0TBAQCY FIytwkfoUICS
D1uK9PTbKvDrShegn8/Cen9wXEUDIBNahlFiZvwZb/5FL+I1ry/POWKIMiXRhLO52
YBoogsuDTw79MoabxXYLKq1P5QRIV6tQQDNiHUoHFNS Lkoo®HBubkDtGo/PWATE
/INGbMIU/d1DDuzxfeGzedviztTI0rpChZyQP2r+5Gxa0KMAC IAEEK /pYATaCv /G
P6rGkHc /ViMINTulVIWAI cLgTUXODeHL jTIcI2q/vH/ iOWeIgAv10aGuBCOeg ¢
NwOgPyY3XI8g/I 1HAG /VsM1ONHKTAEhvSks
WXZW1XhNAgMBA tUShuSCL7tABF7VpSeKXM
Uh4/VrdglTYXFI 5 7k@sCwmhKUaMACTYANnrg
fINIJto/x0azh 17ttvlvX3zwe LCEXSDXKG
mdhzCQSTBFYbM A4M7HiocsbkLjijScTFYQ
JgSwASBEgqgeH3: 1gddkl6ddAasSjQSs7sIxaf
WtVHzbVDgJ+rb' 3gQDePpxacxGRZLXfja3s
SU+TvjNWQGcUs: 18yB8ZQde1gPZrVeZoMym2
155+/LS43HBS5hcCfnZplLAMBzHY vX+HPuGHm2x0Cy51K5KsfDPa/SrbhDkxZtyBSG
1CeVLEycQ5t1xtI6giBLKNmtrQKBgQDKI+BTMrHFYDS50gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdql8Ck/H2QftFpOAFoHQxD/t1iJA6E1eK9HTVnsq9+xbCU1fRLPxeCS
Cbct1DYBwaMn8Ywp9PfZKPgu /gl IXTUWT6TALcBGtdspYDEbApVYAB91PoS@vcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6fVGPhIHCUtI+yZRuBkkz/8ohv1Rf+En+VY
90GOGBq/MEBZy 3TV+SUYFPX1509eQDDYNQToKs FpUhOQvuQ@leIGSm+E6jFApheg
QauT9x@TkVDP1bP5LFKTMG27Brzr90G95F45hrZ0gWOD+w7YdTY1GD7Z AoGASHKU
b4XoeNS1771hUg5w27gR9q+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdfQUwvyn
FBDKFsrLRT1rIVDGle27NakE,/QmE20AVNS 7PG3UBYx/RxhYV/60smGGsXz 10Mn+AB
SxuwKiWoARshnMsDvsTYWofml1SMwT IMmCKpbTii1ECgYB187 jesdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucqUrdB3LZo6F jagvPy+LBjA3VjtRYkDjOQmstvxD5j+d
V3Pg4IWaocGUSRQUIYSLorme+y]ls6Z+iNkIcPeZtWidSgP+NZalxvhtj8Xel 5660
a+10neYA41zL1225cgyFzEQ==

END PRIVATE KEY

- FEESFAR PV —1TUASEEF TR , EFBEGIN PRIVATE KEY , BASEEF TR,
gl

- RSP RER —TUSEEF LB , EIEND PRIVATE KEY , US5EEF THEE.
g,

5] FASm P ENPEMIEXMERL



% cat correct-private-key.key
BEGIN PRIVATE KEY
MITEvAIBADANBgkghkiGOw@BAQEFAASCBKYwgeSiAgEAAOIBAQCYF IytwkfoUIcs
D1uK9PTbKvDrShgn8/Cen9wXEUDIBNah1FiZvwZb/5FL+I1ry,/PBWKIMiXRhL(Q52
Y@oogQsuDTw79MoabxXYLKg1P5QRIVetQQDNiHUoHFNS Lkoo®@HBubkDtGo/PWATE
/INGbMIU/d1DDuzxfegGze@viztT90rpCbhZyQP2r+sGxaOKMOc3AEgK/ pYA7aCv/G
P6rGkHc /VIMINTuWVIWAIcLgTUXODeHLjTIcI2g/vH/ iOWeIgAv10aGuBCOegVDU
NwOgPyY3XI8g7H AHAG /VsM1BNHKTAEhvSks
WXZW1XhNAgMBAA tU9huSCL7t4BF7VpSekKXM
Uhd/VrdglTYX{B 5 7k@sCwmhKUaMACTYANrg
fINIJto/x0azhe A7ttvLvX3zwe LCEXsDXK6
mdhzCQSTB+YbM4 RAM7HiocsbkLjijScTFYQ
JgSwASBEgqeH3z hgddkleddAaSjQSs7sIxat
WtVHzbVDgJl+rbS BeQDePpxacxGRZLXfja3s
SU+TvjNWQGcUsX . 1 58y870de1gPZrVeZelMym2
155+/LS4jHBShcCHnZplL4M@zHYvX+HPuGHm2x0Cy51K5KsfDPa/SrbhDkxZty@Sa
1CeVLEycQ5t1xtIogiBLKNmtrQKBgQDKI+BTMrHFYDS58gP cBZyGXVhmSyHcZ0P9k
OosXngeKtpdgl8Ck/H2QftFpOAFoHQxD/t1JA6E1eK9HTVnsq9+xbCULfRLPxeCS
Cbcf1DYBwaMn8Ywp9PfZKPgu/gI 3XTUWT6TALcBGtdspYDEbApVYAO91PoSBvcBn
g7LG+bcIIQKBgHFNn/ZziDtrkSz1SN6TVGPhIHCUtI+yZRuBkkz /8ohvl1Rf+En+VY
9QGOGBq/MEBZy3TV+SUYTPX15Q9eQDDYNQToKspUh0QvuQeleIGSm+E6jFApNeg
QauT9x0TkVDP1bP5LFkTMG27Brzr90G95F45hrZ0gWOD+w7YdTY 1GD7ZA0GASHKU
b4XoeNS1771hUg5w27qR9g+LC+8EmiHNRrNxDsnCZd7 zGFQw7MKbQDdFQdFQUvyn
FBDKFsrLRT1rIVDGIe2ZNaE/QmE20AVNS7PG3UBYx/RxhYV/60smGGsXz10Mn+AB
SxuwKWoARshnMsDvsTYWofmlSMwT IMmCKpbTiiECgYBi87 jgsdFv2NtY1mb1pAYS
DHiErbldtVumF42Tax+fucgUrdB3LZo6FjagvPy+LBjA3VjtRYkDjQmstvxD5jfd
V3Pg4IWaocGUBRQUIYSL6rmw+yls67+iNkIcPeZtWidSgP+NZalxvhfj8Xel 5600
a+I0nBY41z1 122SceyFzEQ==
END PRIVATE KEY

HHE — ML ER LN

 ERmNHEFERER , Threat GridEE SR EIZARELER LR,



atfnan]n, : ' ; ;
c15CO Th[’eat GHd Apphaﬂce Home Configuration Status Operations Support

Configuration e Upload SSL certificate for PANDEM

Aenticatom Certificate (PEM)
CA Certificat i -
e BgkghkiGO9wOBAQsFAAOCAQEAsSCQT1IOKPKLI6GATR94eueZ64zCYGUfBwg02259Kle

Change Password epjqQobaJadIZWTh7LMHuxHZPO2YZJIO/OjJUQ/8uLk1sG7rVESROe/EvIOvVLENF

Clustering

Date and Time wbThoJukREZOyiBoQDPcSWhQe8j3FEtJIf9yfu2bthOFQQ+Lf3BU4ZPiXPVEtuUL
7FIPOkjC/33s5ZWpCB80zCmdPvFgx//JbpWri1gllYVs1uYg== -

Email e END CERTIFICATE----- Y

Integrations

License IS BEGIN RSA PRIVATE KEY-----

PT— MIIEpAIBAAKCAQEAUcCh3AUTS5P91Ym/PyvHva/xKBCbLeY7+]QJGO7wm7erux3KTZY
EE9N6qgn1+2YecCmOAald1sTqTQaHVHJdCsczgz1mGalFI6XinI8BIJIS9i+n2NDIcNr
Network Exit XBVPvCUs5fnH2cZwKGTen/NDJhnyC5DIb1 7RLY7 Y+wxhMiyRCHH3aZ 310Mpl Tk4 X

NFS

CiSCIWEFy/CDXbX27KncS4qWe9 1 phskKXq0jo7wIDAQABACIBAFrHBEHRsYNTXY Sv
yCSwXQtfalYpjXGGgdduaPzdIrlICrCGWbbgimKeYQByGTUIv7 vXAX2EARS 7Izvb2

-

Notifications

cannot generate public key from private key

T |

EERLBERANENPEMERE R LR,
BEENSR

1.0penSSL

openssl rsa -check -noout -in
MR OpenSSLIETH#IE T 2RSA Key ok , EX TR EISBHHWPEMER EHE,
S22 FEHOpenSSLTERBERURIMBPEL LA,

openssl rsa -in

O NREHKRR , NRELI,

% openssl rsa -in wrong-private-key.key -pubout
unable to load Private Key
140195161523526: error:09091064:PEM routines:PEM read bio_ex:bad basebd decode:../crypto/pem/pem lib.c:929:

% openssl rsa -in correct-private-k key -pubout

writing RSA key

-----BEGIN PUBLIC KEY-----
MIIBIjANBgkghkiGOwOBAQEFAAOCAQSAMIIBCEKCAQEAr3yMrcIH/VCHOQSbivTe

2yrwbBoY ] /Pwnp/cFxFAyATWoZRYmb /+RS 8vz9FiiTI1eYSPO0dmNKKIEL
Lg@80/TKGusV2CyqtT+UESFerUEAzYh1KBXxTUiSKKNBILMSA7RgPz 1 yTRmzC

) m2ckD9q/rBshjijNHNwBICvEWAD2g +qxpB3
P1YJNTU711SFnSHC4EL1Fzg3hy4@yHCNgv7x /43 1niIAL9dGhrgQinoFQ1DcDoD8m
N1yPIOx3C@1WeVForZmx+Dg6l+14uljytkVceBwOv1bDNdDRyk+BIb@pLF12VtV4




WEHRE — 2WER | MEMBPEMR K

il
SE

BEHE  oMER  BERBPEMESR  £ERANEAEREEREThreat Grid& B I

vfrer] e, 4 4 ' :
T Threat Grid Appliance Home  Configuration  Status  Operations  Support

Configuration e Upload SSL certificate for PANDEM

Authentication el —

_ AN =
LS S BgkqhkiGOWOBAQsFAAOCAQEASCQTIOKPKLj6ATRI4eueZ642CYGUfBWg0Zz2S9Kle
Change Password epjgQobaJadI3WTh7 LMHuxHZPO2Y ZJIO/QiUQ/BuLk1sG7rVESROe/EvIOVL5nF

Clustering

wbTboJukREZOyiBoQDPcSWhQeB|3FEtJI9yiv2ZbthOFQQ + LF3BU4 ZPIPVEWUUL
7FIPOKIC/33552WpC80zCmdPvFax//JbpWrigllYVs1uYg==
Email SRR ENMD CERTIFICATE-----

Date and Time

4

Integrations parse error: PEM data could not be decoded

s Private Key (PEM)
Network wZfa8sZ Jp30zivJRtvBioPnwmPpNZzhqlW3cC90ASaRSXeU+4c+HmUknahEHJNNB -
Network Exit IJbkA4UJQgWgeD4QKOj8cQKBgQCIZmRmLYH7 d1avaPzbEIAOkYnlglXsBKDCHjYoe
g+HONxIdI8zZUSHYFab9LO361thYO+OBwd3EGhbQ2u7CeinFp8Y 7mQugQNFThHIZO

NFS

Notifications JBE/D+jdT8zhA3aWNXADIBbIX|IRE324 TFATJT73a59q2 7y 7d96tCa 1 PFaMOIXGce

nY2D9IwNsniSuk1IHL2SojLtVx8BYqw98wOuuBOmgZZVNprSparsyw==

1

Pl | cancel

EEIRFZERPHENPEMERBRES. BEERPHNPEMEREHEE,
- ERRETUUREBEEERPHNPEMERREREENA,

HEBR1 EMOpenSSLT EBRPEMERE RN BEEN.

openssl x509 -in

MRPEMER 2I8E , AlgEOpenSSLT EEHAFAREEARZRER,

HPH.ARNEFERZPHPEMERRE  ERBEARZTEAKRYL

64:PEM routines:PEM_read_bio_ex:bad base64 decode:../crypto/pem/pem_lib.c:929:




B PR EISEE Fim/ A lRBSCAR F

dfaln ) 4 ) -
Sikcn Threat Grid Appliance Home  Configuration  Status  Operations  Support

Configuration e CA Certificates

Authentication Certificate (PEM)

-

Ir2MrtEmB8vul3CzLgSnC3iFRYFIbbwiQTW/AgMBAAG|DzANMASGATUdDWQEAWIC

(e jDANBgkghkiGIWOBAQsFAAOCAQEAY3b0+QmLEORi7q3iHUSK3cGeWhCrWIF5z30R

Change Password

Clustering wByBX 1YrIWKICWSOmT8K/2mscEbUvyjALFRvoGeeYLI3wboaB8ZLxysEL6Nw7r+5

Date and Time AtTgHWYUEdrgnnAUjQbiOIs+NUY826gpRwWuUH7PBYTI9K330K8XSz08xmsQQG+oHOo
L2wj6R2hS8e7dzJzHbsp+ TicL/w7MAUFRWKTADj7gEbKmYj+0Q== v

Email | ----- END CERTIFICATE----- 4

Integrations

not a client/server CA cert

License

Network Cancel
Network Exit

NFS

Notifications

CARETHEARNRERBERERACAIRIE,
MREARNRIFEEBEFRESCA , FHOpenSSLT E#EFE : CABREH BTrue,

B FHOpenSSLT EFERPEMERERHTHEBREHA.

openssl x509 -in
SE2EBEEAPEESELNRBERNERE,
#f5l. Threat Grid & B Z W CANE R RE,

Exponent: 65537 (0x10001)
Pwtpnginna'

} Basic Constraints:

[A:THLIE

MR

. Threat Grid¥ & — BLiE 5



/content/en/us/support/security/amp-threat-grid-appliances/products-installation-and-configuration-guides-list.html

. Cisco AMPERIEELE — B & RFI R 1757 8A
. i X EBE X4+ - Cisco Systems



https://www.cisco.com/c/zh_tw/support/security/fireamp-private-cloud-virtual-appliance/products-configuration-examples-list.html
https://www.cisco.com/c/zh_tw/support/index.html
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