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“w. Cisco S100V

Web Security Virtual Appliance
S Version: 12.0.1-268 for Web

Username:  |admin |

Passphrase: |eswsssssse
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#£ "Anti-Malware Scanning Services &84 , ¥ — T Edit Global Settings , 20T B Ff=.

Anti-Malware Scanning Services

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB

Sophos: | Enabled

McAfee: | Feature Key for McAfee has expired or is unavailable.
For information on enabling this feature with 3 new iey, contact your Cisco sales representative.

Webroot: | Enabled
Threat Risk Threshaold: 90

=P | Edit Glohal Setfings...

# ZAdvanced > Advanced Settings for File ReputationZB 7 M RFEE , RARE R — R EMFIREFE
H, BEERBILANNVE,



= Advanced Routing Table: | Management
= Advanced Settings for File Reputation

File Reputation Server:

AMERICAS (cloud-sa.amp.cisco.com)
| AMERICAS(Legacy) (cloud-sa.amp.sourcefire.com)
| | EUROPE (cloud-sa.eu.amp.cisco.com)

AMP for Endpeints Console Integration ff,-

SSL Communication for File Reputation: | | APIC {cloud-sa.apjc.amp.cisco.com)

| Private Cloud

Server: | Port: [80

Username: |

Passphrase: |

Retype Passphrase: |
Relax Certificate Validation for Tunnel Proxy (7

Heartbeat Interval: |15 minutes
Query Timeout: |15 seconds

File Reputation Client ID: | 67f3ceal-clec-497d-b5d9-72b17eabdasd
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Creating AMP for Endpeints Connection

Do you want to be redirected to the AMP for Endpoints console site to
complete the registration?
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Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

Ll AMP for Endpoints

Threat Grid
Threat Response

and more.__.

Use Single Sign-On

Can't access your account?
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Authorize VLNW <

- Applications external to AMP for Endpoints, such as Cisco's Firepower
re vews I <

SRS : : : Management Center, can be authorized to access your business® data.
endpoint) is requesting the following authorizations:

. : ] Here an application is asking for your authorization to gain access to some
« Device Registration ; : : e
specific services. Review the requested authorizations and approve or deny the

request as appropriate.

Deny the request if you don't recognize the application or you did not initiate this
request for integration from the application.

Authorization can always be revoked at a later time from the AMP for Endpoints
web console, and the application completely deregistered from the system.

IREIWSAZEHIE , BERBMHIREAMp for EndpointsiZHIEBEEEES , W TEM .

= Advanced Routing Table: | Management

= Advanced Settings for File Reputation

File Reputation Server: | [ AMERICAS (cloud-sa.amp.cisco.com) ]

Cloud Domain: |c\uud-sa.amp.ciscu.cum

AMP for Endpoints Console Integration (2] | VLNWS_ (71 Deregister | v SUCCESS

i . FTESHESubmitFICommitEEl ( MRHRETR ) , FRAREBXTERRKIARE.

Threat Grid&4&

B B F Security Services > Anti-Malware and Reputation , A 7£Anti-Malware Protection
Services_E#%& — T Edit Global Settings 1% & , 20T BFfRo

DVS Engine Object Scanning Limits: | Max. Object Size: 32 MB
Sophos: | Enabled
McAfee: | Festure Key for McAfee has expired or is unavailable.
For information on enabling this feature with & new key, contact your Cisco sales representative.
Webroot: | Enabled
Threat Risk Threshaold: 90

% | Edit Global Settings...

# = "Advanced> Advanced Settings for File Analysis; 2 RET , BEKREELEFMEMEN
BIE , T EMT.

= Advanced Routing Table:  Management
¥ Advanced Settings for File Reputation
= advanced Settings for File Analysis

File Analysis Server: MERICAS(hps:fpanacea.trealgri.cu}
AMERICAS (https://panacea.threatgrid.com)

Proxy Settings:

EUROPE (https://panacea.threatgrid.eu)
Private Cloud Port: |BD

Username: |

Passphrase: |

Retype Passphrase: |

rile analysis client 10: | 02_vuvws

¢ Advanced Settings for Cache
&—T "Submity, M "Commity 2ERR,
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é’|ISC|OI Threat Grid _s-mph Dashboard  Samples  Reports  Indhcators  Administration 5.

Users - vrt/wsa/EC2ACF1150F19CCEF2DB-178D3EFDBAD1
Filter | |
v Status

Active

Inactive WSA Device
~ User Type
Device
Person
Senice
« Role
Admin
Device Admin
& Org Admin
User

~ Intagration

MRZE—TLogin (BA) , MR LGREFIREENER.
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¥ Filters
Hostname | Hostname or Connector GUID Group
Operating System ~ Policy
Connector Version web Internal IP
Flag L1 A External IP '.: 1gle 1Pvd or CIDR
[ Web Security Appliance :
Fault [moneoerEcEn Last Seen | Any Date
Fault Severity o Definitions Last Updated | None Selected
Isolation Status | None Selected ~
Orbital Status | None Selected ~
Sort By | Hostname pe Sort Order | Ascending

WMRFEM T ZEWSARE , RITTLUERERD & FikIDREEIEM.
MREFREKE , BUUEICERER. EANKKEMEZEGUIDA ARRIRREHNT,
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Typo

device



o v = v [ - -

Hostname vinw s Group

Operating System Web Security Appliance Policy

Device Version Internal IP
Install Date External IP
Device GUID 67T8ceal-c0ec-497d-b6d9-72b17eabdasd Last Seen

HEREHS , TUEERAIKENEEAERRANBAERS —

dit Policy

Name | network_policy

Description

Custom Detections - Simple TRnE

Application Control - Allowed None

-

2020-05-20 03:51:32 CDT

Uy Diagnostics

s (U View Changes

‘ A Move to Group... | ‘ w Delete
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B https://console.amp.cisco.com/computers/c359f0B9bAbe 80T 1295707 d 10500564,/ trajectory?2

B https://console.amp.cisco.com/computers/67 foceaDsc0ec497d=b66d9-72h 1 Teabda 5d/trajector
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¥ Advanced Routing Table: | Management
Advanced Settings for File Reputation
= Advanced Settings for File Analysis

File Analysis Server: | [ AMERICAS (https://panacea.threatgrid.com) |

Proxy Semtings: | [] use File Reputation Proxy

Server: | port: [80

File Analyzsis Client ID:
b Advanced Settings for Cache
= Threshold Settings
File Analysis Threshold Score: | ()
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