HBEBRFMCECTRI B &
H 8

P}
DB
X

bod 2z]3:

BRERCRAERE
ERFEFMC/FTDRISSERY F 2 [ #YE 4R
ER 35 SSEConnectorik A&

B 8 Fx BISSEPT F MICTREVE B

= R EE

EZAFERNE

tHERE A

bl

AR E &2 RFE R 2 (SSE) Bt #E 25 2 TE Firepower & B /1 /0\(FMC) B Firepower & & B &
(FID)EE L HEZAUFEENREERCTRIEZESR , HHETHEHERNSE,

DB R

B’R
SREBCBELTEME

. FMC
. FTD
. CTRES

BRA T

X PN ETRRIRA T R AEIARA -
- 6.4. 0N E B RA B LWFMC
- 6.4.0NESRAEKE LWFTD

. BERlL 2 R
. CTRIRFE



AXHHNEARBRBREERERBEANKENREL. XHEAZNMERERRCER (R
) BVIERERE B, MRIEHVMREREET |, FERERBEMESTRERNTZE,

TREM
SSEConnector

SSEConnector26.4.0 2 & #Firepower# & FHY —{EEE , ©AAKEFMEISSEFIF., EENER
BREA "HRBU R "EML B, FMCEREEIMAESZEFTD, BMARNER , SSEConnectorfk
KRB SSEFT F BeFirepower# B 2 BB, SEAFTDEFMCEREMTE , UERKEESE
SSEAOF, HEHEEZHE , BELEB EMASSELTX , X EFHE EEventHandler A AR EH
&£ FCisco Cloudo

CTR

REEERE—BRESHEEGHAT L , EXESEARNRLERcENESYEREBL. BE
ERMRTRARZEER : WAl, RENEY , YARRMABRSZERBIN —EERTE,

REERNERREYRRELERNEHERASBRENMNE=ZSRELESRERHNAMERE
BHREELER ENVRE,

B K REEENAZRETEEREREZ2IENE#R Y. EPRFRENMRE4GEREE,

REEER —EEEF A (https://visibility.amp.cisco.com/), R&EIA T8, T , EHEEE I
NRIBHER , RETERES R ( MThreat GridRAMP ) HiEH., ELBHAERERESRFATACREM
HEER3IEINRE (B E. NHIRIBEMNEE ),

CTRA AR EE ?

- BHERE

- BB

- RBES

- BHER
EXESTERHRE K FMRCEENRENSERCMAAERESELTHENRNEMIHENR
. A%, ABRENEEEERThreat Response , RRIBEAIEEE ( &6IH AR
Stealthwatch#®#8 ) WIRERR , WHERLET I ENEBAL S EBE R EBL .

ERCTRETRNERES , EEEMMEMF Mhttps:/castle.amp.cisco.com/, (Castle)Hl "
https://admin.sse.itd.cisco.com/app/devices 1 ( 2RI )

WEM s

A LEREEEERRSIRS -
BRRLRFAFEEEINLZLERASTNSEER, RIFENFFITHER , B

- AMPi% Bk
. Threat Grid
- HEEE


https://visibility.amp.cisco.com/
https://castle.amp.cisco.com/
https://admin.sse.itd.cisco.com/app/devices

REBBXRMF

PP RCTRMFWERE , £TUELFEERECTRIF HEMYEE  UEEHERTHAE
RABHDI

ERRERRLZLERERRHBBEEEESK , T2 RFExchange iIRMEE, REMBHERE
, BIELLTERMINEE -

- EREEREEEERANT S EEEEEE,
. *RES MW Cisco FirepowerEBEWEEHER , EESHER (BHHFH ) HERNRBERE,

5% Bt T R
REEBCHARRY

fEFMCL , & % 1£System > Licenses > Smart Licenses LB FH B R ERFTEER

IR1E , 7£Smart Software Satellite = 5|1 2% L I System > Integration T , BFREZENIREESA
Connect directly to Cisco Smart Software Manager , H &R FEIREF TS‘Z%JH:IJJ BEo

BB ZCloud Services % 5|12 L #System > Integration , ¥ #ZCisco Cloud Event
ConfigurationiZ2EH 2 S 2.

B ®FMC/FTDMISSEM F 2 MK EiR
HRAIPELAEDN , REFEL T —EURL:

EE =

- api-sse.cisco.com

. est.sco.cisco.com ( FEFMIFHHER )

- mx*.sse.itd.cisco.com( B & {&3#E A ¥ mx01.sse.itd.cisco.com)
. dex.sse.itd.cisco.com ( EF K Zh )

. eventing-ingest.sse.itd.cisco.com ( AR CTRFCDO )

&R B2 th [

- api.eu.sse.itd.cisco.com
. est.sco.cisco.com ( E&IFHFAEA )
. mx*.eu.sse.itd.cisco.com( B BI{E1#E A M mx01.eu.sse.itd.cisco.com)
. dex.eu.sse.itd.cisco.com ( HEF K )
. eventing-ingest.eu.sse.itd.cisco.com ( & HAMRCTRFCDO )
BEARBARE

- api.apj.sse.itd.cisco.com

. est.sco.cisco.com ( ER A [EEA )

. mx*.apj.sse.itd.cisco.com( B BI{E3# A Amx01.apj.sse.itd.cisco.com)
- dex.apj.sse.itd.cisco.com ( HEF K )



. eventing-ingest.apj.sse.itd.cisco.com ( AR CTRHFCDO )

FMCHIFTDHEEEREIH ﬁﬁEJ:H’JSSE URL , ERIFER ,
Firepower CLILE AL T -

:I:I‘H
—\I.
Sm

BARFA R AR

curl -v https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients --cacert

/ngfw/etc/ssl/connectorCA.pem
curl -v https://est.sco.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://eventing-ingest.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

curl -v https://mx0l.sse.itd.cisco.com --cacert /ngfw/etc/ssl/connectorCA.pem

HITEEREETE  BYLAEEREREETILLTT : Connection #0 to host "URL"{R & [R#.

MRERBEHEEREFRARILT , FRIFRESAFEENEABELURL , UREERE
EA Eifp B 1SS th R B B8 LLURL 2 B RVERR.

AUERANATHTREREERE .

root @tdOl: ~# curl -v -k https://api-sse.cisco.com

* Rebuilt URL to: https://api-sse.cisco.con

* Trying 52.4.85.66...

* Connected to api-sse.cisco.com(52.4.85.66) port 443 (#0)

* ALPN, offering http/1.1

* Cipher selection: ALL:!EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOWN ! RC4: @GSTRENGTH
* successfully set certificate verify locations:

* CAfile: none

CApath letc/ssl/certs

TLSv1.2 (QUT), TLS header, Certificate Status (22):
* TLSv1l.2 (QUT), TLS handshake, dient hello (1):
* TLSv1.2 (IN), TLS handshake, Server hello (2):
* TLSv1l.2 (IN), TLS handshake, Certificate (11):
* TLSv1.2 (IN), TLS handshake, Server key exchange (12):
* TLSv1.2 (IN), TLS handshake, Request CERT (13):
* TLSv1.2 (IN), TLS handshake, Server finished (14):
* TLSv1l.2 (QUT), TLS handshake, Certificate (11):
* TLSv1l.2 (QUT), TLS handshake, Cient key exchange (16):
* TLSv1l.2 (QUT), TLS change cipher, dient hello (1):
* TLSv1.2 (QUT), TLS handshake, Fini shed (20):
* TLSv1.2 (IN), TLS change cipher, Cient hello (1):

* TLSv1.2 (IN), TLS handshake, Finished (20):

* SSL connection using TLSvl.2 / ECDHE- RSA- AES128- GCM SHA256

* ALPN, server accepted to use http/1.1

* Server certificate:

* subject: C=US; ST=California; L=San Jose; O=Cisco Systens, Inc.; CN=api -sse.cisco.com
* start date: 2019-12-03 20:57:56 GMTI

* expire date: 2021-12-03 21:07:00 GVI

* jssuer: C=US; O=Hydrantl|D (Aval anche C oud Corporation); CN=HydrantID S SL ICA &

* SSL certificate verify result: self signed certificate in certificate ¢ hain (19), continuing
anyway.

>CET / HITP/ 1.1

>Host: api-sse. cisco.com

>User-Agent: curl/7.44.0

>Accept: */*

>

<HTTP/ 1.1 403 For bi dden

<Date: Wed, 08 Apr 2020 01:27:55 GVI

<Content-Type: text/plain; charset=utf-8

<Content-Length: 9


https://api-sse.cisco.com/providers/sse/services/registration/api/v2/clients
https://est.sco.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://mx01.sse.itd.cisco.com

<Connection: keep-alive

<Keep- Alive: timeout=5

<ETag: "5el7b3f8-9"

<Cache-Control: no-store

<Pragma: no-cache

<Content - Security-Policy: default-src 'self’

<X- Cont ent - Type- Opti ons: nosniff

<X- XSS-Protection: 1; npde=bl ock

<Strict-Transport-Security: max-age=31536000; i ncludeSubdomnai ns;

Mgt : =2 Uk EI403 Forbiddeni®R , AARBRFEENSI BT ESSEHEY , BE—HEN
BRFEE M,

B2 SSEConnectorit #&
BO LRI T RER R A 2T B .

# nmore /ngfw etc/sf/connector. properties
regi stration_interval =180

connect or _port =8989

connect or _f gdn=api - sse. ci sco. com

AT ®ESSConnectorfEventHandlerZ R ELR , AILAMERALSGS , UTREEERN T

root @irepower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 3022791165 11204/ Event Handl er
/ ngf wl var/ sf/run/ Event Handl er _SSEConnect or . sock

HEEEMRERNES D  AUBRISERRERCELR

root@irepower:/etc/sf# netstat -anlp | grep Event Handl er _SSEConnect or. sock
unix 2 [ ACC ] STREAM LI STENI NG 382276 7741/ Event Handl er

/' ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 378537 7741/ Event Handl er

/I ngf w/ var/ sf/run/ Event Handl er _SSEConnect or. soc

B 8 X B|SSEF F MCTRAY & ¥

£ EMRFTDE EEIXEH LA B TCPELR E Z 4 FAhttps://eventing-ingest.sse.itd.cisco.com?® i1
, LT RSSEAOMFTDZ KRB EZENEHI :

root @i repower:/ngfw var/l og/connector# |sof -i | grep conn

connector 60815 www 10u | Pv4 3022789647 0t0 TCP | ocal host: 8989 (LI STEN)

connector 60815 www 12u | Pv4 110237499 0t0 TCP firepower. ci sco.com 53426->ec2-100- 25-93-
234. conput e- 1. amazonaws. com htt ps ( SYN_SENT)

fEconnector.log A& :

ti me="2020- 04- 13T14: 34: 02. 88472046- 05: 00" | evel =error msg="[firepower.cisco.coni[events. go: 90
event s: connect WebSocket] dial tcp 18.205.49. 246: 443: getsockopt: connection tinmed out"

ti me="2020- 04- 13T14: 38: 18. 244707779- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 100.25.93. 234: 443: getsockopt: connection tinmed out"

ti me="2020- 04-13T14: 42: 42. 564695622- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 18.205.49. 246: 443: getsockopt: connection tinmed out"

ti me="2020- 04- 13T14: 47: 48. 484762429- 05: 00" | evel =error nsg="[firepower. ci sco.com [events. go: 90
event s: connect WebSocket] dial tcp 100.25.93. 234: 443: getsockopt: connection tinmed out"


https://eventing-ingest.sse.itd.cisco.com

ti me="2020- 04-13T14: 52: 38. 404700083- 05: 00" | evel =error nsg="[firepower.ci sco.com[events.go: 90
event s: connect WebSocket] dial tcp 100.25.93. 234: 443: getsockopt: connection tinmed out"

BHEE | 551 | ATEERAY18.205.49.2467118.205.49.246 /8 R https://eventing-
ingest.sse.itd.cisco.com® IPH#b it ATREE E X , Kt EZEAFFERURLMEIPHbuEKISSEF F

BB
ALER o

MRRBEVMER , AEHTSEERSSEMF , LT RFTDMSSEF F 2 2 B MERH R A

root@irepower:# |Isof -i | grep conn

connector 13277 www 10u | Pv4 26077573 0t0 TCP | ocal host:8989 (LI STEN)

connector 13277 www  19u | Pv4 26077679 0t0 TCP 192.168. 1. 200: 56495- >ec2- 35-172- 147-
246. conput e- 1. amazonaws. com htt ps ( ESTABLI SHED)

FREHE

FHiRFE6.4% , SSERFEES TN EESSEF Fi@&A. Connector.logiz BN A T EHHEER
. (*Service), Start)fEEEFETIZeroMQ PUSHILFE R « HERT
\"ipc://Ingfw/var/sfirun/EventHandler_SSEConnector.sock\": T unix
Ingfw/var/sf/run/EventHandler_SSEConnector.sock:connect: ;8 B iE B &R = B #\n"
E#H R EISSEConnector R% :

1)sudo pmtool disableby SSEConnector

2)sudo pmtool enablebyid SSEConnector
NEHBBKRE, ERE , KEHREBA,

EEAFEREAR
ARAE — ETRERRARCEE

/ ngf w/ var /| og/ connect or/ connector. | og
BLERRTE

/I ngf w/ etc/ sf/connector. properties
FLiERRE

curl 1 ocal host:8989/vl/contexts/default

HERER

- https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf

. BifirZ BB ¢ - Cisco Systems



https://eventing-ingest.sse.itd.cisco.com
https://eventing-ingest.sse.itd.cisco.com
https://docs.castle.amp.cisco.com/CiscoSecurityAccountUserGuide.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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