E & w2 RAMP APIBLR
B 8%

B

4 B H0 i BRAP LR 15
APIR A B 5IiR 18
APIn T 4 5 8 7= 4
tHERE A

msr

AIERMTE BRI E SRR EAMP), EHEE&RAENMAMPH S T —ERARRXREGNE
(APl), ERFFEREHEBKRIKHVAMPEZ RIZIER | WS ERKH HETERF,

A BRAPIFY — L BEARINEE, AR A RABIEAWindows 7# 42,

{E#& : Matthew Franks, Nazmul Rajib#ICisco TAC Z#EAf,

4 R AW ERAPIE 3%

AT ERAEMRIRAPINAMP | BHXEREAPIERRE. BRIGENDSRBBAMPEGEEIBR.

$1% : B AZE|Console , A% Efin FAccounts > API Credentials.

EhlEn e Accounts v

Users

API Crec"ﬁnﬁalﬁ

Business

28 M—THMEAPIBBRUE I SRE,

= Mew API [L"r:'der‘lliallilb

SEIIRHERARNBE, #EScope of Read-only=Read & Write,



New API Credential

Application name | Testing

Scope Kead-only

® Read & Write

An API credential with read and write scope can make changes to your Cisco AMP for
Endpoints configuration that may cause significant problems with your endpoints.

Some of the input protections built into the Cisco AMP for Endpoints Console do not

Cancel m}

et - EAFEEANS AEASNAPIERE A UHHE @A R B NAMPE E#TEXR , EEE
RENKRRHRBRERE, HOKinNENAMPEFIEREN — L ARZBTERARAPL,

apply to the APL

4% . ®—TCreateiZift, RANGHE TAPI Key Details, fEFILER , RARLEAETHBAEE
#AAA,

API Key Details
The API credentials have been generated. Keep the new APl credentials in a password manager or encrypted file.
3rd Party API Client ID
538e8b8203a48cc5c7fa
API Key

al90c911-8cad-45fa-8740-e384ef2d3d5b

BHEE : APIBEE (APIZEFRIDFAPI£S ) B AFEMEARIFNEXNE B KRN BRNAMPE
o CEDELEFHEEBNZREN , BRAEN.

EE  BHAPIBRERET XK. MREABR , BLEERFTEE

MREREEZERARANAPIBECZIRE , FRERM  RAREY —EHEER. MERAPIRE
B, CEHEEARERBNEFin , ARERFBRBERCH.



W Delete

APIRR 2 & 71818

B el A M ERR A A E @£ mAAMP APl — ARASOMAR A1, MRA1ERAOMLLE B HMIIEE, MRA
T SENALLE. B SRR 1EELLE R,

BB
. BEED
B
. EE)
A
. EEER
48
. B
. A

B—TXEPWHERS T T RIEEAERE

APt % 4l 5 F R4
BEAPIGSHISHLUNENR , YEER UG BA—Ecurl@®t , AIAEERRR
curl -o yourfilename.json https://clientiD:APIKey@api.amp.cisco.com/v1/whatyouwanttodo

FEATE-oBEWcul TR , ISBLHRETFIRER. ZEEBRT , 8 =" yourfilename.json",

BT B jsoniERNEZSEN , FSELE,

culm T T — S REAQRRANBIBREb . ERAPURERE , BHEclientDFAPIKey ,
It 8r T HYIE — B 0 IS AU T E A H B ER

https://538e8b8203a48cc5c7fa:a190c911-8ca4-45fa-8740-e384ef2d3d5b@

IR A RIS EHITHIRIE, EARRHBIG | BITGET /vi/computersi®ig, TERSU TR :

curl -o computers.json https://538e8b8203a48cc5c7fa:a190c911-8ca4-45fa-8740-
e384ef2d3d5b@api.amp.cisco.com/v1/computers

EBITZH TR , FEZ2EE —{Bcomputers.jsonfE R T HEIEREXG T B &+,


https://api-docs.amp.cisco.com/api_resources?api_host=api.amp.cisco.com&api_version=v1
http://www.json.org/
https://api-docs.amp.cisco.com/api_actions/details?api_action=GET+%2Fv1%2Fcomputers&api_host=api.amp.cisco.com&api_resource=Computer&api_version=v1

C:\Users\mafranks>curl -o computers.json https://538e8b8203al48ccSc7fa:al90c911-8
cal4-45fa-8740-e384ef2d3d5SbRapi . amp.sourcefire.com/vl /computers
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
B B B B B B B B --:--:-- 0:00:02 --:--:-- B

C:\Users\mafranks>dir | findstr computers
09/06/2016 02:37 PH 128 computers. json

BHEE : CurlfR LRt |, $r¥EFEWindowsEANFZF AR THRE (BELEEMFEHWIN32 —
BARK) .

FRERE , SBEI—THHNFEEN. NREFEFIEENER , TURE —BRES/NH
, BEENRISON , AR ERERTHABZER, EBERNECREFANERESR , Hlm

connector_guid, hostname, active, links, connector_version, operating_system,
internal_ips, external_ip. group_guid, network_addresses. policy guidflsKEE & 78,

{

version: "v1.0.0",
net adat a: {

links: {

self: "https://api.anp.cisco.confvl/ conputers"
H

results: {

total: 4

current _itemcount: 4,
i ndex: O,

i tens_per_page: 500

}

H

data: [

{

connector_guid: "abcdef-1234-5678-9abc-def 123456789",

hostname: "test.cisco.coni,

active: true

links: {

conputer: "https://api.anp.cisco.conlvl/ conputers/abcdef-1234-5678-9abc-def 123456789",
trajectory: "https://api.anp.cisco.conivl/ conputers/abcdef-1234-5678-9abc-
def 123456789/ traj ectory"

group: "https://api.anp.cisco.com vl/ groups/abcdef-1234-5678-9abc-def 123456789"
H

connector_version. "4.4.2.10200",

operating system: "W ndows 7, SP 1.0",

internal_ips: [

"10.1.1. 2",

" 192.168.1. 2",

" 192.168. 2. 2",

" 169. 254. 245. 1"

]

external ip: "1.1.1.1",

group_guid: "abcdef-1234-5678-9abc- def 123456789"

network_addresses: |

{

nmac: "ab:cd: ef:01:23: 45"

ip: "10.1.1.2"


http://curl.haxx.se/download.html

b,
{
mac: "bc:de:f0:12: 34: 56",

ip: "192.168.1.2"
3

{
mac: "cd:ef:01:23:45:67",

ip: "192.168.2.2"
3

{
mac: "de:f0:12: 34:56: 78",

ip: "169.254.245. 1"

}

1

policy: {

guid: "abcdef-1234-5678-9abc- def 123456789",
name: "Protect Policy"

}
RECEI —ERFEFNENTS , KUUERASES T REARENNRFERRETINER.
HERA
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https://api-docs.amp.cisco.com/

	面向終端的思科AMP API概述
	目錄
	簡介
	生成和刪除API憑據
	API版本和當前選項
	API命令細分和示例
	相關資訊


