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asa(config-smart-1lic)# show license all
Smart licensing enabled: Yes

Compliance status: In compliance

Overall licensed status: Invalid (0)

No entitlements in use

Serial Number: FCH12345ABC

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled
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/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html
/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html

WARNING

* *
* *
* THIS DEVICE IS NOT LICENSED WITH A VALID FEATURE TIER ENTITLEMENT *
* *
* *
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BLEREE :

asa(config)# license smart

INFO: License(s) corresponding to an entitlement will be activated only after an entitlement
request has been authorized.

asa(config-smart-1lic)# feature tier standard

asa(config-smart-1lic)# show license all

Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Authorized (3)
Entitlement (s) :

Feature tier:

Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_STANDARD,1.0_7d7f5ee2-1398-4b0e-aced-
b3f7fblcacfc

Version: 1.0

Enforcement mode: Authorized

Handle: 1

Requested time: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Complete

Serial Number: FCH12345ABC
License mode: Smart Licensing

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Enabled

Security Contexts : 10

Carrier : Disabled

AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled

Other VPN Peers : 20000

Total VPN Peers : 20000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled

Total TLS Proxy Sessions : 15000
Clustetext
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CLIERE -

asa# show failover | include host
This host: Primary - Active
Other host: Secondary - Standby Ready

asa# show license all
Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Authorized (3)
Entitlement (s) :
Feature tier:
Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA STANDARD,1.0_7d7f5ee2-1398-4bl0e-aced-
b3f7fblcacfc
Version: 1.0
Enforcement mode: Authorized
Handle: 1
Requested time: Tue, 04 Aug 2020 07:58:13 UTC
Requested count: 1
Request status: Complete
Serial Number: FCH12345ABC

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024

Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 20

Carrier : Disabled
AnyConnect Premium Peers : 20000

AnyConnect Essentials : Disabled



Other VPN Peers : 20000

Total VPN Peers : 20000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000

Cluster : Enabled

HAEE :

asa# show failover | i host
This host: Secondary - Standby Ready
Other host: Primary - Active
asa# show license all
Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Not applicable in standby state
No entitlements in use
Serial Number: FCH12455DEF

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Disabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024

Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 20

Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled

Other VPN Peers : 20000



Total VPN Peers : 20000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000

Cluster : Enabled
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ciscoasa(config)# show run http

http server enable

http 0.0.0.0 0.0.0.0 outside
ciscoasa(config)# show run aaa

aaa authentication http console LOCAL
ciscoasa(config)# show run username
username cisco password ***** pbkdf2

MR FA3DES/AESFF AT , Bl REBIBASDMEREIASA, BRI RFMHIASA , ERsEEEH

i) management-only. BIEEREERE . "HEELE Un*j%ﬁﬁﬁ*&%jﬁg{j}ﬁ%ﬁz% , EIEEE A LAE

P ME(3DES/AES) | ERL AT LUREASDM, 55555 , ASDMSBEEEABRNBNESE
EJ:‘IH% EERUEFEAMBHIBZE , TAFEBHEERE, . THMERT , £853

ciscoasa(config)# debug ssl 255
debug ssl enabled at level 255.
error:1408A0C1:SSL routines:ssl3_get_client_hello:no shared cipher

ERRASAEHEMFEENTE LERE T EEIE , Fitk T UETASDMIEL

interface Ethernetl/2

management-only

nameif outside

security-level 100

ip address 192.168.123.111 255.255.255.0 standby 192.168.123.112
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Cisco ASDM 7.10(1) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application or as a Java Web Start application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
* One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Run Cisco ASDM as a Java Web Start application

Java Web Start is required to run ASDM, but it is not installed on this computer.

Install Java Web Start

Copyright © 2006-2018 Cisco Systems, Inc. All rights reserved.
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~Smart license

Smart Licensing Tech Support info

Smart Licensing Status

PE— == —_—
h‘é DNE Cache Al Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: TAC Cisco Systems, Inc.
Virtual Account: KRK-NGFW
Export-Controlled Functionality: Allowed

Last Renewal Attempt: Mone
Mext Renewal Attempt; May 24 2021 16:43:58 UTC
Registration Expires: Mov 25 2021 16:39:12 UTC

License Authorization:

H Flow Off load flow i Status: AUTHORIZED on Mov 25 2020 16:44:33 UTC

Initial Registration: SUCCEEDED on Mov 25 2020 16:43:59 UTC

A |

FEASA CLIERE :

ciscoasa/pri/act# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED
Smart Account: Cisco S
Virtual Account: NGFW
Export-Controlled Func
Initial Registration:
Last Renewal Attempt:
Next Renewal Attempt:
Registration Expires:

License Authorization:
Status: AUTHORIZED on
Last Communication Att
Next Communication Att
Communication Deadline

Utility:
Status: DISABLED

Data Privacy:

Sending Hostname: yes
Callhome hostname priwv
Smart Licensing hostna
Version privacy: DISAB

yvstems, Inc.

tionality: Allowed

SUCCEEDED on Nov 25 2020 16:43:59 UTC
None

May 24 2021 16:43:58 UTC

Nov 25 2021 16:39:12 UTC

Nov 25 2020 16:47:42 UTC

empt: SUCCEEDED on Nov 25 2020 16:47:42 UTC

empt: Dec 25 2020 16:47:41 UTC
: Feb 23 2021 16:42:46 UTC

acy: DISABLED
me privacy: DISABLED
LED




Transport:
Type: Callhome

License Usage

Firepower 2100 ASA Standard (FIREPOWER_2100_ASA_STANDARD) :
Description: Firepower 2100 ASA Standard

Count: 1

Version: 1.0

Status: AUTHORIZED

Product Information

Smart Agent for Licensing: 4.3.6_rel/38

ciscoasa/pri/act# show run license
license smart
feature tier standard

ciscoasa/pri/act# show license features
Serial Number: JAD12345ABC
Export Compliant: YES

License mode: Smart Licensing

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Enabled

Security Contexts : 2

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled

Other VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled

Total TLS Proxy Sessions : 10000
Cluster : Disabled

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Enabled

Security Contexts : 4

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled



Other VPN Peers 10000

Total VPN Peers 10000

AnyConnect for Mobile Enabled
AnyConnect for Cisco VPN Phone Enabled
Advanced Endpoint Assessment Enabled

Shared License

Cluster Disabled

Disabled
Total TLS Proxy Sessions

10000
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Mote that Smart Call Home is automatically enabled and is required for
smart keensing.

[ Enable Smart license configuration
Feature Tier: lm
Context: I (1-38)
I Enable strong-encryption protocol
I Registration Status: UNREGISTERED I
Register |  RenewIDCertificate |  Renew Authorization
License Feature I License Value I License Duration I
Maximum Physical Interfaces Unbmited
Masimum VLAMS 1024
Inside Hosts Unmited
Failover Active/Active
Enaryption-DES Enabled
Encryption-3DES-AES Enabled
Seaurity Contexts 4
Carrier Disabled
AnyConnect Premium Peers 10000
AnyConnect Essentials Disabled
Other VPN Peers 10000
Total VPN Peers 10000
AnyConnect for Mobile Enabled
AnyConnect for Cisco VPN Phone Enabled
Ach A End ik A 4 =2 blad
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= 192,168.123.111

:
""D [Smart Licensing Tech Suppert info
[Smart Licensing Status
Properties o 7

AARA Servers ‘I {Smart Licensing is ENABLED

ol "m Connection Graphs [Registration:
o R Status: UNREGISTERED
&5 ONS Cache Export-Controfled Functionality: Mot Allowed
(&g Failover lLicense Authorization:
o Identity Status: No Licenses in Use
(&1, Identity by TrustSec
1R} P Audit Utlity:
B system Resources Graphs Status: DISABLED
-l wee Data Privacy:
il Connections Sending Hostname: yes
) Per-Process CPU Usage Callhome hostname privacy: DISABLED

& .. N

i FAASA CLIEER :

ciscoasa/sec/stby# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Not Allowed

License Authorization:
Status: No Licenses in Use

Utility:
Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

No licenses in use

Product Information

UDI: PID:FPR-2140,SN:JAD123456A




Agent Version

Smart Agent for Licensing: 4.3.6_rel/38
ciscoasa/sec/stby# show run license
license smart

feature tier standard

HimAASA ERRFRYET AT ZhAE

ciscoasa/sec/stby# show license features
Serial Number: JAD123456A
Export Compliant: NO

License mode: Smart Licensing

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Disabled

Security Contexts : 2

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled

Other VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled

Total TLS Proxy Sessions : 10000

Cluster : Disabled

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited

Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled

Encryption-3DES-AES : Enabled

Security Contexts : 4

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled

Other VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled

Total TLS Proxy Sessions : 10000

Cluster : Disabled

= i A ASA:
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To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is automatically enabled and is required for
dp add [ Delete & Connect smartlicensing,

Find: I Go [~ Enable Smart license configuration

) 192.168.123.111

Feature Tier: standard +
Kalio0.160.123.112] ==
Context: i (1-38)
|+ Enable strong-enaryption protocol
Device Management g B
g mageme“t Aeress Registration Status: UNREGISTERED
= sing
""" Regizter Renew 1D Certificate | Renew Authorization |
& System Imagemeﬁgurahun
[+ g High Availability and Scalabdity
&-{g Logging ) -
Smart Calldome Effective Rumg Licenses
%‘ Cloud Web Security = Smart License Registration _araliun
- £ Users/ana [re——
B :
-5 ohs Inside Ho: ™ |Force re.;istranun
* F
REST APT Agent E::::;m
-7, Advanced == cancel | nep |
Seaurity G T
&; Device Setup Carrier Disabled
_ﬁ = AnyConnect Premium Peers 10000
=] .
@ FAASAR #& R =2 REGISTERED:
f& Cisco ASDM 7.10(1) for ASA - 192.168.123.112 i -0 x|
File View Tools Wizards Window Help C Go 1|| Ill
' ] '
(%)
@ rove [0y comoten| [] woniorn [ sove Qv | Q ook (Jrowerd| Do) €IS€CO
 oescere soowror- |-
el - To configur HTTP for smart licensing f¥smart Call-H Mote that Smart Call Home tomatically enabled and quired for
(] & an HTTP proxy icensing, see the FIETIXE RIS page. is automati is requi
dp Add [[] Delete & Connect smart icensing.
Find: I Go [V Enable Smart license configuration
-5l 192.168.123.111 Feature Tier: standard =
il192.168.123.112] = |
Context: I (1-38)
— I Enable strong-encryption protocol
Device Management o 2
= @iﬁ x“gm"“t Access I Registration Status: REGISTERED I
=8 nsing
sing Unregister Renew ID Certificate |  Renew Authorization
#-5 System Image.fConﬁgLrahon
i+ High Availability and Scalability
#-E Loaging _ o
Smart Call-Home Effective Running Licenses
5§ Cloud Web Seaurity License Feature I License Value ! License Duration I
£ Users/aaa Maximum Physical Interfaces Unlmited
[ Certificate Management Manimum VLANS 1024
1“? mgp Inside Hosts Unkimited
= ‘;g et Failover ActivefActive
& Advanced T Enaryption-DES Enabled
il Encryption-3DES-AES Enabled
"""" Seaurity Contexts 4
& Device Setup ‘ Carrier Disabled

FWASALRICLIER S -

ciscoasa/sec/stby# show license all

Smart Licensing Status

Smart Licensing is ENABLED



Registration:

Status: REGISTERED

Smart Account: Cisco Systems, Inc.

Virtual Account: NGFW

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Nov 25 2020 17:06:51 UTC
Last Renewal Attempt: None

Next Renewal Attempt: May 24 2021 17:06:51 UTC
Registration Expires: Nov 25 2021 17:01:47 UTC

License Authorization:

Status: AUTHORIZED on Nov 25 2020 17:07:28 UTC

Last Communication Attempt: SUCCEEDED on Nov 25 2020 17:07:28 UTC
Next Communication Attempt: Dec 25 2020 17:07:28 UTC
Communication Deadline: Feb 23 2021 17:02:15 UTC

Utility:
Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

No licenses in use

Product Information

Smart Agent for Licensing: 4.3.6_rel/38

ciscoasa/sec/stby# show license feature
Serial Number: JAD123456A
Export Compliant: YES

License mode: Smart Licensing

Licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Enabled

Security Contexts : 2

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled

Other VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled



Total TLS Proxy Sessions : 10000
Cluster : Disabled

Failover cluster licensed features for this platform:
Maximum Physical Interfaces : Unlimited
Maximum VLANs : 1024

Inside Hosts : Unlimited

Failover : Active/Active

Encryption-DES : Enabled
Encryption-3DES-AES : Enabled

Security Contexts : 4

Carrier : Disabled

AnyConnect Premium Peers : 10000
AnyConnect Essentials : Disabled

Other VPN Peers : 10000

Total VPN Peers : 10000

AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled

Total TLS Proxy Sessions : 10000

Cluster : Disabled

ASAEER

MRRENFFARALTE , AITERREE

Cluster unit unit-1-1 transitioned from DISABLED to CONTROL
New cluster member unit-2-1 rejected due to encryption license mismatch

BBV B SR ERE

asa(config)# cluster group GROUP1

asa(cfg-cluster)# enable

Removed all entitlements except per-unit entitlement configuration before joining cluster as
data unit.

Detected Cluster Control Node.
Beginning configuration replication from Control Node.

Cryptochecksum (changed): eded485ad d7fb9644 2847deaf balé6830b
End configuration replication from Control Node.

B HIER

asa# show cluster info | i state
This is "unit-1-1" in state CONTROL_NODE
Unit "unit-2-1" in state DATA_NODE

asa# show license all

Smart licensing enabled: Yes



Compliance status: In compliance

Overall licensed status: Authorized

Entitlement (s) :

Feature tier:

Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_STANDARD,1.0_7d7f5ee2-1398-4bl0e-aced-

b3f7fblcacfc
Version: 1.0

Enforcement mode: Authorized

Handle: 2

(3)

Requested time: Mon, 10 Aug 2020 08:12:38 UTC

Requested count: 1

Request status: Complete

Serial Number: FCH12345ABC

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANS

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Cluster

Unlimited
1024
Unlimited
Active/Active
Enabled
Enabled
10
Disabled
20000
Disabled
20000
20000
Enabled
Enabled
Enabled
Disabled
15000
Enabled

Failover cluster licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANS

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES

Security Contexts

Carrier

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
Shared License

Total TLS Proxy Sessions
Cluster

BHEERER:

Unlimited
1024
Unlimited
Active/Active
Enabled
Enabled
20
Disabled
20000
Disabled
20000
20000
Enabled
Enabled
Enabled
Disabled
15000
Enabled



asa# show cluster info | i state
This is "unit-2-1" in state DATA_NODE
Unit "unit-1-1" in state CONTROL_NODE

asa# show license all
Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Authorized (3)
Entitlement (s) :
Strong encryption:
Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_ENCRYPTION, 1.0_052986db-c5ad-40da-97bl-
ee0438d3b2c9
Version: 1.0
Enforcement mode: Authorized
Handle: 3
Requested time: Mon, 10 Aug 2020 07:29:45 UTC
Requested count: 1
Request status: Complete
Serial Number: FCH12345A6B

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled

Failover cluster licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 20
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000

AnyConnect for Mobile : Enabled



AnyConnect for Cisco VPN Phone : Enabled

Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000

Cluster : Enabled

RS
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FPR4125# show license all

FPR4125# show license techsupport

FPR4125# scope monitoring

FPR4125 /monitoring # scope callhome
FPR4125 /monitoring/callhome # show expand
FPR4125# scope system

FPR4125 /system # scope services

FPR4125 /system/services # show dns
FPR4125 /system/services # show ntp-server
FPR4125# scope security

FPR4125 /security # show trustpoint
FPR4125# show clock

FPR4125# show timezone

FPR4125# show license usage

HHREERTE -

FPR4125-1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /system/services # show configuration

ASARFEGTHE :

asa# show run license

asa# show license all

asa# show license entitlement
asa# show license features
asa# show tech-support license
asa# debug license 255

WREMIO)RE & S iy H R B

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED



Registration:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: EU TAC

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Dec 10 2018 23:30:02 UTC
Last Renewal Attempt: SUCCEEDED on Mar 12 2020 23:16:11 UTC
Next Renewal Attempt: Sep 08 2020 23:16:10 UTC

Registration Expires: Mar 12 2021 23:11:09 UTC

License Authorization:

Status: AUTHORIZED on Aug 04 2020 07:58:46 UTC

Last Communication Attempt: SUCCEEDED on Aug 04 2020 07:58:46 UTC
Next Communication Attempt: Sep 03 2020 07:58:45 UTC
Communication Deadline: Nov 02 2020 07:53:44 UTC

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

Firepower 4100 ASA Standard (FIREPOWER_4100_ASA_STANDARD) :
Description: Firepower 4100 ASA Standard

Count: 1

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

Product Information

Smart Agent for Licensing: 4.6.9_rel/104

Reservation Info

License reservation: DISABLED

FPR4125-1# scope monitoring
FPR4125-1 /monitoring # scope callhome
FPR4125-1 /monitoring/callhome # show expand



Callhome:

Admin State: Off

Throttling State: On

Contact Information:

Customer Contact Email:

From Email:

Reply To Email:

Phone Contact e.g., +1-011-408-555-1212:
Street Address:

Contract Id:

Customer Id:

Site Id:

Switch Priority: Debugging
Enable/Disable HTTP/HTTPS Proxy: Off
HTTP/HTTPS Proxy Server Address:
HTTP/HTTPS Proxy Server Port: 80
SMTP Server Address:

SMTP Server Port: 25

Anonymous Reporting:
Admin State

Callhome periodic system inventory:
Send periodically: Off

Interval days: 30

Hour of day to send: O

Minute of hour: 0

Time last sent: Never

Next scheduled: Never

Destination Profile:

Name: full_txt

Level: Warning

Alert Groups: All,Cisco Tac,Diagnostic,Environmental
Max Size: 5000000

Format: Full Txt

Reporting: Smart Call Home Data

Name: short_txt

Level: Warning

Alert Groups: All,Cisco Tac,Diagnostic,Environmental
Max Size: 5000000

Format: Short Txt

Reporting: Smart Call Home Data

Name: SLProfile

Level: Normal

Alert Groups: Smart License
Max Size: 5000000

Format: Xml

Reporting: Smart License Data

Destination:
Name Transport Protocol Email or HTTP/HTTPS URL Address

SLDest Https https://tools.cisco.com/its/service/oddce/services/DDCEService

FPR4125-1# scope system

FPR4125-1 /system # scope services
FPR4125-1 /system/services # show dns
Domain Name Servers:


https://tools.cisco.com/its/service/oddce/services/DDCEService

IP Address: 172.16.200.100
FPR4125-1 /system/services # show ntp-server

NTP server hostname:
Name

10.62.148.75
Server

172.18.108.14

172.18.108.15

FPR4125-1# scope security

FPR4125-1 /security # show trustpoint

Trustpoint Name: CHdefault

Trustpoint certificate chain: ----- BEGIN CERTIFICATE-----
MIIFtzCCA5+gAwIBAgICBQkwDQYJKOZIhvcNAQEFBQAWRTELMAKGAIUEBhMCQkOx

8e0x79+Rj1Q0gCyXBIJhnEUhAFZAWCEOrCMcOu

Cert Status: Valid

Trustpoint Name: CiscoLicRoot

Trustpoint certificate chain: ----- BEGIN CERTIFICATE-----
MIIDITCCAgmgAwIBAgIBATANBgkahkiGIwOBAQSFADAYMQ4wDAYDVQQOKEWVDaXN]

QYYWQUCT4EINEKt1J+hvcSMuNbWIYv2uAnUVb3GbsvDW199/KA==

Cert Status: Valid

Trustpoint Name: CSC02099SUDI

Trustpoint certificate chain: ----- BEGIN CERTIFICATE-----
MIIDITCCAgmgAwIBAGIJAZOZWH]OFsHBMAOGCSGGSIb3DQERCWUAMCOxD]AMBgNY

PKkmBINQ9hQcNM3CSzVVEAKOCCEO/NJ /xzZ6WX1/£8DfleXbFg==

Cert Status: Valid

Trustpoint Name: CSCOBA2099SUDI

Trustpoint certificate chain: ----- BEGIN CERTIFICATE-----
MIIDQTCCAimgAwIBAgIJAaZa8V7plOvhMAOGCSGGSIb3DQERCWUAMDOXD]AMBgNY

b/JPEAZkbJiORQTWLYfR82LWFL0OO

Cert Status: Valid

FPR4125-1# show clock

Tue Aug 4 09:55:50 UTC 2020
FPR4125-1# show timezone
Timezone:

FPR4125-1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /system/services # show configuration
scope services
create ssh-server host-key rsa
delete ssh-server host-key ecdsa
disable ntp-authentication
disable telnet-server
enable https
enable ssh-server
enter dns 192.0.2.100
enter ip-block 0.0.0.0 0 https
exit
enter ip-block 0.0.0.0 0 ssh
exit
enter ntp-server 10.62.148.75

Time Sync Status

Unreachable Or Invalid Ntp

Time Synchronized
Candidate



set ntp-shal-key-id 0
! set ntp-shal-key-string
exit
enter ntp-server 172.18.108.14
set ntp-shal-key-id 0
! set ntp-shal-key-string
exit
enter ntp-server 172.18.108.15
set ntp-shal-key-id 0
! set ntp-shal-key-string
exit
scope shell-session-limits
set per-user 32
set total 32
exit
scope telemetry
disable
exit
scope web-session-limits
set per-user 32
set total 256
exit
set domain-name ""
set https auth-type cred-auth
set https cipher-suite "ALL:!DHE-PSK-AES256-CBC-SHA:!EDH-RSA-DES-CBC3-SHA: !
EDH-DSS-DES-CBC3-SHA: !|DES-CBC3-
SHA: !ADH: ! 3DES: !EXPORT40: ! EXPORT56: ! LOW: !MEDIUM: !NULL: !RC4: !MD5: ! IDEA: +HIGH: +EXP"
set https cipher-suite-mode high-strength
set https crl-mode strict
set https keyring default
set https port 443
set ssh-server host-key ecdsa secp256rl
set ssh-server host-key rsa 2048
set ssh-server kex-algorithm diffie-hellman-groupl4-shal
set ssh-server mac-algorithm hmac-shal hmac-sha2-256 hmac-sha2-512
set ssh-server encrypt-algorithm aesl28-cbc aesl28-ctr aesl92-cbc aesl92-ctr aes256-cbc
aes256-ctr chacha20-polyl1305_openssh_com
set ssh-server rekey-limit volume none time none
set ssh-client kex-algorithm diffie-hellman-groupl4-shal
set ssh-client mac-algorithm hmac-shal hmac-sha2-256 hmac-sha2-512
set ssh-client encrypt-algorithm aesl28-ctr aesl92-ctr aes256-ctr
set ssh-client rekey-limit volume none time none
set ssh-client stricthostkeycheck disable
set timezone ""
exit

FPR4125-1# show license usage

License Authorization:
Status: AUTHORIZED on Aug 04 2020 07:58:46 UTC

Firepower 4100 ASA Standard (FIREPOWER_4100_ASA_STANDARD) :
Description: Firepower 4100 ASA Standard

Count: 1

Version: 1.0

Status: AUTHORIZED

Export status: NOT RESTRICTED

REw S HASAR R



asa# show run license
license smart
feature tier standard

asa# show license all
Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Authorized (3)
Entitlement (s) :
Feature tier:
Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_STANDARD,1.0_7d7f5ee2-1398-4ble-aced-
b3f7fblcacfc
Version: 1.0
Enforcement mode: Authorized
Handle: 1
Requested time: Tue, 04 Aug 2020 07:58:13 UTC
Requested count: 1
Request status: Complete
Serial Number: FCH12345ABC

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled

asa# show license entitlement

Entitlement (s) :

Feature tier:

Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_STANDARD,1.0_7d7f5ee2-1398-4bl0e-aced-
b3f7fblcacfc

Version: 1.0

Enforcement mode: Authorized

Handle: 1

Requested time: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Complete

asa# show license features



Serial Number: FCH12345ABC

License mode: Smart Licensing

Licensed features for this platform:

Maximum Physical Interfaces : Unlimited
Maximum VLANS : 1024
Inside Hosts : Unlimited
Failover : Active/Active
Encryption-DES : Enabled
Encryption-3DES-AES : Enabled
Security Contexts : 10
Carrier : Disabled
AnyConnect Premium Peers : 20000
AnyConnect Essentials : Disabled
Other VPN Peers : 20000
Total VPN Peers : 20000
AnyConnect for Mobile : Enabled
AnyConnect for Cisco VPN Phone : Enabled
Advanced Endpoint Assessment : Enabled
Shared License : Disabled
Total TLS Proxy Sessions : 15000
Cluster : Enabled

asa# show tech-support license

Smart licensing enabled: Yes
Compliance status: In compliance
Overall licensed status: Authorized (3)
Entitlement(s) :

Feature tier:

Tag: regid.2015-10.com.cisco.FIREPOWER_4100_ASA_STANDARD,1.0_7d7f5ee2-1398-4bl0e-aced-
b3f7fblcacfc

Version: 1.0

Enforcement mode: Authorized

Handle: 1

Requested time: Tue, 04 Aug 2020 07:58:13 UTC

Requested count: 1

Request status: Complete

RRThEE

WHREREEEREAENEWI):

Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome



Registration:

Status: REGISTERED

Smart Account: TAC Cisco Systems, Inc.

Virtual Account: EU TAC

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Dec 10 2018 23:30:02 UTC
Last Renewal Attempt: SUCCEEDED on Mar 12 2020 23:16:11 UTC
Next Renewal Attempt: Sep 08 2020 23:16:10 UTC

Registration Expires: Mar 12 2021 23:11:09 UTC

License Authorization:

Status: AUTHORIZED on Jul 05 2020 17:49:15 UTC

Last Communication Attempt: SUCCEEDED on Jul 05 2020 17:49:15 UTC
Next Communication Attempt: Aug 04 2020 17:49:14 UTC
Communication Deadline: Oct 03 2020 17:44:13 UTC

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Cisco Success Network: DISABLED

B R
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Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:

Sending Hostname: yes

Callhome hostname privacy: DISABLED

Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - request access through licensing@cisco.com
Virtual Account: Sample Account

Export-Controlled Functionality: ALLOWED

Initial Registration: SUCCEEDED on Nov 22 2019 08:17:30 UTC

Last Renewal Attempt: FAILED on Aug 04 2020 07:32:08 UTC

Failure reason: Agent received a failure status in a response message. Please check the Agent
log file for the detailed message.

Next Renewal Attempt: Aug 04 2020 08:33:48 UTC

Registration Expires: Nov 21 2020 08:12:20 UTC

License Authorization:
Status: AUTH EXPIRED on Aug 04 2020 07:10:16 UTC



Last Communication Attempt: FAILED on Aug 04 2020 07:10:16 UTC
Failure reason: Data and signature do not match

Next Communication Attempt: Aug 04 2020 08:10:14 UTC
Communication Deadline: DEADLINE EXCEEDED

License Conversion:
Automatic Conversion Enabled: True
Status: Not started

Export Authorization Key:
Features Authorized:
<none>

Last Configuration Error

Command : register idtoken
ZDA2MJjF10DktYj11MSOONjQwLTkOMmMUtYmMVKkYWU2NzIyZjYwLTE1ODIxXxODY2%0AMZzEWODVS8K2RWVTNURGFIKO0tDYUhOS]jg3b
JFsdytwbU1SUi81N20rQTVPN21T%0AdELtvYZz0%3D%0A

Error : Smart Agent already registered

Cisco Success Network: DISABLED

WAECLIK S 7 51
KEE

firepower# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED

License Authorization:
Status: No Licenses in Use

License Usage

No licenses in use

Product Information

UDI: PID:F9K-C9300-SUP-K9,SN:JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2_throttle/6

IEfEREM

firepower# scope license



firepower /license # register idtoken

firepower /license # show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION PENDING
Initial Registration: First Attempt Pending

License Authorization:
Status: No Licenses in Use

License Usage

No licenses in use

Product Information

UDI: PID:F9K-C9300-SUP-K9,SN:JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2_throttle/6

ZEf e

firepower /license # show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Initial Registration: FAILED on Aug 04 04:46:47 2020 UTC
Failure reason: HTTP transport failed

License Authorization:
Status: No Licenses in Use

License Usage

No licenses in use

Product Information

UDI: PID:F9K-C9300-SUP-K9,SN:JAD12345678

Agent Version



Smart Agent for Licensing: 1.2.2_throttle/6

PRG54

firepower# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERING - REGISTRATION IN PROGRESS

Initial Registration: FAILED on Aug 04 04:46:47 2020 UTC
Next Registration Attempt: Aug 04 05:06:16 2020 UTC

License Authorization:
Status: EVALUATION MODE
Evaluation Period Remaining: 89 days, 14 hours, 26 minutes, 20 seconds

License Usage

(ASA-SSP-STD) :
Description:

Count: 1

Version: 1.0

Status: EVALUATION MODE

Product Information

UDI: PID:F9K-C9300-SUP-K9,SN:JAD12345678

Agent Version

Smart Agent for Licensing: 1.2.2_throttle/6

FXOSH#FEMIO) LN ¥ REF R EE

AEMRERRR : MU

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Aug 07 2020 06:39:24 UTC
Failure reason: {"token":["The token 'ODNmNTEXMTAtY2YzOS00MzclLWEzNWMtYmNiMm



UyNzM4ZnFjLTE1O0TkxMTkz%0ANDkONFR8NkJIAWZpQzRDbmt PROXBW1VpUzZgMJjlySnl5QUczT2M0YVI
vemxm$ 0ATGezND0%3D%0B' is not valid."]}

-+ B

1. & call-home URLEEE [ CSSM,
2. BACSSM , IEENESHLESL , IERREIBH,

AEfdEER : EMCRM

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED

Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 01:30:00 2020 UTC

Failure reason: {"sudi":["The product 'firepower.com.cisco.
FPR9300,1.0_ed6dadbe-c965-4aeb-ab58-62e34033b453"' and sudi {\"suvi\"=>nil,
\"uuid\"=>nil, \"host_identifier\"=>nil, \"udi_pid\"=>\"FPR9K-SUP\",
\"udi_serial number\"=>\"JAD1234567S\", \"udi_vid\"=>nil, \"mac_address\"=>nil}
have already been registered."]}

BESR

. B ACSSM,
. %*ﬁ*ﬁ Product Instances Eﬁo
. BIBSNE B IR 0 A4S H MIER,
MWEETRERATMERRIEKN : ReeERE/ B PREFERIEEBDER] , SINREE
NTPIRRR. EHENEEMRF B UHE , REIEFER , fl, RERURL , AEHH
FEUCHEM

A WODN -

AEfEER © AAARE RE L RS

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:

Status: UNREGISTERED - REGISTRATION FAILED

Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 01:30:00 2020 UTC
Failure reason: {"timestamp":["The device date '1453329321505' is offset beyond the allowed
tolerance limit."]}



b=t B ]
BERE/APEE , BREE TNTPHERES.
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FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERING - REGISTRATION IN PROGRESS
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC
Failure reason: Failed to resolve host
Next Registration Attempt: Aug 07 2020 07:16:42 UTC
Registration Error: Failed to resolve host

-+ B

1. & callhome SLDest URL 2 A 1E## (scope monitoring > scope callhome > show expand)
2. BEMIO DNSAIRRRE ER A IERE , il , fECLI:

FPR4125-1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /system/services # show dns
Domain Name Servers:

IP Address: 172.31.200.100

3.EH MBI CLIY tools.cisco.com WHIE T BEER

FPR4125-1# connect local-mgmt
FPR4125-1(local-mgmt)# ping tools.cisco.com

4. ER M CLIEDNS R IRESH 1Tping:

FPR4125-1# connect local-mgmt

FPR4125-1(local-mgmt)# ping 172.31.200.100

PING 172.31.200.100 (172.31.200.100) from 10.62.148.225 eth0: 56(84) bytes of data.
~C

---172.31.200.100 ping statistics ---

4 packets transmitted, 0 received, 100% packet loss, time 3001lms

5. A#MBEMO)EENE LHHE (EBERARFPAIXx/FPI3xx ) , Wi EBEETping IR e



DNSJ&ZA tools.cisco.com:

FPR4125-1# connect fxos

FPR4125-1 (fxos)# ethanalyzer local interface mgmt capture-filter "udp port 53" limit-captured-

frames 0 limit-frame-size 10000
Capturing on 'ethO'

1 2020-08-07 08:10:45.252955552 10.62.148.225 172.31.200.100 DNS 75
tools.cisco.com

2 2020-08-07 08:10:47.255015331 10.62.148.225 172.31.200.100 DNS 75
tools.cisco.com

3 2020-08-07 08:10:49.257160749 10.62.148.225 172.31.200.100 DNS 75
tools.cisco.com

4 2020-08-07 08:10:51.259222753 10.62.148.225 172.31.200.100 DNS 75
tools.cisco.com

REMBEEER « MERE AR

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FATILED
Export-Controlled Functionality: Not Allowed
Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC
Failure reason: Failed to authenticate server

EEIR

1. BEMIOEEHCHlefautREE EE EFENRZE | Hi :

FPR4125-1# scope security

FPR4125-1 /security # show trustpoint

Trustpoint Name: CHdefault

Trustpoint certificate chain: ----- BEGIN CERTIFICATE-----
MITIFtzCCA5+gAwIBAgICBQkwDQYJK0OZIhvcNAQEFBQAWRTELMAKGA1UEBhMCQkOx

8e0x79+Rj1QgCyXBIJhnEUhAFZAWCEOrCMcOu

Cert Status: Vvalid

EANTPRIZKE, Bl , FXOS UIEkE :

2RENTPRARBNKRERERELER, ARFEEFRcENIEERFFTEARKE. ALt ,

Standard query 0x26b4d A

Standard query 0x26b4d A

Standard query 0x5019 A

Standard query 0x5019 A

3



Overview Interfaces Logical Devices Security Engine RyElafolgy Settings_

» NTP Time Synchronization [Tl &

SSH

SNMP S_et Time Source

HTTPS O Set Time Manually

AAA Date: 3/07/20: 3 (mmy/dd/yyyy)

|

Syslog Time: v| |x v | | AM v | (hh:mm)

DNS

FIPS and Common Criteria

Access List

MAC Pool NTP Server Authentication: [ Enable

Resource Profiles

Network Control Policy ® yss NTP Server

Chassis URL
NTP Server Server Status Actions
172.18.108.15 Candidate &8
172.18.108.14 Synchronized & 8
10.62.148.75 Unreachable/Invalid @ ¢ 0

@ Use same settings on Firepower Management Center managing this application in case you are running a Firepower Threat Defense Device.

Save | | Cancel

CLI B&®

FPR4125-1# scope system
FPR4125-1 /system # scope services
FPR4125-1 /system/services # show ntp-server

NTP server hostname:

Name Time Sync Status

10.62.148.75 Unreachable Or Invalid Ntp Server
172.18.108.14 Time Synchronized
172.18.108.15 Candidate

BB XM ZEMIOF tools.cisco.com. TE UL IR 4T 1R Z -

- IBATLABARAEIFXOS UIIHTTPS &5 , AR ECLI L AHTTPSER EFEEIZES |, Hlun -

FPR4100 (fxos)# ethanalyzer local interface mgmt capture-filter "tcp port 443" limit-captured-
frames 50

Capturing on ethO

2017-01-12 13:09:44.296256 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [SYN] Seg=0 Len=0
MSS=1460 TSV=206433871 TSER=0 WS=9

2017-01-12 13:09:44.452405 72.163.4.38 -> 10.62.148.37 TCP https > 43278 [SYN,ACK] Seg=0 Ack=1
Win=32768 Len=0 MSS=1380 TSV=2933962056 TSER=206433871

2017-01-12 13:09:44.452451 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [ACK] Seg=1 Ack=1
Win=5840 Len=0 TSV=206433887 TSER=2933962056

2017-01-12 13:09:44.453219 10.62.148.37 -> 72.163.4.38 SSL Client Hello

2017-01-12 13:09:44.609171 72.163.4.38 -> 10.62.148.37 TCP https > 43278 [ACK] Seg=1 Ack=518
Win=32251 Len=0 TSV=2933962263 TSER=206433887

2017-01-12 13:09:44.609573 72.163.4.38 -> 10.62.148.37 SSL Continuation Data

2017-01-12 13:09:44.609595 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [ACK] Seqg=518 Ack=1369
Win=8208 Len=0 TSV=206433902 TSER=2933962264



2017-01-12 13:09:44.609599 72.163.4.38 -> 10.62.148.37 SSL Continuation Data
2017-01-12 13:09:44.609610 10.62.148.37 -> 72.163.4.38 TCP 43278 > https [ACK] Seqg=518 Ack=2737
Win=10944 Len=0 TSV=206433902 TSER=2933962264

A MRERFFXOS UIFRL , ATAERHEFIEE B HIP(72.163.4.38M173.37.145.8 2
tools.cisco.com Al fRER). FREUEZEMUpcapB N RAFHEIE Wireshark P RET ., U TERINE
ey =Bl

FPR4125-1 (fxos)# ethanalyzer local interface mgmt capture-filter "tcp port 443 and (host
72.163.4.38 or host 173.37.145.8)" limit-captured-frames 0 limit-frame-size 10000 write
workspace:///SSL.pcap
Capturing on 'ethO'

1 2020-08-07 08:39:02.515693672 10.62.148.225 173.37.145.8 TCP 74 59818 443 [SYN] Seqg=0
Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=800212367 TSecr=0 WS=512

2 2020-08-07 08:39:02.684723361 173.37.145.8 10.62.148.225 TCP 60 443 59818 [SYN, ACK]
Seg=0 Ack=1 Win=8190 Len=0 MSS=1330

3 2020-08-07 08:39:02.684825625 10.62.148.225 173.37.145.8 TCP 54 59818 443 [ACK] Seqg=1l
Ack=1 Win=29200 Len=0

4 2020-08-07 08:39:02.685182942 10.62.148.225 173.37.145.8 TLSvl 571 Client Hello

11 2020-08-07 08:39:02.854525349 10.62.148.225 173.37.145.8 TCP 54 59818 443 [ACK] Seg=518
Ack=3991 Win=37240 Len=0

- #pcaptE R E L TR mFTPRIRES :

FPR4125-1# connect local-mgmt
FPR4125-1(local-mgmt)# dir

1 56936 Aug 07 08:39:35 2020 SSL.pcap

1 29 May 06 17:48:02 2020 blade_debug_plugin
1 19 May 06 17:48:02 2020 bladelog

1 16 Dec 07 17:24:43 2018 cores

2 4096 Dec 07 17:28:46 2018 debug_plugin/

1 31 Dec 07 17:24:43 2018 diagnostics

2 4096 Dec 07 17:22:28 2018 lost+found/

1 25 Dec 07 17:24:31 2018 packet-capture

2 4096 Sep 24 07:05:40 2019 techsupport/

Usage for workspace://

3999125504 bytes total

284364800 bytes used

3509907456 bytes free

FPR4125-1(local-mgmt) # copy workspace:///SSL.pcap ftp://ftp_user@l0.62.148.41/SSL.pcap
Password:

FPR4125-1(local-mgmt) #



M Ssipeap

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help
Am® RE Aes>=EFLsSEaan
[ W [ssl.record.content_type == 22 [X] | E
Mo. Time: Source Destination Protocod  Length [Server Name Info
il 4 2620-88-07 10:39:02.68.. 10.62.148.225 173.37.145.8 TLSvl. 571ftools.cisco.com Client Hello
| 13 2020-88-87 10:39:03.82.. 173.37.145.3 18.62.148.225 TLSwi- 78 Server Hello, Certificate, Server Hello Done
15 2628-85-87 10:39:83.062.. 10.62.145.225 173.37.145.8 TLowvl- 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
18 2020-98-07 10:39:03.19.. 173.37.145.8 10.62.148.225 TLSvi. 99 Encrypted Handshake Message
43 2820-88-87 18:39:11.28.. 18.62.148.225 173.37.145.8 TLSw1- 571 ftools.cisco.com Client Hello
52 2820-83-87 18:39:11.54. 173.37.145.8 18.62.148.225 TLSvi. 78 Server Hello, Certificate, Server Hellc Done
54 2620-88-87 1©:39:11.55. 18.62.148.225 173.37.145.8 TLSv1- 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
57 2028-85-07 18:39:11.72. 173.37.145.8 18.62.148.225 TLSvi- a9 Encrypted Handshake Message
80 2020-88-97 10:39:14.51.. 10.62.148.225 72.163.4.38 TLovi.  571ftools.cisco.com fClient Hello
89 202@-88-87 10:39:14.83.. 72.163.4.38 18.682.148.225 TLSwv1- 7B Server Hello, Certificate, Server Hello Done
91 2828-88-087 18:39:14.84. 18.62.148.225 72.163.4.38 TLsvl. 372 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
94 2020-83-07 10:39:15.00. 72.163.4.38 18.62.148.225 TLSwi_ ag Encrypted Handshake Message

B . HTTPER LK

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC

Failure reason:

BERIR

HTTP transport failed

1. 8 &call-home URLEZ & EfE., A LAHEFXOS UIZKCLI(scope

monitoring > show callhome detail expand)o

2. B HEL M EMIOM tools.cisco.com MAIE R T EREBMARIT —HFT R

REMEERR | MOLEMRE M

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration

Status: UNREGISTERED -

REGISTRATION FAILED

Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC

Failure reason:

BERIR

1. MRBAREERE ,

Couldn't connect to host

AREREURLAER

a

[




2. A E L BEMIOFM tools.cisco.com MMAFERM THELEFMRIZL —H T

EMEERR . HTTPRREPEE $ERAE>= 400

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED - REGISTRATION FAILED

Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC

Failure reason: HTTP server returns error code >= 400. Contact proxy server admin if proxy
configuration is enabled

-+ £

1. MRERAREERE , FHENERARSIEESBEMBERE,
2. BRI EMIOFM tools.cisco.com MAERA " LB AR — TR, EFERFX0S
CLIE#EEM ( "force. EIH ) :

FPR4125-1 /license # register idtoken
ODNMNTEXMTAtY2Yz0S00Mzc1lLWEZNWMt YmMNiMmUyNzM4 ZmFj LTE10TkxMTkz%0ANDkONjR8NkJJIAWZpQzRDbmt PROXBW1VpU
ZZgMjlySnl5QUczT2M0YVIvemxm%s0ATGczND0%3D%0A force

REMERRR : S MRIREMEEE R

FPR4125-1# show license all

Smart Licensing Status

Smart Licensing is ENABLED

Registration:

Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: Not Allowed

Initial Registration: FAILED on Aug 07 2020 06:58:46 UTC
Failure reason: Parsing backend response message failed

ESSR

1HBREDERER. FER "BY. IHEH.



FPR4125-1# scope license
FPR4125-1 /license # scope licdebug
FPR4125-1 /license/licdebug # renew

2. #&call-home URLER & EFE,
ASA LRI R A — 1hox/21xxFR 51

REMEERR | BN B MRER

ciscoasa# show license all

Smart Licensing Status

Smart Licensing is ENABLED
Registration:

Status: REGISTERING - REGISTRATION IN PROGRESS
Export-Controlled Functionality: NOT ALLOWED

Initial Registration: FAILED on Aug 07 2020 11:29:42 UTC

Failure reason: Communication message send error
Next Registration Attempt: Aug 07 2020 11:46:13 UTC

ESSR

1. EDNSERE

ciscoasa# show run dns

2. E&ping tools.cisco.com FELLRHIH , FAEENE :

ciscoasa# ping management tools.cisco.com

A

ERROR: % Invalid Hostname

3MERHEK :

ciscoasa# show route management-only

ARCRUAFTAIE |, fla

ciscoasa# show run license
license smart
feature tier standard



feature strong-encryption

4 TERR I RIRE BT T H LB % tools.cisco.com ( MIRBIERBEEMIPIBRINIE R THEE R
, FEEREETHERRBRASDMUB R T X ENHEMA ) .

ciscoasa# capture CAP interface management match tcp any any eq 443

TS ERORBEURTENEELETAZE.

5. EEMBREPERSMARKBFME7 (FR ) LMEASARKBFTER

ciscoasa(config)# logging buffer-size 10000000

ciscoasa(config)# logging buffered 7

ciscoasa(config)# logging enable

ciscoasa# show logging

$ASA-7-717025: Validating certificate chain containing 3 certificate(s).

SASA-7-717029: Identified client certificate within certificate chain. serial number:
3000683BO0F7504F7B244B3EA7FC00927E960D735, subject name: CN=tools.cisco.com,0=Cisco Systems),
Inc.,L=San Jose, ST=CA, C=US.

$ASA-7-717030: Found a suitable trustpoint _SmartCallHome_ServerCA to validate certificate.
$ASA-6-717028: Certificate chain was successfully validated with warning, revocation status was
not checked.

$ASA-6-717022: Certificate was successfully validated. serial number:
3000683BO0F7504F7B244B3EA7FC00927E960D735, subject name: CN=tools.cisco.com,O0=Cisco Systems),
Inc.,L=San Jose, ST=CA, C=US.

$ASA-6-725002: Device completed SSL handshake with server management:10.62.148.184/22258 to
173.37.145.8/443 for TLSv1l.2 session

ESEWEM

ciscoasa # license smart register idtoken

B DO B 4 R R

- HEEEMKINERN T, FEEIMEMNDEEEF
- EERRYEEEN cu , EERMATRE K mER

S 5 B R 4R 4 50 I B9 MR IR B

- BRI EREFERAEEES

- EREBHE , AeREALERIRIMLET  IRBERFREFNEREREREFTR
- MBEESER LRI REEAER

- BREFMBRBEBRFREE



B#4&Cisco TACK ¥
FP41xd/FP9300

MREAEFRIVIEERI KK , AIEEBECLIKEE S L W B BRITAC:
B A1

FPR4125-1# show license techsupport

B2

FPR4125-1# scope monitoring
FPR4125-1 /monitoring # scope callhome
FPR4125-1 /monitoring/callhome # show detail expand

EHS:
FXOSHBE X EEH

FPR4125-1# connect local-mgmt
FPR4125-1(local-mgmt)# show tech-support chassis 1 detail

Ed (BIUERE)
Ethanalyzerft #FECLITHE

FP1xxx/FP21xx

B A1

ciscoasa# show tech-support license

B2

ciscoasa# connect fxos admin
firepower-2140# connect local-mgmt
firepower-2140 (local-mgmt)# show tech-support fprm detail

® REEFAQ)

EFP21xx L , #58(FCM)GUI LM Licensing ( 559 ) ER A AME ?



H9.13.xi#8 , FP21xxZ H2{HASAKE R :
- RE

N7AFLN
EEEBEEXT , REMBEV, EFXEERXT , B—E#HEUl , BERASA CLIRASDME &5 7l 5%
B —HME , £FPR4100/9300FF & £ , X BAEFCMHEEBGUIZHFXOS CLIRB IR , WA S AR
ASA CLIZXASDMEERASALE#E,
2EZER

- BRARASAREF R EIE
. Firepower 4100/9300/Y @ #5 4& &
CEFAIEE  EEWEEIET (ASAv, Firepower EHJASA )
- TEAASDMAFirepowert i E I BRMASAT S E X IE
mMABAEMBFF IR ?
g{ﬁiggﬂ;{ﬁﬂqﬂﬁﬁﬁ NEREEERAZTEATIMNER EAFELZEFITIEENEE  BeadH
Ihee,

ﬂUiFC%/IﬂEH_tWE&E%‘J%ﬁﬁﬂASAﬂEU.tH@*EHEncryption-3DES-AES7&§ﬁ§ , 04 Y A 5 A
AT ?
MRTHEABALERE | FEUHEMFCM , AERERERALLERN TR EBIXER,

ERTRE  IRERIGSTHNERLN TARFEHRGITIE, BEFTTA , XEEH 2
FHEEHNEREFEX.

TEASA#R B L B i 58 hn 27 Th RE R SR B Y IR 2
EEFCMEE2 3.0 BIMVE 2MMRB[ESHE , REAMBER S BaAHIMN, AFECSLARELY
REly , TEHBEEER R

EFCMAIE BT E 2 M BEEhXAEA A FHBLEIP?
FXOS{# f # it https://tools.cisco.com/ ( #443 ) EEFF A E@E;, Hbithttps:/tools.cisco.com/ &
WAL TP -

- 72.163.4.38
- 173.37.145.8

A4 E® IR Out of Complianceii 8 ?
EUTERT , RETREETIHFSER .

- BESER (ZEERATTHNFFITR )
- FAREH — ERKGENIECIEAS
- BRDEH — REEZBISRBRBETEMNRE

ERBENRFRETENRIIBIFCERMRE , K A&Firepower@FHERIEANRERERRFPH
REETLER,

EAERMET , TURFERHAFIENIRETREER , BREFTSZIRE, fim , BB
EEFTRRHE  CEGEN L T USRIBES  SUNERERE , BF&FLH LT,

ATEFRFTREMNEEE "Out of Compliance, 551 ?


/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html
/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-logical-devices.html
/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html
/content/en/us/td/docs/security/firepower/quick_start/fp2100/firepower-2100-gsg/asa-platform.html
https://tools.cisco.comon
https://tools.cisco.com

HREAT , RESIOREFITRERMBEA X, IRERE, NREFHR/RT  LAIT
UTHR

HMFPR1000/2100F & , £ ABIBASDMIHCLISTH :

ASA# license smart renew auth

$MFPR4100/9300F & , 4ZABIBFXOS CLISTH :

FP4100# scope system

FP4100 /system # scope license
FP4100 /license # scope licdebug
FP4100 /license/licdebug # renew

RITEEASAR B R B ERRFTHE ?
HRIEASAIR B LEE TASARER |, fi0 :

ASA (config)# license smart
ASA (config-smart-lic)# feature tier standard

A EEEERBASARE % , FFAURMNKREMER ?

MREIETASATAMERAHEERY  YREFARELNVFIECAER , BIiREATERMR

BE,

BiF (EREERE) ﬁﬂlﬁ BRIEAKE A BieRRETEAEE ; ENRIEREGRE, REE

Eléz%;fﬁﬁﬂﬂlﬁﬁ RFAE, HURERAIHHESEY AN EEHEEBL RS , WA
m.:.n‘F—F’éﬁ’,’l‘iHE FfERAREL  UEERARESRKREAEDREFEH. H2E . HELH

RASAEFEFT A E.

MRFCMEEEFHMInternet , &7 U+ EE 2

®E , WA LAEBE Cisco Smart Software Manager On-Prem ( LAEI#8 & Cisco Smart Software
Managerffi £ ) . EREREEFTHN—ETH, Eﬂmﬂ%%ﬁﬁﬁ"éﬁ%méﬁﬁﬁo T AEEE N
FEANBENFUREMEFARGTRENGREHE, CEARLBRREREMRT —ESHER
SSMIEEFEMN A E , MEFEAEEBERREBERREEHLEFE,

EBETURIFHENEREREERABRENES KR ?
IERLAEFXOSE B m P R B &R -
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/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html#concept_0FF268996EEB45B994353B2DE28A04B3
/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html#concept_0FF268996EEB45B994353B2DE28A04B3
/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html#task_DEB6FDE4916B4B529E0D69EDED99B180
https://www.cisco.com/c/zh_tw/support/docs/security/firepower-4100-series/215224-configure-firepower-chassis-manager-regi.html
/content/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config/intro-license-smart.html#ID-2149-00000004
/content/en/us/td/docs/security/firepower/fxos/fxos281/web-guide/b_GUI_FXOS_ConfigGuide_281/license_management.html
https://www.cisco.com/c/zh_tw/support/index.html
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