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LT REBIPOHEN—LEEEHF .

. IPV6IBERARIEASA 7.0(1)KR* Bl A,

- ASA 8.2(1)hR5I A T EAE X EIPV6HI X &,
IPveBEiR

IPv6iERE190F R AP RHMHEN , TERRALNHIPv4i ZEEEEFESR, BRI
EHENAERABRE LHB TIPVANIEE T WEE , EFUERNE SR ERTEERBEAS

Eo. IPVEIBEE1998F 12 A RFC 2460 IEXFEIR, BALAEInternet TIEEMAB(ETF)M M LAY
B ARFC 2460 X R REBEEBEXIBENFHEA,

HRIPv4RIPve i
AENHEIPv61H E EL B IR IPv4 175 T2 48 b8 TR LE B

iR e RED

IPv6 it E APt R/NES2{ S INEI1281L , AR BESRBINEUER, ESHEA T EUER
MEFEN U EBEE. BBEEELUPEMscopetlf , BE THEBBENTEREY  LE
BT -EBAEEGUNIE B, ERAREHVEEIEFAPNEM— B,

BREE{L

HEPVARERVCERIZATER  LMERLERNCEENE REERA L RHIPVORENER
B

W T HIRR AR AN X H

IPHBEZENRREIARLENE  TERESHNER K UHEARENRHED , WHERRKSIA
MBREREREANEEML,

FRARERThRE

Wi T —BFIEE , TRABREEEEREREEN R ERE (D IR mE (QoS) s AN
AR 75) 89 # EHYFFRC o

SRR N FLZhRE

RIPVBIEET AR ESMERE, ENTEMEN (HE ) ERRRENERR.


https://www.ietf.org/rfc/rfc2460.txt

B E
A& AT 4B N4 Bt B Cisco ASALLEFHIPV6,

e AR TEHTE(EHEEMEFER) TERAHHEANGTHNESEF.

EEd F
A SRR M R Bl RIPVE TR -

internet b
||
L FD99::1/64
FDO3::2/64 | FDO3:1/64 @ FD02::2/64 FD02::1/64 %
- - —— Cisco 881
IPwG cliant . ASANO.4(1) Router

ERIPV6eH

A TEBASABEIPVGHE MY EEEEEOWMENELRBIPVG, LT RGIERAA MR E
IPv6 , LAME %57 B 1Gi0/0 LAY A E A EESERIGio/1 LAY A S8 I

ASAv(config)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé enable

ASAv(confi g)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé enable

W, B EMENE LB EIPv6ibiL,

BEE - EARHIAR | BEATC00:/7HIME — At it it (ULA)Z R Rt , E P A it &L
FDBASE(BIZN |, fdXxX:XXXX:XXXX....)s UbFN , R AIPVELbIE: | A AERAETHR()RKRR—1T
0, LAfEFDO01::1/64E2FD01:0000:0000:0000:0000:0000:0000:0000:00000:000001 48 [ ,

ASAv(confi g)# interface GigabitEthernet0/0
ASAv(config-if)# ipvé address £d03::1/64
ASAv(config-if)# nameif inside
ASAv(config-if)# security-level 100

ASAv(config)# interface GigabitEthernet0/1
ASAv(config-if)# ipvé address £d02::2/64


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

ASAv(config-if)# nameif outside
ASAv(config-if)# security-level 0

B, BEZEFIAIVLAN Libik Bfd02:189 £ B s B AR E2/E (L2)/5E 38 (L3)E R

ASAv(config-if)# ping £402::1
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to fd02::1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ns

EEIPveiEH

BIPv4—# , BIEEEE F RPN EREFEIPVOER , BNALREREEINTMEIRAIEEH , UE
HMEMAEECH, F—ERGIRERIOMEEFERREH , SUEEIR T —Bibit 5fd02::18 558
THEEEFAIPVEHEEE.

BC iR IPVERY R G B

FEAUTEAEEIPVONFRERR :

ASAv(config)# ipv6é route outside 0::0/0 £402::1
ASAv(config)# show i pv6 route

IPv6 Routing Table - 7 entries

Codes: C - Connected, L - Local, S - Static

O- OSPF intra, O - OSPF inter, CEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP

L fd02::2/128 [0/0]

via ::, outside
C fd02::/64 [0/0]
via ::, outside
L fd03::1/128 [0/ 0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside
via ::, outside
L ff00::/8 [0/0]
via ::, inside
via ::, outside

s ::/0 [1/0]
via £d02::1, outsideASAv(config)#

WMEMR  BECERINBFBLENERY

ASAv(config)# ping £499::1

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to fd99::1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns
ASAv(config)#

MiEE . MRFEDERAIGERREIPVORIEHE , BB ETRE, T &g IEITHREA

o



£ FIOSPFV3E BIPv6rI By &%

B, BEZRE LiFCisco 881 R 5B E L XK AR (ISR) L K B M2 38 8B iR A
3(OSPFV3)ELE :

C88l#show run | sec ipvé
i pv6 uni cast-routing

!-—- This enables IPv6 routing in the Cisco 105°.

ipve ospf 1 area O
address-fanmily ipv6 unicast
passive-interface default

no passive-interface VI an302

!-—- This is the interface to send OSPF Hellos to the ASA.
defaul t-information originate al ways
l--- Always distribute the default route.

redistribute static
ipve route ::/0 FD99::2

|--- Creates a static default route for IPv6 to the internet.

ST 2 AN E A

C881l#show run int Vl1an302
interface VI an302

i pv6 address FDO2::1/64
i pv6 ospf 1 area O
C881#

BA LAEAASAE R S HEERZERERABNE LWISREZEIOSPF HelloERE :

ASAv(confi g)# show run access-list test_ipvé

access-list test_ipv6 extended permt ip any6 any6

ASAv(confi g)# show cap

capture capout type raw data access-list test_ipv6 interface outside
[Capturing - 37976 bytes]

ASAv(confi g)# show cap capout

367 packets captured

1. 11:12:04.949474 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
2: 11:12:06.949444 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]

3: 11:12:07.854768 fe80::c671:feff:fe93:b516 > ££f02::5: ip-proto-89 40
[hlim 1]
4: 11:12:07.946545 fe80::250:56ff:fe9d:34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
5: 11:12:08.949459 fe80::250:56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xe0]
6: 11:12:09.542772 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40



[hlim 1]

13: 11:12:16.983011 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]
14: 11:12:18.947170 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:
nei ghbor sol: who has fe80::250: 56ff:fe9d: 34a8 [cl ass 0xeO0]
15: 11:12:19.394831 fe80::217:fff:fel7:af80 > ff02::5: ip-proto-89 40

[hlim 1]
16: 11:12:19.949444 fe80::250: 56ff:fe9d: 34a8 > ff02::1:ff9d: 34a8: icnp6:

21: 11:12:26.107477 fe80::c671:feff:fe93:b516 > ££02::5: ip-proto-89 40
[hlim 1]

ASAv(config)#
EE—RERSHEESD | B LLEFOSPF(ip-proto-89) & £ IPVE A it $E 5% it 1t FiE | bt ¥
FERISREWIERENE :

C881l#show ipvé interface brief

VI an302 [ up/ up]
FE80::C671:FEFF:FE93:B516

FDO2: : 1

Cc881#

B, B LUIEASA LT OSPFV3ETE | LU{FEEISREE I #F1EI &

ASAv(config)# ipv6 router ospf 1
ASAv(config-rtr)# passive-interface default
ASAv(config-rtr)# no passive-interface outside
ASAv(config-rtr)# | og-adj acency-changes
ASAv(config-rtr)# redistribute connected
ASAv(config-rtr)# exit

#&EOSPFEL & Fe A RASASAERNE

ASAv(config)# interface G gabitEthernet0/1
ASAv(config-if)# ipv6e ospf 1 area O
ASAv(config-if)# end

EEZZEHASAKEIPVG T8+ EiX EEOSPF HelloE#1a, #iAshow ipv6 ospf neighbordn 5 LA
B 5 BE PR FH 2R AV B IE AR

ASAv# show ipv6é ospf neighbor

Nei ghbor ID Pri State Dead Tinme Interface ID Interface
14.38.104.1 1 FULL/BDR 0:00:33 14 outside

E M AEETISR LW MEID , RATFEREBERT |, ISREAEEZSHIIPv4ibitEAID:

C881l#show ipv6é ospf 1

Routing Process "ospfv3 1" with ID 14.38.104.1

Supports NSSA (conpatible with RFC 3101)

Event -1 og enabl ed, Maxi mum nunber of events: 1000, Mde: cyclic
It is an autononmpus system boundary router

Redi stributing External Routes from

static

Originate Default Route with always

!-—- Notice the other OSPF settings that were configured.

Router is not originating router-LSAs with naxi num nmetric



c881#
ASAB EFEZ ERMISREENFERRIPVEEE H, & EMFRIE—% , 558 Ashow ipv6 routedi T :

ASAV# show ipvé route

I Pv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static

O- CSPF intra, O - OSPF inter, CEl1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, O\N2 - OSPF NSSA ext 2, B - BGP

O 2001: aaaa: aaaa: aaaa: :/ 64 [110/10]

via ::, outside

L fd02::2/128 [0/0]
via ::, outside

C fd02::/64 [0/0]
via ::, outside

L fd03::1/128 [0/0]
via ::, inside

C fd03::/64 [0/0]
via ::, inside

L fe80::/10 [0/0]
via ::, inside

via ::, outside

L ff00::/8 [0/0]
via ::, inside

via ::, outside
OE2 ::/0 [110/1], tag 1

!-—- Here is the learned default route.

via fe80::c671:feff:fe93:b516, outside
ASAV#

ASA EIPvESTEIRREFMER T BEM E AR BH E T Ko

B

BRIRBERARLERNBRERERF.

REREGF

IPVGIEARH M PEHERRIBIZE R/ A S H AR ERIPVAERHEN 5%  BEEERE, RBEIHRNA
ERE , IPVANIPv6Z BB EENER 2 — 2PV R EIE i B 5 E(ARP), IPV6R21E R
ARPREEMT A LANFBER EAIPHist , mMRFERBEAM BB (IND)WIHE,

EEREEN R EMAE , NDF BRI 5 208 5 15 € 56 MR (ICMPV6) 17 £ 88 17 Huiz #
(MAC) L 11t fR AT o ‘ﬁ‘l%ﬁlpves NDHIEHAME , HS B CLIFM1MIPveARE IR 2p 9 R HIASA IPVEHEL
E1E™ : Cisco ASARFIEHIRIECLIBLEER9.45RFC 48619,

BAl , KSEEIPveHBEATHEH RSP RND, AN FREERE, EFREERAEHEIPv4H
IPvez BN EERER . NDHNTHELNEARPARE , MAHEREU BERTE , RBIPveE IR
BERANAT , MAEELFNBHRIPVATEER (ERFC 19182 ) , —EBRRIELLZRMN/FER
TH2\ERE , BAB (L4 R ESBNHEIRBRERPVANBEIRRBEERERE , RA


/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-ipv6-neighbor.html#pgfId-1342081
https://tools.ietf.org/html/rfc4861

TCP/UDPHMES B HhENREEANME ( EREMIPARAELT ) o

HEBRL2:E 4R (ND) i i

FARIPV6HIL2IE R 1 FE HEBR 9 JR B AN 6 5 =show ipv6 neighbor [nameif]ii © , B E MR IPv4HY
show arp.

LA R 54

ASAv(confi g)# show ipv6é neighbor outside

| Pv6 Address Age Link-layer Addr State Interface

£402::1 0 c471.fe93.b516 REACH outside
fe80::c671:feff:£fe93:b516 32 c471.fe93.b516 DELAY outside
fe80: : e25f: boff: fe3df: 1bbf 101 eO05f. b93f. 1bbf STALE outside

fe80: : b2aa: 77ff:fe7c: 8412 101 bOaa. 777c. 8412 STALE outsi de

fe80::213: caff:fe80:5f53 101 0013. c480. 5f53 STALE out si de

fe80: : ab4c: 11ff: fe2a: 60f4 101 ad4c. 112a.60f4 STALE outsi de
fe80::217:fff:fel7:af 80 99 0017. 0f 17. af 80 STALE out si de

ASAv(config)#

FEUE |, TAERIPvetbut Y A T ###Tfd02::1 , ©EBMRMACH I 2c471.fe93.0516KI 25K .

MEE : B EET , B—BHSBNMEMACHUELETHERHRMR , EAKHSBZHLE
BUMTENBTO AR, SR RREREN LI , REEAREERRE L
RBF. BMEFTEEA LRI ERENT  MEEAREEER LAVET. FFZIPveE
HHE ( ZIOSPFv3 ) ff A7 ih S8 K it R A B 2B B L VR i E & #Ao

= E/EMRNDRER , 588 Aclear ipv6 neighborsin &5, R4 E EMAIND K B , 7] LA Adebug
ipv6 ndin s , EAUABTERSHEBLRERKAF , UREEL2RBIZREMESE R, Fick
, IPv6 NDfE£ FICMPV63H B 3R ## AT IPv6 it it FIMACH#E 31 .

IPv4 ARPE&IPv6 ND

B ERIUTARIPVABIARPH AR IPV6HINDH) EEER R

IPv4 ARP IPv6 ND
ARPFER ( #%810.10.10.17? ) MEFR

ARPFEZ (10.10.10.1{ZAdead.dead.dead ) EFEE

ET—EESE+ , NDEZEZBTMNRAINE LW H02:: 1EBHIMACHEIE

NDFH

LA 2debug ipv6 ndas S RIS H

ICMPv6-ND: Sending NS for £d402::1 on outside

!-—— "Who has fd02::1"



| CMPv6- ND
| CMPv6- ND
| CMPv6- ND
| CMPv6- ND
| CMPv6- ND
| CMPv6- ND
| CMPv6- ND

Sending NS for fdo02::1
Sending NS for fdo02::1
| NCWP del eted: fd02::1
| NCMP -> DELETE: fd02:
DELETE -> | NCWP: fd02::
Sending NS for fdo02::1
Sending NS for fdo02::1

on
on

e

on
on

out si de
out si de

out si de
out si de

ICMPv6-ND: Sending NA for £d02::2 on outside

"fd02::2 is at dead.dead.dead"

| — ——
| CMPv6- ND:
| CMPv6- ND:
| CMPv6- ND:
ICMPv6-ND:

Sending NS for fd02::1 on outside
| NCWP del eted: fd02::1
I NCMP -> DELETE: fd02::1

DELETE -> INCMP: £d02::1

!--- Here is where the ND times out.
| CMPv6- ND: Sending NS for fd02::1 on outside
| CMPv6- ND: Sending NS for fd02::1 on outside
FEAFAR@E P , LFRERKEIREMO2:2HMEES . SUUREHTHEIN , UEFERETERR
EEEE M.
ND3 2 i
BRHEE : #EASA 9.4(1)MRBA%A |, IPveERIBMBMEESEFE. CRXEMBR , WEER
Cisco#&&RID CSCtn09836iEﬁfélt|: 1B5o
R EFEURHIEE(ACL) M £ T HEER
ASAv(config)# access-list test_ipv6 extended pernmit ip any6 any6
ASAv(config)# cap capout interface outside access-list test_ipv6
#ASA : #BETd02::1HpingT T
ASAv(confi g)# show cap capout
23: 10:55:10.275284 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]
24: 10:55:10.277588 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]
26: 10:55:11.287735 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]
27: 10:55:11.289642 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]
28: 10:55:12.293365 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]
29: 10:55:12.298538 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]
32: 10:55:14.283341 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]
33: 10:55:14.285690 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1
[cl ass 0xeO0]
35: 10:55:15.287872 fd02::2 > ff02::1:ff00:1: icnp6: neighbor sol: who has
fd02::1 [cl ass 0xeO]
36: 10:55:15.289825 fd02::1 > fd02::2: icnp6: neighbor adv: tgt is fd02::1

[cl ass 0xeO0]


https://tools.cisco.com/bugsearch/bug/CSCtn09836

MHYHEWAR , REERIIRAE02:1HWBEES. B2 , HREERRRRZERE , MAES
KR, BTE-—SRE  EFRRRKEER.

NDXR %t A5

IR R—ENDRFBFRA

May 13 2015 10:55:10: %ASA-7-609001: Built local-host identity:fd02::2

May 13 2015 10:55:10: %ASA- 6-302020: Built outbound | CVMP connection for faddr
ff02::1:ff00:1/0 gaddr fd02::2/0 | addr fd02::2/0(any)

May 13 2015 10:55:10: %ASA-3-325003: EUI-64 source address check failed. Dropped
packet from outside:£d02::1/0 to £d02::2/0 with source MAC address c471.fe93.b516.
May 13 2015 10:55:10: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 fromfd02::1
on interface outside

May 13 2015 10:55:11: 9%ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:11: %ASA-3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55:12: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:12: %ASA-3-313008: Denied | Pv6-1CWP type=136, code=0 fromfd02::1
on interface outside

May 13 2015 10:55: 14: 9%ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55: 14: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

May 13 2015 10:55: 15: %ASA- 3-325003: EUI - 64 source address check failed. Dropped
packet fromoutside:fd02::1/0 to fd02::2/0 with source MAC address c471.fe93. b516.
May 13 2015 10:55:15: %ASA- 3-313008: Denied | Pv6-1CWP type=136, code=0 from fd02::1
on interface outside

EEERFKHTD B UETHO2:1EREISRUNDBMEBEEH AR RBBSHNIERE—
EBIFEE(EVNGS ({ETHIVEUI-64 ) A BREMMEE,

By FELBERENFHRES , F2RARNEN B LAIEUI-64 14 fRiEah 5 . 5 2B
REENTEARNSESRRERER , 1§|JZZIJEEACL7FJL“H—:E H EHICMPVEEF | jZ"“?’éi £
BE [ B R EiE (uRPF)*ﬁ§9EE&H1 , WE%/R%B—I““EE&IPVGE’JLZ BRI,

EAIPvoRt i ik EHEER

{5 P IPv IS 36 5% FR 175 1€ Y B P BEBRIBAZ EA 4 A IPVA RS Y MR B IRIBIEE A E . £ AdebugH
showss T AR HE BN AT AR EARERBABA B ERFTERBEFNRER,

IPv6RY % F 15 B R R

KEREARIPVeEAREG D
281EIPv6EE I HH
& 7] LA i debug ipv6 routing ¥{ P& |PvE R B 7k B ST PR HERR



ASAV# clear ipvé ospf 1 proc

Reset OSPF process? [nho]: yes

ASAv# | Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for

2001: aaaa: aaaa: aaaa: : / 64

IPV6RTO: ospfv3 1, Delete 200l:aaaa:aaaa:aaaa::/64 from table

IPv6RTO: ospfv3 1, Delete backup for £d402::/64

| Pv6RTO: ospfv3 1, Route update to STANDBY with epoch: 2 for ::/0

IPV6RTO0: ospfv3 1, Delete ::/0 from table

| Pv6RTO: ospfv3 1, ipv6_route_add_core for 2001: aaaa: aaaa: aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Add 2001: aaaa: aaaa: aaaa::/64 to table

| Pv6RTO: ospfv3 1, Added next-hop :: over outside for 2001: aaaa: aaaa: aaaa: : / 64,
[110/10]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop ::
nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop
fe80::c671:feff:fe93: b516

nh_source fe80::c671:feff:fe93:b516 via interface outside route-type 16

| Pv6RTO: ospfv3 1, Add ::/0 to table

IPv6RTO: ospfv3 1, Added next-hop fe80::c671:feff:fe93:b516 over outside for ::/0,
[110/1]

I Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

IPV6RTO: ospfv3 1, ipv6_route_add core for 200l:aaaa:aaaa:aaaa::/64 [110/10],
next-hop :: nh_source :: via interface outside route-type 2

| Pv6RTO: ospfv3 1, Route add 2001: aaaa: aaaa: aaaa::/ 64 [owner]

| Pv6RTO: ospfv3 1, ipv6_route_add_core Route update to STANDBY with epoch: 2 for
2001: aaaa: aaaa: aaaa: : / 64

I Pv6RTO: ipv6_route_add_core: input add 2001: aaaa: aaaa: aaaa::/ 64

| Pv6RTO: ipv6_route_add_core: output add 2001: aaaa: aaaa: aaaa: :/ 64

| Pv6RTO: ospfv3 1, ipv6_route_add _core for fd02::/64 [110/10], next-hop ::
nh_source :: via interface outside route-type 2

I Pv6RTO: ospfv3 1, Reuse backup for fd02::/64, distance 110

| Pv6RTO: ospfv3 1, ipv6_route_add core for ::/0 [110/1], next-hop

fe80::c671: feff:fe93: b516 nh_source fe80::c671:feff:fe93:b516 via interface outside
route-type 16

| Pv6RTO: ospfv3 1, Route add ::/0 [owner]

I Pv6RTO: ospfv3 1, ipv6_route_add _core Route update to STANDBY with epoch: 2 for ::/0
| Pv6RTO: ipv6_route_add_core: input add ::/0

| Pv6RTO: ipv6_route_add_core: output add ::/0

OSPFv3&#&=

& 7] LAf5E Fdebug ipv6 ospf i H 2R BEBROSPFV3IHIBE :

ASAV# debug ipv6é ospf ?

adj OSPF adj acency events

dat abase-ti mer OSPF dat abase timer

events OSPF events

fl ood OSPF fl oodi ng

graceful -restart OSPF Graceful Restart processing
hel l o OSPF hell o events

i psec OSPF ipsec events

| sa-generati on OSPF | sa generation



| sdb OSPF dat abase nodifications

packet OSPF packets

retransm ssi on OSPF retransni ssion events
spf OSPF spf

LT REFNRBEIOSPFVIERRMANMAEREN ROIE S

ASAV# clear ipvé ospf 1

OSPFv3: rcv. v:3 t:1 1:44 rid:192.168.128.115

aid:0.0.0.0 chk:a9ac inst:0 from outside

OSPFv3: Rcv hello from 192.168.128.115 area 0 fromoutside fe80::217:fff:fel7: af 80
interface I D 142

OSPFv3: End of hell o processingpr

OSPFv3: rcv. v:3 t:11:44 rid:14.38.104.1

aid:0.0.0.0 chk: bbf3 inst:0 from outside

OSPFv3: Rcv hello from 14.38.104.1 area O fromoutside fe80::c671:feff:fe93: b516
interface ID 14

OSPFv3: End of hell o processingo

ASAv# cl ear ipv6 ospf 1 process

Reset OSPF process? [no]: yes

ASAV#

OSPFv3: Flushing External Links

Insert LSA O adv_rtr 172.16.118.1, type 0x4005 i n naxage

OSPFv3: Add Type 0x4005 LSA ID 0.0.0.0 Adv rtr 172.16.118.1 Seq 80000029 to outside
14.38.104.1 retransmission |ist

!--- The neighbor goes down:

OSPFv3: Nei ghbor change Event on interface outside

OSPFv3: DR/ BDR el ection on outside

OSPFv3: El ect BDR 14.38.104.1

OSPFv3: Elect DR 192.168.128.115

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Router LSA area: 0, flag: Change

OSPFv3: Schedul e Prefix DR LSA intf outside

OSPFv3: Schedul e Prefix Stub LSA area 0

OSPFv3: 14.38.104.1 address fe80::c671:feff:fe93: b516 on outside is dead, state DOMN

! -—— The neighbor resumes the exchange:

OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0xd09 opt 0x0013 flag Ox7 len 28
mu 1500 state EXSTART
OSPFv3: First DBD and we are not SLAVE
OSPFv3: rcv. v:3 t:2 1:168 rid:14.38.104.1
aid:0.0.0.0 chk:5aa3 inst:0 from outside
OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0x914 opt 0x0013 flag Ox2 |len 168
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the MASTER
OSPFv3: outside Nbr 14.38.104.1: Sunmary list built, size O
OSPFv3: Send DBD to 14.38.104.1 on outside seq 0x915 opt 0x0013 flag Ox1 len 28
OSPFv3: rcv. v:3 t:2 1:28 rid:192.168.128.115
aid:0.0.0.0 chk:295c inst:0 from outside
OSPFv3: Rcv DBD from 192.168.128. 115 on outsi de seq Oxfeb opt 0x0013 flag Ox7 len 28
mu 1500 state EXSTART
OSPFv3: NBR Negotiation Done. W are the SLAVE
OSPFv3: outside Nbr 192.168.128.115: Summary list built, size 0
OSPFv3: Send DBD to 192.168.128.115 on outside seq Oxfeb opt 0x0013 flag O0x0 |len 28
OSPFv3: rcv. v:3t:21:28 rid:14.38.104.1
aid:0.0.0.0 chk:8d74 inst:0 from outside
OSPFv3: Rcv DBD from 14. 38.104.1 on outside seq 0x915 opt 0x0013 flag Ox0 len 28



mu 1500 state EXCHANGE

!-—- The routing is re-added to the OSPFv3 neighbor list:

OSPFv3: Add Router 14.38.104.1 via fe80::c671:feff:fe93:b516, netric: 10
Router LSA 14.38.104.1/0, 1 links
Link 0, int 14, nbr 192.168.128. 115, nbr int 142, type 2, cost 1
I gnore newdi st 11 ol ddi st 10

18 2% 7 O 58 W 1E 55 B i 31 15 %€ (EIGRP)

ASALHIEIGRPA X EFEAIPV6, FHZBICLIFMIMEIGRPIEE —AF : Cisco ASAR S ERIEIE
CLIEEER.4k , BIREZENA,

B 5RWEEF 5 EBGP)
{EFIPVEES | T LAfEF itk debugds & SR BEBRBGPHIFE :

ASAV# debug ip bgp ipvé unicast ?

XX X: X X | Pv6 BGP nei ghbor address
keepal i ves BGP keepal i ves

updat es BGP updat es

<cr>

RRIPVERY A A B Showas &
A BASE A LA TS showin 5 2R BERRIPVE U FE
- show ipv6 route
- show ipv6 interface brief
- show ipv6 ospf <process ID>
- show ipv6 traffic
- show ipv6 neighbor
- show ipv6 icmp
£ A IPveRY B 2B #t AR
FEASA LR IPvEH AT ER A ERIPVAME R HY 75 2 A By Packet TracerBigg, LA T /RflfE A Packet

TracerIRERIEHdO3: 2 B AZP 8 | T M E S FHEIBOSPF#E881 /T HEH A FE % B& HIELR
Flinternet L #Y555:: 189 Web{al R3S :

ASAV# packet-tracer input inside tcp £403::2 10000 5555::1 80 detailed

Phase: 1
Type: ACCESS- LI ST
Subt ype:


/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/route-eigrp.html#pgfId-1484676

Resul t: ALLOW
Confi g:
Implicit Rule
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd59ca0f0, priority=1, domain=pernit, deny=false
hi t s=2734, user_data=0x0, cs_i d=0x0, |3_type=0xdd86
src mac=0000. 0000. 0000, mask=0000. 0000. 0000
dst mac=0000. 0000. 0000, mask=0100. 0000. 0000
i nput _i fc=i nsi de, output_ifc=any

Phase: 2

Type: ROUTE- LOOKUP

Subt ype: Resol ve Egress Interface

Resul t: ALLOW

Confi g:

Addi tional |nformation:

found next-hop fe80::c671:feff:fe93:b516 using egress ifc outside

Phase: 3
Type: NAT
Subt ype: per-session
Resul t: ALLOW
Confi g:
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x7fffd589cc30, priority=1, domai n=nat-per-session, deny=true

hits=1166, user_data=0x0, cs_i d=0x0, reverse, use_real _addr, flags=0x0,

pr ot ocol =6
src ip/id=::/0, port=0, tag=any
dst ip/id=::/0, port=0, tag=any
i nput _i fc=any, output_ifc=any

<<truncat ed out put >>

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASAv#
AR WHMACH R8T/ T EM A SR bk, MAIFTIR , A ZBRBAWE , BWHFEE

FA 7S 3 8 2% | PV 3t 31t SR 32 37 P 2 RA 1R

BRIPvEHBASARE N TB AR

LT RAUTAREERIPVeEENFH

ASAv# debug ipvé ?

dhcp | Pv6 generic dhcp protocol debugging
dhcprelay |1 Pv6 dhcp relay debuggi ng

icnp | CMPv6 debuggi ng

interface I Pv6 interface debuggi ng

md | Pv6 Milticast Listener Discovery debugging



nd | Pv6 Nei ghbor Di scovery debuggi ng
ospf OSPF information

packet | Pv6 packet debuggi ng

routing I Pv6 routing table debuggi ng

¥ BNIPveiHBEE
AEN B NAFRRREE RN IPvoHEERE,

FRARRTER

FZIPve TACROINEERR APV ERE A RNEZERZES K NERRNAEEEERFER
IPv445 E R RIZRE HEIPVG,

filan , TACE BB MM MERIRBIRERE(ISP)AEEE S E 7\56 5 IPvetbutmER. A&, EEE
#E it M T EA\S6 F D EARASANSTE , WEFE-LRAMEEARRKEMRERRE. B2, R

IPV6 , FrE RSP 4 th e A AT BR FRIPve bt | 3 B IPveibit i FERIREEM 9 A8/ 48, £
WHEH  BULIENHFZ\64FHE , EAE D EN\S6HM —32 .

1R F52ERFC 4291 BB EMEH,

£ RMEVUI 644RTE

A BB BASALLE RIE N EUI-64mTEIPv6itiil, RIZRFC 4291,EUIFFEHMA B C 7 B — Y
641LIPVEST I BI AT SR(EVUI-64), LLIREMEHRIPVAR —IRES , RATHR T £ ADHCPHETT
IPv6its it 73 BL MY E K

MRASAE E & FEEEiBipv6 enforce-eui64 nameifin S HETILIEHE |, BlE AJaEg At FHRALHNE
tERERFSHERRBRNES.

B EEFRES , FSREEEIPY6 EUI-64uih it BB X BRI AR,

& F i TR 62 A HE B IPve it it

FERBERT , FZ2EFIREERFK(OS) ( HliMicrosoft Windows 7HI8kR. Macintosh OS-XEA K& &
RLinux® R4 ) BiBIPveE iR e it B Bl & (SLAAC)E A B 7 Bl 8V B B IPv6 b it 2R #E /R FE Ao

Cisco TACEBE| —L1F0 , HREMEmM UM AR HES EAVUERRE  RILEGEH
REPHRBNEE, FHit , ACLMEREHNIRA TR ERREFXEZRNIKATIERE , MEHK
FRIBHA KM,

ERESEZTAREREEE R, TUEEERAKLEBS=A LTS , thaUIEASAFICisco
I0S®H s F B AT R, EASARIKS AN  HKABKBRILTANKHEEERA)NEER,

ASRLUTEE , LESAFEFRRAK LERALTA.

Microsoft Windows


https://tools.ietf.org/html/rfc4291
https://supportforums.cisco.com/document/100566/understanding-ipv6-eui-64-bit-address

SERATEHER | LUEIEMicrosoft Windows Rt L ZER TS :
1. FEMicrosoft WindowsH , BIRIEAN G TRTAF (UAEBEE SMHET) -

2. WMALT S AEABEIPAUELTIRE , REX T Enteri

netsh interface ipv6 set global randomizeidentifiers=disabled

3. B A LL T a3 Al s %IMicrosoft Windows{# FAEUI-641 & %£ -

netsh interface ipvé6é set privacy state=disabled

4. EFREBERAEREXR,
Macintosh OS-X

ERRED  MALTHSAETRENBB 2 ZHA T E1MIPv6 SLAAC:

sudo sysctl -w net.inet6.ip6.use_tempaddr=0

EEMEERER/KA , FRAUTHS

sudo sh -c 'echo net.inet6.ip6.use_tempaddr=0 >> /etc/sysctl.conf'
Linux

Eikimshelld | AL TGS :

sysctl -w net.ipv6.conf.all.use_tempaddr=0

HASAZBIMESLAAC

RARBRILTRANE —BH ERBARASAEEIFFIRNRAEE | EREHSLAACHER, &
EBURATE , FENEHERATHAUTSH S

ASAv(confi g)# interface gigabitEthernet 1/1
ASAM(config if)# ipvé nd prefix 2001::db8/32 300 300 no-autoconfig

LI TS WASABIEHNRAER | MERREANLER , YEEF i A ERERIPveitit.

1R : FSERFC 4941 U BMAEMEH,

IPv6 i R B &

EIITHE — L ERIPVERY EAMBIN E RAERE.

RETUERER —NELEEIPv4RIPvER I ?

8. BREENELEAIPYG , Y RN ESEIPVAMIPveibit , ERIKEEMERBNRE.


https://tools.ietf.org/html/rfc4941

RETSIPvEeRIPv4 ACLEREARE — M m ?

&R LA B RARAR9.0(1)ASARRAS R #EITTILIRE.  BIASA 9.0(1)ARE , ASA LR FREACLER &
unified , EEREACLZ EHEACLFREEAIPVARIPVERE

FEASAQ.0(NRESRAEF , ACLESHE—E , MEEMK —ACLEBaccess-groupas = FEAE T
o

ASAR B X EIPv6HIQoS?

. ASAXEIPVERIRIENELIEFBS , BXEIPVARI T HMEE,

EASA 9.0(NiRiE2 , ASAEMFTEACLE Bunified , EEWRZACLX EBHEBACLFESERIPV4R
IPv6fR B . Hik , EEEACLEEEH M FEBENTMQoSH S HEEHIPV4ARIPVETREH TR,

REZIENATERIPVERE S ERIE 2

B AT BUEASA L BIPVEELENAT , ERHAR AN, A2EMIRHAYIPveibit B 83T R ERA
, Rt BT EZBEIPV6RERNAT , MAtHFLE,

MEIPV6IESHEENAT , BALAECLIFM2891Pve NATIEE XN 2RI EREMAE ENATHNE &
A : Cisco ASARFIEE X & CLIBLEE 9.4,

FieE . EEFAIPVEEHENATRFFEE & — 6 BIFN PR 41l

Rt BEHE show failoverts 1 i o & Bl A ity B IPv6 ith 1t ?

TEIPVEFR | NDfsE A A it SEEE b 1k SRENITL28tb 1t AT, Rtk , show failoverdn T P EE IR T HIAY
IPvoitt it SRR ARt K MARMELEENSEMEIPvoitit, E2TEHITA,

E A&/ EEER

DT REAIPORN — L EHMES !
. BRIRIEID CSCtn09836 48 aSA ASA 8.x capture "match, FaAIHEIPV6THE
. BRIEEERID CSCuq85949 44 Enha ENH: 1B A IRWCCPHIASA IPv6 % 5

- BREEERID CSCut7838033S 4ASA IPv6 ECMPH i fE L B 8- F T8

MRS

. RFC 2460 alnterneta ai# 3 6RR(IPv6)IR il



/content/en/us/td/docs/security/asa/asa94/configuration/firewall/asa-firewall-cli/nat-basics.html#pgfId-1371921
https://tools.cisco.com/bugsearch/bug/CSCtn09836
https://tools.cisco.com/bugsearch/bug/CSCuq85949
https://tools.cisco.com/bugsearch/bug/CSCut78380

- REC 4291 &4 IpaSS6 AR E 1L 2R 8

- RFC 4 4861 IP5EaakRA<6(IPv6)H #B /= 5 35

. CLIFf1:Cisco ASAR S ¥R IBECLIRIEIERT . 95.44 4IPv6

. AnyConnect SSL over IPv4+IPv6EIASAEL B

. Cisco Systems fifaszaa5a g%



https://tools.ietf.org/html/rfc4291
https://tools.ietf.org/html/rfc4861
/content/en/us/td/docs/security/asa/asa94/configuration/general/asa-general-cli/interface-routed-tfw.html#pgfId-1762189
/content/en/us/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ip-config-00.html
//www.cisco.com/c/zh_tw/support/index.html
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