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ANERIZNBEBERLZEREBE(ASA)SS00RFIREBERE , UAHEEFKRELEETE
(SSL)VPNsB R BB EIR, HE FimSSLEBE MM (WebVPN) RFF It M B RMEKE
TEREEENZ2HE. CAETUBKERENAERNERERREHE. BEFRANEF
IREN AT A A E IR, ERABIBSSLERNE XA EwminERHEHRE,

EE FimSSL VPN T ] BARELEA AT LARS B XA B8 it E MR AR (HTTP) M R B R R E R it
A REWebERUAR X EWebVEARAMEREAER. HPaf

- AEPHELL

- Microsoft SharePoint 2003, 2007%12010

- Microsoft Outlook Web Access 2003, 2007#12013
- Microsoft Outlook Web App 2010

- Domino Web Access(DWA)8.5F18.5.1

- Citrix Metaframe’& /= Al lR 854 .x

. Citrix XenApphRA&5%6.5

. Citrix XenDesktophR 4x5%5.67.5



- VMware View 4
EZ X EMCisco ASA 5500 R FHIVPNE AR O R EI T BB EEEE,

DEGYF

B’R
ERERCE  BRARAUTER

- RAFASSLKYBIE 2R

- TAHESRARASA

- FEBRIGASAH A HIX 5097 &

- TCP#E443 | EREF FimFIASARBRE L FEHEE
ERERNTERE , 52X ENVPNY &Cisco ASA 5500% 71,

REATH
AXFHERARBRATHREBANERRA
- ASARRZ9.4(1)
- FAEAE RS R EEE S (ASDM)RAT.4(2)
- ASA 5515-X
AXHFHEARBRBREERETREANEKEEMEL., XPERAINFMEREEREER (B/FR
) NAERERR. RENEREEER  FRALERFEIAETURERNTE,

BB

AR IERASDMACLINE E1BE, SR REFERE—TEREEWebVPN , BRLHEBESBRA AL
JBEIBASDMZE & o

B EAGSENIS(BHOEMES ER) TERAHHEAN SHHARN.

=
AR RS A L TR ERE -


/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html
//tools.cisco.com/Support/CLILookup/
//tools.cisco.com/RPF/register/register.do

Inside 10.21.22.1/24

l! Internet

Web semer.
10.21.22.100

FRER

WebVPN{EFISSLI ERREE S ARARE 2 EHNEN. BUESEMBEASANEHR
ASAHBERBETHRELURBEEAS. ATRRESHEASAZ BNEREREN  AEEM
ASARMMEFSBEEINREARBESSNEE, 58 BOREELRBASANEEY | &
SERFHARENEAEBRE  RARESSRUBESTTENES,

BEE : FESRERT , ASAERREIBE R BEEX509FE, BARELT , LB EARARTFIK
EREERE, BERTEFALEE  AARAERNELIRITHESEY, I, KBESEENR
EFREEEFER , ABXEFRBR IS ENR,

HERETERANENFREE 2R,

L

EASALEEWebVPNH REEELSER .

- EBASAKEANEE,

- EASANTE LR AWebVPN,

- AWebVPN 2 3 Al fR 28 M/ 2t — EIRE 87 (URL) AR &
- BWebVPN{E & 2 ML 48 5K BE o

- AR 5% B FE A 2 BB IE AR .

BHEE : EARARO.4LLEBMASARRAH | FAZBESSLEBRRE B ERN(FES M Cisco ASAR
BB RMRASEREA | 9.4(x)). MREFAZEBEMGENE K , AIUBREFEARBEHRLRER
2, B  EEREEETEELG  SUBRASARTHEEENEEEE, BALUBASATRE
HEFRAERRSAN T |, M Assl cipher tisv1.2 B E# "AES256-SHA:AES128-
SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:RC4-SHA:RC4-
RC4-MD5. 5o

1. BIF1 — FApkcs12iERE AR E, i#iZEConfiguration > Firewall > Advanced > Certificate
Management > Identity Certificates > Add. Z A LAfEFApkcs12IERELZEZER , ARG
MAHEM(PEM) BB ERA,


/content/en/us/td/docs/security/asa/asa94/release/notes/asarn94.html#pgfId-116497
/content/en/us/td/docs/security/asa/asa94/release/notes/asarn94.html#pgfId-116497

@ Add Identity Certificate | .

Trustpoint Mame: ASDM_TrustPoint2
@ Import the identity certificate from a file (PKC512 format with Certificate(s) +Private Key):

Decryption Passphrase:

File to Impart From:

(") Add a new identity certificate:
Key Pair: <Default-R548+Key = Shaw... Mew...
Certificate Subject DM:  |CH=A5A Select. ..
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

[ Add Certificate H Cancel H Help

e

CLI:

ASA (config)# crypto ca import TrustPoint-name pkcsl2 "password"

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MITIJUQIBAZCCCRcGCSgGSIb3DQEHAaACCCQgEggkEMITIJADCCBE8GCSgGSIb3DQEH
BgCCBfAWggXsAgEAMIIF5QYJKoZIhveNAQcBMBWGC1gGSIb3DQEMAQYwWDgQI8F3N
+vkvjUgCAggAgIIFuHFrV6enVEi1Nv3sBByB/yZswhELY5KpeALbXhfrFDpLNncAB
z3xMfgb6JkLYR6FaglKjShg+o4gkDh8r9y9GQpaBt8x30z00JJxSAafmTWgDOEOS /
TmHsaKMoao+pv2LgKTWh007No4Ycx75Y5s0hyuQGPhLJRdionbilslioe4Dplxlb

--- output ommited ---

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MITIJUQIBAZCCCRcGCSgGSIb3DQEHAaACCCQgEggkEMITIJADCCBE8GCSgGSIb3DQEH
BgCCBfAWggXsAgEAMIIF5QYJKoZIhveNAQcBMBWGC1gGSIb3DQEMAQYwWDgQI8F3N
+vkvjUgCAggAgIIFuHFrV6enVEi1Nv3sBByB/yZswhELY5KpeALbXhfrFDpLNncAB
z3xMfgb6JkLYR6FaglKjShg+o4gkDh8r9y9GQpaBt8x30z00JJxSAafmTWgDOEOS /
TmHsaKMoao+pv2LgKTWh007No4Ycx75Y5s0hyuQGPhLJRdionbilslioe4Dplxlb

quit



INFO: Import PKCS12 operation completed successfully

BIE2 — BV EHEBHEE. 1B Configuration > Firewall > Advanced > Certificate

Management > Identity Certificates > Add. 1 — T Add a new identity certificate = 1Z & &, 12

ﬁJGenerate self-signed certificate BREN G ¥, 1E EEEASAE B ILEAY 22 & (CN)o

7y Add Identity Certificate | &= |

|"\.

Trustpoint Mame: ASDM_TrustPoint1

(") Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

m
[}
Lo
(g

File to Import From:

i@ Add a new identity certificate:

Key Pair: .{Dehult—RSﬁ.—Kﬂyb *r.| Shaow... | | Mew. ..

Certificate Subject DN: | CN=ASA

Generate self-signed certificate

[ ] Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...
Enable CA flag in basic constraints extension
| Add Certificate | | Cancel | | Help |
?—TNeij\ETLE%’éE’\JﬁﬁﬁO BESHIA, BB,
Y Add Key Pair | &/ |
T R W W
Key Type: () RSA i@ ECDSA
Mame: (") Use default key pair name
@ Enter new key pair name: |ECDSA_KEYPAIR

Size: 384 -

i | |
Generate Mow | | Cancel | | Help

. ACLI:

ASA (config)# crypto key generate ecdsa label ECDSA KEYPAIR noconfirm



ASA(config)# crypto ca trustpoint TrustPointl

ASA (config-ca-trustpoint) # revocation-check none
ASA (config-ca-trustpoint)# id-usage ssl-ipsec

ASA no f£gdn

ASA subject-name CN=ASA

ASA (config-ca-trustpoint enrollment self

keypair ECDSA_KEYPAIR
ASA (config-ca-trustpoint)# exit

ASA (config)# crypto ca enroll TrustPointl noconfirm

BB FARWebVPNERHEE, i#EConfiguration > Remote Access VPN > Advanced >
SSL Settings. ftCertificatesiBEH , HIABNMEHBFHEAAEEZEMHBBOES TR, B—T T

)
config-ca-trustpoint) #
config-ca-trustpoint) #
) #
) #

(
(
(
(
(
(
ASA (config-ca-trustpoint

(

l__ApplyJ o ~
Select S5L Certificate | = |
Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the outside
interface. To enroll a trustpaint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside
Primary Enrolled Certificate: ASDM_TrustPoint2:0=Cisco, ou=TAC, cn=asa.dsco.com... w
Load Balancing Enrolled Certificate:  — Mone — -
K, | | Cancel | | Help
L= =)
EMWCLIELE :

ASA(config)# ssl trust-point

. (A8 ) A A RARE(DNS)E#H. WebVPNARSBAEFFHERNNRE, EEKE
ASARKREZEFIHREVHEERNER, NIREFHEEERICHBENER , ASAZEHT
DNSZE#, i#iZConfiguration > Remote Access VPN > DNS, ElEZ 4 —EDNSIRES , I
FEE[EDNSH R T E LADNSEM,



Configuration > Remote Access VPN > DNS

Specify how to resolve DMNS requests,

DM Setup

i@ Configure one DNS server groug () Configure multiple DNS server groups

Primary DMNS Server: 10.11,12,.101

Secondary Servers:

+

Domain Mame: Cisco, Com
DMS Lookup
To configure DS, enable DNS lookup on at least ane interface.
Interface DMS Enabled
outside False
DMS Guard

This function enforces one DMS response per query. If DMS inspection is configured, this option is ignored on that interface.
[] Enable DNS Guard on all interfaces.

CLI:

ASA (config)# dns domain-lookup inside
ASA (config)# dns server-group DefaultDNS
ASA (config-dns-server-group) # name-server 10.11.12.101

. ( AiE ) AWEBVPNERE KM, #EiEConfiguration > Remote Access VPN > Clientless
SSL VPN Access > Group Policies > Add Internal Group Policy. 7£General Options ™ , #
Tuneling ProtocolsfE 8 & & Clientless SSL VPN,



[53 Add Interal Group Policy =

G=nerall Hame:  [WEAWPH_Group_Policy
| -Porks 'i
! — -Miore Dplians Banrer: |¥] Imhartt
Customitzation
Login S=ting
-Sragle Sgren *iore Dptiors -
I Turreling Frotacnks: Inhers || Cheniess 551 WoN S5, VPN Client Paec TREV ] Psnc TKEW2 LITPfPaar
Seegdon Setings
weh a: o | Inhens
Arcess Hours: | Inhent
Smulisneocus Logrs: :J Inhenz
Rectict access bo YLAN: ] Inherit

Connecton Profiz (Tumel Group) Lock: ) Inherit

Masirniam Coreect Time: W | Inhers i bl rites

e Timeout o | Inhens 50 Hobal Cefuklt [0 g Pt
Tmeout Alerts

Segaion Akrt Interyal: o | Inhens Tefaudt

tdle Alert Interual: o | Inhens Default MNLSeS

Canfigure akert bt misssages and wisual oues in Customization under Cientess S50 WPN Acoess-Portal -Cushomization-Bdit-Fortal Fage Timeout Alerts,

Percdic authenboation Interval: | Inherit Unbmit=d Tours

FAnd:

OF | Gancel | Helo

CLI:
ASA
ASA
ASA (config-group-policy)# vpn-tunnel-protocol ssl-clientless

EEEREERER. EASDMA |, i#EConfiguration > Remote Access VPN > Clientless SSL
VPN Access > Connection Profiles,

EREREBEEENERBOBILR | 528 Cisco ASARIVPN CLIELEEFE9.4 — BFEHE
BE, AXBAFERAE, BARBERLT , WebVPNEARE FDefault WEBVPNGroupiit B & %,
BA LB HMEEER, BE . 28 E2UUEFERE R HMEEER.

(config)# group-policy WEBVPN_Group_ Policy internal
(config)# group-policy WEBVPN_Group_ Policy attributes

— FAEUUR T REPREERREERIAMFEAITEURL, F2EASASXAHFEAERE
1BGroup-AliasFlGroup-URL 75 3 FEWebVPNZ A BriEE4H,

\

— EALDAPIBREREF , AT AMBIRMELDAPRIBRSRIZNN B T EERAEREESR , F2H
ASAfEFLDAP B 14 IR FL B 7R 6l

— ERERBEENEFRESNRER , TURBEETIENHUSEAEERIEEESR
, 52 ECisco ASAR5IVPN CLIFLE1ERE9.4 — BLEIKEVIHIFE E4A T,

— EFHEFEREDEGERR , 552 M Cisco ASARFIVPN CLIELEEEI9.4 — Bl B E{E
A& Bt mEEDefaut WEBVPNGroupBL Ef& 5 , I 1EDefault Group Policy TiE#
WEBVPN_Group_Policy.



/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#pgfId-1192280
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98580-enable-group-dropdown.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/91831-mappingsvctovpn.html
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-ike.html#pgfId-1053978
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582
/content/en/us/td/docs/security/asa/asa94/configuration/vpn/asa-vpn-cli/vpn-groups.html#73582

FE) Edit Clientless 551 VPN Connection Profile: Default WEBVPNGroup

_m Mame: Defaul WEBVPNGroup
(& Advanced
Aliases:
Authentication
Method: @ AAA () Certificate () Both
ARA Server Group: |LOCAL -
Use LOCAL if Server Group fals
DNS
Server Group: :De‘l'nullﬂNE -
{Following fields are atiributes of the DS server group selected abave. )
Sarvers: 10.21.22.101
Domain Name: | Csoo,com
Default Growp Palicy
Group Policy: WEBVPN_Group _Polcy -
{Following field is an atiribute of the group policy selected above.)
[#] Enable chentiess 551 VPN protocol
Find: i@ rext @ Previous
Lok J[ cemel [ rep
CLI:

ASA(config)# tunnel-group DefaultWEBVPNGroup general-attributes
ASA (config-tunnel-general)# default-group-policy WEBVPN_Group_Policy

6. EEAI/E LBAAWebVPN , 55 Configuration > Remote Access VPN > Clientless SSL

VPN Access > Connection Profiles, ZiZ, #8755 12 fYAllow AccessExEL 5 .

Arcess Interfaces

Enable interfaces for dientless 551 WPN access.

Interface Allow Access

outside
[

inside

Bypass interface access lists for inbound WPN sessions

Access lists from group policy and user policy always apply to the traffic.

CLlI:

[ Device Certificate ... l

|

Port Setting ...

l




ASA (config)# webvpn
ASA (config-webvpn) # enable outside

7. (ME) ARAEUER, EBEANCEAERRABTEATER , MASREURL. EEVER
, 312 Configuration > Remote Access VPN > Clientless SSL VPN Access > Portal >
Bookmarks > Add,

i 4,
[y Add Bookmark List & |
Bookmark List Mame: MyBookmarks
Bookmark Title URL | Add |
Edit
Delete
Mowve Up
Mowve Down
Find: (2) () [7]Match Case
| K | | Cancel | | Help

BEADFT B E SR,



Sackmark Tike: |Examale bockmal ‘

LRL: :hlx.l 1-::.l'|' LT - N ] o |

“reload “age [pbonall
Frafoac URL: h‘m -r: oy

vzt Time: | (sacondsy

Other Setiings (Optional)
Suibtitie:

st [t

|| Place iz bookrark on the VPN hame pace

| Enalle Smart Tunnel

Advarced Options

o [ caneml || mem |

8. (Wi ) AR EMARKI)BEEH. EIEConfiguration > Remote Access VPN > Clientless SSL
VPN Access > Group Policies > Edit > Portal > Bookmark List.



[ Edit Intemal Group Palicy: DtGrpPolicy -

;-iernrd Boukmark List: My_Buokmarks
W
[E-More Cptiang URL Enlry: @ Enable ) Disable
Fire Aroess Control
File Szrver Enbry: @ Enable () Dissbie
File Sarver Brovesing: i@ Enable () Dsable
ridden Shere Socscs: ) Ensble (@) Dmssble
Fort Fowarding Cantrol
Part Forwarding List: —bonz -

| Awrte Applet Covnioad

Applet Mame: Application Acogss
Smart Turre!
Ptk |
Semark Tunnel Palicy: | Manage.
Turinel Option: |Use tunn for &l netweek traffic -
Seart Tunnel Applicalion: | — e — v | Manege..,

7] At Stark

Aasto Sign-on Server: .—Nrne -

[T Smert Tunnel dl Apphications (This feabure only waorks with Windoves platformes)

windaws Domain Mame {opsonal):

Acttved Relay
Achvel Relsy: W Enable () Dizable
Moz Dptions
[ Eind: | et P revas

furto sgreom works orly with Internes Explorer on Windows dient or in Frefox on any platform.

ok J[ cod [ Hew

-

CLI:

ASA (config)# group-policy DfltGrpPolicy attributes
ASA (config-group-policy)# webvpn
ASA (config-group-webvpn) # url-list value My Bookmarks

R

FLiEWebVPN# , £ 2B 35 £ A #h 4k https.//<ASAKIFQDN>,




.
:Iy Login

Please enter your username and password.

USERNAME:
PASSWORD:

Login

BAR  GREZEATIANEMNIBIEMN AU FIMNER,

Q Web Applications =

l-::J Browse Metwarks

RER: O

ARZEREMNER
AR TROETRE , WA TREHR,

F£ASDMH |, ##ZEMonitoring > Logging > Real-time Log Viewer > View., &% FimEfREIASAK
,EEREVTLSER. BEERMIURBIIBRIERE.



Device completed S5L handshake with dient outside: 10,229, 20, 7751307 to 10.48.55, 179443 for TL5v 1.2 session

Device completed 551 handshake with dient outside: 10,229, 20, 7761306 to 10,483,566, 179/443 for TLSv 1.2 session

551 dient outside: 10, 229,20, 77/6 1307 to 10.45,66. 179443 request to resume previous session

Starting 551 handshake with cient outsde: 10,229.20,77/61307 to 10,48.66, 179443 for TLS session

551 dient oukside: 10, 229,20, 77/8 1306 to 10,45,66. 179/443 request to resums previous session

Startmg 551 handshake with cient outside: 10, 229,20, 77761306 to 10.48.66. 179443 for TLS seszion

Built inbound TCP connection 107 for outside: 10,229, 20, 7761307 (10,229, 20, 77/6 1307) to identity: 10, 48,66, 179443 {10.48.55, 179/443)
Built inbound TCP connection 106 for outside: 10,229, 20, 77/6 1306 (10,229, 20, 77/6 1306) to identity: 10, 48.66. 179/443 (10.43.66, 179/443)
Group <WEBVPN_Group_Policy = User <admin= [P <10.229,20, 77> Authentication: successful, Session Type: WebWPN,

Device selects trust-point ASA-self-sioned for dient outside: 10,229, 20.77/53047 to 10.43.66, 179/443

Group <WEBVPM_Group_Policy = Liser <admin > 1P <10.229, 20, 77 = WebVPN session started.

DaP: User admin, Addr 10,229, 20. 77, Connection Clientless: The folowing DAR records were selected for ths connecton: DfitAccessPoboy
Al fransaction status ACCEPT @ user = admin

AAA retrieved default group policy (WEBVPM_Group Palicy) for user = admin

AAA user authentication Successful ; local database ; user = admin

Device completed S5L handshake with clisnt outside: 10,229, 20, 77061304 1o 10.43.66, 179)443 for TLSv 1. 2 ses50n

Device completed 551 handshake with cient outside: 10,229, 20. 7761303 to 10.43.66. 179443 for TLSv 1. 2 session

CLI:

ASA (config)# logging buffered debugging
ASA (config)# show logging

FEASDMH |, i##ZMonitoring > VPN > VPN Statistics > Sessions > Filter by:#&%& F#%SSL VPN.
EHFAIWebVPNEFE, KL RZEWebVPNIBREEE , RAEIKZ— TFilter, MR HRMEE , FERFE
BASARE , LEREFRAILFEMENHERER. REAERIHNEEDSER,

Fiter By: | Clientiess 551 VPN ~ |~ Al Sessons . | Filter
Usemame Group Policy Profoool Login Time Bytes Tx
TP Address Cannsction Prafie Encryplion Curalion Eybes Bx CerAuthInt  Cer AuthLeft

10:40:04 UTC Tue May 256 2015 63591
w0 2m; 50 166375

ASA (config)# show vpn-sessiondb webvpn
Session Type: WebVPN

Username : admin Index : 3

Public IP : 10.229.20.77

Protocol : Clientless

License : AnyConnect Premium

Encryption : Clientless: (1)AES128 Hashing : Clientless: (1)SHA256
Bytes Tx : 72214 Bytes Rx : 270241

Group Policy : WEBVPN_Group_Policy Tunnel Group : DefaultWEBVPNGroup
Login Time : 10:40:04 UTC Tue May 26 2015

Duration : Oh:05m:21s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : 0al516010000300055644d84

Security Grp : none

ARG S
WHERET S (EREAMESEM)OIMXER showd & EAOITREshow SH K547


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

BiRE : £/ debug EEFZ A , AEESBEH Debug EHETHEZE,

. show webvpn — B5F % EEWebVPNE B showin T . EFFHlE fEshowin T AL
, BZ2RANELEENGTSER Y

. debug webvpn - £ Fidebugis < 7 E%%TASALEZEE%%EO EF MM debugin t
WAL, F2RERZ2EENGDSER Y

EREE

EREREBRA

&

HE TAAHEEFIR (BIEES ) SSLVPNGHRE, « BAERKKREBERERERF,
AnyConnect PremiumFF Al B R LEETEASAL |, IARMEHA , 20 "Premium AnyConnect license is not
enabled on the ASA. Fi/Ro

BRAR

FERAUT ot RBASHKANyConnectFF AT 3% :

ASA (config)# webvpn
ASA (config-webvpn) # no anyconnect-essentials

B

BEAERAME  BESRTKERER "BEAKLK, . EHEiBAnyConnectF o] R &,
BRRTTR

EHFREHLES

$ASA-4-716023: Group <DfltGrpPolicy> User <cisco> IP <192.168.1.100>
Session could not be established: session limit of 2 reached.

b4 | BRFB LW ARRE

ASA(config)# show version | include Premium
AnyConnect Premium Peers : 2 perpetual

FE

EAERAME BB EEREE "TAnyConnect is not enabled on the VPN server, . #H%KRHE
R &SR FimVPNIRE.

BRI =
HEHREREHBLHES


/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/s7_72.html#wp1117240
//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/d1_72.html#wp1762001

$ASA-6-716002: Group <DfltGrpPolicy> User <cisco> IP <192.168.1.100>
WebVPN session terminated: Client type not supported.

BARE/MENEREBAERFiKVPNE :

ASA (config)# show run all group-policy | include vpn-tunnel-protocol
vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-clientless

SRR = L EWebVPNAE A # AR BIASA

R

RE={EWebVPNE F i AT LU FIASA, BIER MM ES &K,
BRER

EARZHEAT , hEERERETNEREARERR. CRALBRTEERFENEEZEAR.
HELRHIH , AENER20,

ASA (config)# group-policy Cisco attributes
ASA (config-group-policy)# vpn-simultaneous-logins 20

WebVPNE FiRfEim PR H2 L aE R
ol

MEELEBRAFAEEAEEFIKVPNEEN , BEETEEN "WeblEARERL T, EfETR
AIE  MABAELHTTPERLUEMSFAEEHIZ— T Mg A4S EURL?

BRI R

e E R TRRASAT LUBIBDNS AT HE YL %Eﬁ?ﬁ%*ﬁpmg%ﬂuﬁo WMRASAEERATERE , A8
BRAGEIRERER, MRDNSAMRBRUNENREALE  FEEDNSHEAEANH.
J&iBWebVPNRY CitrixiE 4R

L]

$AE2FAE Tica client received a corrupted ica file.1 . B R Citrix over WebVPN,

BRTTR

MR BIBWebVPNE CitrixERE A T2 MR | EIJICA1°.§.?2“E—I EEBE, ARASAELRERN
THE K FHREERN (FR2EN ) TEIL— B HICARE
mEREREETE_XGORE

L]



B EETFiwWebVPNFIF ENCIFSERE , BE—TERE , RRKRREBARE, B8
B B $%5h B i E (LDAP) A R B R E IR M £ & S8 ALDAPBRE UEAZIVPNEFE.

BRIR

EEEBBRT , BuEABSHEATIRE. EEEFEANISEEREEEWebVPNEBETEELT
AR :

ASA (config)# group-policy WEBVPN_Group_Policy attributes
ASA (config-group-policy)# webvpn
ASA (config-group-webvpn) # auto-signon allow uri cifs://X.X.X.X/* auth-type all
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ASA (config)# group-policy ExamplePolicy attributes
ASA (config-group-policy)# webvpn

ASA (config-group-webvpn) # auto-signon allow uri
https://*.example.com/* auth-type all
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