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£ Fenable password 52 ¥ 5T Al AR B 15 A EE T H 058« . IIE |, ip http authenticationdn
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!--—- This is the part of the configuration related to
local authentication. ! aaa new nodel aaa authentication
| ogin default |ocal aaa authorization exec |oca

usernane one privilege 15 password one usernane three
password three usernane four privilege 7 password four
ip http server ip http authentication aaa ! /--- Example
of command moved from level 15 (enable) to level 7!
privilege exec level 7 clear line

fi£ fCisco IOSEX AR ZA~11.3.3. TR E BARAHI 2=t & 17 B8
i

!--- This is the part of the configuration !--- related
to local authentication. ! aaa new nodel aaa

aut hentication login default |ocal aaa authorization
exec default |ocal usernane one privilege 15 password
one username three password three usernane four
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privilege 7 password four ip http server ip http

aut hentication local ! /--- Example of command moved
from level 15 (enable) to level 7 ! privilege exec |eve
7 clear line

EREER

ELEEREARLHBEREEFHERSE,

- EHE1NMR@ ANURLAWtp://Ma#4# , AIERESBIBWebRE, BiBTelnetE R EI B85
%, EAEUUERASHREBERHTAEDT. BAR , FABZSERBAEKER (show
privilege§ 515), MRGHSREFTBIKHE , FHENEXIBTHED S,

- EREIFEAEHRREFTERE , BELETWebRE, BilTelnetERFIMEHEER , FH
BEULUERAGODRIBEZHITAETT. BAR , FAESERIERAER (show privilegers &
1. MREBGOREFNEIRBSE  FRAENERIBTHAETT.

- EREAME @ AN URLBttp://# #.# #llevel/Tlexec , FEAEKBEBWebZE, BERIBTD
FM7#kclear linefi . BiBTelnetE R EIEHERE  FHEUUEEAGHREEZHITN
o BA® , FABEKERTTHERRBI7(show privilege B7) R S REREIKREES | £

BENMERIBATHRERS.
AHTTPRREREAEEETACACS+E O RR

- BRESEE

-FHREER

- RERRBITEESAREFEE

. Cisco Secure ACS for UNIX{al BRZSBELiE

- Cisco Secure ACS for Windows Serverfit &

BABREE

{EHCisco IOSEMRA11.2E TR

aaa new node

aaa authentication |login default tacacs+

aaa aut hori zati on exec tacacs+

ip http server

ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

I -—-- Example of command moved from level 15 (enable) to
level 7 privilege exec level 7 clear line

{#ACisco IOSE M/x4<11.3.3.TE12.0.5. TET B RE

aaa new node

aaa authentication |ogin default tacacs+

aaa aut horizati on exec default tacacs

ip http server

ip http authentication aaaltacacs

tacacs-server host 171.68.118.101

tacacs-server key cisco

I -—-- Example of command moved from level 15 (enable) to
level 7 privilege exec level 7 clear line




{#Cisco IOSEMIRZ12.05.TRE®RAETE RRE

aaa new node

aaa authentication |login default group tacacs+

aaa aut horization exec default group tacacs+

ip http server

ip http authentication aaa

tacacs-server host 171.68.118.101

tacacs-server key cisco

! -—-- Example of command moved from level 15 (enable) to
level 7 privilege exec level 7 clear line

EREER

UTHREANRTHRARREETNERE.

- EHE1NMR@ ANURLAWtp://Ma#44 , AIERESBIBWebRE, BiBTelnetE R EIM B 25
%, EAEUTUERASHREBERATHEDT. BAR , FABESERBAEKER (show
privilege#§ 515), MRGHSREFBIKHE , FHEMNEXRIBTHEDG S,

- ERE2MR @ AN URLAtp: /4 a#44 , AIERAESBIBWebRE, BiBTelnetE R EIM B 25
%, EAEUUERASHREBRHTAEDT. BAR , FAESERBAEKER (show
privilege#$ 515), MR EEHENE T SRE , AFERAEKEEMESS , RARRSBEE
AREELDD.

- (EREIEAERNREFTREEE , SEEETWebRE, BilTelnetERTIKHEEER , FH
EULEEASHREBERBTAEDT. BAR , FRAEKERIERAEN (show priviegeis 5
1. MBEMGCREFBIKME  FAENERIBTHREST.

. ERE4ANRE A URL Bhttp://#.#.# #level/T/exec , EAEKBIBWebZ#, BERIBTD
M7#Kkclear linefi . BiBTelnetZRFBRHEE®R , FAEBUTUNERASNBRBRATHESD
o BAE | FEABKERIFERRBI7(show privilegefs A7) N R SIS EHEB IR MESE |, £
RAEDERIATHESS.

EMBWFREN [ REE R

user = one {

default service = permit
login = cleartext "one"
service = exec {
priv-lvl =15

}

}

user = two {

login = cleartext "two"
service = exec {
priv-lvl =15

}

}

user = three {
default service = permit
login = cleartext "three"

}

user = four {



default service = permit
login = cleartext "four"
service = exec {
priv-lvl =7

}

}

Cisco Secure ACS for UNIX{r BB 25 Ad iR

# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 27

profile_cycle = 1

password = cl ear "**x*Fxx%n
default service=pernit

servi ce=shel |l {

set priv-lvl=15

}

}
# ./ViewProfile -p 9900 -u two

User Profile Infornmation
user = tV\D{

profile_id = 28
profile_cycle =1

password = clear "****xkxxn
servi ce=shel | {

set priv-Ivl=15

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{

profile_id = 29
profile_cycle = 1

password = cl ear "**x**xx%n
default service=pernit

}

# ./ViewProfile -p 9900 -u four
User Profile Information
user = four{

profile_id = 30
profile_cycle = 1

password = cl ear "**x*Fxxxn
default service=pernit
servi ce=shel |l {

set priv-lvl=7

}

}

Cisco Secure ACS for Windows Serverfit B

F—HEPHNERE

. $E2E Eshell(exec). ¥ Eprivilege level=15, & Default(Undefined)Services, & : I
RRERIEE | F5E Flinterface Configuration , ABIBWTACACS+ , A& iEEAdvanced
Configuration Options. i#1£Display enable default(undefined)service configuration,

- FRAERERBEAERNENER ; EIEME N A ZHILHET,

SF-HEFNERAE2



. $E2EREshell(exec). & privilege level=15, i&70i&#F Default(Undefined)Services,
- FAERERBTMERENZEE ; TR EEHE A BBILER.
B=HERE

. #EXEEshell(exec). #SFFAIMMBILEZ, EFDefault(Undefined)Services, XX : TR K
FERILIRE | 558 ZlInterface Configuration , A% IZBETACACS+ , A% iEiEAdvanced
Configuration Options. i#1£Display enable default(undefined)service configuration,

- FRAERERBEAERNENER ; EIEEHE A ZHILHET,

B ERES

. #EZEREshell(exec). #Eprivilege level=7, & Default(Undefined)Services, * ¥ : 1R
KREERIMEE | 558 FInterface Configuration , AHIBETACACS+ , A% i&EZFAdvanced
Configuration Options. 1#1£Display enable default(undefined)service configuration,

- FRERERBEMNERNENEZTR ; EIEEEEE A Z B,

AHTTP{ABREEF & & EMRADIUS & R B 58

- BREAERALE

-FHEER

. X ECisco AVEL ¥ 1Y fml fR 85 £ FIRADIUSHEL &
. Cisco Secure ACS for UNIXfal BR 25 #il B
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BHEEE

{#HCisco IOSE\MRA11.2:E1TER

aaa new node

aaa authentication |ogin default radius

aaa aut horization exec radius

ip http server

ip http authentication aaa

|

!--- Example of command moved from level 15 (enable) to
Jevel 7! privilege exec level 7 clear |ine radius-
server host 171.68.118. 101 radi us-server key cisco

fEfCisco IOSH MMRZ11.3.3.TE/12.0.5.TH# T B R

aaa new node

aaa authentication |ogin default radius

aaa aut horization exec default radius

ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line

{#ACisco IOSEHMIRZA12.05.TREBEAETE LRE

aaa new node
aaa authentication |login default group radius
aaa aut horization exec default group radius




ip http server

ip http authentication aaa

radi us-server host 171.68.118.101 auth-port 1645 acct-
port 1646

radi us-server key cisco

privilege exec level 7 clear line

fER HiGR
UTHREANRTHARRFEETNERE.

- EHE1NMR@ ANURLAWtp://Ma#4# , AIERESBIBWebRE, BiBTelnetE R EI B85
%, EAEUUERASHREBERATAEDT. BAR , FABESERBAEKER (show
privilegei& £&15).

- EREIFEAEHRREFTERE , BELETWebRE, BilTelnetERFIMEHEER , FH
BEUUERAGDRIBEZHITAETT. BAR , FAESERIERAER (show privilegers &
o

- EREAME @ AN URLBttp://# #.# #llevel/Tlexec , FEAEKBEBWebZE, BERIBTD
M7#kclear linef i . BiBTelnetEFZIFEHEER , FABUUEERAGORIBLBTMETS
o BAR , FABEKERIERBIT7(show privilegeds &7)

X #ECisco AVELH 1Y 71 AR 88 L FYRADIUS i [

one Password= "one"
Servi ce- Type Shel | - User
ci sco-avpair "shel |l : priv-1vl=15"

three Password = "t hree"
Servi ce- Type = Logi n-User

four Password= "four”
Servi ce- Type = Logi n-User
cisco-avpair = "shell:priv-Ilvl=7"

Cisco Secure ACS for UNIX{R IR ES i

# ./ViewProfile -p 9900 -u one
User Profile Information

user = one{

profile_id = 31

set server current-failed-logins =0
profile_cycle = 3

radi us=C sco {

check_itens= {

2="one"

}

reply_attributes= {

6=6

}

}

}
# ./ViewProfile -p 9900 -u three

User Profile Information
user = three{
profile_id = 32



set server current-failed-logins =0
profile_cycle = 3

radi us=Ci sco {

check_itens= {

2="t hree"

}

reply_attributes= {

6=1

}

}

}
# ./ViewProfile -p 9900 -u four

User Profile Information
user = four{
profile_id = 33
profile_cycle = 1

radi us=Ci sco {
check_itens= {
2="four"

}

reply_attributes= {
6=1

9, 1="shel | : priv-1vl =7"
}

}

}

Cisco Secure ACS for Windows Serverfit i

- FERAE=—, REER (Eit6 ) =FE
- FRAE==, RBEB (BH6 ) =FA
- fERE=4, REER (BH6 ) =F A , BEPCisco AVELEHE I & A shell:priv-IvI=7

B

BRIREERARLERNBRERERF.

A4 37

RERENEF TR R A EET SRR,

RMYRIED
UTHSTARBARHTTPEARE, BHasS LR HELdn
AR : ZHidebugfiE T2 E , ESMAERDebuglETHNEEEA,

- terminal monitor — %8 ‘~Rdebugds S ¥ L LA K B Bl im M /E £ BRI R RA L

- debug aaa authentication — # B BAAA/TACACS+ S 1B F N E A,

- debug aaa authorization — F =~ BBAAA/TACACS+EREMNEA.

- debug radius — F/REERADIUSEA B EY 5 A TR 5L E 7o

- debug tacacs — B REATACACSEABIH B A

. debug ip http authentication — fER L T S HEBRHTTP B R ERIE, BETEHSBERNIHR
BAZNBARIBRFENMREES.
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