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l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model

username cisco password 0 cisco
Tine vty 0 4

transport input telnet

l--- Instead of aaa new-model, you can use the login local command.



£/ SSH #1T AR =& R

MEMER SSH AIERRE , ELAMBERFWBARN , X 8% Carter LEUH SSH , RZEEILM
UNIX THE3ERIE SSH.

ip domain-name rtp.cisco.com
!--- Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60
ip ssh authentication-retries 2

Y/

LEEF |, show crypto key mypubkey rsa s S A BRRFIELN W, ¥ SSHERER , IHERR
BEREREA UNIX THEsh 2 ERR 188,
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R IEIE SSH WYEAR , WAERZAT T 5 #18 transport input ssh &% , BR&EIEEHEFRAEF A SSH
EiR, B (FE SSH ) Telnet EZIIELE,

Tine vty 0 4
l-—-— Prevent non-SSH Telnets.

transport input ssh
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1. 827 hostname W%,
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3. B4 SSH 18,
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l--- Step 1: Configure the hostname if you have not previously done so.
hostname carter
l--- The aaa new-model command causes the local username and password on the router to be used in the a

aaa new-model
username cisco password O cisco

!--- Step 2: Configure the DNS domain of the router.
ip domain-name rtp.cisco.com

I--- Step 3: Generate an SSH key to be used with SSH.
crypto key generate rsa

ip ssh time-out 60

ip ssh authentication-retries 2

l-—-- Step 4: By default the vty transport is Telnet. In this case, Telnet 1is disabled and only SSH is s

Tine vty 0 4
transport input ssh

l--- Instead of aaa new-model, you can use the login local command.

# bt a1 Cisco I0S SSH Al Fi (Reed) & H £ Cisco I0S SSH fAliR8F (Carter) 89 SSH , Ll
TR -

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 cisco 10.31.1.99

#% 10S BHEBRRERHITER RSA 2 ERAEREFN SSH AR
SERUAT SRENAIRE SSH MR SHITER RSA HERE,
1 EEEHEE.

Router(config)#hostname <host name>

2. ERFARMIETE,



Router(config)#ip domain-name <Domain Name>

3. BE% RSA ©iRELH,

Router(config)#crypto key generate rsa

4. BEAEMMARBI[MFEIRE SSH-RSA &R,

Router(config)#ip ssh pubkey-chain

5. 5 E SSH EAE & W,

Router(conf-ssh-pubkey)#username <user name>

6. IHEEIRH FHA RSA LFATR,

Router (conf-ssh-pubkey-user)#key-string

7. %87 SSH & MBEEMRA. (LAERDER)

Router(conf-ssh-pubkey-data)#key-hash ssh-rsa <key ID>

8. IRt B i X IR @ 4548 EXEC 3K,

Router(conf-ssh-pubkey-data)#end

#Ti8 SSH #& im iR B 17 X

MREFEEH SSH K im#RIRERTE , FIEIR Carter
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ip ssh port 2001 rotary 1
Tine 1 16

no exec

rotary 1

transport input ssh

exec-timeout 0 0

modem InOut

stopbits 1

MR Philly EE$#E Carter #3182 , BEAIFEBL T T , # Reed EiB Carter #§ SSH FREZE
Philly :

ssh -v 2 -c aes256-cbc -m hmac-shal-160 -p 2002 10.31.1.99

A LAEB Solaris FHEERS :

ssh -c 3des -p 2002 -x -v 10.13.1.99

BR ¥ T # B Ry SSH FHL

BEEM SSH ERRHEIABEFMIE ; ERTHEED , BERKXA 7R P NAAHM SSH E
Ao

BT BAVRER T SIS BRE AT AR T4F -

1. EBATREZBEFBECRENFIEE,
2. fEF access-class BR&I¥ VTY RN HHFEL

LT R4EREEIH], LthEHIE &R SSH 28 10.10.10.0 255.255.255.0 F#85% , Hi{E{ZEE
EEEEE,

Router(config)#access-1ist 23 permit 10.10.10.0 0.0.0.255
Router(config)#1ine vty 5 15
Router(config-line)#transport input ssh
Router(config-line)#access-class 23 in
Router(config-line)#exit

N WiE 8 SSH ERMERREEARSBRET A,

AXE SSH 2 2 i



carter(config)#ip ssh version 2
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HEZEEFEENNEEET.

iR o IR Telnet SSH v2

banner log EBEALETIRET EEAZETET.
banner motd EEALERNET. EEALKERET,
banner exec EEALERET. EEALERET,
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Category -» Conneclion & Data

EHENERTS

B HILEFTEREY debug TRl , BASREBEEGTNEEEA.
show i (EREMEE ) , EAHEESE show i REHN DT,

HHERFETEXERLE

« debug ip ssh #7R SSH WEEF L.

+ show ssh B8/~ SSH Al R 25 E LR AV AREE,

carter#show ssh

Connecti on Ver sion Encryption State User nane
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2.0 DES Session started cisco

+ show ip ssh B8/~ SSH W hRAFAHREE KL,

carter#show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

0 51 {5 §5 81 b

3% FH B8R E 85

00:23:20: SSHO: starting SSH control process

00:23:20: SSHO: sent protocol version id SSH-2.0-Cisco-1.25

00:23:20: SSHO: protocol version id is - SSH-2.0-1.2.26

00:23:20: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:23:21: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSH: RSA decrypt started

00:23:21: SSH: RSA decrypt finished

00:23:21: SSHO: sending encryption confirmation

00:23:21: SSHO: keys exchanged and encryption on

00:23:21: SSHO: SSH_CMSG_USER message received

00:23:21: SSHO: authentication request for userid cisco

00:23:21: SSHO: SSH_SMSG_FAILURE message sent

00:23:23: SSHO: SSH_CMSG_AUTH_PASSWORD message received

00:23:23: SSHO: authentication successful for cisco

00:23:23: SSHO: requesting TTY

00:23:23: SSHO: setting TTY - requested: length 24, width 80; set:
Tength 24, width 80

00:23:23: SSHO: 1invalid request - 0x22

00:23:23: SSHO: SSH_CMSG_EXEC_SHELL message received

00:23:23: SSHO: starting shell for vty

fAIARBR 15 85

~ izt : iER Solaris EMN@EER R,

rtp-evergreen.rtp.cisco.com#ssh -c 3des -1 cisco -v 10.31.1.99
rtp-evergreen#/opt/CISssh/bin/ssh -c 3des -1 cisco -v 10.13.1.99
SSH Version 1.2.26 [sparc-sun-solaris2.5.1], protocol version 1.5.
Compiled with
rtp-evergreen:
rtp-evergreen:

RSAREF.
Reading configuration data /opt/CISssh/etc/ssh_config
ssh_connect: getuid 0 geteuid 0 anon O



rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Allocated local port 1023.
Connecting to 10.13.1.99 port 22.
Connection established.

Remote protocol version 2.0,

remote software version Cisco-1.25

rtp-evergreen:
rtp-evergreen:

Waiting for server public key.
Received server public key (768 bits)

and host key (512 bits).

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Host '10.13.1.99' 1is known and matches the host key.
Initializing random; seed file //.ssh/random_seed
Encryption type: 3des

Sent encrypted session key.

Installing crc compensation attack detector.
Received encrypted confirmation.

Doing password authentication.

Cisco0@10.13.1.99's password:

rtp-evergreen:
rtp-evergreen:
rtp-evergreen:

Requesting pty.
Failed to get Tocal xauth data.
Requesting X11 forwarding with authentication spoofing.

Warning: Remote host denied X11 forwarding, perhaps xauth program
could not be run on the server side.

rtp-evergreen:
rtp-evergreen:

Requesting shell.
Entering interactive session.

HHREARIEHE
U TiRMSESEREmELENEERENTEH,
SSH R B R ERAERINZFIZL (DES) #mZH SSH A F %

RIHIER

B R R85

00:26:51: SSHO:
00:26:51: SSHO:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:52: SSH:
00:26:52: SSH:
00:26:52: SSH:
00:26:52: SSH:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:52: SSHO:
00:26:54: SSHO:
00:26:54: SSHO:
00:26:54: SSHO:
00:26:54: SSHO:
00:26:54: SSHO:

starting SSH control process

sent protocol version id SSH-2.0-Cisco-1.25
protocol version id is - SSH-2.0-1.2.26
SSH_SMSG_PUBLIC_KEY msg
SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
RSA decrypt started
RSA decrypt finished
RSA decrypt started
RSA decrypt finished

sending encryption confirmation

keys exchanged and encryption on
SSH_CMSG_USER message received
authentication request for userid cisco
SSH_SMSG_FAILURE message sent
SSH_CMSG_AUTH_PASSWORD message received
password authentication failed for cisco
SSH_SMSG_FAILURE message sent
authentication failed for cisco (code=7)
Session disconnected - error 0x07



SSH A FmEIAT X &R (Blowfish) 215

B% AR R

00:39:26: SSHO: starting SSH control process

00:39:26: SSHO: sent protocol version id SSH-2.0-Cisco-1.25
00:39:26: SSHO: protocol version id is - SSH-2.0-W1.0

00:39:26: SSHO: SSH_SMSG_PUBLIC_KEY msg

00:39:26: SSHO: SSH_CMSG_SESSION_KEY msg - length 112, type 0x03
00:39:26: SSHO: Session disconnected - error 0x20

W ZE| "%SSH-3-PRIVATEKEY : #Z#H RSA A% & 88 $538

PFEENTHEBTRERRUERAS. FEANTREEREEE !
- B RSA ERBEXSEMELESR

crypto key zeroize rsa label key_name
crypto key generate rsa label key_name modulus key_size

- MRERMERT EEN , FERAUATESR
1. P RSA £RHEE.
2. EMEARE
3. A SSH EUFMHNEBR IR,

- MRRHEAEN SSH REWTHRAFETTM FUIER , KTEBMARKINELRHIZN RSA
SWREY, BELCEEIHEBNBE. AEREM crypto key generate rsa iR T E4E RSA
SWEY , WEA SSH fAR:S.

« BXE RSA &IREHE , g RIELHRAEL

%

(BESTEER-ES -
BB A hostname £ IFHEG S REEHEAHB[HEHEZTE,
2. xdp s

A ip domain-name £ 4HRE A 2R EXE B% HEFHY MR,



« AFHSSHEHRHRFILSEAEEM wEBNSARE, SESSHEGHER—E vty EF.

SSH EETHEAERER K SEALHLTLUREBRAR AAA RENTLHBABE, BELRTE AAA B, BERR TR
BIRE AAA T#IT, FELEBEECEATERRRFTUERTZEN AAA,

No SSH server connections running:

carter#show ssh %No SSHv2 server connections running.

HEHARRT SSH ARBESARKRERBA, NREERKRE SSH , ERLERE LEHRTE SSH, THELSTRUEHMRESR
& L# SSH fal kR,

+ Bk RSA £BEY . MR RSA £BE Y% , SSH ARSI EHBEA,

carter(config)#crypto key zeroize rsa

N WEE B SSHV2 B EEAEAE D 768 (LT SREY.

/N 2B EERSEREREAELAR. 2O, ME RA S#%  RIEGENEL RA SBUEFRE CA BEY, I8
CABE  YEHAREHCHEE  SUMLEAEES CA , HEESREAM P RS (PSo) HZUHEBTA,
2 BN BEEENTHEBABEEE,

carter(config)#hostname hostname

carter(config)#ip domain-name domainname
3. BAEHEHEREL RSA SREY. ERMEEBRA SSH.

carter(config)#crypto key generate rsa



% Mzt : mERBRESERERAEEGONENRA , F2H aypto key generatersa- Cisco IOS £ W55 12.3 o

% MicE : ARISHBRELZERNIINHE , BAREEWRE) SSH2 0: Unexpected mesg type received SR8, NE
RFUEIRMERE , BEA SSH EE RSA e BRKENEHREE.

4. 5% SSH fAIAR=S.

5. 5 E R SSH fARFMAKRRE BN IXMER/THMER  BYUARE SSH 28, MARFRE SSH 28 , ASEAARE.

ip ssh {[timeout seconds] | [authentication-retries integer]}

carter(config)# ip ssh

A
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