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aaa new node
aaa aut horization network CERT none

BEMREFECARSNIRHRESE (I8 ) NEEH.

crypto pki trustpoint SSH

enrol | nent node ra

enroll nent url http://10.1.1.2:80/CertSrv/nscep/ nscep. dl |
seri al - nunber

i p-address 10.0.0.1

subj ect-nanme cn=10.0.0.1

revocati on-check ocsp

ocsp url http://10.1.1.2/ocsp

rsakeypair SSH 2048

aut hori zation list CERT

! The usernane has to be fetched fromthe certificate for accounting and authorizati on purposes.
Mul tiple options are avail abl e.

aut hori zati on usernane subj ect nanme comopnnane

R . MROCSPRIMRESM A , B 8 7 LUEZE £ Arevocation-check ocsplit E £ L FFE
$hR , =i FArevocation-check ocsp none ( A#RE ) A AREHBRENIA,
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! Alorithms used to authenticate server
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa

! Acceptable algorithns used to authenticate the client
ip ssh server algorithm authentication publickey password keyboard

I Accept abl e pubkey-based al gorithnms used to authenticate the client
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa

BLESSHAMRERAE S REREFEHERNES,

ip ssh server certificate profile
I Certificate used by server
server

trust poi nt sign SSH

I CA used to authenticate client certificates

user
trustpoint verify SSH

( & ) EATACACSHIRSSES
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BiEE : I0S SSHAMRBREM T X ESHRES LER, ERXRTMRBIFANRICLAE A
TACACSTRfR=REZANBRHRE. ©RRANKE,

B ETACACSIfRER-

tacacs server |SE
address ipv4 10.1.1.3
key ciscol23

Bl E R B E LUEATACACS R AR 2R,

aaa aut horization network | SE group tacacs+

1.8EISE ( B RKESIE ), RERGMR :

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-Configure-
ISE-2-0-10S-TACACS-Authentic.html

2. BETACACSE BHER, EEf EHM5| 2 cert-application=all FRER I TR IZHE , FEME
Work Centers > Device Administration > Policy Elements > Results > TACACS profiles > Add.


/content/en/us/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
/content/en/us/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html

Common Tasks

Common Task Type | Shell v
¥| Default Privilege 15 v (Select 0 to 15)
# Maximum Privilege |15 v (Select 0 to 15)

Access Control List

Auto Command

Mo Escape ) (Select true or false)
| Timeout ) Minutes (0-9999)
Idle Time v Minutes (0-9999)

Custom Attributes

+Add  MWTrashv & Edit
Type Name Value

MANDATORY ceri-application all

SEREXRME , FEMETEPI>-REEE-RETERBESTN.

v Authentication Policy

Default Rule (If no match) : Allow Protocols : Default Device Admin and use : All_User ID_Stores

v Authorization Policy

w Exceptions (1)
Local Exceptions
Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles

P Certificate auth network admins Select Profile(s)  permit_vl_15

B

show i p ssh

SSH Enabl ed - version 1.99

Aut henti cati on net hods: publ i ckey, passwor d, keyboard-i nteracti ve
Aut henti cati on Publickey Al gorithns: x509v3-ssh-rsa, ssh-rsa
Host key Al gorithms: x509v3- ssh-rsa, ssh-rsa



--- output truncated ----

show users
Li ne User Host(s) Idle Location
1 vty O adminl idle 00:02:37 192.168. 1. 100

RER: AR

UTREARRBEAR NS

debug i p ssh detai

debug crypto pki transactions
debug crypto pki nessages
debug crypto pki validation

Aug 21 20:07:08.717: SSHO: starting SSH control process
! Server identifies itself

Aug 21 20:07:08.717: SSHO: sent protocol version id SSH 1.99-C sco-1.25

I Client identifies itself

Aug 21 20:07:08.771: SSHO: protocol version id is - SSH 2.0-Pragma FortressCL 5.0.10. 766
Aug 21 20:07:08.771: SSH2 0: kexinit sent: kex algo = diffie-hell man-group-exchange-shal, diffie-

hel | man- gr oup14-shal

I Aut hentication algorithns supported by server

Aug 21 20:07:08.771: SSH2 0: kexinit sent: hostkey al go = x509v3-ssh-rsa, ssh-rsa

kexinit sent: encryption algo = aesl128-ctr,aesl192-ctr, aes256-ctr
kexinit sent: mac al go = hmac-sha2- 256, hnmac- sha2-512, hnac-

Aug 21 20:07:08.772: SSH2 0:

Aug 21 20:07:08.772: SSH2 0:

shal, hmac- shal- 96

Aug 21 20:07:08.772: SSH2 0: SSH2_MSG KEXINI T sent

Aug 21 20:07:08.915: SSH2 0: SSH2_MSG KEXINIT recei ved

Aug 21 20:07:08.916: SSH2 0: kex: client->server enc:aes256-ctr mac: hmac-shal
Aug 21 20:07:08.916: SSH2 0: kex: server->client enc:aes256-ctr mac: hmac-shal

I dient chooses authentication algorithm

Aug 21 20:07:08.916: SSH2 0: Using hostkey al go = x509v3-ssh-rsa
Aug 21 20:07:08.916: SSH2 0: Using kex_al go = diffie-hell man-group-exchange-shal

Aug 21 20:07:08.917: SSH2 0: Mdul us size established : 4096 bits
Aug 21 20:07:08.976: SSH2 0: expecting SSH2_MSG KEX DH GEX_INIT

Aug 21 20:07:09.141: SSH2 0: SSH2 MSG KEXDH INI T received

I Server sends certificate associated with trustpoint "SSH'

Aug 21 20:07:09.208: SSH2 0: Sending Server certificate associated with PKI trustpoint "SSH'

Aug 21 20:07:09.208: CRYPTO PKI: (A003C) Session started -

identity sel ected (SSH)

Aug 21 20:07:09.208: SSH2 0: Got 2 certificate(s) on certificate chain

Aug 21 20:07:09.208: CRYPTO PKI: Rcvd request to end PK

sessi on A003C

Aug 21 20:07:09.208: CRYPTO PKI: PKI session A0O03C has ended. Freeing all resources.

Aug 21 20:07:09.209: CRYPTO PKI: unl ocked trustpoint SSH
Aug 21 20:07:09.276: SSH2: kex_derive_keys conplete

Aug 21 20:07:09.276: SSH2 0: SSH2_MSG NEWKEYS sent

Aug 21 20:07:09.276: SSH2 0: waiting for SSH2_MSG NEWKEYS

Aug 21 20:07:16.927: SSH2 0: SSH2_MSG NEWKEYS recei ved

Aug 21 20:07:17.177: SSH2 0: Authentications that can continue
interactive

Aug 21 20:07:17.225: SSH2 0: Using nethod = none

Aug 21 20:07:17.226: SSH2 0: Authentications that can continue

interactive
Aug 21 20:07:32.305: SSH2 0: Using nethod = publickey

I Cient sends certificate

refcount is O

publ i ckey, passwor d, keyboar d-

publ i ckey, passwor d, keyboar d-

Aug 21 20:07:32.305: SSH2 0: Received publickey al go = x509v3-ssh-rsa

Aug 21 20:07:32.305: SSH2 0: Verifying certificate for user

"admi nl' in



SSH2_MSG_USERAUTH_REQUEST

Aug 21 20:07:32.305: SSH2 0: Verifying certificate for user 'adm nl'

Aug 21 20:07:32.306: SSH2 0: Received a chain of 2 certificate

Aug 21 20:07:32.308: SSH2 0: Received 0 ocsp-response

Aug 21 20:07:32.308: SSH2 0: Starting PKlI session for certificate verification
Aug 21 20:07:32.308: CRYPTO PKI: (AO03D) Session started - identity not specified
Aug 21 20:07:32.309: CRYPTO PKI: (AO03D) Adding peer certificate

Aug 21 20:07:32.310: CRYPTO PKI: found UPN as admi nl@xanpl e. com

Aug 21 20:07:32.310: CRYPTO PKI: Added x509 peer certificate - (1016) bytes

Aug 21 20:07:32.310: CRYPTO PKI: (A003D) Adding peer certificate

Aug 21 20:07:32.310: CRYPTO PKI: Added x509 peer certificate - (879) bytes

Aug 21 20:07:32.311: CRYPTO PKI: ip-ext-val: |IP extension validation not required
Aug 21 20:07:32.311: CRYPTO PKI: create new ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent
31

Aug 21 20:07:32.312: CRYPTO PKI: (A003D)validation path has 1 certs

Aug 21 20:07:32.312: CRYPTO PKI: (A003D) Check for identical certs

Aug 21 20:07:32.312: CRYPTO PKI : (A003D) Validating non-trusted cert

Aug 21 20:07:32.312: CRYPTO PKI: (AO003D) Create a list of suitable trustpoints

Aug 21 20:07:32.312: CRYPTO PKI: Found a issuer match

Aug 21 20:07:32.312: CRYPTO PKI: (A003D) Suitable trustpoints are: SSH,

Aug 21 20:07:32.313: CRYPTO PKI: (A003D) Attenpting to validate certificate using SSH policy
Aug 21 20:07:32.313: CRYPTO PKI: (A003D) Using SSH to validate certificate

Aug 21 20:07:32.313: CRYPTO PKI: Added 1 certs to trusted chain.

Aug 21 20:07:32.314: CRYPTO_PKI: Prepare session revocation service providers

Aug 21 20:07:32.314: CRYPTO PKI: Del eting cached key having key id 30

Aug 21 20:07:32.314: CRYPTO PKI: Attenpting to insert the peer's public key into cache
Aug 21 20:07:32.314: CRYPTO PKl: Peer's public inserted successfully with key id 31

Aug 21 20:07:32.315: CRYPTO PKI: Expiring peer's cached key with key id 31

Aug 21 20:07:32.315: CRYPTO PKI: (A003D) Certificate is verified

! Revocation status is checked

Aug 21 20:07:32.315: CRYPTO PKI: (A003D) Checking certificate revocation
Aug 21 20:07:32.315: OCSP: (A003D) Process OCSP_VALI DATE nessage

Aug 21 20:07:32.315: CRYPTO PKI: (A003D)Starting OCSP revocation check
Aug 21 20:07:32.316: CRYPTO PKI: OCSP server URL is http://10.1.1.2/ocsp
Aug 21 20:07:32.316: CRYPTO PKI: no responder matching this URL; create one!
Aug 21 20:07:32.316: OCSP: (A003D)OCSP CGet Response conmand

Aug 21 20:07:32.317: CRYPTO PKI: http connection opened

Aug 21 20:07:32.317: CRYPTO PKI: OCSP send header size 132

Aug 21 20:07:32.317: CRYPTO PKI: sending POST /ocsp HITP/ 1.0

Host: 10.1.1.2

User-Agent: RSA-Cert-C/ 2.0

Content -type: application/ocsp-request

Content -1 ength: 312

Aug 21 20:07:32.317: CRYPTO PKI: OCSP send data size 312

Aug 21 20:07:32.322: OCSP: (A003D)CCSP Parse HTTP Response conmand

Aug 21 20:07:32.322: OCSP: (A003D)OCSP Validate DER Response comrand

Aug 21 20:07:32.322: CRYPTO PKI: OCSP response status - successful.

Aug 21 20:07:32.323: CRYPTO PKlI: Decodi ng OCSP Response

Aug 21 20:07:32.323: CRYPTO PKI: OCSP decoded status is GOOD.

Aug 21 20:07:32.323: CRYPTO PKI: Verifying OCSP Response

Aug 21 20:07:32.325: CRYPTO PKI: Added 11 certs to trusted chain.

Aug 21 20:07:32.325: ../VIEWROOT/ cisco.conp/ pki _ssl/src/cal provider/revoke/ ocsp/ ocsputil.c(547)
E NOT_FOUND : no matching entry found

Aug 21 20:07:32.325: ../VIEWROOT/ cisco.conp/ pki _ssl/src/cal provi der/revoke/ ocsp/ ocsputil.c(547)
E NOT_FOUND : no matching entry found

Aug 21 20:07:32.326: CRYPTO PKI: (A003D) Validating OCSP responder certificate

Aug 21 20:07:32.327: CRYPTO PKI: OCSP Responder cert doesn't need rev check

Aug 21 20:07:32.328: CRYPTO PKl: response signed by a del egated responder

Aug 21 20:07:32.328: CRYPTO PKI: OCSP Response is verified

Aug 21 20:07:32.328: CRYPTO PKI: (A003D) OCSP revocation check is conplete O



Aug 21 20:07:32.328: OCSP: destroying OCSP trans el ement

Aug 21 20:07:32.328: CRYPTO PKI: Revocation check is complete, 0

Aug 21 20:07:32.328: CRYPTO PKI: Revocation status = 0

Aug 21 20:07:32.328: CRYPTO PKI: Renove session revocation service providers

Aug 21 20:07:32.329: CRYPTO PKI: Renove session revocation service providers

Aug 21 20:07:32.329: CRYPTO PKI: (A003D) Certificate validated

Aug 21 20:07:32.329: CRYPTO PKI: Popul ate AAA auth data

Aug 21 20:07:32.329: CRYPTO PKl: Sel ected AAA usernane: 'adm nl'

Aug 21 20:07:32.329: CRYPTO PKI: Anticipate checking AAA |ist: 'CERT

Aug 21 20:07:32.329: CRYPTO PKI: Checking AAA authorization

Aug 21 20:07:32.329: CRYPTO PKI _AAA: checking AAA authorization (CERT, adninl, <all>)
Aug 21 20:07:32.329: CRYPTO PKI _AAA: pre-authorization chain validation status (0x400)
Aug 21 20:07:32.329: CRYPTO PKI _AAA: post-authorization chain validation status (0x400)
Aug 21 20:07:32.329: CRYPTO PKI: (A003D)chain cert was anchored to trustpoint SSH, and chain
validation result was: CRYPTO VALID CERT

Aug 21 20:07:32.329: CRYPTO PKI: destroying ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent
31, ref count 1

Aug 21 20:07:32.330: CRYPTO PKI: ca_reqg_context rel eased

Aug 21 20:07:32.330: CRYPTO PKI: (AO03D) Validation TP is SSH

Aug 21 20:07:32.330: CRYPTO PKI: (A003D) Certificate validation succeeded

Aug 21 20:07:32.330: CRYPTO PKI: Rcvd request to end PKlI session A003D

Aug 21 20:07:32.330: CRYPTO PKI: PKI session A003D has ended. Freeing all resources.
Aug 21 20:07:32.395: SSH2 0: Verifying certificate for user 'adm nl'

Aug 21 20:07:32.395: SSH2 0: Received a chain of 2 certificate

Aug 21 20:07:32.396: SSH2 0: Received 0 ocsp-response

Aug 21 20:07:32.396: SSH2 0: Starting PKlI session for certificate verification

Aug 21 20:07:32.396: CRYPTO PKl: (AOO3E) Session started - identity not specified

Aug 21 20:07:32.396: CRYPTO PKI: (AOO3E) Adding peer certificate

Aug 21 20:07:32.397: CRYPTO PKI: found UPN as adm nl@xanpl e. com

Aug 21 20:07:32.397: CRYPTO PKI: Added x509 peer certificate - (1016) bytes

Aug 21 20:07:32.397: CRYPTO PKI: (AOO3E) Adding peer certificate

Aug 21 20:07:32.398: CRYPTO PKI: Added x509 peer certificate - (879) bytes

Aug 21 20:07:32.398: CRYPTO PKlI: ip-ext-val: |IP extension validation not required

Aug 21 20:07:32.400: CRYPTO PKI: create new ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent
32

Aug 21 20:07:32.400: CRYPTO PKI: (AOO3E)validation path has 1 certs

Aug 21 20: 07:32.400: CRYPTO PKI: (AOO3E) Check for identical certs

Aug 21 20: 07: 32.400: CRYPTO PKI (AOO3E) Validating non-trusted cert

Aug 21 20:07:32.401: CRYPTO PKI: (AOO3E) Create a list of suitable trustpoints

Aug 21 20:07:32.401: CRYPTO PKI: Found a issuer match

Aug 21 20:07:32.401: CRYPTO PKI: (AOO3E) Suitable trustpoints are: SSH

Aug 21 20:07:32.401: CRYPTO PKI: (AOO3E) Attenpting to validate certificate using SSH policy
Aug 21 20:07:32.401: CRYPTO PKI: (AOO3E) Using SSH to validate certificate

Aug 21 20:07:32.402: CRYPTO PKI: Added 1 certs to trusted chain.

Aug 21 20:07:32.402: CRYPTO PKI: Prepare session revocation service providers

Aug 21 20:07:32.402: CRYPTO PKI: Deleting cached key having key id 31

Aug 21 20:07:32.403: CRYPTO PKI: Attenpting to insert the peer's public key into cache
Aug 21 20: 07:32.403: CRYPTO PKl: Peer's public inserted successfully with key id 32
Aug 21 20:07:32.404: CRYPTO PKI: Expiring peer's cached key with key id 32

Aug 21 20:07:32.404: CRYPTO PKI: (AOO3E) Certificate is verified

Aug 21 20: 07:32.404: CRYPTO PKI: (AOO3E) Checking certificate revocation

Aug 21 20:07:32.404: OCSP: (AO03E) Process OCSP_VALI DATE nessage

Aug 21 20:07:32.404: CRYPTO PKI: (AOO3E)Starting OCSP revocation check

Aug 21 20:07:32.405: CRYPTO PKI: OCSP server URL is http://10.1.1.2/ocsp

Aug 21 20: 07: 32.405: CRYPTO PKI: no responder matching this URL; create one

Aug 21 20:07:32.405: OCSP: (AO03E)OCSP Get Response conmand

Aug 21 20:07:32.406: CRYPTO PKI: http connection opened

Aug 21 20:07:32.406: CRYPTO PKI: OCSP send header size 132

Aug 21 20:07:32.406: CRYPTO PKl: sending POST /ocsp HTTP/ 1.0

Host: 10.1.1.2

User-Agent: RSA-Cert-C/ 2.0

Content -type: application/ocsp-request
Content -1 ength: 312
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406:
409:
410:
410:
410:
411:
411:
413:
413:

CRYPTQO_PKI :
QOCSP:
QOCSP:
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

../ VI EW ROOT/ ci sco. conp/ pki _ssl /src/ cal provi der/revoke/ ocsp/ ocsputil.c(547)

OCSP send data size 312

OCSP response status -
Decodi ng OCSP Response
OCSP decoded status is
Verifying OCSP Response
Added 11 certs to trust

no matching entry found

413:

../ VI EW ROOT/ ci sco. conp/ pki _ssl /src/ cal provi der/revoke/ ocsp/ ocsputil.c(547)

no matching entry found
(AOO3E) Validating OCSP responder certificate
OCSP Responder cert doesn't need rev check

414:
415:
415:
416:
416:
416:
416:
416:
416:
416:
416:
417:
417:
417:
417:
417:
417:
417:
417:
val i dation result was:
Aug 21 20:07:32.417: CRYPTO PKI:
ref count
20:
20:
20:
20:
20:
20:
20:
20:
20:

417:
417:
417:
418:
418:
418:
418:
418:
418:

570:
570:
570:
631:

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :
CRYPTQO_PKI :

CRYPTO_PKI _AAA: checki ng AAA aut hori zati on (CERT, adm nl

response signed by a del egated responder

OCSP Response is verif

(AOO3E) OCSP Parse HTTP Response comand
(AOO3E) OCSP Val i dat e DER Response comrand

successful .

GOOD.

ed chai n.

ed

(AOO3E) OCSP revocation check is conplete O
OCSP: destroying OCSP trans el ement
Revocation check is conplete, O

Revocation status = 0

Renmove session revocation service providers
Renmove session revocation service providers

(AOO3E) Certificate va
Popul ate AAA aut h data
Sel ect ed AAA user nane:

Antici pate checking AAA list:

Checki ng AAA aut hori zat

i dat ed

"adm nl'

ion

" CERT'

<al | >)

CRYPTO _PKI _AAA: pre-authorization chain validation status (0x400)
CRYPTO_PKI _AAA: post-authorization chain validation status (0x400)

CRYPTO PKI :
CRYPTO VALI D_CERT

(AOO03E) chain cert was anchored to trustpoint

CRYPTO PKI: ca_reg_context rel eased

CRYPTO PKI: (AO03E) Validation TP is SSH

CRYPTO PKI: (AOO3E) Certificate validation succeeded
CRYPTO _PKI: Rcvd request to end PKI session AOO3E
CRYPTO _PKI: PKI session AOO3E has ended. Freeing al

SSH2 0: Verifying signature for

user 'adm nl'

SSH2 0: Received a chain of 2 certificate
SSH2 0: Received 0 ocsp-response

CRYPTQO_PKI :

found UPN as adm nl@xanpl e. com

verified successfully

SSH2
SSH2
SSH2
SSH2
SSH2
SSH2

SSH2
SSH2
SSH2
SSH2

0:

MRadmin1WBEEHHEE

eeceee

eeeeo

Client Signature verification PASSED
Certificate authentication passed for
aut henti cation successful for admnl
channel open request
pty-req request

setting TTY - requested:

user 'adm nl'

hei ght 25, width 80; set:
shel | request

shel |l nmessage received

starting shell for vty

channel wi ndow adj ust message received 8

SSH, and chain

destroying ca_req_context type PKI_VER FY_CHAI N_CONTEXT, i dent

resour ces.
in SSH2_MSG USERAUTH REQUEST

hei ght 25, width
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Aug 21 19:39:52.

081: CRYPTO_PKI: OCSP Response is verified

081: CRYPTO PKI: (A0024) OCSP revocation check is complete O

082: QOCSP: destroying OCSP trans el ement

082: CRYPTO_PKI: Revocation check is conplete, O

082: CRYPTO PKI: Revocation status =1

082: CRYPTO PKI: Renobve session revocation service providers

082: CRYPTO PKI: Renobve session revocation service providers

082: CRYPTO PKI: (A0024) Certificate revoked

082: 9%PKI - 3- CERTI FI CATE_REVOKED: Certificate chain validation has failed. The
750000001B78DA4CCO078DECO700000000001B) is revoked

082: CRYPTO_PKI: (A0024)chain cert was anchored to trustpoint Unknown, and chain

validation result was: CRYPTO CERT_REVOKED
Aug 21 19:39:52.082: CRYPTO PKI: destroying ca_req_context type PKI_VERI FY_CHAI N_CONTEXT, i dent

18,

ref count

1

Aug 21 19:39:52.082: CRYPTO PKI: ca_reqg_context rel eased
Aug 21 19:39:52.083: CRYPTO PKI: (A0024) Certificate validation failed

HERER

- PKIE B#Em :
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-
15-mt-book.html

. ISEETACACSE B RH
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-
Configure-ISE-2-0-10S-TACACS-Authentic.html
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