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It E% HBR AL B R EFI1TCisco IOSE IR A11.3. 3 2R LR B/ ; 12.0.5. TR EHTARAfE A group
radiusT 1 &radius , [ ltaaa authentication login default radius enableZ & G %/~ Aaaa
authentication login default group radius enable.
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1. RTEUNIX R AR 88 L #"7F T RADIUSIUES. falARESEL &R E & ALivingston RADIUS{R AR 8%

RiF, HKHSEEEEEHMARSFIABESER , ERAKS[EETRE. KiBradiusdXEE
BrootiE{T.

2. Livingston RADIUSHiSREMT =B HIER , HRHKER | clients.example, users.exampleF

dictionary, ELBEEHMMraddb B &+, BUUBRELERIAXERENEAENES
HER, ME=AERBETEMATEE &P BEHUERRADIUSH AR A = B8 REE
radiusd -x -d (directory_containing 3_files)

BB $EERE E 5 N B B B S directory_containing_3_files_logfiled, #Z LAMERRADIUSHE S —
1B {71 AR 2R 1R B R(ED -

ps -aux | grep radiusd
(or ps -ef | grep radiusd)

LeRIMEFENBE,

. #& 1kradiusiEE

kill -9 highest_radiusd_pid

 ERREHESIESIEIRE £ | BREERADIUS, EARAER |, MES S EZB# Aconfigure
terminal, WEEZRRELRVTSHEERKHEFE 2 , EARADIUSTEE MRS LET !
!-—— Turn on RADIUS aaa new-model enable password whatever !--- These are lists of
authentication methods, !--- that is, "linmethod", "vtymethod", "conmethod" are !--- names
of lists, and the methods listed on the same !--- lines are the methods in the order to be
tried. As !--- used here, if authentication fails due to the radiusd !--- not being
started, the enable password will be !--- accepted because it is in each list. aaa

authentication login default radius enable aaa authentication login linmethod radius enable
aaa authentication login vtymethod radius enable aaa authentication login conmethod radius

enable !--- Point the router to the server, that is, !--- #.#.#.# is the server IP address.
radius-server host #.#.#.# !--- Enter a key for handshaking !--- with the RADIUS server:
radius-server key cisco line con 0 password whatever !--- No time-out to prevent being !---

locked out during debugging. exec-timeout 0 0 login authentication conmethod line 1 8 login
authentication linmethod modem InOut transport input all rxspeed 38400 txspeed 38400
password whatever flowcontrol hardware line vty 0 4 password whatever !--- No time-out to
prevent being !--- locked out during debugging. exec-timeout 0 0 login authentication
vtymethod

RER , FREEBZFEESAZTRHS , URAREEERE S , MU EBTelnetshE

BRHRR. HMradiusdRiEST , Rt REFEAEACERAEDESIMAZRR. & | RIFEFE
BERENEDRELRGERARN, BRESEISER, ETEEERR , F28EC
HE, BHUTHT , UERRKHER L ARSFERHFNED

terminal monitor
debug aaa authentication

. Blrootf£ & & 15 7= Al Bk 28 L BXERADIUS:

radiusd -x -d (directory_containing_3_files)

B Ay S5 SR 2 HIED B & B sl directory_containing_3_files_logfiled, 2 LIFERRADIUSHKR B
— BRI AREFARE R E :

Ps -aux | grep radiusd
(or Ps -ef | grep radiusd)

BEERIMERESERE.

. Telnet(vty) £ F & RELFBIBRADIUSETRE . ERXARMNAKR[ETRARE , BITHR

5316 , BN S — D Telnet EFEHER, MHFRSEXNECLBENEAERBNBRRETR

ciscousr (username from users file)
ciscopas (password from users file)

E=FTEWMRRADIUSEBMNAMBMERAER , Sl , BENAR, EE, FRE, FEEM



REE , REBEE,

MR RLEFEAEBBRADIUSETREUEARMARS  FREACNTREERBERRE

BRMERERTARE |, At ar ST B RIBR AR,

! --- For enable mode, list "default" looks to RADIUS !--- then enable password if RADIUS
not running. aaa authentication enable default radius enable

ERERELEZEBRADIUSH A, EEHSFNARFIETHARRE , TS ESN6 , (RE@EEH

S8 TelnetEHHR, MARFTEELLOBNEAERBNEBRE !

ciscousr (username from users file)
ciscopas (password from users file)

EREABMAERE  BHRSEEEAEEHESenable15$AFERER  LEEE !

shared

E=FTEMRRADIUSEBMNAMBMERAER , Sl , BENAR, B8, FRE. FEEM
BEE A ARBEE.

10. BBE VBB HENTenetBE ( EEEBRADIUSETEHRE ) , BEBIBRADIUSH

11.

HEREAENSHRE, TRATUEREFEES ARBER, BiBEHERETHEKRA
SRNREER  AREMERIZHEECH , REBBEREAZKARTERBARS
o EAZRIFHNEAERBNBEREANBAZFBEESHRIEREFTEBBRADIUS,
EERFEBTelnetSRA IR HERERE , ERHARNARIDETHER , SERSM6E
RN BIRRER, REEAEREFERBRADIUSEANRA, BARFTEELSED
BNEAERBNERES

ciscousr (username from users file)
ciscopas (password from users file)

EEARBMAERE  BERSEEERE B HESenable15$WFERER , LEEE !

shared

BERFERRRADIUSEBNAMRFMERAES , Al BENAR, 8, FRE. FELE
FIERBE , REBRE.

-

4.

RS IR 2 ALERF,
1. BRIFERARTERE , FRTEETRLIR. ERARPRARLIR , MAHIFR

aaa accounting exec default start-stop radius

aaa accounting connection default start-stop radius
aaa accounting network default start-stop radius
aaa accounting system default start-stop radius

. & A FeRIZ IR £ A AR 27 L RUEIRADIUS:

Start RADIUS on the server with the accounting option:

 EEWGREERE EARSIRHFNESD !

terminal monitor
debug aaa accounting

BBRFEEARSFNRAREBNERFEKAR  ARRE B FERNCIRE &%,

RS

ciscousr Password = "ciscopas"

User-Service-Type = Login-User,
Login-Host = 1.2.3.4,



Login-Service = Telnet

Senablel5$ Password = "shared"
User-Service-Type = Shell-User

EREFmAEER

# 1.2.3.4 is the ip address of the client router and cisco is the key
1.2.3.4 cisco

HEEA

- 3R U R R 18 A\ 685 ) & AR 6 (RADIUS)

. ERE#E (RFC)
- BifirZ BB ¥ - Cisco Systems
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