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MEXHESNFRENR , FS2REREAMIETED,
BUE

pifed

AERSEATEPARNBERERE.

Windows 93/98/NT BADIUS

Server
cllent Access Server Router

Ethernet

HELRE
A ERLRRRNRE.

. Cisco Secure UNIX:RADIUSEREHE
. Cisco Secure ACS for Windows

- BREERA

Cisco Secure UNIX:RADIUSER B 4%

# ./ViewProfile -p 9900 -u radtime
User Profile Information

user = radtime{
profile_id = 99
profile_cycle = 2
menber = ra;

radi us=Il ETF {
check_itens= {
2=ci sco

}
reply_attributes= {
6=2

7=1

27=180

28=60

}
}
}
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Cisco Secure ACS for Windows

ST HER | Btig Cisco Secure for Windows LA Z8 BB B ELHEESNAS,

1. B— T P B User Setupizift,

2. BRHRAERE.

3. 7IETF RADIUS Attributes&B% , £ T $i1:2 & A1 iE ¥ Service-type(attribute 6)= Framed and
Framed-Protocol(attribute 7)=PPP., Ffift : EXER—TURFMEBMHS2NERIS R
: Service-TypefFramed-Protocols.

4. E— T =R+ Group Setupizift, BIEFHEFTBNE , ARIZ—THREBRE.

5. £ TInternet Engineering Task Force(IETF)RADIUS Attributes(Internet T2 E 748
(IETF)RADIUSE %)) EBoH |, #—T TAttribute 27 Session-Timeout(& 1427 Session-
Timeout), # "Attribute 28 Idle-Timeout(M 128 Idle-Timeout), EBNWBEI G, EHEE
MEENEPRBEBEREEMENEG (UVAREN ).

BEEIERA

Current configuration
!
version 12.0

service timestanps debug dateti ne nsec
service timestanps | og uptine

no service password-encryption

!
host nane router_a
!
no | oggi ng consol e

!--- AAA configuration. The authorization statement 1is
needed !--- to pass timeout values from ACS to the NAS.
aaa new-model

aaa authentication ppp default if-needed group radius
aaa authorization network default group radius

user nane john password doe

enabl e password cisco

!
i p subnet-zero

no i p domai n-| ookup
!
cns event-service server
!
!
interface EthernetO

i p address 171.68. 201. 53 255. 255. 255.0
no ip directed-broadcast

no i p route-cache

no i p nroute-cache

no cdp enabl e

!
interface SerialO

no i p address

no ip directed-broadcast
no i p nroute-cache

shut down

no fair-queue

no cdp enabl e

!
i nterface G oup-Asyncl
i p unnunbered EthernetO




no i p directed-broadcast
encapsul ati on ppp

no i p route-cache

no i p nroute-cache

dialer in-band

async node dedi cated

peer default ip address pool default
no cdp enabl e

ppp authentication pap

group-range 1 16

|
ip local pool default 10.1.1.1

ip classless

iproute 0.0.0.0 0.0.0.0 171.68.201.1

ip route 171.68.0.0 255.255.0.0 171.68.201.1
|
!--- Specify the RADIUS server host and key.
radius-server host 171.68.171.9 auth-port 1645 acct-port
1646

radius-server key ontop

|
line con O

exec-timeout 0 O

ti meout | ogin response 60

transport input pad v120 telnet rlogin udptn
line 1 16

aut osel ect during-1ogin

aut osel ect ppp

nodem | nQut

transport input al

speed 115200

line aux O

ti meout | ogin response 60

line vty 0 4

exec-timeout 0 O

timeout |ogin response 5

password cisco
|

end

B

RERENEF TR R HERENEARER B,
WHEZFTS(EHERTFER)XEE Eshowin T , It TEAREM R showds & HHY 5 4.

. show dialer interface async 1 — R AR ERFREAODR)BFREAREREREEN N EENR

o

- show interfaces async 1 — BEEREBFINHEE R

JJ:tshOWup SHWHERNAIBRISENETEERESCEETH., CiscoBRRTETHNIEZ N, B
1U\Eﬁgn+§£%§m JFIJEEO

rout er #show dialer interface async 1

Asyncl - dialer type = | NNBAND ASYNC NO PARI TY

! --- Check to see that the idletime is 60 seconds for this interface. !--- This was configured
in the RADIUS server. Idle timer (60 sec), Fast idle tiner (20 secs)

Wait for carrier (30 secs), Re-enable (15 secs)

Dialer state is data link |layer up


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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Time until disconnect 40 secs (radtime)
Dial String Successes Fai |l ures Last DNIS Last status

rout er #show interface async 1
Asyncl is up, line protocol is up
Hardware is Async Seria
Interface is unnunbered. Using address of EthernetO (171.68.201.53)
MIU 1500 bytes, BW 115 Kbit, DLY 100000 usec
reliability 253/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set
Keepal i ve not set
DTR is pul sed for 5 seconds on reset
I -—- The session (absolute) and idletime decreases. Time to interface disconnect: absolute
00:02:41, idle 00:00:36
LCP Open
Open: |1 PCP
Last input 00:00:18, output 00:00:18, output hang never
Last clearing of "show interface" counters 3wod
I nput queue: 1/75/0 (size/max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/16 (active/ max active/ nmax total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
5 mnute input rate 0 bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
3543 packets input, 155629 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
46 input errors, 46 CRC, 0 franme, 0 overrun, O ignored, 0 abort
1903 packets output, 44205 bytes, 0 underruns
0 output errors, O collisions, 44 interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions

rout er #show interface async 1
Asyncl is up, line protocol is up
Hardware is Async Seria
Interface is unnunbered. Using address of EthernetO (171.68.201.53)
MIU 1500 bytes, BW 115 Kbit, DLY 100000 usec
reliability 255/255, txload 1/255, rxload 1/255
Encapsul ati on PPP, | oopback not set
Keepal i ve not set
DTR is pul sed for 5 seconds on reset

!-—- The user is disconnected because the session !--- timeout (absolute) is reached. Time to
interface disconnect: absolute 00:00:00, idle 00:00:56

LCP Open

OQpen: |1 PCP

Last input 00:00: 02, output 00:00:03, output hang never
Last clearing of "show interface" counters 3wod
I nput queue: 1/75/0 (size/max/drops); Total output drops: O
Queuei ng strategy: weighted fair
Qut put queue: 0/1000/64/0 (size/max total/threshol d/ drops)
Conversations 0/1/16 (active/ max active/ nmax total)
Reserved Conversations 0/0 (allocated/ max all ocat ed)
5 mnute input rate O bits/sec, 1 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
3674 packets input, 163005 bytes, 0 no buffer
Recei ved 0 broadcasts, O runts, O giants, O throttles
46 input errors, 46 CRC, 0 franme, 0 overrun, O ignored, O abort
1984 packets output, 49146 bytes, O underruns
0 output errors, O collisions, 44 interface resets
0 output buffer failures, 0 output buffers swapped out
O carrier transitions



RER: AR

AERENEF T AN GBS TR,
SHUHRES
AR : #Hidebug Tt 2Bl , @B EEDebugi THEEEH.

. debug ppp authentication — R HPEREHERE . ELEES IERBRIB N ECHAP)ER
BRI O FERF W E (PAP) X #L,

- debug ppp negotiation — FREPPPR BN i E@W N BB HHEPPP)ERT , HHP 2R
PPPiZE,

- debug aaa authorization — &~ B BIAAA/RADIUSEREMNE A

- debug radius — # R EERADIUSEAB K SRR E A

B F 25 A B
MRS HER T R WER,

*Mar 22 21:11:02.797: AAA: parse name=ttyl idb type=10 tty=1

*Mar 22 21:11:02.801: AAA: nanme=ttyl flags=0x11l type=4 shel f=0
sl ot =0 adapter=0 port=1 channel =0

*Mar 22 21:11:02.801: AAA/ MEMORY: create_user (0x57F3A8) user='' ruser=""
port="ttyl'" rem addr='async' authen_type=ASCI| service=LOG N priv=1

*Mar 22 21:11:02.833: AAA/ MEMORY: free_user (Ox57F3A8) user='"' ruser=""'
port="ttyl'" rem addr='async' authen_type=ASCI| service=LOG N priv=1

*Mar 22 21:11:02.909: Asl IPCP: Install route to 10.1.1.1

*Mar 22 21:11:04.869: Asl LCP: | CONFREQ [Closed] id O len 23

*Mar 22 21:11:04.873: Asl LCP: ACCM 0x00000000 (0x020600000000)

*Mar 22 21:11:04.877: Asl LCP: Magi cNunber 0x00005F22 (0x050600005F22)
*Mar 22 21:11:04.877: Asl LCP: PFC (0x0702)

*Mar 22 21:11:04.881: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:04.881: Asl LCP: Cal | back 6 (0x0DO306)

*Mar 22 21:11:04.885: Asl LCP: Lower |ayer not up, Fast Starting

*Mar 22 21:11:04.889: Asl PPP: Treating connection as a callin

*Mar 22 21:11:04.889: Asl PPP: Phase is ESTABLI SH NG Passive Open
*Mar 22 21:11:04.893: Asl LCP: State is Listen

*Mar 22 21:11:04.897: Asl AAAN AUTHOR/ FSM (0): LCP succeeds trivially
*Mar 22 21:11:04.901: Asl LCP: O CONFREQ [Listen] id 104 len 24

*Mar 22 21:11:04.901: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

*Mar 22 21:11:04.905: Asl LCP: Aut hProt o PAP (0x0304C023)

*Mar 22 21:11:04.909: Asl LCP: Magi cNunber 0x812C7EOC (0x0506812C7E0C)
*Mar 22 21:11:04.913: Asl LCP: PFC (0x0702)

*Mar 22 21:11:04.913: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:04.917: Asl LCP: O CONFREJ [Listen] id O len 7

*Mar 22 21:11:04.921: Asl LCP: Cal | back 6 (0x0D0306)

3w0d: %1 NK- 3- UPDOMN: | nterface Asyncl, changed state to up
*Mar 22 21:11:06.897: Asl LCP: Tl Meout: State REQsent
*Mar 22 21:11:06.901: Asl LCP: O CONFREQ [ REQsent] id 105 len 24

*Mar 22 21:11:06.901: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

*Mar 22 21:11:06.905: Asl LCP: Aut hProt o PAP (0x0304C023)

*Mar 22 21:11:06.909: Asl LCP: Magi cNunber 0x812C7EOC (0x0506812C7EQ0C)
*Mar 22 21:11:06.909: Asl LCP: PFC (0x0702)

*Mar 22 21:11:06.913: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:07.045: Asl LCP: | CONFACK [ REQsent] id 105 len 24
*Mar 22 21:11:07.049: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)
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*Mar 22 21:11:07.053: Asl LCP: Aut hProt o PAP (0x0304C023)

*Mar 22 21:11:07.057: Asl LCP: Magi cNunber 0x812C7EOC (0x0506812C7EQ0C)

*Mar 22 21:11:07.057: Asl LCP: PFC (0x0702)

*Mar 22 21:11:07.061: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:07.821: Asl LCP: | CONFREQ [ACKrcvd] id O len 23

*Mar 22 21:11:07.825: Asl LCP: ACCM 0x00000000 (0x020600000000)

*Mar 22 21:11:07.829: Asl LCP: Magi cNunber 0x00005F22 (0x050600005F22)

*Mar 22 21:11:07.829: Asl LCP: PFC (0x0702)

*Mar 22 21:11:07.833: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:07.833: Asl LCP: Cal | back 6 (0x0D0O306)

*Mar 22 21:11:07.837: Asl LCP: O CONFREJ [ACKrcvd] id O len 7

*Mar 22 21:11:07.841: Asl LCP: Cal | back 6 (0x0DO306)

*Mar 22 21:11:07.957: Asl LCP: | CONFREQ [ACKrcvd] id 1 len 20

*Mar 22 21:11:07.961: Asl LCP: ACCM 0x00000000 (0x020600000000)

*Mar 22 21:11:07.961: Asl LCP: Magi cNunber 0x00005F22 (0x050600005F22)

*Mar 22 21:11:07.965: Asl LCP: PFC (0x0702)

*Mar 22 21:11:07.969: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:07.969: Asl LCP: O CONFACK [ACKrcvd] id 1 len 20

*Mar 22 21:11:07.973: Asl LCP: ACCM 0x00000000 (0x020600000000)

*Mar 22 21:11:07.977: Asl LCP: Magi cNunber 0x00005F22 (0x050600005F22)

*Mar 22 21:11:07.977: Asl LCP: PFC (0x0702)

*Mar 22 21:11:07.981: Asl LCP: ACFC (0x0802)

*Mar 22 21:11:07.985: Asl LCP: State is Open

*Mar 22 21:11:07.985: Asl PPP: Phase is AUTHENTI CATING by this end

*Mar 22 21:11:08.245: Asl LCP: | IDENTIFY [Open] id 2 len 18 magic
0x00005F22 MSRASVA4. 00

*Mar 22 21:11:08.249: Asl LCP: | IDENTIFY [Open] id 3 len 31 magic
0x00005F22 MSRAS- 1- RAJESH SECURI TY

*Mar 22 21:11:08.253: Asl PAP. | AUTHHREQid 30 len 18 from"radti ne"

*Mar 22 21:11:08.265: Asl PAP: Authenticating peer radtine

*Mar 22 21:11:08.269: AAA: parse name=Asyncl idb type=10 tty=1

*Mar 22 21:11:08.273: AAA: name=Asyncl fl ags=0x11 type=4 shel f=0 sl ot=0

adapt er=0 port=1 channel =0
*Mar 22 21:11:08.273: AAA/ MEMORY!
port="Asyncl' rem addr="async

create_user (0Ox57F3A8) user='radtine' ruser=

aut hen_t ype=PAP servi ce=PPP priv=1

*Mar 22 21:11:08.281: RADI US: ustruct sharecount=1
*Mar 22 21:11:08.285: RADIUS: Initial Transmit Asyncl id 109 172.16.171.9: 1645
Access- Request, len 77
*Mar 22 21:11:08.289: Attribute 4 6 AB44C935
*Mar 22 21:11:08.293: Attribute 5 6 00000001
*Mar 22 21:11:08.293: Attribute 61 6 00000000
*Mar 22 21:11:08.297: Attribute 1 9 72616474
*Mar 22 21:11:08.297: Attribute 2 18 486188E4
*Mar 22 21:11:08.301: Attribute 6 6 00000002
*Mar 22 21:11:08.301: Attribute 7 6 00000001
*Mar 22 21:11:08.329: RADIUS: Received from id 109 172.16.171.9:1645,
Access-Accept, len 44
*Mar 22 21:11:08.333: Attribute 6 6 00000002
*Mar 22 21:11:08.333: Attribute 7 6 00000001
*Mar 22 21:11:08.337: Attribute 27 6 000000B4
*Mar 22 21:11:08.337: Attribute 28 6 0000003C
debug radiusig T B HEEH(AVP)EEMR IS, ERMNEE iFihBRENASHIRADIUSH AR 88 2 B
=%,
5 : BCisco IOSEXEEMRA12.2(11)T#2 , debug radiusiE S H EMREB, ©FEE & FOutput

Interpreter Tool(rfﬁﬁ_ﬂﬁ—@}gﬁﬁﬁ)mﬁﬁ%iﬁﬁﬂjo mE
i EERT S (EHEIMEFERA)A
MENBHEERRBHEFETE

EEHER

n¥gﬁﬂiﬁﬁﬂ , nEﬁBﬂRAD|US{E§ﬁtﬁg§mﬁbo
B D,

18 3# W debug radiusin &

(EREMEF):
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Access- Request 172.16.171.9:1645 id 109

Attribute Type 4: NAS-1P-Address is 171.68.201.53
Attribute Type 5: NAS-Port is 1

Attribute Type 61: NAS-Port-Type is Asynchronous
Attribute Type 1: User-Name is radt

Attribute Type 2: User-Password is (encoded)
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.16.171.9:1645 id 109

Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP
Attribute Type 27: Session-Timeout is 180 seconds
Attribute Type 28: Idle-Timeout is 60 seconds

AR, BREERA180Y , ZRER AW,

*Mar 22 21:11:08.345: RADI US: saved authorization data for user 57F3A8 at 5AB9A4
*Mar 22 21:11:08.349: Asl AAA/ AUTHOR/ LCP: Aut horize LCP
*Mar 22 21:11:08.353: Asl AAA/ AUTHOR/ LCP (2107569326): Port='Asyncl'

list="" service=NET
*Mar 22 21:11:08.353: AAA/ AUTHOR/ LCP: Asl (2107569326) user='radti nme'
*Mar 22 21:11:08.357: Asl AAA/ AUTHOR/ LCP (2107569326): send AV servi ce=ppp
*Mar 22 21:11:08.357: Asl AAA AUTHOR/ LCP (2107569326): send AV protocol =l cp
*Mar 22 21:11:08.361: Asl AAA/ AUTHOR/ LCP (2107569326): found list "default”
*Mar 22 21:11:08.365: Asl AAA/ AUTHOR/ LCP (2107569326): Met hod=radi us (radi us)
*Mar 22 21:11:08.369: Asl AAA/ AUTHOR (2107569326): Post authorization

status = PASS_REPL
*Mar 22 21:11:08.369: Asl AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

!--- The session timeout and idle timeouts are applied to the interface. *Mar 22 21:11:08.373:

Asl AAA/AUTHOR/LCP: Processing AV timeout=180
*Mar 22 21:11:08.633: Asl AAA/AUTHOR/LCP: Processing AV idletime=60
*Mar 22 21:11:09.049: Asl PAP: O AUTHACK id 30 len 5
*Mar 22 21:11:09.053: Asl PPP: Phase is UP
*Mar 22 21:11:09.057: Asl AAA/ AUTHOR/ FSM (0): Can we start | PCP?
*Mar 22 21:11:09.061: Asl AAA/ AUTHOR/ FSM (1853995855): Port='Asyncl'

list="" service=NET
*Mar 22 21:11:09.061: AAA/ AUTHOR/ FSM As1 (1853995855) user='radti ne'
*Mar 22 21:11:09.065: Asl AAA/ AUTHOR/ FSM (1853995855): send AV servi ce=ppp
*Mar 22 21:11:09.065: Asl AAA/ AUTHOR/ FSM (1853995855): send AV protocol =ip
*Mar 22 21:11:09.069: Asl AAA/ AUTHOR/ FSM (1853995855): found list "default”
*Mar 22 21:11:09.073: Asl AAA AUTHOR/ FSM (1853995855): Met hod=r adi us (radi us)
*Mar 22 21:11:09.077: Asl AAA/ AUTHOR (1853995855): Post authorization

status = PASS_REPL
*Mar 22 21:11:09.077: Asl AAAN AUTHOR/ FSM W can start | PCP
*Mar 22 21:11:09.085: Asl IPCP: O CONFREQ [Closed] id 19 len 10

*Mar 22 21:11:09.089: Asl | PCP: Address 171.68.201.53 (0x0306AB44C935)

*Mar 22 21:11:09.177: Asl CCP: | CONFREQ [Not negotiated] id 4 len 10

*Mar 22 21:11:09.181: Asl CCP: M5- PPC supported bits 0x00000001
(0x120600000001)

*Mar 22 21:11:09.185: Asl LCP: O PROTREJ [Open] id 106 len 16
prot ocol CCP (0x80FD0104000A120600000001)
*Mar 22 21:11:09.189: Asl IPCP: | CONFREQ [REQsent] id 5 len 40

*Mar 22 21:11:09.193: Asl | PCP: ConpressType VJ 15 slots

ConpressSl ot I D (0x0206002D0F01)
*Mar 22 21:11:09.197: Asl | PCP: Address 0.0.0.0 (0x030600000000)
*Mar 22 21:11:09.201: Asl | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)
*Mar 22 21:11:09.205: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)
*Mar 22 21:11:09.209: Asl | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000)
*Mar 22 21:11:09.213: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

*Mar 22 21:11:09.213: Asl AAA/ AUTHOR/ | PCP: Start.



Her

* Mar
* Mar
* Mar

Her

* Mar
* Mar

address 0.0.0.0, we want

10.1.1.1

22 21:11:09.217: Asl AAA/ AUTHOR/ | PCP: Processing AV servi ce=ppp
22 21:11:09.221: Asl AAA/ AUTHOR/ | PCP: Aut hori zation succeeded
22 21:11:09.221: Asl AAA/ AUTHOR/ | PCP: Done.

address 0.0.0.0, we want
22 21:11:09.229: Asl I PCP: O CONFREJ [ REQsent]
22 21:11:09.229: Asl | PCP:

10.1.1.1

ConpressSl ot I D (0x0206002D0F01)

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

Her

* Mar
* Mar
* Mar

Her

*Mar
*Mar
*Mar
*Mar
*Mar

Her

* Mar

list=

*Mar
*Mar
*Mar
*Mar
*Mar
*Mar
*Mar

st at us

*Mar
*Mar
*Mar
*Mar
*Mar

Her
22 21:11:09. 865:
22 21:11:09. 869:
22 21:11:09. 873:
22 21:11:09. 885:

%_1 NEPROTO- 5- UPDOMN:  Li ne pr ot ocol

*Mar
*Mar
*Mar
*Mar

3wod:

22
22
22
22
22
22
22
22
22

21:
21:
21:
21:
21:
21:
21:

11:
11:
11:
11:
11:
11:
11:

09.
09.
09.
09.
09.
09.
09.
21:11:009.
21:11:009.
address 0.
22 21:11:009.
22 21:11:009.
22 21:11:009.
address 0.0.0
21:11:009.
21:11:009.
21:11:009.
21:11:009.
21:11:009.
address 10. 1.
22 21:11:09. 825

0.0

22
22
22
22
22

22
22
22
22
22
22
22

21:11:
21:11:
21:11:
21:11:
21:11:
21:11:
21:11:

09.
09.
09.
09.
09.
09.
09.

22
22
22
22
22
address 10. 1.

233:
237:
241:
245:
249:
253:
673:
677:
681:
.0, we want
Asl AAA/ AUTHOR/ | PCP:
Asl AAA/ AUTHOR/ | PCP:
Asl AAA/ AUTHOR/ | PCP:

685:
685:
689:
.0, we want
693:
697:
813:
817:
821:

Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl
Asl

Asl
Asl
Asl
Asl

1.

Asl
Asl
Asl
Asl
Asl
Asl

Asl
Asl
Asl
Asl
Asl
1.
Asl
Asl

Asl

changed state to up

HHE & A

B\ FEHEIRRTEEARAAA RADIUS

| PCP:
| PCP:
| PCP:
| PCP:
I PCP: |
| PCP:
I PCP: |
| PCP:

CONFACK

10.1.1.1

10.1.1.1
| PCP: O CONFNAK
| PCP:

I PCP: |

| PCP:

AAA/ AUTHOR/ | PCP: As1 (1344088998)

AAA/ AUTHOR/ | PCP
AAA/ AUTHOR/ | PCP
AAA/ AUTHOR/ | PCP
AAA/ AUTHOR/ | PCP
AAA/ AUTHOR/ | PCP

AAA/ AUTHOR (1344088998) :

AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
1, we want 10.1.1.1

I PCP: O CONFACK
| PCP:

| PCP: Install

id5 len 34

ConpressType VJ 15 slots

PrimaryDNS 0. 0. 0.0 (0x810600000000)
PrimaryWNS 0.0.0.0 (0x820600000000)
Secondar yDNS 0. 0. 0. 0 (0x830600000000)
SecondaryW NS 0.0.0.0 (0x840600000000)

[ REQsent] id 19 len 10

Address 171.68.201.53 (0x0306AB44C935)
CONFREQ [ ACKr cvd]
Address 0.0.0.0 (0x030600000000)
AAA/ AUTHOR/ | PCP:

id 6 len 10
Start.

Processi ng AV servi ce=ppp
Aut hori zati on succeeded

Done.

[ACKrcvd] id 6 Ilen 10

Address 10.1.1.1 (0x03060A010101)
CONFREQ [ ACKr cvd]

Address 10.1.1.1 (0x03060A010101)
Asl AAA/ AUTHOR/ | PCP: Start.

1, we want 10.1.1.1
: Asl AAA/ AUTHOR/ | PCP (1344088998):
servi ce=NET
829:
833:
833:
837:
837:
841:
845:
PASS_REPL
21:11:09. 849:
21:11:09. 853:
21:11:09. 857:
21:11:09. 857:
21:11:09. 861:

id7 len 10

Port =" Asyncl'

user='radtime'

send AV service=ppp
send AV protocol =ip
send AV addr*10.1.1.1
found list "default"
Met hod=r adi us (radi us)
aut hori zati on

(1344088998) :
(1344088998):
(1344088998):
(1344088998):
(1344088998):
Post

Reject 10.1.1.1, using 10.1.1.1
Processi ng AV servi ce=ppp
Processing AV addr*10.1.1.1

Aut hori zati on succeeded

Done.

[ACKrcvd] id 7 len 10

Address 10.1.1.1 (0x03060A010101)
Asl I PCP: State is Open

route to 10.1.1.1

on Interface Asyncl,

RADIUSX # HH
Cisco Secure UNIXZEE

f# FLivingston Serveriit ERADIUS

EREE (RFC

. B #fi%#& - Cisco Systems
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