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Owerview  Analysis  Policies Objects | AMP  Intelligence ey 2 System  Help v admin *
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

a Add
Hame Dosmain Enrcllment Type Status
Add Certificates
BEBHEE | WiSEEMMEEDevice* THYRAP, ARE—THE+FE , WEFT.
Add Mew Certificate 7 ¥

fdd a new certificate to the device using cert enrsllment abpeck which 18 wed to generate C6 and
dentify cartificate.

Device™: FTD-1 w

Cert Enralbment™ : Select a certificabe entrollment objedt W

o=

Sdd Cancel

SEEGEHMNER , ARE 'CAEA.L ERT , #F 'EMER . BRB|IE, , WTEFAT.



Add Cert Enrollment ?

Name® | FTD-1-Seli-Signed |
Degcnphnon
m Certificate Parameters  Key  Revocation

Enrollment Type: | seif signed Certificate ~|

. Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN. To configure
— M, please navigate to ‘Certificate Parameters’ tab,

Allow Cverrides ]

Sayve ] Cancel

4 7 TCertificate Parametersy BB T , MAZFSN L AR, KBRS FREFEHBENREN
fqdnSRIPRLHLABEF | 40T BFR o



Add Cert Enrollment 7 X

Hame® FTD-1-5=lf-Signed
Crescnplson
CA Inforrnation @Syt (R ITCHLETET T L 0 Koy Revocalion
Include FOOM: Use Device Hostrname as FODM .

Include Device's [P Address:

Common Mame (CN): f7d1. example.com |
Organazation Unit (OU): Cison Sy=teams

Orgamization (0): TaC

Lecality (L)

State (ST):

Country Code {C): Comma separabed country codes

Email (E):

[ Ireclude Device's Sernal Humber

fllew Overndas ]

Save Cancel |

5. ( I ) EKeyR5IEET , TIEEARBIENALBIER, BBAKD, EEERLT , £8F
& A<Default-RSA-Key>, K/NB2048HIRSAEER ; B2  BRYSEREFERAE—NEE , U
EEeMTEARBTRARERNER/ AL SR/Y,



Add Cert Enrollment ?

Hame® FTD-1-S=lf-Signed

Cescrighion

CA Information  Certificate Parameters m Ravacation

Key Type: ® psa ) ECDSA
Key Name:® sDefaulb-RSA-Key =
Key Size: Z043 E

= | Advanced Settings

[] 1gnore tRsec Key Usage
Do not validate valves in the Koy Usage and ectended Koy Usape exvdonskons of [Psec remabs client cortificates.

Allow Cverrides ]

| Save | cancel

6.5THE , #E—T "Save, , REE—T TAddy , W TFEIFIT.



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-Self-Signed v | igd

Cert Enraliment Details:

MName: FTD-1-Self-

Signed
Enrallment Type: Self-Signed
SCEP URL: M,

7.ERE , BERRENT BT,

Owerview  Analysis  Policies JulSUT<E Objects | AMP  Intelligence Deploy System Help v admin v

Device Management MAT VPN ¥ Qos Fatform Settings FlexConfig Certificates

) Add
Mame Domain Enrollment Type Status
s B FTD-1
FTD-1-5elf-Signed Global Salf-Signed @Ch (4D PO H
FEEEM

1.8E £ Devices > Certificates , A& &L —TAdd , DT E TR

Owverview Analysis  Policies Objects | AMP  Intelligence Systemn Help v admin »
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

Name Domain Enrcllment Type Status

Add Certificates

2.7 Device* THIREF | EFRENEINEKE A ARE-TRE+FFH , MTEMRR.



"
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Add Mew Certificate

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drmviice™: FTD-1 e

iCert Enralbment™; Select a certificabe entrollment objedt W -g

S Cancel

SEERFENMNER  ARE "'CAEF. AR TRE "GEMER : F8, . A AARBSHEEE
ITHEENCANpemiBENEE. WRLFEBNATHIARA , FHBEACARSEAGNN &
RESNEER  EEMTSRUEERBERNCA , MTEMR.

Add Cert Enrollment 7 X

Hame* I FTD-1-Manuwal I

Cregcnplon

RO Certificate Parameaters  Key  Revocation

Enrollment Type: [ Manual ~| ”

C& Certificate:* - BEGIN CERTIFICATE-----
MITESzCCAjOgAwWIBAGIITSWaBSeraQwDY IKeZThwe NAQBELEB QAW
MjEaMBgGALUE
ChMROERY 2 BguBlz oV toyBUGUM=FDASEanhyBAMT C12OTIBSE2 S
OTEMBMEAXDTIW
MDQWNT IzMjlewMFoXDTIXMDOwWNTIzMjkwiMFowO)EaMBgGAIUE
ChMRQZEY2Bgl3Iz
dGeNE ey BUOUMHD A 3BgNVEAMTE L ZOTiBIbnElom 117 GhdGUgE

QOEIMANGLEqG
bDOEBACUAAA] BTt po ERAIBADI L mituy iR Uoyrob i
mnliktovHen
glewZsohvoigl/LpZy Y uawWRINWSSn 2gUBY MY T44sRw T AK
iy RO 1LISIT
S5 G0Y ryr TG IeNDgAraqlg e DeAinrp CWIYRHHY AT DsT GXHI
Gl gP
SRCPLd qedf aFeiw+ DOMIYTHLoESFlsfenrDekembdBikAkmCaulps
dFAISIkdd L L
Cil d3 1 GOERh [TIPSOHE T34 mEZon OGS qHA Y S Bl Py

dllew Overndes |_|

Save | Cancel |



4.7 TCertificate Parametersy HEB T , MAZTEN L AR, WEBERXLFRFEHBENREN
fqdn=RIPfZut M RF , 20T BT

Add Cert Enrollment T X
Name™ FTD-1-PMareal
Crescrpdsan
CA Information ez gl lo-Rinle (==l Key Revocakion
Include FODN: Use Device Hostname as FODM -

Include Devics's [P Address:

Common Name (CN): | frd1.eample.com |
Crganazakion Unit (OU]): Cisco Systems

Organezaktian (0): TAC

Lecality (L)

State (£T):

Country Cade {1C): Coomma separabed country codes

Email (E):

[) tncddude Device's Serial Number

Allew Overndes |_|

Caye Cancel |

5 (W& ) EKeyZE T , TLRBIEETARBENNBAER, BBAK), EERERT , £8F
& A<Default-RSA-Key>, K/NBE2048HIRSAEER ; B  BERYSEREFERAE—NEE , MU
EEeMTEANEFMRHNERLE ARERY,



Add Cert Enrollment T

hame* FTL-1-Marual

Descngiian

CA Information  Certificate Parametars m Revacation

Key Type: ® rsa () ECDSA
Key Name:™® = Default-FE54- ey =
Eey Size: 2048 bl

= | Advanced Settings

I_I lgnore [Psec Key LUisage

Do aot validate values bn bhe Koy Uisage and exctended Koy Uisage axensions of IPsec remaede clent certificatos

dllew Overndes n

Save | Cancel

6. ( A& ) f£RevocationEE T , & I B ] LAKL & Certificate Revocation List(CRL)ZOnline
Certificate Status Protocol(OCSP)Revocation, FEERIERT , MEHEKRAE , M TFEFT.



Add Cert Enrollment ?
Hame* FTD-1-Manwal

escriphion

CA Information  Certificate Parameters Koy BUITTR )

L] Enable Certificate Revocation Lists (CRL)
& e CRL destribution panrit fram the certihcake
[ iser static UR configured

CRL Server URLs:™ =

[ Enable Onine Certificate Status Protocel (0CSP)

OCSP Server URL: Fets OSSP URL from certificate if not provided

™ consider the certificate valid if revecation infermation can not be reached

Allow Cverrides ]

o ([ o

7.EH%E , #—T "Save, , REE—T "Addy , W TFEIFIT.



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FT=1-Marual -

o+

Cert Enraliment Details:

Mame: FTO-1-Mamwal
Enrollment Type: Marial
SCEP URL: M

8.REFRR , FMCRHEMESHEENRE, T "D &l , WTEAR.

Overview  Analysis Policies @SN3 Objects | AMP Intelligence

Device Management NAT VPN = Qas Platfarm Settings FlexConfig Certiflicates

| Add
Hame Daomain Enrollment Type Status
4 @l FTD-1
FTD-1-Manual Global Manual =) E , Identity certificate impart required 20 6

9. —ERE , BHEEMCSR, &—T "Yesy , MM FER.
Warning

) This operation will generate

. Certihicate Signing Request do you
want to conbinue?

10 TR , SELCSR , KU EERYEIXTCA, FECSRE , SRHUHHRIE. BEIR
HHEHEESWAERT , ARE—TIimport , MTEFR,



Import Identity Certificate T ®

Step 1
Send Certificate Signing Request {CSR) o the Certificate Authority,

Certificate Signing Request (Copy the CSR below and send to the Certificate Suthoriby):

-----BEGIN CERTIFICATE REQUEST-----

MIICzroCaboCad ' VZEZMBoGAL UEAMOZ nR kM S Sle GRtcGdLmtvib TEMMADGALUE e
ChMOVEFDMRYwWFAYDVQQLEW 1 DaXNibyBETexMNOTW 1 2MR wEg Y IKoZT v eNAQROFgVm

dGOtMTCCASTWDOY IKoZ IhvcNAQEBEAD o EPADCCAG CogERAT pull /S 3hg g5 Ly

LipET M3 QSR CWNES Z55AY wOnjin B2+ anWiG)e+ fEICSEd N4 T 1 Cs 00 :IFH2 4P30

V4P DyclaQCuaf0o TCR vl QS ot 7T ornScHHIXK+- BN GZoinnxUccljukasse

ured Jekrx et GUIGZCGoka mInRuxII32 cALL/MvIFe0mak 3 kPskeBRkL2vdmC

kBb#12+xd+ TORSYMpME+WEmiBC T2 SuxbroBoGeHM g 1R MG eanfG P2 Mabgmy + "
choScZgRTabhvSwolQHETT0S « oVicX ZLEuhH4 1 azSURWSS 20y RIHPS VMK
e R e e e

. W

Step 2
Once certificabe authonty responds back with identity certificate file, import it to device.

[dentity Certificabe File: | fid1,ot I Browse Identity Certificate I

Cancel

MFHIFE—BRK , WTEFRR.

Owerview  Analysis P-D“EiES‘[UL"‘."I-EL'S Objects AMP  Intelligence System  Hedp »  admin »

Access Control » Metwiork Discowvery Application Deteckors Correlation Actions -

& add
Naime Domain Enrollment Type Status
+ @l FTD-1
FT-1-HManual Glohal Manual L0l (& ID P20 0
PKCS125: it

1. EEZECENHERIMNPKCS12IER , 5B E FDevices > Certificates , AREER—TAdd , @
T B

Owerview  Analysis  Policies Objects AMP [ntelligence Ieploy System  Help »  admin =
Device Management MAT VPN * Qas Platform Settings FlexCanfig Certificates

Add Certificates

2.7Device* THRESF , BEFENHEINEKE  RARE-THRE+AF%R , WTEAT.



"
b4

Add Mew Certificate

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drmviice™: FTD-1 e

iCert Enrollment™: Select a certificabe entrollment objedt il (¥

S Cancel

SEEEEHNAERE , RRECAEAEET , iEEEnrollment Type: PKCS12 File, BB K
PKCS12i8RIEE T, W ARIPKCS12BERANRE , 1T EFFR.

Add Cert Enrollment 7 X

Hama™® IFTEI- 1-PECS12 I

Cegcrphon

RO Certificate Parameaters  Keéy  Revocation

Enrollment Type: I PECS12 File ‘-’I
PECS12 File®: PECS12F e plx I Brovwse PKCS1Z File I
Pasophrase: | R |
Bllew Overndes |_|
Cave Camcel

4. ( A[iE ) Certificate ParametersfIKeyBEEBERBHE R , RATCFRFEAPKCS122IUM , R



, AT LME B CRLA/ZROCSPHtE M ERIRevocationEER., FARBERT , MEHYARAE , I THE
T o

Add Cert Enrollment ? X

Hame™ FTD-1-PECS1Z

Descnpinon

C& Information  Certificate Parameters  Key
|| Enable Certificate Revocation Lists (CRL)

o

-

CEL Server LIRLs:™

| Enable Online Certificate Status Protocol (OCSP)

OCSF Server URL:

™ consider the certificate valid if revecation infermation can not be reached

fllew Overndeas ]

Save | Cancel |

5.5ER#& , #—TSave , REIE—TAdd , ENATHEALRE , MTEARR,



Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-PKCS12 el |

Cert Enraliment Details:

Mame: FTD-1-PKCS12
Enrollment Type: FECE12 fle
SCEP URL: M

6.5ER % , PKCS12EBE WM T BT o

Overview Analysis  Policies JISUTEEE Objects | AMP  Intelligence Jeplo System Help v  admin

Device Managermeant MAT VPN * Qos Platform Settings FlexConfig Certificates

¥ Add
Mame Domain Enrollment Type Status
4 & FTD-1
FTD-1-PKCS512 Global PKCS12 file \Ca| [EID 206

Eox—+ -H
BEREER]

1.3% "Re-enroll certificate s %28 , T BFIRo

Owerview  Analysis  Policies QU< Objects | AMP  Intelligence Deploy System  Help »  admin v

Device Management MNAT VIFN ¥ Qos Platform Settings FlexConfig Certificates

i3 Add
Mame Damain Enrollment Type Status
4 5 FTD-1

FTD-1-Self-Signed Global Self-Signed @Ch 4D l‘:} @

2HBE—ERE K RTECBRUBBREBREIE. E—T "Yess , ITEMT,



Warning

7 4 Re-enrolling the certificate will clear the existing certificate from the
~ device and install the certificate again,

Are you sure, vou want to re-enroll the certificate?

JENMERR  RRNSKERAEHEERRBEED L, R—TIDRMAIESD "Valid time ( BRERE
) | E.I-LX%%E_%EO

FBHREEE]

1.3%2 TRe-enroll certificate s %&# , W T BT T,

Owerview  Analysis P-D“EiES‘[UL"‘."I-EL'S Objects AMP  Intelligence

Access Control » Metwiork Discowvery Application Deteckors Correlation Actions -

1] Add
M Damain Enrollment Type Status
+ @l FTD-1
FTE-1-Maneal Global Hanual LA (&, ID £

2HBR—ERE , RRERBEEEFEK, &—T TYesys , BT
Warning

This operation will generate
“"r') Certificate Signing Request do you
want o conlinue?

SHEMBRER , EH—ECSR, EAIUERIEXI 2 HZEFNTFENE—CA, HECSRE , &
REETN S 2REEEE. AEIRHNFORELAHEBZSD , RRE—TImport , MBI,



Import Identity Certificate ? X

Shep 1
Send Certificate Signing Request {CSR) to the Certificate Authonty.

Certificate Sigrung Request (Copy the CSR belaw and send to the Cartificate Suthoriby]:

-——-BEGIN CERTIFICATE REQUIEST-----
ML Czn0CAbcCAWYZEZMBCGAL UEAXM Z nRkMS SleGFtc Gl mNvb TEMMARGAIUE P
hMOVEFDMRYWFAYTVQQLEW ] DaxMN by ETeXNOZW 1 2MROWE Y IKoZThve MAQKCFgYm
GOEMTCCASTw DO IKoZ Thvic NAQEEEAD g EPADCCACggE BATowL S 3hgi gslu

pl MM OG8N NES 25 v Ongind B2+ onWiGle = fEIcSEd 4T 1 Csbal FH 24P 34
dPbChyclaBCusf 0eTOR vho Qe St TToeY S cHHT L+ BNG R ainnxUccljukBaSe

wed/ Tekrieb4 GGz GokSm InRusdT 32 cALL /Ny IF&0mpE) IkPskeBELFV dmC

bKL2+xd+ TORAYNPME+WEBMIBCTZSuxBrcBg GaHMd] IR TG fednfGivP2xMabomy+

hqsczg_ﬂ[ahuﬁwu:lquﬂl:lﬁan'-."u::-!jﬂLhuhHdlazﬁUPh‘n‘aE&Etn-&-ﬂfRBHF'me;a . ¥
Step 2
Once certificake authority responds back with identity certificate file, impart it to device.
Identity Certificate File: | re-enrolled cert.crt I Browae Identity Certificate I
Imgart Cancel

ATV F B RRESHMIARIFTD, & — TIDZMIEFR "Valid time ( BREFE ) o ATABRRIE—
£

PKCS12/&5T

MRF-T "EMEMEES. KB TSRS, RTEHPKCS12 , FEEMANEREINS
BB M EEHFAIPKCS121E 5,

{FFOpenSSLE I PKCS12

1.EFAOpenSSLRBLUERARER , EXFBABEEEBFER(CSR), LEHIFE RS Aprivate.keyHy
2048 RSAE # F £ OpenSSLAE 3 K & Aftd1.csrfICSR:

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftdl.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:.



State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftdl.example.com

Email Address []:.

Please enter these'extra'attributes

to be sent with your certificate request
A challenge password []:

An optional company name []:

2BHRELENCSR, WASHEXFICA, HEBECSRE , SRHESHESE. BEHLERMUCATR., E
BIPKCS12 , $5EOpenSSLHAETH TR 2 — :

EEEQIEEPKCS12FERNCARE  BFFERAUTHD

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -certfile ca.crt
Enter Export Password: *¥#*=
Verifying - Enter Export Password: #***%%*

ftd.pfx2 FHopenss|[E H BIpkcs 128 RN B ( BN Bder)
ftd.crt2CAMpemE X BENEHEFHRENE R,

- private.keyRESBR1HPEUN WY,

- cacrtEREMBMBNESE , HKApemER,

MEXEESTERCATMMERZEFRBCANSEN —22 , AR AERUL TS EPKCS12h#H 8 5%
B HE

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -chain -CAfile cachain.pem
Enter Export Password: i
Verifying - Enter Export Password: #****%*

ftd.pfx 2 HOpenSSLEE H#pkcs12E RN B ( X Ader )

ftd.ct2CAUpemE X BRNEHZ G NBEENEE,

« private keyRESB1HEINSRY,

« cachainpemE2—EER K Hb I EHEHIHWCARE  ZERUEEBDECARE , LpemiEx
LURCARE R,

MRREPKCS7H#ER(.p7b p7c),,\ :fﬁ: FETAREBIPKCS12, MBp7biRAderi | 5
BRAG-inform derfT BRI 5| &+ , FRIFEBHE :

openss1 pkcs7 -in ftd.p7b -inform der -print_certs -out ftdpem.crt



openss1 pkcsl2 -export -in ftdpem.crt -inkey private.key -out ftd.pfx
Enter Export Password: ##%#*%
Verifying - Enter Export Password: %%

. ftd.p7bECAEEMPKCS? , Hh 2881 55 BRACANE,
. ftdpem.crt@ BEE B p7biER,

« ftd.pfx 2 HOpenSSLEE HApkcs 12 RN B ( X Ader )

. private keyRESB1HEINSH/Y,

ERAGAS , RRANEERSEREE,
BEFMCHERENES

EFMCH |, BE ZEDevices > Certificates, HEMHEBEETE , FHECASRIDURRBENE L5
B , BT

Overview Analysis  Policies UEUTSEE Objects | AMP Intelligence Deploy & System Help* admin v

Device Managermant NAT WPN ¥ Qos PFlatform Settings FlexConfig Certificates

% | Add
Mame Domain Enrollment Type Status
+ B FTD-1
FTD-1-PKCS12 Global PKCS12 file Lca| (B0 PO

WMEFTRERFECATE,



CA Certificate

v Skatus : fowailable

s Senal Number :  420452ff0ald0e23

= [Issued By :
Camman Mame @ WP Roak G
Orgarzabion | Cisco Sysbems TAC

v [zsued To:
Comman Mame ;@ VPN Root CA
Qrganization :  Cisco Systems TAC
¢ Public Key Type = BS54 (4096 hikz)
v Signature Algonthm : SEHAZSE with RS54 Encryphion
¢ Associated Trustpoints 1 FTD-1-PECS12
« Valid From :  23:16:00 UTC &pnl 05 2020

MEFRRESDEE,
Identity Certificate

i Stakus Available
#  Semal Hurmber : tfed #9007 00dFR2 9 ae

v [szped By :
Common Mame ©: WP Root C&

Organizakion :  Cisco Systems TAC

o Isgued To:

Common Mame : Bdi.example.com

Organization Unit : TAC

Organization : Cisco Syst=ms
«  Public Key Type :  RSA (2048 bits)
s Signature Algonthm :  SHAZS56 with RSA Encryplion
¢ Associated Trustpoints ¢ FTD-1-PRCS12

HECLIFBRELZENEE

1l

iCloas

gl

iCloge



EHASSHEMREIFTD , A& A 95T show crypto ca certificate.

> show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 6fcld90700df29ae
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftdl.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 15:47:00 UTC Apr 8 2020
end date: 15:47:00 UTC Apr 8 2021
Storage: config
Associated Trustpoints: FTD-1-PKCS12

CA Certificate
Status: Available
Certificate Serial Number: 420452ff0a090e28
Certificate Usage: General Purpose
PubTlic Key Type: RSA (4096 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=VPN Root CA
o=Cisco Systems TAC
Validity Date:
start date: 23:16:00 UTC Apr 5 2020
end date: 23:16:00 UTC Apr 5 2030
Storage: config
Associated Trustpoints: FTD-1-PKCS12

5 B HFAF
AERMENE A T AR B E AR 1T R BB,
Debugfs <+
MRSSLBEZREALY , AIFTDIEBSSHERE , AT RZECLIETHAR -
debug crypto ca 14

HEWRFTDF , A TRSEIHEE T A B 2B A R R

debug crypto ca 255



debug crypto ca message 255

debug crypto ca transaction 255

% REE

EACEZNSHRER  NEEIERE "FEEASHESL
HIREEE R U RHAMRMET A RERE

1. FEEMIFRITIBEBENCARE

BEASMESR , REBREBFTHEMBEE 'CAEHAL BEETHENCARERERZESE, AF
R EEEREANKEEESNRENCANCARE, HEEBAT , ERETTFBHFME , &4
BAFBENFTCARE, — BEERTHEHEFEVARBETCARE , R LAER EENCAREHEITH
WFEEEM. BAESRFHIMBELR 6 BHEAASBYIECHFEBRFHIMAPERHBBMA/N

o TR , TEMCSREMBEIERICA , ML AMBEENS I BEEAIMBEYNEEH B
EEHEBERNCARE,

EREEFHIAMEREEATHRMNCARSE , F1R—T "BRE.L BoPEENCAKRE , IiwE
show crypto ca certificatesfV#ii. "lIssued tos M "Serial Number, ZR{ FJEHEFEMFHEBR
HECAEE TN B AEST LR,

2R EARETINSBETEANRACHERHFERICSREFANSH/Y,

BBFEEM  EELSREHNCSRE , NMRSMEBIICSR , UEALLISIKEN S D BEF
o MRANELEFRREXTFTIDLNZRY , AWBNFOBIRSESTENLE , AIFTDFERE
BENSOBRE. FERERETRLEEERN , AMETENAA

FEOpenSSLH |, A LAKBEUT T , UACSRAMN NMEZEBIE P LNRETHR

openss1 req -noout -modulus -in ftd.csr

Modulus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4ADE
OFDFD5783DBOF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43ECI1E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO6019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B.

B966DA10BF24771CFE55327C5A14B96235E9

openss1 x509 -noout -modulus -in 1id.crt

Modulus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749CADE
OFDFD5783DBOF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43ECI1E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO6019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B.

B966DA10BF24771CFE55327C5A14B96235E9

. ftd.csrRFEFEMEBRFMCERICSR,
- idcrtRCABRBZNBHRE,

& , FIDEMNREHRATELEN G2 BE P L@ETLEE,
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FHE—BAFZTEFTDEE PN FETATE :
EEWindows PC L BIRUER N B HFES -

g Certificate

General Detals  Cerbifcation Path

Shav: <al> W
Sl Vahe
'~ | signature algerithm shaZseRsA
' Signature hash algorithm sha256
=1/ [smuer VPN Infermedate CA, Cisco 5.
1 Vabd from Wednesday, Apnl 3, 20340 1:40. ..
Vahd to Monday, Aprid 5, 2021 7:29:00. ..
) Ad-1, Cisoo Systemes, TAC, fid. ..
ASA (28 Fite)]




REHFESRMBLRE L

3082010a02820101008a2e53ff7786a8a3a922ee5299574ccdceebc096341f194a4018bce9e38a7244dbea2759f1897be7c489c
f6e0fdfd5783db0f27256900ae69f3a84c217fca5c6b4334a8b7b4e8cd85e749c1c7f5793ef0d199a229e7c5471c963b8at3a49
1b3706a24f6626746e5c9237d9c00b2ff36fd45e8e9a92a3de43ec91e8d80642f655d98293c6ca236fb177e4c3440c8dadc2bec
elcc763d51ec6ffle277c68983f6c4celb826cbe721a3c7198234486a1bf9c20d10e047c8d39fa85627178f72e4ballf8d5act9
55327c5a14b96235e90203010001

Show crypto key mypubkey rsa output from the FTD, £ FEFEM#E , <Default-RSA-Key>HAR
EBICSR, IEIN 7 B S MR BRI AR HAETE.,

> show crypto key mypubkey rsa

Key pair was generated at: 16:58:44 UTC Jan 25 2019
Key name: <Default-RSA-Key>

Usage: General Purpose Key

ModuTus Size (bits): 2048

Storage: config

Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101
008a2e53 ff7786a8 a3a922ee 5299574c cdceebcO 96341f19 4a4018bc e9e38a72
44dbea27 5911897b e7c489c4 84749c4d el3d42b3 4f5a2051 f6e0fdfd 5783dbOf
27256900 ae69f3a8 4c217fca 5c6b4334 a8b7b4e8 cd85e749 clc7f579 3ef0d199
a229e7c5 471c963b 8af3a49e b98b9%edb fdde92b5 deb78194 1b3706a2 41662674
6e5c9237 d9c00b2f f36fd45e 8e9a92a3 de43ec91 e8dB80642 655d982 93c6ca23
6fb177e4 c3440c8d adc2becO 19a3f024 d94aec7c adc06019 elcc763d 5lec6ffl
e277c689 83f6cdce 1b826chbe 721a3c71 98234486 albf9c20 d10e047c 8d39fa85
6271787 2e4ballf 8d5acf95 019164b9 66dalObf 24771cfe 55327c5a 14b96235
9020301 0001

FMCHICAZE 24L& X
PKCS12EIMBE Tt R A EEEN , RACAREREITESEPKCS12EEBaIH,

Test-PKLS12 Glaba PRCS12 file » CA 10

EfRIEE , PKCS1I2EEMECAERE.
BEUATHS , LMERNMESHRENLER, FEEUPKCS12BERANBRMET 2R

openss1 pkcsl2 -info -in test.pl2
Enter Import Password: [pkcsl2 pass phrase here]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
friendlyName: Test



localKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
subject=/CN=ftdl.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Intermediate CA

MIIC+TCCAeGgAWIBAgITAUIM3+3IMhIwDQYJKoZIhvcNAQELBQAwWOjEaMBgGAL1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxHDAaBgNVBAMTE1ZQT1iBJbnR1cm11ZGThdGUg
QOEwHhcNMjAwNDA4MTY 10DAwWhcNMj EwNDA1MjMyOTAwWj AbMRkwFwYDVQQDEXBm
dGQxLmV4YW1lwbGUuY29tMIIBIjANBgkghkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEA
043eLVP18K0OjnYfHCBZUFUYrXTTB28Z1ouIl5yyrDzCN781GFrHb/wCczRx/jW4n
pF992z7FHr5bQCI40SUSX40UQfr0/u0K5riIluZumPUx1VplzVkYugDd/1i1r0+0j
PyS7BmyGfV7aebYWZnr8R9ebDsnC2U3nKjP5RaE/wNdVGTS/180HT rIjMpcFMXps
LwxdxiEzOhCMNDmMI9RC+7uWZQdTwZ9oNANCbQCOpx/Zikj9Dz70RhhbzBTeUNKD3p
sN3VqdDPvGZHFG1PCnhKYyZ79+6p+CHC8X8BFjuTlYool16uGgiB41z2Y9ZeFSQz
Q11IH3v+xKMInv6IkZLuvwIDAQABoyIwIDAeBglghkgBhvhCAQOEERYPeGNhIGNT
cnRpZm1jYXRTMAOGCSqGSIb3DQEBCWUAA4IBAQCY /MgshWxXtwpwmMF/6KgEj8nB
S1jbfz1zNuPV/LLMSnxMLD0o6+LB8tizNR+ao09dGATRYY54taRI27W+gLneCbQAux
9amxXuhpxP5EOhnk+tsYS9eriAKpHuUS1Y/2uwN92fHIbh3HEXPO1HBJueI8PH3ZK
47 rPKA90IQPUW/uueHEF+xCbG4xCLi5H0GeHX+FT1igGNgazaX5GM4RBUa4bk8jks
Ig53twvop71wE53COTHOEKSRCsVCw5mdIsd9BUZHjguhpw8Giv7Z36gwWv18I/Owf
RhLhtsgenc25udglvv9Sy5xK53a5Ieg8biRpWLItIjgUgjxYZwtyVeHi32S57
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

friendlyName: Test

localKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key pass phrase here]
Verifying - Enter PEM pass phrase: [private-key pass phrase here]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQI1KyWXk8cgTMCAggA
MBQGCCqGSIb3DQMHBAgGMOgRXh/dcwSCBM1iF7BpgINIpHdU5Zornljm3pmsI/Xk]
MRHc1Reel10ziSLCZOSTr84JFQxNpbThXLhsHCOWhpPy5sNXIvXS7Gu+U10/VINSA
rwlX6SPftAYiFq5QXyEutSHAZZwgQIqpj97seu3Px0agvIObWllLo8or51SydnMjp
Ptv50Ko95BShWWYcqkTAia4ZKxytyIc/mIu5m72LucOFmoRBO5JZulavwXjbCAA+
k2ebkbTFTOYRQT1Z4tZHSgX1LFPZel1l70NZEUg7 rIcWAk1Yw7XNUPhOn6FHL/ielIZ
ThvIfj+1gQKeovHkSKuwzb24Zx0exkhafPsgpOPMAPxBNnQ/Cxh7Dg2dh1FD8P15E
Gnh8r31903ATkPMBkMdx0q1pzo2naly2KGrUnOSHajVWcLr9dTPWIDyjdn95YoeS
IUE7Ma00pjJcO2FNBwyNxRrYt+4hp3aJt0ZW83FHiSTB5UIzGrBMAgKIc2Hb2RTV
9gxZGvelcRcolLeJRYoK9+PeZ7t17xzLSg5wad4R/ZPKUwTBUaShnOwHzridF8Zn
FO6XVBDSyuXVSpkxwAdTTwxq62tUnLIkyRX02CSz8z8W29UXmF0403G67n28//L]]2dt3pd1/+pUR3CdCOb8qRZ0O0L0O3+onUIUoEsCCNdpOx8Yj/mvc6ReXtOKB
2gVmhVMYseiU1rO0AQGt7XMelUuiJ+dRnqcfAfbdGeOp+6epmlTK1BIL2mATQWxX51
73Qo4M7rR7Taeq/dgob301PhcoMLa5z/Lo5vDe7S+LZMuAWjRkSfsoOKQOY3kAP1
eZ2Eh2go4e]7hHf5VFgBLL8Ci3rd3EOi jRkNm3fAQmFI1aFmooBM3Y2Ba+U8cMTH
19jSFk11FAWpfwx9aSEECNCVEMM1Ghm6/tIDLV1jyTawajHnWIZCc+P2AXgn1LzG
HVVfxsO0c8FGUIPQHatXYd7worWCxszauhfJ99E4PaoZnAOYUFw2 jaZEwoONBPbD1
AjQ8aciuosvOFKpp/jXDI78/aYAEk662tPsfGmxvAWB+UMFarA9ZT11hK3x/tDPy
GZ6ByGWIYp/OtNNmIRCFhcAYY83EtzHK9h+8LatFA6WrJ4j3dhceUPzrPXjMffNN
0Yg=



SERZ%E , AILAERAEAOpenSSLEINPKCS12M S B2 hiRZINL R S HRENLEBMAE
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