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Cisco IOSHICisco I0S XER#MH L AEKMPTE BB EE(SSC)HAF B, k& , RIEEH Cisco
IOSRREEERFHSSC, FAKBELEREREREUIKUEZLERNWREEZTSBHE
EEETE,

LRI REE R 2R Cisco IOSHCisco IOS XERXBA R T EANKEE LRV BEEEZHE, BREE
BN (CAELENER (BFECisco IOS CATIREEENER ) TSR IEENE,
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. HTTP Server over TLS(HTTPS)- HTTPSTE BB A KRS , ERBECBH,

. SSHfAfREF — FEAX509F EHSSHEFEETEMREBENFRAETEELELETIARE. (RD
FEAX5098F. FAEER/EZEHIORENBIABEOBRIEIZIFE, )

. RESTCONF - RESTCONF;E 3 T A& 2k B,
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- EATLSHEZEPE B BRI B AR E(SIP)
- BERA INZEAEE R Cisco Unified Communications Manager Express(CME)
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- BRUA INZ AR A CiscoZE 4 Survivablei® i i B EFE(SRST)

. Cisco |0S dspfarm ERMAMBETHER ( &5, EREARMEIES)

- R R A F iR 1R BB i £ (SCCP) B2 I FE A FE X (STCAPP)EREERTE & N2 A5

. BB RSB EMGCP)MH.323FEAIPR £ WEEAE(PSec) ( FTEELEL AL )
. 21X THCisco Unified Communications Gateway Services API ( fEFHTTPS )

$RIRThRE

- BMxCisco IOSEAR ( E2005F HE FIRAEE ) EREMRLANIZHIZR < B
LWAPP/CAPWAPIE#R, MFEFMEF , F2 B Cisco Field Notice FN63942,

b |

ERESZEE M Cisco I0SH Cisco 10S XEBL B8 iR4~2020-01-01 00:00:00 UTCZRLE R BHEZHE
SEHLLITEES

..lcert-c/source/certobj.c(535) : E VALIDITY : validity period start |later than end

FAREERBEENRBOEELE T, Hl .

- SIP over TLSFE AR 5E X o

- &R ZEICisco Unified CMEE ERMAMEE S EETHREAM.

- ERAINZEE S M Cisco Unified SRSTA o 5F8E B 5 M.

- BERA AR Cisco 10S dspfarmE R ( 8. FBRKRERER ) STEEM.

- FERAMFE S ENSTCAPPET B M.

- BRERETHWHILTREEAN , MRREAELASE , AIMGCPHH.323&BiBIPSecHIU{E
P
To

. EZ2 £ T A Cisco Unified Communications Gateway Services API ( fEFHTTPS ) B9
APIFEIY AT REE K BR

- RESTCONF A g€k B4,

- AREBRENHTTPSERRETRERES  EREECIBH.

- AnyConnect SSL VPNEFREEEZE VI HREBRES,

- IPSeciE 4R AIREMR LR,

mTREIZ RN ER

e EXFNRSENNTE REXAERBARRRE , AAFEEELEABAR TEE
Bey— 1B ZE R, EREFNHE K ERFEERARSIESXERENET , EF LY
THE, RRLVABFSUTEISAFA4THHRE , TR,

BRERAEABRERRES .

1. iﬁﬁk show running-config | begin crypto ﬁi'%o

2. EEMEPKIEEHEE.

3. EMEPKIEEREES , EHEEMIMEE, FANEMSEREATE "B#H, . 1A
, BEEAREULANREREY, FIE , GEREBTISWMTHIAIRE "self-signed
FHo


/content/en/us/support/docs/field-notices/639/fn63942.html

crypto pki trust-point TP-self-signed- XXXXXXXX

enrol | nent selfsigned

subj ect - name cn=I10S- Sel f - Si gned- Certificate-662415686 revocati on-check none
rsakeypair TP-sel f-signed-662415686 ! ! crypto pki certificate chain TP-self-signed-
XXXXXXXX certificate self-signed 01
3082032E 31840216 A0030201 02024101 300D0609 2A864886 F70D0101 05050030 30312E30 20060355
04031325 494A531D 53656C66
2D536967 6E65642D 43657274 ce ECA15D69 11970A66 252D34DC 760294A6 D1EA2329 F76EB905
6A5153C9 24F2958F
D19BFB22 9F89EE23 02D22D9D 2186B1Al 5AD4

MRKRBEENEMAER "selfsigned.) ; AIREFZUMUBENNER. TEEHTEM
B MREENEMEES "A#%,  HEBVPETEAERREE ; IRETRIILMAN
BHNEE. BESR4.

4. MREESRITRECERHEMEES "BFER,  YABAXRFSETEREF , AIRE
BHERERTERANKE LHIIEE. UTRAIEER R T AT AESSCEBMN S EIEE

- WRHTTPSAMRER , L EFEUT XA

ip http secure-server
A BANERGEH , U TEHNRBREAR. MRLEGSTFE , IERTAREABES
®E,

ip http secure-trust-point TP-self-signed- XXXXXXXX

MRERTEERN , BeEOERB|FSUNNES , ITEREE,

HRHTTPSHIMRER  FSBHNXER/) K RABXERECHWWebBIBRBREMT , EREH
, WEERES. NREBSBY , TeERERBERTRINES.

- ¥1ASIPover TLS , W N ABEREREERT :

voi ce service voip
sip
session transport tcp tls
!
si p-ua
crypto signaling default trust-point <self-signed-trust-point-name>
I or
crypto signaling renpte-addr a.b.c.d /nn trust-point <self-signed-trust-point-nanme>

. HR R T IEE S HCisco Unified CME . i A B R B BAEE b -

t el ephony-service
secure-signaling trust-point <self-signed-trust-point-nane>
tftp-server-credentials trust-point <self-signed-trust-point-name>
- BHRARA T i#1E S #Cisco Unified SRST , WX ABE R ERBER :
credential s
trust-point <self-signed-trust-point-nane>

- 3 Cisco 10S dspfarm BRECRBMBZFENERT ( 2. EERKQFHNER ) | HERE
FEERUTXE

dspfarmprofile 1 conference security



trust-point <self-signed-trust-point-name>
!
dspfarmprofile 2 mp security
trust-point <self-signed-trust-point-name>
!
dspfarmprofile 3 transcode security
trust-point <self-signed-trust-point-nanme>
!
sccp ccm 127.0.0.1 identifier 1 priority 1 version 7.0 trust-point <self-signed-trust-point-
name>

!

- HREAMEAR R ENSTCAPPERE , HEEFEERUATIF :
stcapp security trust-point <self-signed-trust-point-nane>
stcapp security node encrypted

- R EZ 2 E X THCisco Unified Communications Gateway Services API , th X A< 88 R 1EEL
EREEP
uc secure-wsapi

ip http secure-server
ip http secure-trust-point TP-self-signed- XXXXXXXX

- HASSLVPN , b X AR R EEEERT !

webvpn gat eway <gw nane>
ssl trust-point TP-sel f-signed- XXXXXXXX

OR

crypto ssl policy <policy-nanme>
pki trust-point <trust-point-nanme> sign
- HRISAKMPHIIKEV2 , MRFEAMEE , AITTUERAEREEE (TEYREETE— DY
#, UREEDREREEAERERENIBEAEMES ) -
crypto isaknp policy <nunber>
aut hentication pre-share | rsa-encr < NOT either of these
[
crypto ikev2 profile <prof name>
aut hentication local rsa-sig
pki trust-point TP-self-signed- xxxxxx
!
crypto isaknp profile <prof nanme>
ca trust-point TP-self-signed- xxxxxx

- BASSHAIMRRR , WA AIREF AR EYHSSHERETEHRE. ERETUIRERERERER
HEH. BLABMAE=THEIM T —ERB R+ , TEIINPE, MRt REERE
RAEEZBNRBESBBSSHERIKE K AITERIKE,

ip ssh server certificate profile
I Certificate used by server
server
trust-point sign TP-sel f-signed- xxxxxx

. Z2RESTCONF , fAREEHPEERUTXF :
r est conf
! And one of the following ip http secure-trust-point TP-sel f-signed- XXXXXXXXX | ORip http
client secure-trust-point TP-sel f-signed- XXXXXXXX
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o

MREENEETREAR  F=ESELRTA :

1. RE=ZABRREEM(CABMBEREE,
2. fEFCisco I0S CAfRIREFERFTEE
3. EHOpenSSLEA N ERRRE

1.RE=FRERBHMB(CA DB REE

HEEEBUEBLEIE, ERCAEIE . BEZ |, Lets Encrypt. RapidSSL, Thawte. Sectigo.
GeoTrust, Symantec%, BiBIEERSE | Cisco IOSEERIBEREERE R, AR K EHEER
ER, BEERKRE=HCA, ¥MRERER,

e EACARERRRAEZEAERR. AEAEAXRSBENNEES LRZM ; AR
, EFERALERG E®R  RIFRBAERAE=ZFCARENEE K MIAREAERERESE,

RE=ZHCARERE :
1. B BEHZEFBR(CSR):

Router#configure terminal
Enter configurati on conmands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki trustpoint TEST
Rout er (ca-trust poi nt) #enrollment term pem
Rout er (ca-trust poi nt) #subject-name CN=TEST
Rout er (ca-trust poi nt) #revocation-check none
Rout er (ca-trust poi nt) #rsakeypair TEST
Rout er (ca-trust poi nt) #exit
Rout er (confi g) #crypto pki enroll TEST
% Start certificate enrollnent ..
% The subject nane in the certificate will include: CN=TEST
% The subject nane in the certificate will include: Router.cisco.com
% The serial nunber in the certificate will be: FTX1234ABCD
% Include an I P address in the subject nane? [no]: n
Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:
----- BEG N CERTI FI CATE REQUEST-- - - -
A Base64 Certificate is displayed here. Copy it, along with the ---BEA N and ---END
l'i nes.
----- END CERTI FI CATE REQUEST-- - - -

--BEnd - This line not part of the certificate request---

1. CSRIERME=75CA. MIEE : BCSRERM/E=SFCANBEE RN EXNZREHAWCAT
2, BRNMBTISBORE , FS2ECANIE,

2. TEEBJINHE D BEUKCATE.

3. EEE L LZHECARE .

Rout er #configure terminal
Enter configurati on commands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki auth TEST

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself



REMOVED
----- END CERTI FI CATE- - - - -

Certificate has the followi ng attributes:
Fi ngerprint MD5: 79D15A9F C7EB4882 83AC50AC 7BOFC625
Fi ngerprint SHAl: OA80CC2C 9C779D20 9071E790 B82421DE B47E9006

% Do you accept this certificate? [yes/no]: yes
trust-point CA certificate accepted.
% Certificate successfully inported

4 HEEBELREFGHREE

Rout er (confi g) #crypto pki import TEST certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

----- BEG N CERTI FI CATE- - - - -
REMOVED
----- END CERTI FI CATE- - - - -

% Router Certificate successfully inported

2.{EfCisco I0S CAfB/ERFHE
EFA A Cisco IOSEEMEMBARIFTERTEFSUHHES,

AR AHCARMRIRIELFEFEEMR LA TH,

Router#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z
Rout er (confi g) #ip http server

Rout er (confi g) #crypto pki server IOS-CA

Rout er (cs- server) #grant auto

Rout er (cs- server) #database level complete

Rout er (cs-server)#no shut

%Sone server settings cannot be changed after CA certificate generation.
% Pl ease enter a passphrase to protect the private key

% or type Return to exit

Passwor d:

Router#show crypto pki server IOS-CA Certificates
Serial |ssued date Expire date Subject Nane
1 21:31:40 EST Jan 1 2020 21:31:40 EST Dec 31 2022 cn=I0s-CA

Router#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z
Rout er (confi g) #crypto pki trustpoint TEST

Rout er (ca-trust poi nt) #enrollment url http://



<<<< Repl ace

subject-name CN=TEST

Rout er (ca-trust poi nt)# revocation-check none

Rout er (ca-trust poi nt)# rsakeypair TEST

Rout er (ca-trustpoint)# exit

Rout er# configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (confi g)# crypto pki auth TEST

Certificate has the followi ng attributes:

Fi ngerprint MD5: C281D9A0 337659CB D1B03AA6 11BD6E40

Fi ngerprint SHAl: 1779C425 3DCEE86D 2B11C880 D92361D6 8E2B71FF
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.
Rout er (confi g)# crypto pki enroll TEST

%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Pl ease take note of it.

Passwor d:

yes

% Certificate request sent to Certificate Authority
% The 'show crypto pki certificate verbose TEST' comand w ||l show the fingerprint

3.(FHAOpenSSLERFHWEERRE



EAOpenSSLEAPKCS1I2BREMEES , LAAEMHHESE ACisco I0S,

LINUX, UNIX8MAC(OSX)R4#il

User@linux-box$ openssl req -newkey rsa:2048 -nodes -keyout tmp.key -x509 -days 4000 -out tmp.cer -subj
"ICN=SelfSignedCert" &> /dev/null && openssl| pkcs12 -export -in tmp.cer -inkey tmp.key -out tmp.bin

-passout pass:Ciscol23 && openssl pkcsl2 -export -out certificate.pfx -password pass: Ciscol23 -inkey
tnp.key -in tnp.cer & rmtnp.bin tnp.key tnp.cer && openssl base64 -in certificate. pfx

M 11 8Q BAz CCCLcGCSqGSI h3DQEHAaCCCKgEggi kM | 1 oDCCALlc GCSqGSI b3DQEH

BgCCAOgwggNEAgEAM | DPQYJKoZI hve NAQe BMBWGCH qGSI b3DQEMAQYWDgQ Gnxm

t 5r 28FECAggAg! | DEKywl0snmucdQ& 1c0Ddf YXwUo8BwaBnz QrNOC awXNQ n2bT

vr hus6Lf RvVxBNPeQz2ADgLi kGxat w5EDgooM+I Euc KDURGLEot aRr VUSVK3EGM

nj C6Ko9CaM30vhAGEEXr k26cq+ON EuF3qudggRYv2gl Ber J2i UQNFsBI r vl GHRo

FphOTghVaAPxZS7hOB30cK1t MKHO a8EwygyBvQPf j j BT79QFgeex!| JFnt qYX/ P

Cisco I0S=Cisco 10S XE#& H 28 R fl

Router#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto pki trustpoint TEST

Rout er (ca-trust poi nt) #enrollment terminal

Rout er (ca-t rust poi nt) #revocation-check none

Rout er (ca-trust poi nt) #exit

Rl(confi g) #crypto pki import TEST pkcsl2 terminal password Ciscol23
Enter the base 64 encoded pkcsi2.

End with a blank line or the word "quit" on a line by itself:

M 11 8Q BAz CCCLcGCSqGSI h3DQEHAaCCCKgEggi kM | 1 oDCCALlcGCSqGSI b3DQEH
BqCCAOgwggNEAgGEAM | DPQYJKoZI hvcNAQe BMBWGC qGSI b3DQEMAQYWDgQ t y Co
Vh05+0QCAggAgl | DENUWY+UeuY5s| RZuoBi 2nEhdl Pd1t h/ auBYt X79aXG z/i EW

AN/
Gl

RER

i)
w

TERNBE

Rl#show crypto pki certificates TEST
Load for five secs: 5% 1% one mnute: 2% five mnutes: 3%
Tinme source is SNTP, 15:04:37.593 UTC Mon Dec 16 2019
CA Certificate
Status: Avail abl e
Certificate Serial Number (hex): 00A16966E46A435A99
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Sel f Si gnedCert
Subj ect :
cn=Sel f Si gnedCert
Validity Date:
start date: 14:54:46 UTC Dec 16 2019
end date: 14:54:46 UTC Nov 28 2030
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2, ANCHHEBERG T HREEER  UREERAMB R NERFRDNNERG E. B
BEFHE , F2H "BEEAL .

QUtEEREREEREMERABRNINER?

B. WEABESEMEAHISEMARCisco IOSHCisco IOS XEARNBEERBUAREARER
LHRENBERNER. FABEREEMLCAELENBENERTSLEELE,

QENERREECERAEREE"?

TEE, BEUTHARE=ZHBREHEENELE , H1ECisco IOSHCisco I0S XEEE LB ZFHFE
FREE, BEFAEERTEERFHERSRE, FEARBBCALERNEETZHEEN
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B /fTESHRLEE ?

BERNZE  SERMHEEETRAES  EERBNELE. EEAMENKEMPRRERK
, RAIAGERIFER , YaRMANERAER{ERZEEAENERA,


https://cway.cisco.com/cli/

EEERLT  BERHCHHEHENC|EN  EXHBHERNY , ZEEMCisco IOSFICisco 10S
XERAZBE AU EHZFEMNIBE BEIZRE A01/01/2020 00:00:00 UTC, I HEIZ% K HRE
BRI B EN  ENRESFEEMINAE.

Q: & f+ #2020 1 A1 H00:00:00 UTCHYZIRA B 7 ?

ZEFEEEIHEE., HRAEEEEES | 20201818 210Z EHj7ECisco IOSHCisco 10S
XEREHEUBEANEY  ER—EAAER,

QEBEERIZHERALE?

JE1715.6(03)M07. 15.7(03)MO5. 15.8(03)MO3%115.9(03)M:Z B #ICisco IOSARAHI LT BRI E S
, LAKIE1T16.9.1 2 BIR Cisco 10S XERRARI R BRI E M@

Q:EREBEMAE?

REERRRSEAN , UL EREZIIHEENTE  MRR | ARRERT E/MRTRRAR
=Rt R

QtRARR2RAER ?
T ETREZLRA , WATFEHERTEENAR.
Q:SSHEEZXE?

TR, SSHEERARSAZRY K EBFgfARE (EEBIHEEPRIN ) . EMCisco IOSEARE
, RATFET—EEE.

ip ssh server certificate profile
server
trust-point sign TP-sel f-signed- xxxxxx

Q:f#fCatalyst 2K, 3K, 4KFI6KFE A RHABLEERAE ?

HRERPolaristyF & ( 3650/3850/Catalyst 9KFE 5 ) , 16.9.154%& 1] A fix
¥MCDB¥ A , ##£15.2(7)E1aBi B iR EIEE

HREMBRBRYE .
RRXEEEST , BERMEKRBZEMHCCOMRE, T —ECCOMRAKAUFMBE,
HIRERA , FANAEMTANEESEC—.

QWAASS KR ?

WAASHEEEEETURERE , ER , AppNav-XEMH R EE BB RH R ETBHERERE
HKE, EEWREGEEERAppNavEI EHE XWAASH MK, @S2 , WAASTHEBEESE
T, BEENERSEF , EXRE[AEGIMR, BHRUEE , TRFEEECisco IOSEAE
BHEE  RAREEEATPREESRF,
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