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1.1 ASDMZ #PEM#E T # BE
1.2. CLIZEPEMEE
2.1 ASDMZ#PKCS12FE
2.2 CLIRHEPKCS12FE

B
Eif ASDM 18R #1 BH

&

AR HEREAUNMAE ASA L ZEREEMNE=7 SSL BRFE , ANERFiKA SSLVPN #
AnyConnect E#&,



BREMN

L&l {E A GoDaddy B, SEFEBRE S S Adaptive Security Device Manager (ASDM) 125 #
CLI HZ1EH,

AR

&K

ANHEEEFINZEENE=H Certificate Authority (CA) #TEBETM. F£=5 CA BENEH=
¥& ({EFRPRK ) Baltimore, B#®l, Entrust, Geotrust, G, Microsoft, RSA, Thawte &
VeriSign,

HEZBBEITE , AR ASA EFERNKERE,. FHREE, ETRRRITR K BEECHRK
BRIBEAGE (NTP) EAREER$ 1L ASA KB, Cisco ASA X5 — 81 CLI 4HAEER 3R 9.1
DEFEREATE ASA [EFERRERE A A HiIERE P B,

i
ARSTHEEREITEEE 0.4.1 LA ASDM 7.4(1) AREY ASA 5500-X,

ANHFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERRERER (HER
) AEREREE . MREHEREFT , FEARECEAEAESTRERNIZE,

A

AxX ;&

SSL BABESER SSL mREEm A FinRHtAKRERE  UERAFRNTRMKSRRE., TRE
BILTECRAEREXERE  RALAEUTRETEREANERCEEESAMRF[BR. WA
ERERENE  LACEREREFERCDERE MBS, BREAZEENE=TCA, UE
[(] ASA 3 SSL BEMABLAIR,

ASAME=FBELEWBHRES L ZBBLUTHRET


/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/basic_hostname_pw.html#pgfId-1297455
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Generate
CSR

SSL
Certificate
Renewal

Certificate
Installation
on ASA

CSR BXE
ELCSREMEMAX 09BN BELEMBHNE L.

F.2 /23 B Rivest-Shamir-Adleman (RSA) S5 El fi iR B 2 ZEE L (ECDSA) €REEL®R (M
8% A EFFHREAEA RSA N ECDSA 2BNER ) , BREFER (CSR) BAE,

CSREGEEEFERNIMNAEBNEHEANPKCSI0OBRILALE, PKIZELKRX R\BAR
ASAFICisco IOSH FEIHEHKK®.

~ L
1. [0 CA EEREEM £484H K/, CA/Browser Forum EERKE CA EAXWFIERE K44
B71E 2048 T E,
2. ASA BEIT X8 4006 {ut£i® ( BRHEER ID CSCuts3512 ) #1T SSL A fRESERE. {ER
, IKEv2 & 878X ASA 5580, 5585 K 5500-X & LA 4096 1 A fREFEE .
3. £/ CSR = FQDN #{Ify ASA 89 DNS B , UL A ZEENBERES , W EEREE
BERE,

EACSRINEER =&,

- {FHAASDMEE
« {FAASA CLIEE


http://www.cisco.com/c/zh_tw/support/docs/security/vpn-client/116039-pki-data-formats-00.html
http://www.cisco.com/c/zh_tw/support/docs/security/vpn-client/116039-pki-data-formats-00.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCut53512

« {EHO0penSSLE4.CSR
1. 5 ASDM 3% E

1.
2.

jgm&uConfiguration > Remote Access VPN > CertificateManagementjﬁiggldentity Certificateso
B—add o

i

Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint

(") Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:

o
A
(1]

File to Impart From:

@ Add a new identity certificate:

[l

Key Pair: .{Dehult-F'.SA—Key:: v-[ Shaow. .. ] [ Mew...

Certificate Subject DN: | CN=MainASA

|| Generate self-signed certificate

Art as local certificate authority and issue dynamic certificates to TLSProxy

Advanced...

Enable CA flag in basic constraints extension

l Add Certificate ][ Cancel ][ Help

3. ETrustpoint NameB A A EXETHE R,
4. #—F T Addanewidentity certificateRadio ( MR ) 1 %,
5. %ﬂ'ﬁéﬁﬁ%ﬁ , E‘E_—FNE\NO




-

L Add Key Pair
kKey Type: @ RSA ECDSA
Mame: Use default key pair name

@ Enter new key pair name: | 55L-Keypair

Size: Q0N e -
Usage: @ General purpose Spedial
Generate Mow | | Cancel | | Help

2S8R — RSASECDSA, (FBSRHISEAURREER, )

T TEnter new key pair nameRadio ( fHIER ) 1 &, AFBIENEIRESH/YEERE,

TN Generate Nowo %ﬁﬁﬁ' B,

6. 1%

7. 8% —

8. 1B 1FKey Sizeo IEFEGeneral Purpose for Usage RSA.

9. #&—

0. EERFEELTEDN , FBFIE— Tsdet, AREE T RPIHHEM :

Attribute Description

CM FODN (Full Qualified Domain Name) that will be used for
connections to your firewall. For example, webvpn.cisco.com

ou Department Name

QO Company Name (Avoid using Special Characters)

C Country Code (2 Letter Code without Punctuation)

St State (Must be spelled out completely. For example, Narth
Carolina)

L City

EA Email Address

BELE ,

A iEAttribute TRLREFRE—EE , WAE , RAEE—TAdd,




"

] Certificate Subject DN

Attl'lbutE l'-"alUE
DN Attribute to be Added Eﬂmmﬂn N:me [itigl}) ;pn.rema';easa.c.:.m
| 1 ompany Mame ompany Inc
Attribute: |- Select Attribute — - Add == pany pany
- : Country (C) s

Value: State (5t) California
Cocaton ()

[ Ok ][ Cancel H Help ]

N g HEESSUREEEREERSARESTELRERN. NETREEENE
%, R E R,

1. FIEENER , B—Tok, RFAEETRAI Identity Certificate 55548 , HHIEHE
Subject DN field popul ated.
12. #—F "Advanced. »

-

©

.| Advanced Options @

Enrollment mode parameters and SCEP challenge password are not available for self-signed certificates.

i Certificate Parameters || Enrollment Mode | SCEP Challenge Password

FODM: vpn.remoteasa.com
E-miail:
IF Address:

[ Indude serial number of the device

l Ok, H Cancel H Help l

13. #EFoontBfz e | A AR Internetfh & B MFQDN, #— ok,

14. EREMERRFZEFBEFRERA CAEER, REH CAESNREBKARELELE
R ASA 1% CA BE., EXRFIERSHRINBENEIRESAS CA, UREEHBIEZEN
BEBRECHNRARE. BUCHETRZBRENZBLEER,

15. #—Tok , RE IR — T Add Certificate. "A prompt ( BRIBETR ) 1 SUSCSRERFZIAER L8



Identity Certificate Request @

To complete the enrollment process, please save the PKCS10 enrollment
reguest (CSR) and send it to the CA.

You will then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.

Save CSR to File: | C:\Users\admin'Desktop\S5L-CSR | Browse...

| QK | | Cancel | | Help |

16. #H— Terowse , BEEMEFCSRNMUE , W EFREBREFER,

N oaE . EREUERSEEE  TUEATARES (MREEA ) ERARE
PKCS#105E 3K,

2. {5 ASACLI 52 %E

£ ASDM /1 |, ERMESE CSR L HE CA BER , FENSEHEY., #CLIF , XEFHEY
EER.

<ttroot>

! Generates 2048 bit RSA key pair with label SSL-Keypair.

MainASA(config)#

crypto key generate rsa | abel SSL-Keypair nodul us 2048

INFO: The name for the keys are: SSL-Keypair
Keypair generation process begin. Please wait...

I Define trustpoint with attributes to be used on the SSL certificate
MainASA(config)#
crypto ca trustpoint SSL-Trustpoint
MainASA(config-ca-trustpoint)#
enrol I nent termnal
MainASA(config-ca-trustpoint)#

fqgdn (renoteasavpn.url)



MainASA(config-ca-trustpoint)#

subj ect - nane CN=(asa. renot evpn. url), O=Conpany | nc, C=US
St =Cal i forni a, L=San Jose

MainASA(config-ca-trustpoint)#
keypai r SSL-Keypair
MainASA(config-ca-trustpoint)#

exit

I Initiates certificate signing request. This is the request to be submitted via Web or
Email to the third party vendor.

MainASA(config)#

crypto ca enroll SSL-Trustpoint

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate is
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]:
yes

% Start certificate enrollment ..
% The subject name in the certificate is: subject-name CN=

(renot easavpn. url)

0=Company Inc,C=US,St=California,L=San Jose

% The fully-qualified domain name in the certificate will be:

(renot easavpn. url)

% Include the device serial number in the subject name? [yes/no]:

no

Display Certificate Request to terminal? [yes/no]:
yes

Certificate Request:

MIIDDjCCAfYCAQAwgYkxXETAPBgNVBACTCFNhbiBKb3NTMRMWEQYDVQQIEwWpDYWxp
Zm9ybm1hMQswCQYDVQQGEwIVUzEUMBIGALUEChMLQ29tcGFueSBIbmMxGjAYBgNV
BAMTEXZwbi5yZW1vdGVhc2EuY29tMSAwHgYJKoZIhvcNAQkCFhF2cG4ucmVtb3R1
YXNhLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAKG62NhbIktTK
uR3Q4TmksyuRMgINrb9kXpvA6H200PuBfQvSF4rvVnSwKOmu3c8nweEvYcdVWV6Bz
BhjXeovTVil7FINTceaUTGikeIdXC+mwliE7eRsynS/d4mzMwWImrvrsDNzpAW/EM
SzTca+BvgF7X2r3LU8Vsv60i8yThco9Fz7bWvRWVtO3NDDbyo1C9b/VgXMuBitcc
rzfUbVnm7VzZDOf43j r9EXgUwXxcQidWEABTFrXrtYpFgBo9aqImRp2YABQLieP4cY
3rBtgRjLcF+S9TVHG5m4v7v755meV4YqsZIXvytI0zVBihemVxaGAloDwfkoYSFi
4CzXbFvdG6kCAWEAAaA/MDOGCSqGSIb3DQEIDjEWMC4wDgYDVROPAQH/BAQDAgWg
MBWGA1UdEQQVMBOCEXZwb1i 5yZW1vdGVhc2EuY29tMAOGCSqGSIb3DQEBBQUAA4IB
AQBZuQzUXGEBO1x1yuPKOZkRz8bPnwIqLTfxZhagmuyEhrN7N4+aQnCHj850]ane



4ztZDiCCoWTerBS4RSkKEHEspu9oohjCYuNnp5ga91SPrZNEjTWwOeRn+gKbId2]
jE6Qy4vdPCexavMLYVQxCny+gVkzPN/sFRk3EcTTVq6Dxxaebplijmiga7gCph52
YkHXnFnellLQd41BgoL1Cr9+hx74XsTHGBmI1ls/9T50AX26Ym+B21 /4 /DP5BktIUA
8GvIY1l/ypj9K049fP5ap8alOqvLtYYcCcfwrCt+00jOrZ1YyJb3dFuMNRedAX37t
DuHNT2EYNpYk3jVklwI53/5w3

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]:

no

I Displays the PKCS#10 enrollment request to the terminal. Copy this from the terminal
to a text file to submit to the third party CA.

3. f£ OpenSSL &4 CSR

OpenSSLE f# FopenssL configh RARFAICSREEXFFANEMN. HEFFEH CSR MARSRE
4,

/N EE BRRFERNARESAEEMARLE RATERARSHSEM,

5
it

1. B4 OpenSSL ZERNPTHIEFIRFK. BMRMac OSXHIGNU/LinuxfERE , FHREBERT
gRRMER,
2. YD 2 ThEE B &%,

EWindows Et : FERIERT , EAERLREEc\openssbinF . EHVERBRBSIRTRETT,
EMac OSX/Linuxt : EZE S CSRATEMN B "&ik, RE,

3. A EAREBMN I ARESEYOpenSSLEERER., TiE , £ L—SHEINMLEE
ERZEES openssl.enf(IIRRA50.9.8h R ESIRA , BIHE R Bopensd cig)
<#root>

[req]

default_bits = 2048

default_keyfile = privatekey.key
distinguished_name = req_distinguished_name
req_extensions = reqg_ext

[reqg_di stingui shed_nane]

commonName = Common Name (eg, YOUR name)
commonName_default = (asa.remotevpn.url)

countryName = Country Name (2 Tetter code)
countryName_default = US

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = California

locaTlityName = Locality Name (eg, city)



TocalityName_default = San Jose

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Company Inc

[reqg_ext]

subjectAltName = @alt_names

[al t _nanes]

DNS.1 = *.remoteasa.com

4. ERALETESE CSR AR SR

openssl req -new -nodes -out CSR.csr -config openssl.cnf

<tfroot>

# Sample CSR Generation:

openssl req -new -nodes -out CSR csr -config openssl.cnf

Generate a 2048 bit RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Common Name (eg, YOUR name) [(asa.remotevpn.url)]:

Country Name (2 Tetter code) [US]:

State or Province Name (full name) [Californial:

Locality Name (eg, city) [San Jose]:

Organization Name (eg, company) [Company Inc]:

HEFEEFERN CSRIEXEFE =7 CARRE, BEKER , CAESRHISAFEBEN CABRER
R ASA.

£ CA E4L SSL B

T—3 2% CAESZHEEN CSR, CA BSRMUMEE K PEM mIGH B 28 51&F , & PKCS12
BEN CABEEN,



MRCSREEASAIED ( BiBOpenSSLHECAR T ) ELEN , AIEBRBFNCAERENPEMIRIR S
HNEETEABBNERER. HEBRM THEL THRBHEIEFPKCSI12ER ( .p12:.pfixig
) PEVSER,

HEAXHH , HFIEA GoDaddy CA #A%EH] , 5 2B BRLEE ASA, ILENEHEMCARK
BT E, ERE e , FFARRCAESR.

£ GoDaddy CA E4 SSL BRI

& SSL BRBEEVRRERER , FEEE GoDaddy tRF X #1R SSL BF¥. HPXLESEH
EIJZ'E\ER%O E_-FManage F%J o

€ ssLcerTiFicaTES

A Rsiiets =
Azcounts - Expirstion date
HEW CERTIFICA
tandard S5
Dinplarping 1-1 of 1 acoounts Rosults porpage: 5 B Ll B Ea Eud

Musedd Bl weith yoisr 851 CortifiemiesT Vish O=Daddy Suppon
Haad Bore 5L Certificabas? Uuy Addtcnal Plans

BEEEEREH CSRER (BFAR) .
RIBW AN CSR , CASYHHERBEBENREEE.
R L A1 2 RS ASA BY FQDN,



Choose website

(O Select a domain hosted with us

@ Provide a certificate signing request (CSR)
Certificate Signing Request (CSR) Learn maore

APIOKO48fPSapBalOgvLty Y o CofwrCi+OojOrZ 1 YyvJo3dFuMN Red AX 3T
DuHNIZEYNp YKV 1wIS3/5w3
-----EMND CERTIFICATE REQUEST-----

Domain Mame (based on CSH):
vpn.remoteasa.com

Domain ownership

We'll send an email with a unique code to your address on file. Follow its instructions to
verify you have website or DNS control over the selected domain. More info

AND
We can send domain ownership instructional emails to one or both of the following:

Contacts listed in the domain's public WHOIS database record
Emaill addresses: admin@[domain], administrator@[domain], hostmaster@|damain],
postmaster@[domain], and webmaster@[domain)

Hide advanced options

Signature Algorithm Learm more
GoDaddy SHA-2 j

| agree to the terms and conditions of the Subscriber Agreement.

~ JEE:GoDaddy M A ZLHHMCAFEFASHA-2ESHA256E AT B E R B EE £, ASATE
SHA-2E B EE L , BOEE L188.2(5)[ 8.3RTARA]F8.4(1)[8.3%& Mk AR 5 (B RHRIEID
CSCti30937), MREM 8.2(5) = 8.4(1) LABTHIMRAS | 551818 SHA1 EEEE %,

RBRXEXR® , GoDaddy 2 EBBER , BREEE,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCti30937

BMEBEERE , GoDaddy ERBIEKBEIRF,
BEE AT ASA THERETRE, B—THEE LHpownicad , AEREERE.

Cerificates  Repository Help ~  FReport EV Abuss

All > vpn.remoteasa.com

Standand 551 Cortficaly

Certificate Managemant Options Digplay your SSL Certificate
security saal
Diesign your seal, copy the code,
0 a aned paste it in your site looker,
Crhor
rr— Rinveisg Light j

(B

Certificate Details Engieh A

Status Camand BSsusd
P

Dhceriin nams VERLAmOb Com m “i'f!““*'”’ﬂ.

Encryplion Strength Gy SHA-2 Coda
e e el m o]

Viidity Period TS - TRA18 ltype="temsvancros”
e e S

Shinrial M urrinas Do AR B 0T DA08 o FTIO  Whddntcrnn, e
Gt 0 gy

EiFothe "Server Type ( AIAREFELR] ) 4 I TEFESzipHHZ,

Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com > Download Certificate

Standard SSL Certificate

To secure your site that's hosted elsewhere, download the Zip file that matches your hosting server
type. Then, install all of the certificates in the Zip file on your hosting server, including any intermediate
certificates that might be needed for older browsers or servers.,

First time installing a certificate? View Installation Instructions for the selected server,

Sarver type

Select ... *

Select ...

Apache
Exchange
ns Cancel

Mac OS5 X
Tomcat




zZip BREBEFDHBIBEM GoDaddy CA BEHEEEMHMAMBRMER ct R, FRELE
SSLEE , MEHEASALZRELRE.

1£ ASA &gt SSL BF
SSL BREAULTHMESS , i#EIB ASDM = CLI £ ASA &t :

1. BL PEM X2 BIEA CA & %5 #BIEE.
2. REAN PKCS12 18 ( #& CLI B9 base64 fmfis ) , HEF 5 2R FIEHE. CA ZBEBERALZEBES
7 PKCS12 X,

N = MBCARMCAREN  AIREEARNERCSRUELE LN B REBH LR
FEICAEE. R CA BRNEMHMTE CA BRARKNINESER.

1.1 (£ ASDM %% PEM B & 25 B8 H

RENZH SRR CA SRMELE PEM & (.pem, .cer, .crt) WEDEBIEEM CA BRE
#

1. 7 2 configuration > Remote Access VPN > Certificate Management , A 181212 CA Certificates.
2. MR FimESR P& PEM RiIGHERRE , AREE=FREIREMHN base64 CA BEEHILAL
L+ XF AL



Install Certificate @

Trustpoint Mame: S5L-Trustpoint

(7) Paste certificate in PEM format:

() Use SCEP:

SCEP URL: http://

Retry Period: 1 minutes
Retry Count: ] (Use 0 to indicate unlimited retries)
| More Options... |
Install Certificate | | Cancel | | Help |

3. #&—"F Tlinstall certificate

4. 2"gf;}fiiCom‘iguration>RemoteAccessVPN> Certificate Management %?ﬁ&ggﬁﬁ%%o

5 ZMAMEYNE ZEBIBE, E—insal To

6. H—TREEIRIZMI B ZPEMIRIER B 19 B insal from afile , B H& TE XA Hw 45 25+ BHEX
PEMRIRNREE A ARERE= S HEBHRMUNbase64F T EL A H R LB XABALF.



Configuration > Remote Access VPN > Certificate Management > Identity Certificates O

Issued To Izsued By Expiry Date Asszociated Trustpoints Usage Public Key Type Add

NotAvaiable pendng... [SsLTusipon: Shieon | Ie——

[vpn.remoteasa...

Export
Install Identity certificate 5™ Instal
Find:| Identity Certificate
Certifi i@ Install from a file: |C:\Users\adminiDesktop\Cert Doc\25cd 73298407
5e () Paste the certificate data in base-64 format:
Re
Public CA
Get yq trust, Entrust offers Cisco customers a spedial
promo|
Using Install Certificate l [ Cancel ] [ Help ]
ASDM Id

The Cisco ASDM Identity Certificate Wizard assists you in creating a self-signed certificate that is required for launching ASDM through launcher,

[ Launch ASDM Identity Certificate Wizard ]

7. & — T Add Certificateo

& )

. Information @

Certificate import succeeded.

8. 2‘g}'&ﬁ:—bﬂCom‘iguration > Remote Access VPN > Advanced > SSL Settingso
9.7 "BFEL TH , EEARK L WebVPN EXBEERNNE, FLEHI+ , FAEANRINIEN
Mo
10. & — TEdito
11. £ "Certificates; THHIEEH , WBEFEMRENEFE,



Configuration > Remote Access VPN > Advanced > S5L Settings |

Server Mame Indication (SNI)
Domain Certificate Add
[F Select SSL Certificate 23] Edit
Specify enrolled trustpoints to be used for 55L authentication and VPN load balancing on the outside Delets
interface. To enroll a trustpoint, go to Device Management > Certificate Management = Identity
Certificates.
Interface: outside —
Primary Enrolled Certificate: i55L—Trustpoint:m=vpn.remoteasa.com, ou=Domain Con... w
Load Balancing Enrolled Certificate: i— MNone -- -
Certificates
Spedify which cer QK ] [ Cancel l [ Help pn interfaces not
associated with a
Interface Primary Certificate Load Balancing Certificate Edit
inside

m

Fallback Certificate: —Mone — -

Forced Certification Authentication Timeout: 2| minutes 4

1

12. ¥ —T ok,
13. B — T applyo IR EREANKLEREENHHFIEWebVPNEFE,

1.2. £H CLI £% PEM B&E

<#root>
MainASA(config)#

crypto ca authenticate SSL-Trust point

Enter the base 64 encoded CA certificate.
End with the word"quit'on a Tine by itself

————— BEGIN CERTIFICATE----- MIIEADCCAuigAwIBAgIBADANBgkghkiG9wOBAQUFADBjMQswCQYDVQQGEwIVUzEh MB8GALUECh

11 - Installing Next-level SubCA in the PKI hierarchy

11l - Create a separate trustpoint to install the next subCA certificate (if present)
in the hierarchy leading up to the Root CA (including the Root CA certificate)

MainASA(config)#crypto ca trustpoint SSL-Trustpoint-1



MainASA(config-ca-trustpoint)#enrollment terminal
MainASA(config-ca-trustpoint)#exit

MainASA(config)#

MainASA(config)# crypto ca authenticate SSL-Trustpoint-1
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIEfTCCA2WgAwWIBAgIDG+cVMAOGCSqGSIb3DQEBCWUAMGMXxCzAIBgNVBAYTATVT
MSEwHwYDVQQKExhUaGUgR28gRGFkZHkgR3JvdXAsIETuYy4xMTAVBgNVBASTKEdv
IERhZGR5IENSYXNzIDIgQ2VydGlmaWNhdG1vbiBBdXRob3JpdHkwHhcNMTQWMTAX
MDcwMDAwWh cNMz EWNTMwMD cwMDAwWW j CBgzELMAKGA1UEBhMCVVMXEDAOBgNVBAQT
BOFyaXpvbmExEzARBgNVBACTCINjb3R0c2RhbGUXxGjAYBgNVBAOTEUdVRGFkZHku
Y29tLCBIbmMuMTEWLWYDVQQDEyhHbyBEYWRkeSBSb290IENTcnRpZmTjYXRTIEFL
dGhvcm10eSAtIEcyMIIBIjANBgkghkiGO9wOBAQEFAAOCAQS8AMIIBCgKCAQEAV3F1
CPHEWTT3G8kYo/eASVjpIoMTpsUgQwE7hPHmhUmfJ+r2hBtOoLTbcJjHMgGXxBT4H
Tu70+k8VvWTA1565ZVmvigAf88xZ1gD1Re+X5NbZ0TgmNghPktj+pA4P60r6KFWp/
3gvDthkUBcrqw6gETDtGfDIN8wWBmMIsiNaW02jBEYt90yHGCOOPoCjM7T3UYH3go+
6118yHz7sCtTpJJiaVET1BWEaARIGMLKTDT1iPfrDgBmg4pxRyp6V0etp6eMA05zvGI
gPtLXcwy7IViQyUOATYNnAZGOO3AqP26x6]yIAX2f1PnbU21gnb8s51iruF9G/M7E
GwM8CetIMVXxpRrPgRWIDAQAB04IBFzCCARMWDWYDVROTAQH/BAUWAWEB/zAOBgNV
HQ8BAf8EBAMCAQYwWHQYDVROOBBYEFDqahQcQZyi27/a9BUFUIMGU2g/eMB8GAL1Ud
IwQYMBaAFNLESNKR1EwRcbNhyz2h/t20atTjMDQGCCsGAQUFBWEBBCgw]jAkBggr
BgEFBQcwAYYYaHROcDovL297jc3AuzZ29kYWRkeS5jb20vMDIGATIUdHWQrMCkw]6A1
0COGIWhOdHAGLY9jcmwuZ29kYWRkeS5jb20vZ2Ryb290LmNybDBGBgNVHSAEPZzA9
MDsGBFUdIAAwMzAXxBggrBgEFBQcCARYTaHROCHM6LY93jZXJ0cy5nb2RhZGR5LmNY
bS9yZXBvc210b3]5LzANBgkqghkiGOwOBAQsFAAOCAQEAWQtTVZKGEacke+1bMc8d
H2xwxbhuvk679r6XUOEwf7o0oXGKUwuN+M/f7QnaF25UcjCIYdQkMiGVnOQoWCcWg
0JekxSOTP7QYpgEGRIHjp2kntFo1fzq3Ms3dhP8q0OCkzpNlnsoX+oYggHFCIyNwq
9kIDNOzmiN/VryTyscPfzlLXs4J1etOTUIDyUGAzZHHFIYSaRt4bNYC8nY7NmuHDKO
KHAN4v6mF56ED71XcLNa6R+gh10773z/aQvgSMO3kwvICITErFOUZzdsyqUvMQg3
gm5vjLyb41ddJIGv15echK1lsrDdMZvNhkREg5L4wn3qkKQmw4TRFZHCYQFHTjDCm
rw==

INFO: Certificate has the following attributes:
Fingerprint: 81528b89 el65204a 75ad85e8 c388cd68
Do you accept this certificate? [yes/no]: yes

Trustpoint 'SSL-Trustpoint-1' is a subordinate CA and holds a non self-signed certificate.
Trustpoint CA certificate accepted.
% Certificate successfully imported

BGL-G-17-ASA5500-8 (config)#

1"l - Simlarly create additional trustpoints (of the name "SSL-Trustpoint-n",
where n is nunber thats increnented for every level in the PKI hierarchy) to
import the CA certificates leading up to the Root CA certificate

1"l - Inporting identity certificate (inport it in the first trustpoint that was
created nanely "SSL-Trustpoint")

MainASA(config)#

crypto ca inport SSL-Trustpoint certificate



WARNING: The certificate enrollment is configured with an fgdn that differs from the system fqdn. If th

yes

% The fully-qualified domain name in the certificate will be:

(asa.renmotevpn. url)

Enter the base 64 encoded certificate. End with the word "quit" on a Tine by itself
----BEGIN CERTIFICATE-----
MIIFRjCCBC6gAWIBAgIIJclzqYQHBgUWDQYJIKoZIhvcNAQELBQAwghQxCzAJBgNV
BAYTATVTMRAwWDgYDVQQIEwdBcm16b2 5hMRMWEQYDVQQHEWpTY290dHNKYWx TMRow
GAYDVQQKEXFHbORhZGR5LmNvbSwgSW5jLjEtMCsGALUECXxMkaHROcDovL2NTcnRz
LmdvZGFkZHkuY29tL3J1cG9zaXRvcnkvMTMwWMQYDVQQDEYypHbyBEYWRkeSBTZWN1
cmUgQ2VydGTmaWNhdGUgQXV0aG9yaXR5ICOgRzIwHhcNMTUwWNZzIyMTIwNDM4WhcN
MTYWNzIyMTIwNDM4WjA/MSEwHWYDVQQLExhEb21hawW4gQ29udHIvbCBWYWxpZGFO
ZWQxGjAYBgNVBAMTEXZwbi 5yZW1vdGVhc2EuY29tMIIBIjANBgkghkiGOwOBAQEF
AAOCAQ8AMIIBCgKCAQEArrY2Fv2S2Uq5HdDhOaSzK5Eyok2tv2Rem8DofbTQ+4F9
CI9IXitWdLAo6a7dzyfB4S9hx1VZXoHMGGNA61 INWLXsWUINXx5pRMaKR4h1cL6bDW
ITt5GzKdL937bMxYmau+uwM30kBb8QXLNNxr4G+oXtfavctTxWy/o6LzKWFyjOXP
tta9FZW07cOMNVKiUL1vIWBcy4GK1xyvNIRtWebtVkM5/10vOReBTBfFxCI1YQAG
UwteulikWAGjlgomZGnZgAFDWI4/hxjesG2BGMtwX5L108cbmbi/u/vnmZ5Xhigx
<snip>
CCsGAQUFBwWIBFitodHRwO1i8vY2VydGImaWNhdGVzLmdvZGFkZHkuY29tL3]11cG9z
aXRvcnkvMHYGCCsGAQUFBwEBBGowaDAkBggrBgEFBQcwAYYYaHROcDovL29jc3Au
Z29kYWRkeS5jb20vMEAGCCsGAQUFBzAChjRodHRwWO1 8vY2VydGTmaWNhdGVzLmdv
ZGFkZHkuY29tL3J1cG9zaXRvcnkvZ2RpZzIuY3JOMB8GA1UdIwQYMBAaAFEDCvSeO
zDSDMKIz1/tss/COLIDOMEYGALUJEQQ/MD2CEXZwbi5yZW1lvdGVhc2EuY29tghV3
d3cudnBuLnJTbW90ZWFzYS5jb22CEXZwbi 5yZW1vdGVhc2EuY29tMBOGA1UdDgQW
BBT7en7YS3PH+s4z+wTR1pHr2tSzejANBgkqghkiGOwOBAQs FAAOCAQEAO9H8TLNX
2YOrYdI6gS8n4imaSYgINi/9Nb6mote3J2LELGIOHYIm/zUCR5yVktra9azdrNUAN
1hjBJ7kKQScLC4sZLONdqGluTP5rbWROyikF5wSzgyMwWd03kOR+vM8q6T57VvRst5
69vzBUuJc5bSulIjyfPP19z11+B2eBwUFbVFXLnd9bTfiGImSmC+4V63TXFxt10q
xkGNys3GgYuCUy6yRP2cAUV1Tc2tYtaxoCL8yo72YUDDgZ3a4PyO1EvC1FOaUtgv
6QNEOYwmbJkyumdPUwko6wGOCOWLuUmzv5gHnhi168HYSZ/4XI1p3B9Y8yfG5pwbn
7puhazH+xgQRdg==

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

! Apply the newly installed SSL certificate to the interface accepting SSL connections

MainASA(config)#

ssl trust-point SSL-Trustpoint outside

2.1 £ ASDM &% PKCS12 BF

HEASALRERKCSRIVERT (FIMERAFARERERUCESE ) , SORENLBEAERBNE
RNEEEFIPKCS12E3 ( .p12FpixtEN ) M. %ER%M&’“EUE’J BE , FEEA TSR,

1. BB EFCABRENFIRE BRI EMPKCS12IERP, itk B EI2HF A OpenSSL #H1TIE
EENTR., MREHCAEH, FEREETT S,

2. 2gﬂ"‘])-:_l,;tuConflguratlon>RemoteAcce@r.sVPN>CertlflcateManagement, ) %Tﬁlgg Identity Certificates.

3. #&— T Addo

4. EEGEHRER,




5. % —TE mport the identity certificate from afilelZ IR,

6. M AFAREN PKCS12 ERWEHZTE, BIBEIWER PKCS12 ER, M ARTFE/ZG,

i

[} Add Identity Certificate

Trustpoint Mame: S5L-Trustpoint-PECS12

Decryption Passphrase: |[sssssses

File to Impart From: C:Vsers\admin'Desktop\SSL-Cer Browse...

(") Add a new identity certificate:
Key Pair: zDefault-RSa-Key = Show. ..
Certificate Subject DM:  [CH=MainASA Select. ..
Generate self-signed certificate

&rt as local certificate authority and issue dynamic certificates to TLSProxy

Enable CA flag in basic constraints extension

l &dd Certificate ][ Cancel ][ Help

i@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

o

e |
Alvalieed, ..

5

-

7. 8T THERE



@ Information

Certificate import succeeded.

8. Efin Elconfiguration > Remote Access VPN > Advanced , A8 I1E1E soL Settings.
9.7 "BE.L TFH , BERMKIL WebVPN /EXMEERMNNHE. EHEHFIF , FIERBRATN
Ho
10. & — T edito
1.7 "BF. THNRXNBEES | BEFLZENER.

Configuration > Remote Access VPN > Advanced > 551 Settings

Server Name Indication (SMI)

Domain Certificate Add
Edit
Delete
[£) Select S5L Certificate [

Specify enrolled trustpoints to be used for 551 authentication and VPN load balancing on the
outside interface. To enroll a trustpoint, go to Device Management > Certificate Management >

Identity Certificates.
L] Interface: outside
Cert] Primary Enrolled Certificate: :SSL—Trus'q:uoint-PKCS 12, S5L-Trustpoint:cn=vpn.remot...
50 Load Balancing Enrolled Certificate: :— Mone — - cate wil be used oninterfaces not

as)

[ 0K ][ Cancel ][ Help ] Edit
outside _[sSL-TrustpointPKCS12, SSLTnustpoint... ||

12. #— T okKo




13. B — T applyo IR EREANKLEREENHHNFIEWebVPNEFE,

2.2 fiEA CLI &% PKCS12 B#&

<#root>

MainASA(config)#
crypto ca trustpoint SSL-Trustpoint-PKCS12
MainASA(config-ca-trustpoint)#
enrol I ment termnal
MainASA(config-ca-trustpoint)#

exit

MainASA(config)#

crypto ca inport SSL-Trustpoint-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:

————— BEGIN PKCS12-----
MIISNwIBAzCCEfEGCSqGSIb3DQEHAaACCEeIEghHeMIIR2jCCEAYGCSqGSIb3DQEH
BqCCEccwghHDAgEAMIIRVAYJKoZIhvcNAQcBMBsGCiqGSIb3DQEMAQMWDQQIWO3D
hDt1i/uECAQGAghGQ9ospee/qtIbVZh2T8/Z+5dxRPBcStDTqyKy7g3+9ram5AZdG
Ce9n5UCckqT4WcTjs7XZtCrUrt/LkNbmGDVhwGBmYWi0S7npgalqOeoqiJRK+Yc7
LNOnbho6I5WfL56/]1ceAMIXDLr/Iqqlg2QAApGdN+F5vANSHse2GsAATewBDLt7
Jy+SKfoNvvIw9QvzCiUzMjYZBANMBAMCQ13H+YQTHitT3vn2/iCDTzRSuXcqypEV
g5e3hei00751E8TDLWMO3PMvwIZqi8yzWesjcTt1lKd4FoIBZpB70/v9LntoIUOQY7
kIQM8fHb4ga8BYfbgRmMG6mMkMmO1STtbSv1vTal9WTmdQdTyCa+G5PkrryRsy3wWwl
TkGFMhImmrnNADF7Hmzbys1VohQZ7h091iVQY9krJogoXHjmQYxG9brf0oEwxSIDa
mGDhhESh+s/WuFSV9Z9kiTXpINZxpTASoWBQrrwm05v8ZwbjbVN]7sVdbwpU16d+
NNFGR7LTqO8hpupeelnY9elc2yYqeAXWXQ5kL0Zo6/gBEdGtEaZBgCFK91Z3b13A
xgxGifanWPnLYG611NKuNjTgbjhnEEYI2uZzUOgxn1Ka8zyXw+1zrKulscDbkAPZ
wKtw8K+p40zXVHhuANo6MDVTfNRY1KQDtyK1inoPH5ksVSES5awkVam4+HTcqEUfa
16LMana+4QRgSetJIhUOLtSMaQfRIGkha4]Lq2t+]rCAPz20sARTTsBOjQBNg6YNJ
0uB+gGk2G18Q5NT1n6K1fzOXBFZLWEDBLsaBROSMANE7wWt00+4awGYqVdmIF11kf
XIRKAiQErlpZ6BVPuvsCNIxaaUHzufhYI2ZAckasKBZ0T8/7YK3fnAaGoBCz4cHa
02EEQhg2aYb6YTvO+wtLEWGHZSbGZEM/u54XmsXAI7g28LGIYdfWi509KyV+AclV
KzHgXZMM2BbUQCNCTF51IMiW+r62k42FdahfaQb0Ov]sIe/IwkAKG7y6DIQFsOhwg
Z1PXiDbNrlk4e8L4gqupMKWg853PY+0Y22rLDC7buT1CKtixIYBCvbn7dAYsI4GQ
16xXhNu3+1iyeOHgbUQQCFTU/mBrA0Z0+bpKjWOCFgNBuYnZ6kUEJCI7GFLHIQqtM
K7YinFLoHwWTWb1i3MsmqVv+Z4ttVWy7Xmiko02nMynIMP6/CNV80OMxMKdC2gm+clj
s4Q1KcAmFsQmNp/7SIP1wnvOc6]bUmC10520U/r8ftTzn8C7WL62W79cLK4HOr7]
sNsZn0z0J0Z/xdZT+cLTCtVevkKIJOQMK3vMsi0uy52FkuF3HnfrmBgDkbR7yZxELG
RCELOEDdbp8VPO+IhN1yz1q7975SscdxFSLOTvjnHGFWd14ndogN+bLhWbdPjQuwV
13W2NCI95tmHDLGgp3P001S+RjdCEGGMg+9cpgBfFC1]ocuTDIECUbIBY8QRUN1S
/ubyUagdzUKtlecfb9hMLP65ZNQ93VIw/NIKbIm7b4P/1Zp/1FP5eq7LkQPAXE4/
bQ4mHcnwrs+JGFkN19B8hJImmGoowH3p4IEvwZy7CThB3Elejw5R4engmrgvHgpQe
B70dN10FLAHdo1G5BsHExTuNEsEb40Q0OpmKXidDB5B001bIsr748fZ6L/LGx8A13
<snip>
1jDgxyfQXY4zSyt1jSMwMtYA9hG5179Sg7pnME1E9IXq1D00RGg8vgxTwiciKtLxp
LLOReDY31KRYvOOVWOgf+tE71ST/3TKZvh0sQ/BEOV3kHnw1dejMFH+dvyAA9Y1E
c80+tdafBFX4B/HP46E6heP6ZStOXATRW1/JF4TjNVUNVOOVEVTR2FTyWpzZFY8A
GG5XPIA80WF6WKEPFHICN8scY+Vot8kXxG96hwt2Cm5NQ20nVzxUZQbpKsijs/2jC
3HVFe3UJFBsY9UXTLcPXYBSIG+VeqkI8hWZp6c1TFNDLY2ELDY1Qzp1mBg2FujzZa


]a94c6AfgxXy9z0+FTLDQwzxga7xC2krAN1
yHXR2KHN5YeRL+KDzu+u6dYoKAz+YAgwTW6KbeavALSuH4EYqcvg8hUEhp/ySiSc
RDhuygxEovIMGfES4FP5V521PyDhM3DgwhnOvuYUmYnX8EXURkay44iwwI5HhqYJ
TptWyYo8Bdr4WNwt5xqszGzYR6mmGeAIin7bDunsF1uBHWYF4dyK1z1tsdRNMYqQ
+W5g+QjVdrj1dwv/bMFOaqEjxeNWBRqjzcff3BxMnwvVxtggxFvRh+DZx1iJoiBG+
yx7x8np2AQ1rOMETSSxbnZzfnKZKVvBVMkIC6]smt2WEVTQvoFJ8em+nemOWgTi/
hHSBzjE7RhAucnHuifOCX0gvR1SDDqyCQbiduclQjXNOsvA8Fgbea9WEH5khOPv3
pbtsL4gsf12pv8diBQkVQgiZDi8Wb++7PR6ttiY65kVwrdsoNT1l/qq+xwW0d3tB4/
zoHILEMgTy9Sz7myWrB9EOOZ8BIjL1M80oMigEYrTDOc3KbyW1S9dd7QAxiuOBaX1l
818910ydvTBzmqgcjeSsFH4/1INHn5Vnf0ZnNpui4uhpOXBG+K2zJUIXm6dqlAHBTE
KQFsFZpNNyave0Kk81zQnLAPd70UU/Iksy0CGQozGBH+HSZzVp1RDjrrbC342rkBj
wnI+j+/1JdWBmHdIMZCfoMZFLSI9ZBqFirdiil/NRu6jh76TQor5TnNjxIyNREJC
FE5FZnMFvhM900LaiUZff8WwWCOfeRDMttLXblnuxPF1+TRk+LNTPLVptWgcxzfsr
IXrGiwjxybBB9oCOrACq8fGAtEs8WRxJyDH3Jjmn91i /G161 1mMCUF//LxAH2WQx8
Ld/qS50M21FCFfDQjxAjOK6DEN5pUebBv1EM5SOHXvyq5nxgUh4/y84CWakKjwOMQ
5tbbLMTnc7ALIJI9LXxZ97YiXSTyeM60BXBFx6Rpk1kDv0O5m1BghSpVQiMcQ20RIkh
UVVNbSHO19S3cb5wgxaWgAKBgb4h1luLGVbYWZf2mzLZ8U5U57 01 qoMBgNZbzTXp0O
EqQEFuatT11QvCRbcKS3xou4MAixcYUxKwEhbZA/6hd10XSBIwe7jKBVIM6EwW1iKab
UfoJCGTAT3sY681qrMPrbBt0eeWf1C02SdIMn+V/jvni17mxYFFUpruRq3rllLeqP
J5camfTtHwyL8N3Q/Zwp+zQeWZiLA8a/iAVu/hYLR1bpF2WCKOT0tIgkvVmrLVLz
mazZjbJeOft5cP/1RxbK1S6Gd5dFTEKDELS5 c6gWUX8RKZP6Q7iaE5hnGmQjm8Lj1]5sWOHI————— END PKCS12-----

INFO I nport PKCS12 operation conpleted successfully



11l Link the SSL trustpoint to the appropriate interface

MainASA(config)#

ssl

trust-point SSL-Trustpoint-PKCS12 outside

B 3%
GERUTSBRREEERILRE=HBEERE AR SSLVPN EiE,
EI1B ASDM #iR 2 HNEHE

1. E%Configuralion > Remote Access VPN > CertificateManagement,f:fl](ZigE I dentity Certificates.

2. A BENHBE =S HEEERN GRS,

Configuration » Remote Access VPN > Certificate Management > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add

=Go Daddy 5... |12:04:38 UTC Jul ... |SSL-Trustpoint

General Purp... [RSA (2048 bits) Show Details

Install

EiB CLI MR HNEBR

<#froot>

M

ainASA(config)#

show crypto ca certificate

Ce

rtificate

Status: Available
Certificate Serial Number: 25cd73a984070605
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=(asa.remotevpn.url)
ou=Domain Control Validated
OCSP AIA:



URL: http://ocsp.godaddy.com/
CRL Distribution Points:

[1] http://crl.godaddy.com/gdig2s1-96.cri
Validity Date:

start date: 12:04:38 UTC Jul 22 2015

end date: 12:04:38 UTC Jul 22 2016
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 07
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
Subject Name:
cn=Go Daddy Secure Certificate Authority - G2
ou=http://certs.godaddy.com/repository/
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US
OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl.godaddy.com/gdroot-g2.cril
Validity Date:
start date: 07:00:00 UTC May 3 2011
end date: 07:00:00 UTC May 3 2031
Associated Trustpoints:

SSL- Tr ust poi nt

CA Certificate

Status: Available
Certificate Serial Number: 1lbe715
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
ou=Go Daddy Class 2 Certification Authority
o=The Go Daddy Group\, Inc.
c=US
Subject Name:
cn=Go Daddy Root Certificate Authority - G2
o=GoDaddy.com\, Inc.
1=Scottsdale
st=Arizona
c=US



OCSP AIA:
URL: http://ocsp.godaddy.com/
CRL Distribution Points:
[1] http://crl1.godaddy.com/gdroot.cril
Validity Date:
start date: 07:00:00 UTC Jan 1 2014
end date: 07:00:00 UTC May 30 2031
Associated Trustpoints:

SSL- Trust poi nt-1

...(and the rest of the Sub CA certificates till the Root CA)

ERAWebBIEZEBREWebVPNZE RS
EBRFEWebVPNEEFERFREE,
1. BEBHEBE BB EFEZE WebVPN N H. FHAShttps://EEFRFERFEHFQDN— (5120

https://(vpn.remoteasa.com)).
2. M TWebVPNEAERA TABETHNEEE R, ZENEBREALESHIR,
3. BMEABRUBEREFSE = A RAEZZENERE,



https://vpn.remoteasa.com).

Certificate @

General | Details | Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

*Refer to the certification authority's statement for details.

Issued to: vpn.remoteasa.com

Issued by: Go Daddy Secure Certificate Authority - G2 '

Valid from 7/ 22/ 2015 to 7/ 22/ 2016

Issuer Statement

| ok

1£ ASA E 7 SSL &F

1. #ASAL. EMHOpenSSLBECALFEAREREMENBMEMEMCSR. TTRCSRERKF
BENZER,

2. £ CARR CSR , RREX.E PEM X (.pem, .cer, .crt) HEFT B 2B BIBRE CA BE-
FEPKCS12BENERT , BE — AT,



fEfE ) GoDaddy CA R T , BRAEBELN CSR ERLHM,

HI{¥ GoDaddy &5 , REE—T 'SSL BFE.L THH "EE, ,

& ) ssLCERTIFICATES
Filter: | Al Accounts i Search by domain a
Accounts Expiration date
vpn.remoteasa.com I

i Opti M

Displaying 1-1 of 1 accounts Results per page: | 5 m 10of1 m .
Nowd 3 0l 0 1. Crtlomen it Sobmsg Smoor
A Vi=k=5
B—T "BEREUEESEENREEERE,
Certificates ~ Repository Help ~  Report EV Abuse
Certificates
All Certificate Types 7] Al Statuses = Not Expired or Revoked [ Action
Centificate issued 7/22/2016 ¥ View status

vpn.remoteasa.com 1 Year Standard SSL Certificate

#E—T "Manage, URHIEE K UEHEEEFEILSIE,



Certificates  Repository Help ~  Report EV Abuse

All > vpn.remoteasa.com

Standard S5L Cartificate

Certificate Management Options

I

Certificate Details

Sdatus Catificale ssved
Domain narms WELINTION S, DO
Encryption Strength GoDaddy SHA-2
Validity Penod TR E - ARG
Earial Mumber 25ood: T3 a8 84070605

B TEREBRTR, BB, REHE CSR.

Certificates  Repository Help v  Report EV Abuse

vpn.remoteasa.com > Manage Certificate

Standard SSL Certificate

Use this page to submit your certificate changes for review all at once, not individually. We'll review them together so your changes happen faster.

Submitting any changes on this form will issue a new certificate and your current certificate will be revoked. You will have 72 hours to install the new certificate on your website.

Q Re-Key certificate Private key lost, compromised, or stolen? Time to re-key.
Certificate Signing Request (CSR) “ New Keys, please...
IQEWWHRWPNKMMN\'@J You can generate a Certificate Signing Request (CSR) by using a certificate signing tool specific to
NB0GsenQVuZaYzIHNIRIEU/3RzS ] your operating system. Your CSR containg a public key that matches the private key generated at
the same time.
Domain Name (based on CSR):
vpn.remoteasa.com
Save
ﬂ Change the site that your certificate If you want to switch your certificate from one site to another, do it
protects here.
© Change encryption algorithm and/or Upgrade your protection or change the company behind your cert.

certificate issuer



REFLBEHTT—F. GoDaddyiRIFRHEMWCSRERIES.
3. EHMNEEMPREMAEE (M0 "1E ASA Z% SSL BE.L —HIFR ).
% REE
1. fTERE—E ASA B E 7 H B BEEWETRE ASA IRESFR ?

& BRERE R — I ELE PKCS12 £,
ERLLIE T EOER CLI /€745 ASA EHBE

<#root>
ASA(config)#

crypto ca export

pkcs12

ASDMELE :



-

Export certificate

Certificate Format:

Configuration Encryption Passphrase

Encryption Passphrase: essesss

Confirm passphrase: ey

(") PEM Format (Certificate Only)

Export to File: C:\sers\admin'\Desktop\SsL-Certificate

@ PKCS12 Format (Certificate(s) + Private Key)

| EBrowse... |

Export Certificate || Cancel

Help

[

-

FERALIESLUER CLI S BREEABE ASA

<tfroot>

ASA(config)#

crypto ca inport

pkcs12

ASDMELE :



i a

Add Identity Certificate =

Trustpoint Mame: S5L-Trustpoint-PKCS12
@ Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase: |ssssssss

File to Import From: C:\Wsers\admin'Desktop\S5L-Cer'| | Browse...

Add a new identity certificate:

Key Pair: ZDefault-RSAKEY = Shao

Certificate Subject DM:  |CHN=MainASA Select

Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

/| Enable CA flag in basic constraints extension

| Add Certificate || Cancel || Help

WREFRAIERAUTSE |, EB ASDM NIERERINEET A :

1. BIBASDME A BIASANE I 2 Tools > Backup Configurationo
2. B P B AREER & 2 BB E.
3. EBEZEASAL | BIRXASDMAIEI# $Z Tools > Restore Configuration.

2. A4 SSL B UFEE VPN &5V ASA R ?
UTREZERZE , TARER VPN EHTHREZEAMN SSL BEE ASA.

1. FRE—ESBARRE (UCC)/ZMBEERRE , A BRREETEHAR FQDN #4 DN, HEEE
Bl ASA FQDN #AE K B ERE M (SAN), GoDaddy, Entrust, Comodo X H
EZEMAB CA XEILERH, ERBEBRS LR , BHEMES ASA BRIFTXEEBZHE
SAN B E I CSR, LB AN IEEINaE RRIEEER ID CSCs070867, EHRHIF , B
P {2 T8 ]

a. EiB CLI =k ASDM E4 CSR, & CSRIZRZE CA K, 7£ CA AOMUEAR G R A Z1E
SAN,
b. fEFOpenSSLE4CSR , M #5Z{ESANZ E fEopenssl.cnfiER A,

E CSR ERRXEEAEMN CA IBE , Flt PEM BEEAEEL CSR Y ASA, THK#E


https://tools.cisco.com/bugsearch/bug/CSCso70867/?reffering_site=dumpcr

, APKCS121 gt B EE LW EA B H MK EASAL,

2. EFAERFAEE., HBUCEREML  EBEFZZ2HER , tRAETE, NMRECATXE
UCES , BIgECA LS EA0penSSLE£CSR , HHFQDNKI# A* . domain.com, &
CSR BIRXZELM CA FIBE , 5l PKCS12 BREAZREHRWATE ASA,

3. FRAEEMKE ASA MEHF# FQDN EAMNERER. ERMERENBRAR, RFETLL
AEEER ASA BIURRE (MAXHEFIR ). VPNERFEHFQDNHWEEE —ABASALEY
, WHEH I EBPKCS1 2B EE AR HEMASAL,

3. E ASA REERER YT , BERERENRTIE ASABRERE ASA?

EFFHRISHEASABRIFWBIASA , RARAEERE TIRERHETER , REEASAZEHED
NMREREBEINBRER K AEFHRELFREBE , FRUET write standby LUEAFIEZ .

4. R {EFH ECDSA 248 , SSL BREELAREFERAETEH?

H-—NEEZERSHRUENIR  EUIRPERECDSASRY , MFARRSALRY ., HittPR
BT E, ANERECDSARRNCLIGT T TATR :

<#root>
MainASA(config)#
cry key generate ecdsa | abel SSL-Keypair elliptic-curve 256

INFO: The name for the keys will be: SSL-Keypair
Keypair generation process begin. Please wait...

SRR PR

ETREERE

MR SSL BRLZREAY , UTRERETEGWER CLI :
debug crypto ca 255

debug crypto ca messages 255

debug crypto ca transactions 255
FREE
FALA(N)RESHRANASA LWASNE LB EERE=ASSLEENTAEEESES.

BRFR  BREAZMYHEITERLSERAR , SHRMEE, #9.4(1)RBNASAIRE L | FEERE
TR PTBEECDSAMRSARS , A KMER ( BE RECDSARE ) #1TiHRE. HRELWE
B, ASAERTHEEERE K MEBAREN RSA 2LBE, E RSA BBRRLENITE , BEZ3



BRIEEES ID CSCuu02848 BHMEEF AT IBHIhEEM B FI1T A,

BENERE  FAUTCLIG S HECDSARE :

ss1 cipher tlsvl.2 custom "AES256-SHA:AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA:
DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5"

& , EFHASDMEf ZE Configuration > Remote Access VPN > Advanced , A8 IEIESsL settingse £ T I1ZR, [E
E% | i#BEN tisv1.2 INZRRAS |, REEH BETF 8 AES256-SHA:AES128-SHA:DHE-RSA-AES256-
SHA:DHE-RSA-AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA:RC4-SHA:RC4-MD5 inLAfmEE

B &%
ft 8k A:ECDSAZRSA
ECDSA EE ZBAE thiEZiEMm=E (ECC) W —3ir , EFEAMEMEEL L MAEH ; ™M RSA
BEISFAMEEEE-RAEIMMEBEFNEREE L HEIR, ERTER ECDSA B vE 5| &
RSA HEEBMHRNZ M K MAFEAENNESBMEER, ML THEESEERRE , WA ECDSA
RIS I RERFAES
(Ei—REE=EE ASA) (Next Generation Cryptography and the ASA) HI X2 It ER AN E A
ftxB : EAOpenSSLIRIRF B EE. CARSMIIRLERPKCS12RE

1. B ETIHERNRBK LREELE T0penSSL, EMac OSXFGNU/LinuxfER & |, RIS

RTEREWRER,
2. tRE BN E &,

EWindows L : FERRERT , ERARERNZEEC:\Openssl\bind, ERHMVERBMGTRRET

o

EMac OSX/Linux Lt : EEMPKCS12BEFFEMN B &P B Terminalii &,

3. EAHSBERNE &S | ELREE (privateKey.key), B2 BT (certificate.crt) &
1R CA BEHEL (CACert.crt) BR,

HILEER, FORBBRENE CA BEHEESE PKCS12 5. BABRTBURE
PKCS12& &,

strong> openss1 pkcsl2 -export -out certificate.pfx -inkey privateKey.key -in certificate.crt -cer

4. BERHIPKCS12F EEH . BBascb4imiEHES -
<#root>


https://tools.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCuu02848/?reffering_site=dumpcr
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

openssl base64 -in certificate.pfx -out certificate.pl2

EE EAL-SELNBRELER SSL £

MHEAEA

« ASAOXELEER — BIERVEE
Al {E FHASA_EHASDM#EMicrosoft Windows CAEENE v HFE
- BifiZEEE W H - Cisco Systems



/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/aaa_certs.html
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
http://cisco.com/en/US/products/ps6120/products_configuration_example09186a008073b12b.shtml?referring_site=bodynav
https://www.cisco.com/c/zh_tw/support/index.html
https://www.cisco.com/c/zh_tw/support/index.html
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