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AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) BVIERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,

B
2) i

ERREXELNRENKIGE  ABEMUEERHEENIEPEH. RESBEMRER , BEF kRS
XEHRALUEECHNES (BARSHRDERS ) MW EEREFRTES.

HEEE

LI BUREBERMBRIBCS)ARERENE (BY ) BE ; MRECSEE T AGTERAEMS]
%, AIFEERIE A30K,

B EE « BRAMNETRRE , I BNER 1054,

ECAMREFLWEZSIRINE  BEBDRBDEMAUFCARENEENIEHE . REBHFEHE

B, CAHBUUEHBCWES P 2ol ERIEE, HFEE(FEAshadow Hrolversd E)VG1E
ESCARSIHE/MA,

BBFEAANENENHOPRINRIEDNGE , PKIXSEAEEHE  YAF I IHEFFHREE

EERCARSIH R/ RBSNRENEE/ ZHEHCARSE. EK , EFWIDFCARE

E2HE  ERAUUTEE HBERFNIDRCARE,

lifetime ca-certificate

LS BIEECARENETH, L5 BV E T LURR/ N/ D EBIEE
REHRANERH RS, WEIBWERI305E,

SRR
LS| B ECARHBRMEN S NI SNERTH. WoIBMNERBUER/ N/ EREE.

REHRANERN RS, WEIBWER207 &

E

ﬁgll

EE  AXRERFERB/DKARifetime, auto-rolloverflauto-enrolIPKIFHEFER{E , LARAE
MEDEMANEDREH S, TERMARRER  BEREREGERAEL S BN FERLERT,

B 0RRERENKER  AFAERPKIFT RN SRS EFTNEMTM BRI
AR, Rt , BREBREENTPKINVFIARHR L& ERRERHENTP).
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AR EiR#Cisco 10S CAfRIAREFHIEL & Rl

RootCA#show ip interface brief
Interface IP-Address OK? Method Status Protocol
Ethernet0/0 10.1.1.1 YES manual up up

crypto pki server ios-ca

issuer-name CN=Root-CA,OU=TAC,C=IN

grant auto

hash sha512

lifetime certificate 0 0 20

lifetime ca-certificate 0 0 30

cdp-url http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
auto-rollover 0 0 10

database url flash:

5. Aauto-rolloverp S ENERERFHENR BN ENCARBNER AN X
IIEE/p8E, Eitt , INRCAERENERERH12:008112:30 , Alauto-rollover 0 0 10Z R E £
1220 E EERRBEFCARE,

i Ashow crypto pki certificateds 5 LA 8& & Cisco 10S CAfAfRes LMVELE :

RootCA#show crypto pki certificate
CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: ios-ca

BELE Y  RESSIEENEA2012F11 82508916 E9:46ICAEE, HREDZRBEHEE
B10904E , HTEETE20125FE11 8250 9.36ISTZ Bl £ K e /R BN EFi R &,

EEME , 58 Ashow crypto pki timeré& & :

g
C

RootCA#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:19:22.283 IST Sun Nov 25 2012
PKI Timers

| 12:50.930

| 12:50.930 SESSION CLEANUP

CS Timers

| 16:43.558

| 16:43.558 CS SHADOW CERT GENERATION

| 26:43.532 CS CERT EXPIRE

| 26:43.558 CS CRL UPDATE

ERA L& | show crypto pki timerds S7£9.19 ISTEH , W HR X/ RO EHMHETEFT1E16.4370 &



AERK :

[09:19:22 + 00:16:43] = 09:36:05 , Bll[end-date_of_current_CA_cert - auto_rollover_timer];E]l
, [09:46:05 - 00:10:00] = 09:36:05.

& i/ 50 2 B i BRI
REFR T Fim/ 20 X% H SRRV EL B R B,

Client-l#show ip interface brief
Interface IP-Address OK? Method Status Protocol
Ethernet0/0 172.16.1.1 YES manual up up

crypto pki trustpoint clientl
enrollment url http://10.1.1.1:80
subject-name CN=Client-1,0U=TAC,c=IN
revocation-check crl

auto-enroll 70 regenerate

& auto-enrollin S7ERE SR L RAA BB MIheE, as™EEE% : auto-enroll [val%]

[regenerate].

EL—fE@mtd , BSEMDERIEERT0%, BRER , #(lifetime of current_ID_cert]f¥70% &
, R E BB RCAE MM,

BR:BEREZE S auto-enrolBEREAG60% LA L, UBRPKIFTESFEE T4,

regenerate)® I8 i A & I #HIRivest-Shamir-Addleman(RSA) &8 , ARNEBEEEHTM/EET. WR
RIEEIIEE |, BIFEAENNRSAZE,

HEEEMRE
SR T S BB DR

1. 3 Acrypto pki authenticatefr T AF BV SR FimigHas LNETH -

Client-1(config) #crypto pki authenticate clientl

MR . BRI SHEFHERR , 58/ Cisco IOSRLMTEE,
BWAGTE , RESEREUUTHR DT -

Certificate has the following attributes:
Fingerprint MD5: 006B2E44 37FBC3F1 AA14F32B CDC4462E
Fingerprint SHAl: 2999CC53 8BF65247 COD704E9 FDC73002 A33910D4

% Do you accept this certificate? [yes/no]:

2. WAyes A S EFinig Mz LAVCAE S, #E , IRM3R L SFHARENEWET SR


/content/en/us/td/docs/ios-xml/ios/security/a1/sec-a1-cr-book/sec-cr-c5.html

Client-1l#show crypto pki timer
PKI Timers

| 0.086

| 0.086 RENEW cvo-pki

| 9:51.366 SESSION CLEANUP

. RENEWRtRERERIFR , FHEREHARE BBRCAEMUMERES D

, B Ashow crypto pki certificate 55 LA 4R

Client-1#show crypto pki certificate
Certificate

Status: Available

Certificate Serial Number (hex): 02
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:16:57 IST Nov 25 2012
end date: 09:36:57 IST Nov 25 2012
renew date: 09:30:08 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

MET A/ K09:30:08 , STEAEMTAIR :
FAMARERT+ ( %ID_cert_lifetime A9 #EST )

=®

09:16:57 + ( 70% * 2048 ) = 09:30:08

PKIGT 28 R RV B SLARRE

A
B
2

& WEIBFR



Client-l#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:19:01.714 IST Sun Nov 25 2012

PKI Timers

| 1:21.790

| 1:21.790 SESSION CLEANUP

| 11:06.894 RENEW clientl

. RENEWiTEFERZEIH# |, BRHEI S MCAEN T MUEEBHMNIDERE. BHRMEFTR , 8 Ashow
crypto pki certin 5 AR FT AV IDZEE -

Client-l#show crypto pki cert

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:34:55.063 IST Sun Nov 25 2012
Certificate

Status: Available

Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

iR, T"BREFT AR MR , SHADOWRT 2R &R

Client-1l#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:34:57.922IST Sun Nov 25 2012

PKI Timers



| 25.582
| 25.582 SESSION CLEANUP
| 6:20.618 SHADOW clientl

LTRRERE

- MRIDBENERBRAIFRCABENGERAY , AIBRBEBEME 2 Lt E&EFT B LS

RENEWET B 2R,

- IRID certificate WERBAHENCARBNERAH , AIEERTAER , RAREETCARE

BHE , BAIDRETFY. mM2EEBSHADOWET 5.

e 51 B 38 t AR iR auto-enroll S S IR B B 4 LT R, It , B E— RAIF BT KEETIDR

ENAEMRBEH

Validity Date of current ID cert:
start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012

LEENEFRER160E. Rt | REEMFTEE ( BISHADOWETHFER ) 21608/I70% , £

SR8, ETEEREIHEITE[09:30:09 + 00:11:00] = 09:41:09BF 285K

, i%ae K ¥ FEPA AR X AE B H 28 R AYPKI SHADOWETBFES -

Client-1l#show crypto pki timer

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:34:57.922 IST Sun Nov 25 2012

PKI Timers

| 25.582

| 25.582 SESSION CLEANUP

| 6:20.618 SHADOW clientl

HEEEEEES
AENBEEFEAN BB BEIIEE,
fECisco 10S CAfABREE L

SHADOW T 2R EIHAR: , CARRHISR LSRR RBENESE ¢

RootCA#show crypto pki certificate

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:36:28.184 IST Sun Nov 25 2012
CA Certificate (Rollover)

Status: Available

Certificate Serial Number (hex): 04

Certificate Usage: Signature

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Root-CA

cn=Root-CA

ou=TAC

c=IN

FrERkR#ESE



Validity Date:
start date: 09:46:05 IST Nov 25 2012
end date: 10:16:05 IST Nov 25 2012
Associated Trustpoints: ios-ca
CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=Root-CA
ou=TAC
c=IN
Subject:
cn=Root-CA
ou=TAC
c=IN
Validity Date:
start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: ios-ca

EEFREEEL

MAXETEAR , BEFMINEERF iR AT EBESHADOWRTH RS . ESHADOWETEERE!
iR | BEEEMIhAEEER HESAE M RCAMRESEEUR B/ CARE, WAIZFER , cthBE
HEFE/RYIDIRE, At , BHASEMYUER  —HEENMN , Z—YHEseR/BEHE

Client-1l#show crypto pki certificate

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0%
Time source is NTP, 09:41:42.983 IST Sun Nov 25 2012
Router Certificate (Rollover)

Status: Available

Certificate Serial Number (hex): 05

Certificate Usage: General Purpose

Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:46:05 IST Nov 25 2012

end date: 09:50:09 IST Nov 25 2012

Associated Trustpoints: clientl

CA Certificate (Rollover)
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Root-CA

cn=Root-CA



ou=TAC

c=IN

Validity Date:

start date: 09:46:05 IST Nov 25 2012
end date: 10:16:05 IST Nov 25 2012
Associated Trustpoints: clientl

Certificate

Status: Available

Certificate Serial Number (hex): 03
Certificate Usage: General Purpose
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

Name: Client-1

hostname=Client-1

cn=Client-1

ou=TAC

c=IN

CRL Distribution Points:
http://10.1.1.1/cgi-bin/pkiclient.exe?operation=GetCRL
Validity Date:

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

CA Certificate

Status: Available

Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:

cn=Root-CA

ou=TAC

c=IN

Subject:

cn=Root-CA

ou=TAC

c=IN

Validity Date:

start date: 09:16:05 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012
Associated Trustpoints: clientl

IR, RBEMDESHN AN

Validity Date:
start date: 09:46:05 IST Nov 25 2012
end date: 09:50:09 IST Nov 25 2012

BREAMXYPRAEMDEE ( MARCisco I0S CARRaR LREMN2058E ) . BECisco I0S CAfIMR
RN BHIDBE 7 B REZ B200 E(ER T HFIEEN A E InfsHias , RiGTHIDBE ( BE
+fE% ) B 7 B IF B AT 15 18204 ).

LT i — i@ B RE

- LT R HR LB RIDBEN AN

start date: 09:30:09 IST Nov 25 2012
end date: 09:46:05 IST Nov 25 2012



E It , current id _cert lifetime16% &,
CUTREBEHFIDEEN BN

start date: 09:46:05 IST Nov 25 2012
end date: 09:50:09 IST Nov 25 2012

It , rollover _id_cert lifetime& % &,
- JR#ECisco 10S , #&[current_id_cert_lifetime] 718 El[rollover_id_cert_lifetime]bs , ©HBER
[total_id_cert_lifetime], ERBIERBE.

R A BN XA PKIR 8 =5
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- PKIGTRSSEERERESREEE T/E, CiscoRBEFEANTPRE S HE FimigHEFM Cisco 10S
CAHEMFE, MRRZENTP, JUAFERBHEES LXK/ EREFE, FRNMEEFEE
BEVFRRENEN  B2REARKREEAEIER (Cisco IOSIRA12.4T),

- ENMBARARE NTPHRSEEFTEL iE. BR , PKIFTRSREFTUNEY, B
15.2(3.8)TH15.2(4)SHr A , ENTPREX 2 % B B B #H 5 EPKIFHEFES.
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