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ethernetD
171.68.117.189

-

Router Metwork

PC
171.68.109.158

il

BRIEBREERATACACSHAMRBETREEMEN, TACACS+RMRZE, RENERK. ©
RETHEXE, BEREN—FEFXNLZLENE.

B L AE B B8R E S AETACACS+HRADIUS ARz LB EAES .
Mg : BRIEZARA , FRELDTREEMMN,
EREHRFL  CEEERAENEREIWETA LSRR,

username test password test

vty#R#& E 77 fElogin localE EXFE AL EAE BT,

line vty 0 4
login local

MRFEFEFEHE R Baccess-enabledn v , AT T FYIMEREZ — -
- BREREGESEFER &R,

username test autocommand access-enable host
timeout 10

/)
- s TelnettW P B £ A E B E B AR

line vty 0 4
login local
autocommand access-enable host timeout 10

AR FEEPHI0RSE RN ERER, DEFIEETNEBHRFEREER.

EEFEHE (HAERE ) BEAREAHEEILE Haccess-enabletn S ERANIERHREEE, BIES
R TR WERABEEBEREA150E, 1578ER  ERREEAERTE , EERHFSHEE.
Bibtestlisth BFZE , BEXFEE, BiBEE RSB Ehu RBHIFEREEEFREANMAE (1t
BEERAETZRS ).



access-list 120 dynamic testlist timeout 15 permit ip any any
ERMELEPIEABIENGRBBEE , BTenetZEIBBAFHNIIEERN (R THEA , FAEFE
TelnetFIBSHIEE ) . SSEEIPHAE 22 220 Z AMBIPH AL,

access-list 120 permit tcp any host 171.68.117.189 eq telnet

ERAEBEMdeny all ( RELHEBA ) .
LR EERAAERAEEANNE,

interface ethernetl
ip access-group 120 in

R T o
BRHRE FAVIBRARRETRREERN

Rout er #show access-lists
Extended | P access |ist 120
10 Dynanmic testlist permit ip any any |og
20 permit tcp any host 171.68.117.189 eq tel net (68 natches)

HREENABERNEAE ETelnetBHEFZ M ETIETAR,
AR EE10RFHRENRERK, BEFIHEETNEURBEREER.

Ytelnet 2514A

Trying 171.68.117.189 ...
Connected to 2514A. net wor k. com
Escape character is '"]'

User Access Verification

User nane: test
Password: test

Connection closed by foreign host.

BB I TR R,

Rout er #show access-lists
Extended | P access list 120
10 Dynanmic testlist permt ip any any |og
pernmit ip host 171.68.109.158 any log (time |left 394)
20 pernmit tcp any host 171.68.117.189 eq tel net (68 natches)

BRIBRRIP A, EAEBRNERSETAE —@EF, BERANEEME , (REEDHEE,

Rout er #show ip access-lists 120
Extended | P access list 120
10 Dynanmic testlist permt ip any any |og
pernmt ip host 171.68.109.64 any |og



permit ip host 171.68.109.158 any |og
20 pernmit tcp any host 171.68.117.189 eq tel net (288 matches)
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aaa new nodel

!
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aaa authentication login default group tacacs+ |oca
aaa aut horization exec default group tacacs+
tacacs-server host 10.48.66.53 key ciscol23
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Group Setup
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!Eh—-ﬂ i i Calack folay | » Max Sedians
I ide time TR v Usage (lustns
= 24| = Enable Cptions
(e | T Ny calhadk ey I Esabied + Taken Card Sestings
qu_ T Hoescape T Enutbled + Password Apng Hules
Mo baops I Enabied * [EArsignmest
TRl — + Dosnleadable ACLs
Lo R ¢ TACACS Settings
mjmm I Tooec | T.fl.rﬂr":—ﬁl‘lr!f'mm:nl.-'lhﬁn!ﬂ|h
— = ; + Command Autharizution for Netwark Device
¥ Cufom afirkbuses Management Apphs ations
- i | =j| -+ TACACS* Unknows Serviess
EJ!E-':_'_ i ;iJ o TETF HADIUS Astribates
Sagberll S obsrra = Foastaet Caneal " « RADIUS VeadarSgecdhe Ampbaned | J:J
£ 3
T T
FM P TACACS+

FENAS L £ F 1€ 2 debugan 5 R EEERTACACS+H .

BIRE : £ debug I8 281 , XS AR Debug ETHEEEA,

- debug tacacs authentication — BE'REBTACACS+E R BRFBRENEN. EEF LR EKE
RAA. MRFAA , FFE M Adebug tacacs.

- debug tacacs authorization — R EBTACACS+REHENER ., EERLEMRANEKE ST
A. MRAAA , FFEFEAdebug tacacs.

- debug tacacs events — R ETACACS+E RN EENEN . EERELERANEREHITH
o MRFAH , FHE M Adebug tacacs,

ERA U T o B HEERAAARFE

- debug aaa authentication — R B BAAA/TACACS+E B EBENEA.
BB EBAAATACACS+REWNEA.

- debug aaa authorization — :
Lt BE 49 debugi i #i 5| B RACS TACACS+fAl ka8 LI BB B MR R XK Ih,

Rout er #show debug

General CS:
TACACS+ events debugging is on
TACACS+ aut hentication debugging is on
TACACS+ aut hori zation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Rout er #

AAA/ BI ND( 00000009): Bind i/f
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AAA/ AUTHEN LOG N (00000009): Pick method Iist 'default’
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication start request id 9
TPLUS: Authentication start packet created for 9()
TPLUS: Using server 10.48.66.53
TPLUS(00000009)/ 0/ NB_WAI T/ 82A2E088: Started 5 sec ti neout
TPLUS(00000009)/ 0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 36 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 82A2E088: Processing the reply packet
TPLUS: Received aut hen response status GET_USER (7)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ W\RI TE/ 8347F3FC. Started 5 sec timeout
TPLUS(00000009)/0/WRI TE: wote entire 22 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 8347F3FC. Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ W\RI TE/ 8347EE4C. Started 5 sec timeout
TPLUS(00000009)/0/WRI TE: wote entire 25 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 18 bytes response
TPLUS(00000009)/ 0/ 8347EE4C. Processing the reply packet
TPLUS: Received authen response status PASS (2)
AAA/ AUTHOR (0x9): Pick nethod list 'default’
TPLUS: Queui ng AAA Aut horization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Ski ppi ng
TPLUS: Sendi ng AV service=shel l
TPLUS: Sending AV cnd
TPLUS: Authorization request created for 9(tne-1)
TPLUS: using previously set server 10.48.66.53
from group tacacs+
TPLUS(00000009)/ 0/ NB_WAI T/ 8347F508: Started 5 sec tineout
TPLUS(00000009)/0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/NB_WAIT: wote entire 60 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock whil e reading
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 56 bytes response
TPLUS(00000009)/ 0/ 8347F508: Processing the reply packet
TPLUS: Processed AV autocnd=access-enable host tinmeout 10
TPLUS: received authorization response for 9: PASS
AAA/ AUTHOR/ EXEC( 00000009) : processi ng AV cnd=



AAA/ AUTHOR/ EXEC(00000009) : processi ng AV
aut ocnd=access- enabl e host timeout 10
AAA/ AUTHOR/ EXEC( 00000009) : Authorization successful

{£AARADIUS

EXXERADIUS

EZEZMFARADIUS |, 5B ERADIUSTIARES , LA H|FERADIUSAIIRES E5E R EREE , WASIRES|I &
(autocommand) A B BB 260 TEiE , TR :

aaa new nodel

1

!

aaa authentication |login default group radius |ocal

aaa aut horization exec default group radius |ocal

radi us-server host 10.48.66.53 auth-port 1645
acct-port 1646 key ciscol23
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BEE : 62 debug T2 Al , FHEBEER Debug ETHEEENA.
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- debug radius — FREERADIUSERBHIY &
ERALUT T HERRAAAE

- debug aaa authentication — # R B BAAA/TACACS+E B EBENEA.
- debug aaa authorization — R~ EEAAA/TACACS+IRENE A,
iE12 M debugi i &I FE R ARADIUSER EHACS L B MR ERE X K,

Rout er #show debug

General Cs:
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

Rout er #
AAA/ BI ND( 00000003): Bind i/f
AAA AUTHEN LOG N (00000003) :
RADI US/ ENCODE( 00000003) : ask "User nane:
RADI US/ ENCODE( 00000003) : send packet; GET_USER
RADI US/ ENCODE( 00000003) : ask "Password: "

RADI US/ ENCODE( 00000003) : send packet; GET_PASSWORD
RADI US:  AAA Unsupported [152] 5

RADI US: 74 74 79
RADI US(00000003) :

Pick nmethod list 'default'

[tty]
Storing nasport 66 in rad_db


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

RADI US/ ENCODE( 00000003) : dr oppi ng service type,
"radi us-server attribute 6 on-for-login-auth" is off
RADI US(00000003): Config NAS IP: 0.0.0.0
RADI US/ ENCODE( 00000003) : acct_session_id: 1
RADI US( 00000003) : sendi ng
RADI US/ ENCODE: Best Local | P-Address 172.18.124.1
for Radius-Server 10.48.66.53
RADI US( 00000003) : Send Access-Request to 10.48.66.53:1645
id 21645/1, len 77
RADI US: aut henticator 5A 95 1F EA A7 94 99 E5 -
BE B5 07 BD E9 05 5B 5D

RADI US:  User - Name [1] 7 "test"

RADI US:  User - Passwor d [2] 18 *

RADI US: NAS- Port [ 5] 6 66

RADI US: NAS-Port - Type [61] 6 Vi rtual [ 5]
RADIUS: Calling-Station-1d [31] 14 "171.68.109.158"
RADI US: NAS- | P- Addr ess [4] 6 171.68.117. 189

RADI US: Received from id 21645/1 10.48.66.53:1645,
Access-Accept, len 93

RADI US: authenticator 7C 14 7D CB 33 19 97 19 -
68 4B C3 FC 25 21 47 CD

RADI US: Vendor, Gisco [26] 51

RADIUS: Cisco AVpair [1] 45
"shell:autocmd=access-enable host timeout 10"

RADI US: O ass [25] 22

RADI US: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[ Cl SCOACS: ac127c0]

RADI US: 31 2F 36 36 [ 1/ 66]

RADI US( 00000003): Received fromid 21645/1

AAA/ AUTHOR/ EXEC(00000003) : processi ng AV
aut ocnd=access-enabl e host tinmeout 10

AAA/ AUTHOR/ EXEC( 00000003) : Authorization successful

RS

. Cisco IOSEHFHESMTZ L

- TACACS/TACACS+ XEEH
. 10S X4 H i) TACACS+

- RADIUS X EH

. ERES (RFC)
. Bifi X WHE 4 - Cisco Systems



//www.cisco.com/warp/customer/732/Security/landk_wp.pdf?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk642/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/univercd/cc/td/doc/product/software/index.htm?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk547/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	鎖定與金鑰：動態存取清單
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	欺騙注意事項
	效能
	使用鎖鑰型存取的時機
	鎖鑰型存取作業
	示例配置和故障排除
	網路圖表
	使用TACACS+
	設定TACACS+
	疑難排解TACACS+

	使用RADIUS
	設定RADIUS
	RADIUS疑難排解


	相關資訊


