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4]
MEBAEOINFMET, , FLHENBARTIEL

ERIE
RER AR EAR S F TR BEH & R
B : A Command Lookup Tool(EREMEF)EHEBAXERFEANTTHNESEN.

B
FEREEANTRBRE -

172.18.124 36128 172.18.124.164/28 10.32.50.50/24
172.18.124.34/28 172.18.124.167i28

192.168.1.1124

Router Internet Checkpoint Firewall
1 "cisco_endpoint” Router "RTPCPVPN" 1

Metwork Network
162.168.1. X124 10.32.50.Xi24
“inside_cisco" “cpinside”
LG
AERSEHELRE,

- BBESEAE

- BEHABEE
SEEERE R
Cisco 36003% H B3 Al B

Current configuration : 1608 bytes

!

version 12.1

no service single-slot-rel oad-enabl e
service tinmestanps debug uptine
service tinmestanps | og uptine

no service password-encryption

!

host nane ci sco_endpoi nt

!

logging rate-linmt console 10 except errors
!

i p subnet-zero
!

no ip finger
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1

ip audit notify |og

ip audit po nmax-events 100
1
!--- Internet Key Exchange (IKE) configuration crypto
isakmp policy 1

authentication pre-share

crypto isakmp key ciscorules address 172.18.124.157

1
!--- IPsec configuration crypto ipsec transform-set
rtpset esp-des esp-sha-hmac

1
crypto map rtp 1 ipsec-isakmp
set peer 172.18.124.157

set transform-set rtpset
match address 115

1
call rsvp-sync

cns event-service server
1
controller T1 1/0
1
controller T1 1/1
!
interface Ethernet0/0

i p address 172.18.124. 35 255. 255. 255. 240
i p nat outside

no i p nroute-cache

hal f - dupl ex

crypto map rtp

1
interface Ethernet0O/1

i p address 192.168.1.1 255.255.255.0
i p nat inside

hal f - dupl ex

!
interface FastEthernetl/0
no i p address

shut down

dupl ex auto

speed auto

!
i p kerberos source-interface any

ip nat pool INTERNET 172.18.124.36 172.18.124.36 netmask
255.255.255.240

ip nat inside source route-map nonat pool INTERNET

ip classless

iproute 0.0.0.0 0.0.0.0 172.18.124.34

no ip http server

1
access-list 101 deny ip 192.168.1.0 0.0.0.255 10.32.50.0
0.0.0.255

access-list 101 permit ip 192.168.1.0 0.0.0.255 any
access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255

access-list 115 deny ip 192.168.1.0 0.0.0.255 any
route-map nonat permit 10

match ip address 101

1
di al - peer cor custom
1
line con O

transport input none
line aux 0




line vty 0 4
| ogi n
!

end

BE R AR E
TERATSRURBRERM AME,

1. HRIKEMIPsecH AR EFRBEEMER 2BTRE , EHibi#EZEProperties > Encryptionf§ &
AR EBECiscoTHERE — M. CiscoTEiRIKELFEERE A86400% (= 14409 8
), @B TS HETIEN : crypto isakmp policy #4 - RAMRER 7T & B #Y Cisco IKEAE & iBHA
#60-86400%, CiscoTRa%IPsecE A A3600% , A LAEiBcrypto ipsec security-
association lifetime seconds #i ¥ H T8, A E A Cisco IPsectk apiE #i A120-

86400%,
Properties Setup
High&vailabilty | IPPoolNAT | Accesslists | Desktop Securty |
Security Policy ] Traffiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SY'MDefender ] LDAF Encryption l ConnectContral ]
sKIP Manual [PSEC
[ Enable Ezportable SEIP _
SPI allocation range [hex):
Change SEIFP Session Key
Every |1 n Seconds [0 for infinitby) From |1 a0
ar
Every  [10485760  Bytes (O far infirity] To [
IKE
Reneqotiate IKE Securnty Azzociations ewven |'I 4410 rninubes
Reneqgotiate IPSEC Security Azzociations every |3I3EII:1 geconds
-whordPad | ﬁlinmmand Prarnpt | "-Ff' BTPCPYPN - Check .

2. & ##Manage > Network objects > New ( BiEdit ) > Network , BREEE EM AZHER (8
A Tcpinsides ) BLE¥ R, EMEEECisco access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.255as S HHY B Wit ( £ —{@ ) BEEHEAF. FELocation TiE#Internal,



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

3. i###Manage > Network objects > Edit , /w5 B Rl 3% HESEset peer 172.18.124.157a = H 18
EHRTPCPVPNRE R ( 48R ) in ¥R, FELocation TiE#EInternal, ¥R Type , EF
Gateway, #EModules InstalledT , #AHVPN-1 & FireWall-1Z&E 581 , BEkRH&EH
Management StationZ% Bl /5 #2



Workstation Properties |

General | Interfaces | SNMP | NAT | Certiicates | wPN | authe 4| »]

Mame: RTPCPVFM
IP &ddress: |172.18.124.157 Get addrezs
Carnment: Firewalled gateway to internet
— Locatior: Type:
¥ |nternal © External ’7 " Host % Gateway
— Modules Inztalled
W WPM-1 & Firgiadall-1 Vergion: |41 ¥ Get
[ Flood(z ate-1 versmr 141 [
I | Cormpression teramm 141 |~

¥ Management Station Color: I- vI

aFk. I Cancel Help

4. #fEManage > Network objects > New > Network , ACiscof§ HES R EM /N EPEEE (BA T
inside_ciscos ) ELE¥I R, iEMEELCisco access-list 115 permit ip 192.168.1.0 0.0.0.255
10.32.50.0 0.0.0.2557 T HFHIRIR ( 55 —1E ) MEEHRF. FELocation T EEExternal,



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

IP Address: [192.168.1.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

" Intemnal & Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

5. iZ$¥Manage > Network objects > New > Workstation , £/ ZCiscolg§ HzsiEREd (BA ™
cisco_endpoint ) ¥TBH R, ERME Acrypto map name i S HICiscotHo. TELocation T i&
EExternal, ¥ Type , i#EGateway, F & : TEEHVPN-1/FireWall-1EREU5 #8,



Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

M ame:
IP &ddress: |172.18.124.55 Get addrezs
Cornrment;
— Locatior: Type:
™ |nternal ©* External ’7 " Host % Gateway
— Modules Inztalled
[ WPM-1 & Firgt/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Werzir (4.1 [
I | Cormpression versmtn (4. |~

[T Management Station Color: I- vI

aFk. I Cancel Help

6. i###Manage > Network objects > Edit AR B & 2N 2 ( B4 "RTPCPVPN. ) VPNE
B, =5 , BEHM K ALETHRETBERERMEE (BA "cpinsides ) AF. &
Encryption schemes defined T , IBIFIKE , #A#% 1% — T Edit.



Workstation Properties |
Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthEL|_'*|
— Domair: — Encmyption gchemes defined: ——
™ Walid Addresses(of Interfaces) ™ B=1 Manual IPSEC
& Other: r SKIP
I & Fevz
[T Esportable for SecuRemate Edit... |
= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

7. EXDESMEZMIKEBHLRIZELL T : crypto isakmp policy #il1#desi¥®& : DESNZ 27
%% |, HibfECiscoBlBHF AT R,

8. BIKEBMENASHA1HZE , LEEL T WS : crypto isakmp policy #hash shal¥ ¥ : SHAR
BEEEREREEE , RtECiscoftEF A AR, ERLATERE : BUHEEAggressive
Mode, i#H Supports Subnets. #£Authentication Method T~ # & Pre-Shared Secret., E&F&
LUR % : crypto isakmp policy #3 0REBELA



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 11

F.E Properties k >

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CAST
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

9. ¥ — T Edit Secrets AR EFE L €18 , LLEECisco crypto isakmp key key address @5 5 — &



Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

10. i###Manage > Network objects > EditA##@#E "cisco_endpointy VPNE®, EEHT , EiE
Other , AR BZFEZ R AZE (A Tinside_ciscos ) o TEEncryption schemes
defined ~ , iBIEIKE , &% — TEdit.



Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——
" Disabled I = Manual IPSEC
" Walid Addresses(of Interfaces) W [
& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |
= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

1. EHRIKEBHEDESMBZ LB Z L T &S : crypto isakmp policy #iN#desiE X : DESHNE 2
n# , WitkfECiscofltBF AR AR,

12. BIKEBMERASHAIHE , IEIELTH : crypto isakmp policy #hash shaix ¥
. SHAMEEEZRTEREE L , AtfECiscoflEF R AR, BRI TERE : BUHEE
Aggressive Mode. %M Supports Subnets. 7£Authentication Method T #2Z& Pre-Shared
Secret, EF ST &% : crypto isakmp policy #5 /R &t A



Generall Interfacesl SNMF‘I MAT I Certificates  ¥FN |.-5'-.uthE ol L

KE Properties h by

General |
— K.ep Negotiation Encryption Method(z): - — Hazh Method: —
I~ MDE

r CAST
r IDES IF SHAT

— Authentication Method:
W Pre-Shared Secref Edit Secrets...
[T Public Key Signatures [Eatfigure..

[T Supports Aggresive Mode W Supports Subnets

ak. I Cancel | Help |

13. ¥ — T Edit Secrets AFX EFEH A £88 , LUE Edcrypto isakmp key key address Ciscofn T —

IKE Properties |
General |
Shared Secret

—Shared Secrets List:

Feer Mame Shared Secret

BTPCEVEN

HEHE

Edit

Remove

Ok Cancel |

Ok, Cancel | Help |

Ho
14. £ "REERESE, REP , MA—FRE , HPRMEEH A Tinside_ciscos M
cpinsides (#¥m@ )., SetService=Any. Action=Encrypt#ITrack=Long.




?‘5"'FITP['P'UFH - Check Pomnt Policy Editos

File Edit Yiew Manage Policy ‘Window Help

HSARO e BSSB €K BEEF g lag & BEEY G

55 Secuity Policy - Standard | £ Address Translation - Standard | ¥ Bancwidih Policy - Standard |

m Source |D351ina’riun | Service | Action
% inside_cisco % Cpingide o |
I i cpinside £ inside_cisco @ Any Encrypt Dj Long
‘] I
For Help, press F1 RTPCPYPM |ReadAniite

15. B — T kK EncryptBlR , A% ZIEEdit properties , FEActiontZ R T EL & &R K BE

[rity Palicy - Standard | 453 Address Translation - Standard | FE¥ Bandwidth Palicy - Standard |

P P Hiost Pt |dap-Servers @ Ickap m accept

P PN Host M LOQICal-Servers Pwe [0ad_agent acceapt

2l

—% inside_cisco % cpinside j ==
%‘ Chinside %. inside_cisco @ A F

E_-‘;E dezt-unreach |

b echo-reply

g:_!:' echo-request m accept

e ICMp-proto

leMp oy
D= info-reply @ e
| a® info-req

@ Ay @ Arvy gﬁ mask-regly E ° rejact

[ S pp——
|

rg

g |

wl

)

T

16. IE#EIKE , A% E— TEdit,
Enciyption Properties |

General |

— Erncryption zchemes defined: —

- o

" I Manual IPSEC

™[] SHIP
™ [y Pz

ak. Cancel Help

17. 7 TIKEBM. REH , EdUE LB , LLEcrypto ipsec transform-set rtpset esp-des esp-




sha-hmac # S K Cisco IPsecE i —B : £ TEif, T , BENB+ERTEBYEESP), M
FEELEADES , ERTEMEASHAT , MAFNEHSRBEEANDKHEEMEE (BA T
cisco_endpoints ), E—T "TOK., (HXE ),

IKE Properties Ed |

eneral |

Transfarm:
I}S &% Encryption + D ata Integrity [ESP)

i~ Data Integrity Only [4H)

Encryption &lgorthnn:

D ata Integrity

Allomwed Peer [ateway:

[T Use Perfect Forward Secrecy

aF. Cancel Help

18. BLEREH % , 7ECheckpointi®#E HiEZPolicy > Install A £ 88 S £ 3K,

B

AEHRHENEATRARERENEERE EEER.
WHEZFFITES(EHEEREFER)OIT)XERE Eshowin . E£AOITHEshowds T &l H#Y 25 #

o

- show crypto isakmp sa — R B Z . FHFTE EBTIKER £ B (SA).

- show crypto ipsec sa — %R E BISAEAMNERE.

RER: AR

RERHEFA TR R YRR ET AR,

REERIET
MigE : £/ debug EH 2T , FHESBIER Debug EEWEEER.

- debug crypto engine — B R EBH T MZEMNBEZN MZ S| BHFAFEE,
. debug crypto isakmp — R EBEIKESHHER,

- debug crypto ipsec — # R IPsecEH,

. clear crypto isakmp — ;B BRFT B E BN A IKEEAR

. clear crypto sa — JEBRFTEIPsec SA,
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MR E

EEREN LR PEESEMAMHABERE RETESREREBNRESFRAEL
Wi, MRBARAEERLE , BETEERM. Hl0, 0R#$10.0.0.0/247110.0.1.0 /2489 A ZR
BREEATEERET , AEMAEE#%5%510.0.0.0/23,

=5

R 1EPolicy Editor ( RE&{mEEES ) B P A Tracking ( BBt ) BRESBLong (&) , RLKIEEN
REEEBFRASPETRALLE, TUEAN T SENESFHMFAR -

C. \ W NNT\ FWL\ 4. 1\ f wst op
C\WNNT\ FW\ 4. 1\ fw d -d

EF—HREP

C:\WNNT\ FW\ 4. 1\ fwst art
AR : 52 —{@Microsoft Windows NTZ %,

BHUT @S URBRRER LHSA:

fwtab -t IKE SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound SPI -x
fwtab -t | SAKMP_AH table -x

£ TAreyousure? ( REHE ? ) 1 EEEyesRR,

58 ot 88t TR

Configuration register is 0x2102

ci sco_endpoi nt #debug crypto isakmp
Crypto | SAKMP debugging is on
ci sco_endpoi nt #debug crypto isakmp
Crypto | PSEC debugging is on
ci sco_endpoi nt #debug crypto engine
Crypt o Engi ne debugging is on
ci sco_endpoi nt #
20:54: 06: | PSEC(sa_request):
(key eng. nsg.) src= 172.18.124.35, dest= 172.18.124. 157,

src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-sha-hmac

I'i fedur= 3600s and 4608000kb,

spi = O0xA29984CA(2727969994), conn_id= 0, keysize= 0, flags= 0x4004
20: 54: 06: | SAKMP: received ke nessage (1/1)
20:54:06: | SAKMP: |ocal port 500, renpte port 500
20:54:06: | SAKMP (0:1): beginning Main Mode exchange
20:54:06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV.NO_STATE
20:54:06: | SAKMP (0:1): received packet from 172.18.124. 157 (1) MM NO _STATE
20:54:06: | SAKMP (0:1): processing SA payload. nessage ID =0
20:54:06: | SAKMP (0:1): found peer pre-shared key matching 172.18.124. 157
20:54:06: | SAKMP (0:1): Checking | SAKMP transform 1 against priority 1 policy
20: 54: 06: | SAKWMP: encrypti on DES- CBC



20: 54: 06: | SAKWP: hash SHA
20: 54: 06: | SAKMP: default group 1
20: 54: 06: | SAKMP: aut h pre-share
20:54: 06: | SAKMP (0:1): atts are acceptable. Next payload is O
20: 54: 06: CryptoEngi ne0: generate al g paraneter
20: 54: 06: CRYPTO_ENG NE: Dh phase 1 status: O
20: 54: 06: CRYPTO_ENG NE: Dh phase 1 status: O
20:54: 06: | SAKMP (0:1): SA is doing pre-shared key authentication

using id type | D_| PVA_ADDR
20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV_SA SETUP
20:54: 06: | SAKMP (0:1): received packet from 172.18.124. 157 (1) MM _SA SETUP
20: 54: 06: | SAKMP (0:1): processing KE payl oad. nmessage ID =0
20: 54: 06: CryptoEngi ne0: generate al g paraneter
20: 54: 06: | SAKMP (0:1): processing NONCE payl oad. nmessage ID =0
20: 54: 06: | SAKMP (0:1): found peer pre-shared key matching 172.18.124. 157
20: 54: 06: CryptoEngi ne0: create | SAKMP SKEYID for conn id 1
20: 54: 06: | SAKMP (0:1): SKEYID state generated
20: 54: 06: | SAKMP (1): | D payl oad

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
I ength : 8

20:54: 06: | SAKMP (1): Total payload length: 12

20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) MV _KEY_EXCH
20:54: 06: | SAKMP (0:1): received packet from 172.18.124.157 (1) MV _KEY_EXCH
20: 54: 06: | SAKMP (0:1): processing |ID payl oad. nmessage ID =0

20:54: 06: | SAKMP (0:1): processing HASH payl oad. nessage ID = 0

20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20:54: 06: | SAKMP (0:1): SA has been authenticated with 172.18.124. 157

20: 54: 06: | SAKMP (0:1): beginning Quick Mde exchange, M 1D of 1855173267
20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20:54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) QWL.IDLE

20: 54: 06: CryptoEngi ne0: cl ear dh nunmber for conn id 1

20:54: 06: | SAKMP (0:1): received packet from 172.18.124.157 (1) QV.IDLE
20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1

20: 54: 06: | SAKMP (0:1): processing HASH payl oad. nessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing SA payl oad. nmessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): Checking | PSec proposal 1

20: 54: 06: | SAKMP: transform 1, ESP_DES

20: 54: 06: | SAKWP: attributes in transform

20: 54: 06: | SAKMP: encaps is 1

20: 54: 06: | SAKMP: SAlife type in seconds

20: 54: 06: | SAKMP: SA life duration (basic) of 3600

20: 54: 06: | SAKMP: SA life type in kil obytes

20: 54: 06: | SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 OxO0
20: 54: 06: | SAKWP: aut henticator i s HVAC SHA

20: 54: 06: validate proposal 0O
20:54:06: | SAKMP (0:1): atts are acceptable.
20: 54: 06: | PSEC(val i date_proposal _request): proposal part #1,
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124. 35,

dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),

src_proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

protocol = ESP, transfornr esp-des esp-sha-hmac ,

|'i fedur= 0s and Okb,

spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4
20: 54: 06: validate proposal request 0O
20: 54: 06: | SAKMP (0:1): processing NONCE payl oad. message | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing | D payl oad. nmessage | D = 1855173267
20: 54: 06: | SAKMP (0:1): processing | D payl oad. nmessage | D = 1855173267
20: 54: 06: CryptoEngi ne0: generate hmac context for conn id 1
20:54: 06: ipsec allocate flow O
20:54: 06: ipsec allocate flow O



20:54: 06: | SAKMP (0:1): Creating | PSec SAs

20: 54: 06: i nbound SA from 172.18.124.157 to 172.18.124.35
(proxy 10.32.50.0 to 192.168.1.0)

20: 54: 06: has spi 0xA29984CA and conn_id 2000 and flags 4

20: 54: 06: lifetinme of 3600 seconds

20: 54: 06: lifetime of 4608000 kil obytes

20: 54: 06: out bound SA from 172. 18. 124. 35 to 172.18.124. 157
(proxy 192.168.1.0 to 10.32.50.0)

20: 54: 06: has spi 404516441 and conn_id 2001 and flags 4

20: 54: 06: lifetinme of 3600 seconds

20: 54: 06: lifetime of 4608000 kil obytes

20: 54: 06: | SAKMP (0:1): sending packet to 172.18.124.157 (1) QVL.IDLE
20:54: 06: | SAKMP (0:1): deleting node 1855173267 error FALSE reason ""
20: 54: 06: | PSEC(key_engi ne): got a queue event...
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124. 157,
dest _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0xA29984CA(2727969994), conn_i d= 2000, keysize= 0, flags= 0x4
20:54:06: IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,
src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 3600s and 4608000kb
spi = 0x181C6E59(404516441), conn_id= 2001, keysize= 0, flags= Ox4
20: 54: 06: | PSEC(create_sa): sa created
(sa) sa_dest= 172.18.124.35, sa_prot= 50,
sa_spi = 0xA29984CA(2727969994),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2000
20: 54: 06: | PSEC(create_sa): sa created
(sa) sa_dest= 172.18.124.157, sa_prot= 50,
sa_spi = 0x181C6E59(404516441),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 2001
ci sco_endpoi nt#sho cry ips sa

interface: Ethernet0/0
Crypto map tag: rtp, local addr. 172.18.124.35

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.32.50.0/255.255.255.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 14, #pkts encrypt: 14, #pkts digest 14
#pkts decaps: 14, #pkts decrypt: 14, #pkts verify 14
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 1, #recv errors O

| ocal crypto endpt.: 172.18.124.35, renote crypto endpt.: 172.18.124.157
path mu 1500, nedia ntu 1500
current outbound spi: 181C6E59

i nbound esp sas:

spi: OxA29984CA(2727969994)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow.id: 1, crypto map: rtp

--Mre-- sa timng: remaining key lifetime (k/sec):
(4607998/ 3447)

1V size: 8 bytes
repl ay detection support: Y



i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0x181C6E59(404516441)
transform esp-des esp-sha-hmac
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow.id: 2, crypto map: rtp
sa timng: remaining key lifetime (k/sec): (4607997/3447)
1V size: 8 bytes
repl ay detection support: Y

out bound ah sas:
out bound pcp sas:
ci sco_endpoi nt #show crypto isakmp sa
dst src state conn-id sl ot

172.18.124.157 172.18.124.35 OQM.IDLE 1 0

ci sco_endpoi nt #exit
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