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interface GigabitEthernet4/1
no i p address
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flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ation dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. #TIBVLAN 100N EFPREK LN A E(FEARBIHR Avian 209 , WWTATR)

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no i p address
crypto connect vlan 100

3. BANBRERERESTFNHE TERB(FEL RSP AFast ethernet 3/48 , HILERFTR)o

!--- This is the configuration that uses an access port. interface FastEthernet3/48
no i p address

switchport

switchport access vlan 209

switchport mode access

!--- This is the configuration that uses a trunk port. interface FastEthernet3/48
no i p address sw tchport

switchport trunk encapsulation dotlqg

switchport mode trunk

4. B EENAT, SELMKRE M2 Ino natEAH , LR REELHER BN
access-1list inside_natO_outbound pernmt ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

5. BN ZIBEEHEBURERENZENREN FEEFEEACL), B —EACL (EXpFIHE
ACL 100 ) , EHRALHEE192.168.5.0/24F Rk #8128 102.168.6.0/249 7 & , M TFFATR

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

ERZWInternetZ £ BB M M EEHE(ISAKMP)REEIRE , INFAIR :

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

BHtGS (EXRGP ) UEANERELASR.



crypto isakmp key cisco address 10.66.79.99

EHREWIPsecH R , MR :

crypto ipsec transform-set cisco esp-des esp-md5-hmac

BYMBHREN , TR :
crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco
match address 100

6. S EBmEFLEEAEIVLAN 100HE , WTAR :

interface vlanl00
crypto map cisco

ERANRELEE.
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.99

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- is used to establish
the IPsec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.99

set transform-set cisco

match address 100

1

1

no spanni ng-tree vlan 100

1

1
1

interface FastEthernet3/1

i p address 192.168.5.1 255. 255.255.0
1
!--- This is the outside Layer 2 port that allows VLAN
!--- 209 traffic to enter. interface FastEthernet3/48 no
i p address switchport switchport trunk encapsul ation
dot 1q switchport mode trunk ! interface
G gabitEthernet4/1 no ip address flowcontrol receive on




flowcontrol send off swi tchport sw tchport trunk
encapsul ation dotlq !/--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

swi tchport node trunk

cdp enabl e

|

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

fl owmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every |VLAN,

a correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1
interface M anl
no i p address
shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface VIan209 no i p address crypto connect vlan 100
!

ip classless

!--- Configure the routing so that the device !--- is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.161

gl obal (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0
255.255.255.0 !--- This access list
(inside_natO_outbound) is used with the nat zero
comand. !--- This prevents traffic which matches the
access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the sanme as (100). !--- Two separate access lists should
al ways be used in this configuration.

access-list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255
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SV3- 2#show run
Bui | di ng configuration..

Current configuration : 1268 bytes
!
version 12.3
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption
!
host nane SV3-2
!
boot - st art - mar ker
boot - end- mar ker
!
!
no aaa new node
i p subnet-zero
!
ip audit notify | og
ip audit po nmax-events 100
ip ssh break-string
no ftp-server wite-enable
!
!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5
authentication pre-share
group 2
crypto isakmp key cisco address 10.66.79.180
!
!
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac
!

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.180

set transform-set cisco

match address 100

1

!

!-—-- Apply the crypto map to the interface. interface
Et hernet0/0 i p address 10.66.79.99 255. 255. 255. 224 hal f -
dupl ex crypto map cisco

1
interface Ethernet0/1

i p address 192.168.6.1 255.255.255.0

hal f - dupl ex

no keepalive

!

!

ip http server

no ip http secure-server

ip classless

!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route

0.0.0.0 0.0.0.0 10.66.79.97
[




]
!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255

]
!
control - pl ane
!
!
line con O
line aux O
line vty 0 4
!
end

i F 3% R 2 L (B IPsec
HITUTETER , BNV ENENEIEEBHIERZIPsec,

1. B AZBVLANFT B ZIVPN RIS R R EPIE, BRERVPNIRSEBNAEEIF, F£HAVLAN
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interface GigabitEthernet4/1

no i p address

flowcontrol receive on

flowcontrol send off

sw t chport

swi tchport trunk encapsul ation dot1q
switchport trunk allowed vlan 1,100,1002-1005
switchport node trunk

cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

sw t chport

swi tchport trunk encapsul ation dot1q
switchport trunk allowed vlan 1,209,1002-1005
switchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

2. $TBVLAN 10071 E FBEE K LB T E (E A B Brast Bt hernet 3/ 48 , TR P 7R)o

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet3/48
no ip address
crypto connect vlan 100

3. B EENAT, #ELMRKE FEEno natZEAF , ARREELHER 2B ®
access-1ist inside_natO_outbound pernmit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0. 255
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

4. BYZBRFBEENEREMZNRENACL. B —EACL ( EAHIHBACL 100 )
A ERHE S 192.168.5.0/24 FiE im A #% 192.168.6.0/24M R E , W TFFI7R :

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255



ERZWISAKMPR SRS , WIRFIR :

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

BHUTHS (EXREP ) UEANERALA SR
crypto isakmp key cisco address 10.66.79.99
EREWIPsecHFR , IR :

crypto ipsec transform-set cisco esp-des esp-md5-hmac

BYMEZEHRES , MTAAR

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.99

set transform-set cisco

match address 100

5 KRB FZHEERZIVLAN 1000 E , MWTAR :

interface vlanl00
crypto map cisco

ERANRELERIE.

. Catalyst 6500
. Cisco IOSEEHE8

Catalyst 6500

!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.99

1
1
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.99
set transform-set cisco
match address 100
1
1

no spanni ng-tree vlan 100
!




1

!

interface FastEthernet3/1

i p address 192.168.5.1 255.255. 255.0

!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--—- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. interface FastEthernet3/48 no ip address
crypto connect vlan 100
|
interface G gabitEthernet4/1

no i p address

fl owmcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!-—- VLAN 100 is defined as the IVLAN. switchport trunk
allowed vlan 1,100,1002-1005

swi tchport node trunk

cdp enabl e

!

interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q

!--—- The PVLAN configuration is handled transparently by

the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every |IVLAN, a

correspondi ng PVLAN exi sts.

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1

interface Vlanl

no i p address

shut down

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface VIanl00 ip address

10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

!

ip classless

!--- Configure the routing so that the device !--- is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.161

1

gl obal (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_nat0O_outbound. nat (inside) O access-Iist

i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0
255.255.255.0 !--- This access list
(inside_natO_outbound) is used with the nat zero




conmand. !--- This prevents traffic which matches the
access list fromundergoing !--- network address
translation (NAT). The traffic specified by this ACL is
l--- traffic that is to be encrypted and !--- sent
across the VPN tunnel. This ACL is intentionally !---
the same as (100). !--- Two separate access lists should
al ways be used in this configuration.

access-list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

Cisco |IOSEE &8

SV3- 2# show run
Bui | di ng configuration...

Current configuration : 1268 bytes
|
version 12.3
service tinmestanps debug dateti ne nsec
service tinmestanps | og datetinme nsec
no service password-encryption
|
host nane SV3-2
|
boot - st art - mar ker
boot - end- nmar ker
|
!
no aaa new node
i p subnet-zero
|
ip audit notify |og
ip audit po max-events 100
ip ssh break-string
no ftp-server wite-enable
|
!--—- Define the Phase 1 policy. crypto isakmp policy 1
hash md5
authentication pre-share
group 2
crypto isakmp key cisco address 10.66.79.180
|
1
!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac
|

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. This indicates that IKE !--- is
used to establish the IPsec !--- SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp

set peer 10.66.79.180

set transform-set cisco

match address 100

|

]

I-—-- Apply the crypto map to the interface. interface

Et hernet0/0 i p address 10.66.79.99 255. 255. 255. 224 hal f -
dupl ex crypto map cisco




]
interface Ethernet0/1
i p address 192.168. 6.1 255.255.255.0
hal f - dupl ex
no keepalive
!
!
ip http server
no ip http secure-server
ip classless
!--- Configure the routing so that the device !--- 1is
directed to reach its destination network. ip route
0.0.0.0 0.0.0.0 10.66.79.97
]
!
!--- This is the crypto ACL. access-list 100 permit ip
192.168.6.0 0.0.0.255 192.168.5.0 0.0.0.255
]
!
control - pl ane
!
!
line con O
line aux O

line vty 0 4
!

end

L i
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. show crypto ipsec sa — # =~ & BilPsec SAEARIEZE.
- show crypto isakmp sa — B R¥ &8 EWAMBE EHIIKE SA.
- show crypto vlan — F7REE N2 B & B E Y VLAN,
- show crypto eli — B RVPNARIEEBHRETE R
ERRTBNIRIPsecEN HME , F2BIPZ S HMIEHERR — BN Hdebugii o

RER: AR

AETIR LAY B FA A R REE 1T SR B HEAR
SHUHRES
XX : ¥ idebuglE 28l , BB AR DebugiE T EEZEH.

- debug crypto ipsec — F 2P EX MY IPsectih o

- debug crypto isakmp — ,..,\/1'\%1 B EX B9 ISAKMP 15 7
- debug crypto engine — BERINZR KR E

- clear crypto |sakmp — & F?Eﬁi% 1P ERAEBARYSA,

. clear crypto sa — & BREZEE 2P ER HHEBRISA,
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