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no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk

cdp enable

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

2. $TBVLAN 100 EMRZEK LN E(TEARBIR Bvian 200 , MTRAR)

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface Vl1an209
no ip address
crypto connect vlan 100

3. ﬂ%‘y$%ﬂ¢@$§i§ﬁa|§%?§kﬁﬁqqﬁﬁi-%(;rﬂ_:z':@uq:';.%FastEthernet 2/48 , ZZU—FFE'ZT'\)O

!--- This is the configuration that uses an access port. interface FastEthernet2/48
no ip address

switchport

switchport access vlan 209

switchport mode access

!--- This is the configuration that uses a trunk port. interface FastEthernet2/48
no ip address switchport

switchport trunk encapsulation dotlqg

switchport mode trunk

4. BIUEZRNAT, #ELREFHEHIno natEAH , URREELAE ZBH®

access-1list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255

global (outside) 1 interface

nat (inside) 0 access-1list inside_nat0O_outbound

nat (inside) 1 192.168.5.0 255.255.255.0

5. B R B mEHEUNEZENZNRENFZIRFIBEEACL), BIMIMBACL ( EARHIH
BACL 100 — AERITE ) , B AEAEEE192.168.5.0/24 B & 4855 102.168.6.0/24 1 7 &
, MITRFR

access-1list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

EREWInternetZ 2 BEH AN LM EBEHE(SAKMP)KEEIZR , TR :

crypto isakmp policy 1
hash md5

authentication pre-share
group 2



BEHUTHS (EXREP ) UEANERTALA SN
crypto isakmp key cisco address 10.66.79.73
EREHIPSecE®E , TR :

crypto ipsec transform-set cisco esp-des esp-md5-hmac
BUMZHMER , WTAR :

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

6. I RIEFZHEERZIVLAN 1000 E , MR :

interface vlanl00
crypto map cisco

ERLTEE

. Catalyst 6500
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

!

!--- Define a static crypto map entry for the peer !---
with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- is used to establish
the IPSec !--- security associations (SAs) to protect
the traffic !--- specified by this crypto map entry.
crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

!

!
no spanning-tree vlan 100

1

1

1

interface FastEthernet2/1

ip address 192.168.5.1 255.255.255.0

!

!--— This is the outside Layer 2 port that allows !---
VLAN 209 traffic to enter. interface FastEthernet2/48 no
ip address switchport switchport trunk encapsulation




dotlg switchport mode trunk ! interface
GigabitEthernet4/1 no ip address flowcontrol receive on
flowcontrol send off switchport switchport trunk
encapsulation dotlg !--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

switchport mode trunk

cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- The Port VLAN (PVLAN) configuration is handled

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every IVLAN,

a corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

!

interface Vlanl
no ip address

shutdown

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface Vl1an209 no ip address crypto connect vlan 100
1

ip classless

global (outside) 1 interface

!--- NAT 0 prevents NAT for networks specified in the
ACL inside_natO_outbound. nat (inside) 0 access-1list
inside_nat0O_outbound nat (inside) 1 192.168.5.0
255.255.255.0 !/--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

l--- This access 1list (inside _natO_outbound) is used
with the nat zero command. !--- This prevents traffic
which matches the access list from undergoing !---
network address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
!--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate

access lists should always be used in this
configuration. access-list inside_nat0O_outbound permit
ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip




192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255
PIXPBh )&

Saved

interface
interface
interface
interface
interface
interface
interface

SV2-8 (config)# show

run

PIX Version 6.3(3)

ethernet0
ethernetl
ethernet2
ethernet3
ethernetd
ethernet5
ethernet6

auto
auto
auto shutdown
auto shutdown
auto shutdown
auto shutdown

auto shutdown

ethernet0 outside security0
ethernetl
ethernet2
ethernet3
ethernet4
ethernet5 intf5
ethernet6 intf6 security30

password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted

hostname SV2-8

domain-name cisco.com

nameif
inside securityl00
intf2
intf3
intf4

nameif
nameif securityl0
nameif securityl5b
nameif security20
nameif security25
nameif

enable

dns maximum-length 512
ftp 21

h323 h225 1720
h323 ras 1718-1719
http 80

ils 389

rsh 514

rtsp 554

sip 5060

sip udp 5060
skinny 2000

smtp 25

sglnet 1521

tftp 69

fixup protocol

fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
names

!-——- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0
pager lines 24

outside 1500

inside 1500

intf2 1500

intf3 1500

intf4 1500

intf5 1500

intf6 1500
address outside 10.66.79.73 255.255.255.224
address inside 192.168.6.1 255.255.255.0

address intf2 127.0.0.1 255.255.255.255

ip intf3

ip intf4

ip intfb

ip intfé6

audit info action alarm

mtu
mtu
mtu
mtu
mtu
mtu
mtu
ip

ip

ip

no address
no address
no address
no address
ip

ip audit attack action alarm




no failover

failover timeout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intfb

no failover ip address intfé6

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share
encryption des

hash md5

group 2

lifetime 86400

isakmp policy 1
isakmp policy 1
isakmp policy 1
isakmp policy 1
telnet timeout 5
ssh timeout 5
console timeout 0

terminal width 80
Cryptochecksum:244c86c9beab00bda8£790502ca74db9
: end

{55 1A 3% iy SR FE B IPSec
YITUTSR , OB EHY M B f R T B IPSec,

1. B AREBVLANFT B BIVPN RIS E AR AETIRE, BRERVPNIRFSEB A FEE4AF, FHVLAN
100/ EARNEBVLAN , EAVLAN 2091EA S EBVLAN, ZINT AR EEVPNIRFEIEHGER :

interface GigabitEthernet4/1



no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,100,1002-1005
switchport mode trunk

cdp enable

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg
switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

2. i‘ﬁi‘gVLAN 100ﬁE*ﬂﬁgﬁﬁ\%iE’gﬁﬁ(EzF@uq:%FastEthernet2/48 , ZIIZI'FF)?/_T)O

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet2/48
no ip address
crypto connect vlan 100

3. B ENAT, ELREFIEEno natiBAF , URREELPER ZEHN M
access-list inside_natO_outbound permit ip 192.168.5.0 0.0.0.255
192.168.6.0 0.0.0.255
global (outside) 1 interface
nat (inside) 0 access-list inside_natO_outbound
nat (inside) 1 192.168.5.0 255.255.255.0

4. BYBRTBIREEENEZENZNHREMNACL, BT —EACL (EAHIFRAACL100) , EE
RAREPHBE192.168.5.0/24 3= i 4858 192.168.6.0/24 R E , MR :

access-1list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

EHEEMISAKMPRIEESE , TAIR ;

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

BHUTHS (BRSSP ) UEANEXEALASE -
crypto isakmp key cisco address 10.66.79.73
EZIBMIPSecE:E , MTFIR :

crypto ipsec transform-set cisco esp-des esp-md5-hmac

BYMEZEHRES , MR :

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73
set transform-set cisco



match address 100

5. B ZGmELEEMATIVLAN 10057 H , WTFAR :

interface vlanl00
crypto map cisco

ERUTEE :

. Catalyst 6500
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!--- Define the Phase 1 policy. crypto isakmp policy 1
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1

!

!--- Define the encryption policy for this setup. crypto
ipsec transform-set cisco esp-des esp-md5-hmac

1

!--- Define a static crypto map entry for the peer !---

with mode ipsec-isakmp. !--- This indicates that IKE is
used to establish the !--- IPSec SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco
match address 100

1

!

no spanning-tree vlan 100
1

1

!

interface FastEthernet2/1
ip address 192.168.5.1 255.255.255.0
1

!--- This is the secure port that is configured in

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. ! interface FastEthernet2/48 no ip address
crypto connect vlan 100

!

interface GigabitEthernet4/1

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- VLAN 100 is defined as the IVLAN. switchport trunk




allowed vlan 1,100,1002-1005

switchport mode trunk

cdp enable

!

interface GigabitEthernet4/2

no ip address

flowcontrol receive on

flowcontrol send off

switchport

switchport trunk encapsulation dotlg

!--- The PVLAN configuration is handled transparently by
the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every IVLAN, a
corresponding PVLAN exists.

switchport trunk allowed vlan 1,209,1002-1005
switchport mode trunk

cdp enable

spanning-tree portfast trunk

!

interface Vlanl

no ip address

shutdown

!

!--- This is the IVLAN that is configured to intercept
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface V1anl00 ip address
10.66.79.180 255.255.255.224 crypto map cisco

!--- This is the secure port that is a virtual Layer 3

interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
! ip classless global (outside) 1 interface !--- NAT 0

prevents NAT for networks specified in the ACL
inside nat0O_outbound. nat (inside) 0 access-list
inside_nat0_outbound nat (inside) 1 192.168.6.0
255.255.255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

!

!--- This access list (inside_nat(0_outbound) 1is used
with the nat zero command. !--- This prevents traffic
which matches the access list from undergoing !---
network address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
!--- sent across the VPN tunnel. This ACL is
intentionally !--- the same as (100). !--- Two separate

access lists should always be used in this

configuration.

access-list inside_natO_outbound permit ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0.255

!--- This is the crypto ACL. access-list 100 permit ip
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIXBh X &




SV2-8 (config)# show

Saved

PIX Version 6.3(3)

interface
interface
interface
interface
interface
interface
interface

ethernet0
ethernetl
ethernet2
ethernet3
ethernet4
etherneth
ethernet6

run

auto
auto
auto
auto
auto
auto
auto

shutdown
shutdown
shutdown
shutdown
shutdown

nameif ethernet0 outside securityO

nameif ethernetl inside securityl100
intf2
intf3
intf4
intf5
ethernet6 intf6 security30

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIJI.2KYOU encrypted

hostname SV2-8

domain-name cisco.com

nameif ethernet2 securityl0

nameif ethernet3 securityl5

nameif ethernet4 security20

nameif ethernetb5 security?25

nameif

protocol dns maximum-length 512
ftp 21

h323 h225 1720
h323 ras 1718-1719
http 80

ils 389

rsh 514

rtsp 554

sip 5060

sip udp 5060
skinny 2000

smtp 25

sglnet 1521

tftp 69

fixup
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
fixup protocol
names

!--- This is the traffic to the router. access-list 100
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0
pager lines 24

outside 1500

inside 1500

intf2 1500

intf3 1500

intf4 1500

intf5 1500

intfé6 1500
address outside 10.66.79.73 255.255.255.224
address inside 192.168.6.1 255.255.255.0

address intf2 127.0.0.1 255.255.255.255

ip intf3

ip intf4

ip intf5

ip intfé

audit info action alarm

mtu
mtu
mtu
mtu
mtu
mtu
mtu
ip

ip

ip

no address
no address
no address
no address
ip
ip
no

audit attack action alarm
failover

failover timeout 0:00:00
failover poll 15




no failover ip address outside

no failover ip address inside

no failover ip address intf2

no failover ip address intf3

no failover ip address intf4

no failover ip address intfb

no failover ip address intfé6

pdm history enable

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 192.168.6.0 255.255.255.0 0 0

route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h225 1:00:00

timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip_media
0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

!--- These are IPSec policies. sysopt connection permit-
ipsec

crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp

crypto map cisco 10 match address 100

crypto map cisco 10 set peer 10.66.79.180

crypto map cisco 10 set transform-set cisco

crypto map cisco interface outside

!--- These are IKE policies. isakmp enable outside
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2

1

isakmp policy lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0

terminal width 80
Cryptochecksum:244c86c9beab00bda8f790502ca74db9

end

B

AEHRHNEFARERCVEEBR S EREFE,

HHEESTE(EREEMELMER)OIT)XERE Lshowii T, FHAOITREshowds i H i 2 47
- show crypto ipsec sa — F R & BIIPSec SAERAMNERE,
- show crypto isakmp sa — B R¥ &8 EWAMBE EHIIKE SA.
- show crypto vlan — F7REE N2 B & B H Y VLAN,
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- show crypto eli — #RVPNIRIEEBHRETE R
ERRTBNIBRIPSect BN HMEF , FSEIPLLHEHR — BEAFHNF Adebugin o

5 R

AETIR L0 B FA A R REE 1T SR B HEAR
ECEMYR
XX : ¥ tidebuglE 28l , BB AR DebugiE T EEZEH.

- debug crypto ipsec — F R 2FE EXHYIPSectf i,
- debug crypto isakmp — R 5 1F& BRI ISAKMP 137
. debug crypto engine — B R INZEH R E
. clear crypto |sakmp — JERREEZE1PE B AR BE Y SA
. clear crypto sa — JEBREZEE 2P ER HHEBRISA,
ERRENBRIPSecHENHMER , FSRIPREHMEHR — BN Adebugin T

HHE & A

. |IPSecx B EMH

- BB IPSecifi# R &

- EEInternet & 8 3 % 4 1}
- E{ii sz ¥ - Cisco Systems
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