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Add Metwork Object
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FO# _Local_Meteork
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Define Endpoints

Identify the interface on this device, and the remote peer's interface IP address, that form the point-to-point WPM connection. Then, identify
tha lacal and remote networks that can use the connection. Traffic between these networks is protected wsing IPsec encryption.

Cannection Profila Name

RTPVFN-ASA

LOCAL SITE REMOTE SITE

Local VPN Access Interface (® statc () Dynamic
outside (GigabitEthernet0/a) w

Remote IP Address

Local Metwork

14.36.137.82
+

I FOM_Local_Network Remote Network

.l.

T ASA_Remaots_Metwork

ET—EL , BEEJRMALREInternet £ 3T (IKE) 5|1 8 , M T EFT R

IKE Policy

IKE policies are global, you cannot configure differant policies per VIPN. Any enabled IKE Policies are available to
all VPN connections.

IKE Version 2 IKE Version 1
IKE Policy
Globally applied EDIT...

IPSec Proposal

Custom set selected EDIT...

i##ECreate New IKE Policy#zilt , 21T BIFTRo



Edit Globally: IKE v2 Policy

T Fiter

AES-GCM-NULL-SHA

AES-SHA-SHA

DES-SHA-SHA

00C

Create New IKE Policy “

AEEAEUT S BARIKEV2H AR

INZAES-256
STEMSHA256
DH#E14

PRF SHA256



Add IKE v2 Policy

Priority Name State
1 RTPVPN-ASA ()

Encryption

AES256 w

Diffie-Hellman Group

14 %) v
Integrity Hash

| SHA2S6 x v
Pseudo Random Function (PRF) Hash

m v

Lifetime (seconds)

86400

BREEE% , 1BZIPSecEEMEditRIE., MEFTREILHMIPSecER.



Select IPSec Proposals

T Filter SET DEFALILT

*u AES-GCM in Default Set

%

P

AES-SHA

DES-5HA-1 .
e D
RIEEAUT 5 BARIPSec:

INZRAES-256

STEEMSHA256



Add IKE v2 IPSec Proposal

Mame

ASA-IPSEC|

Encryption

AES256 o

Integrity Hash

m v

HBREREAALEAASR YA AMBEANALLASRPSK). AEEEABRBHPSK ,
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Authentication Type
@ Pre-shared Manual Key O Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

*9999
BRERTNATRRNE. WRERT ZERBNE , AIFEEEPolicies > NATFE I FEINATRERR
A1,

Additional Options

MAT Exempt Diffie-Hellman Group for Perfect Forward Secrecy

inside (GigabitEthernet0/1) W MNo Perfect Forward Secrecy (turmed off) e

EHu&R—HL  SERERHIEMERNEE, BEEFT ERNIPH  WBER T ERNINE
SIS, RERIE " i, BEHAVIERERIERVPN,



EFACLISTERASAEE .,
ASAEL &

1. FEASARYH\ER T H LB IKEV2:

Crypto ikev2 enable outside

2EMERKEFTD LEERME5| BAYIKEV2K B

Crypto ikev2 policy 1
Encryption aes-256
Integrity sha256
Group 14
Prf sha256
Lifetime seconds 86400

3. AAFFIKEV2 i E K AE SR B

Group-policy FDM_GP internal
Group-policy FDM_GP attributes
Vpn-tunnel-protocol ikev2

4. BEEFTD AP EEHR, s|AEAXE  YEEELAEE -

Tunnel-group 172.16.100.10 type ipsec-121

Tunnel-group 172.16.100.10 general-attributes
Default-group-policy FDM_GP

Tunnel-group 172.16.100.10 ipsec-attributes
ikev2 local-authentication pre-shared-key cisco
ikev2 remote-authentication pre-shared-key cisco

5.V EEENZH FEMNHMEEE - (FTDSubnet 10.10.116.0/24)(ASASubnet 10.10.110.0/24);



Object network FDMSubnet
Subnet 10.10.116.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6.2 5| HFTD LIEERER ERIKEV2 IPsectZi :

Crypto ipsec ikev2 ipsec-proposal FDM
Protocol esp encryption aes-256
Protocol esp integrity sha-256

7BV B ERBE R MBEHRKE

Crypto map outside_map 20 set peer 172.16.100.10
Crypto map outside_map 20 match address ASAtoFTD
Crypto map outside_map 20 set ikev2 ipsec-proposal FTD
Crypto map outside_map 20 interface outside

8. M PH L ABENATHINATRBREE A

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FDMSubnet FDMSubnet
no-proxy-arp route-1ookup

ERAAEHAR , BEEENEERE ERER.

EXBEBVPNRREREHRE, BIBHRASARFTDR GBS , ATLA6E Apacket tracerin & ST R LR
fE, f#Mpacket Tracerin S RAEIVPNBEER: , M AETMATEERBRESTRE., F-XRBHEX
o, VPNPRERIRR , B tPacket Tracerin &% VPN encrypt DROP, 58711 FBh X &Y
R EBIP k31t ¥ B Packet TracerF HYRIPH st , F A& LLIREIRIE KB,

firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 9
Type: VPN



Subtype: encrypt
Result: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (inside,outside) source static |s2sAcT1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

NAT divert to egress interface outside

Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group NGFW_ONBOX_ACL global

access-1ist NGFW_ONBOX_ACL advanced trust object-group |acSvcg-268435457 ifc inside any ifc outside any
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: ACCESS POLICY: NGFW_Access_Policy
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: L5 RULE: Inside_Outside_Rule
object-group service |acSvcg-268435457

service-object ip

Additional Information:

Phase: 4

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,outside) source static |s2sAcT1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

Static translate 10.10.116.10/0 to 10.10.116.10/0

Phase: 9

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up



Action: allow

EEERBEEMNE  BEEEFTDHASAMCLI,

FEFTD CLIF |, Efshow crypto ikev2 sats B 7% 55 1 B ER A 5B 2P ER o

> show crypto ikev2 sa

IKEv2 SAs:

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote

3821043 172.16.100.10/500 192.168.200.10/500

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/1150 sec

Child sa: local selector 10.10.116.0/0 - 10.10.116.255/65535

remote selector 10.10.110.0/0 - 10.10.110.255/65535
ESP spi in/out: 0x7398dcbd/0x2303b0c0

Al 3
AEREN R T AR TREIR,
AR 4R B =R

BEVPNE K FELSHERE, FAit , EASREMERNBERER K SFRHEFEEHH2HE
ER, BEIMARAREIKEVRERENFMEE AT ELERED : AFEEIKEV2 VPN

EHENSE RRRREREE, BEE-—MNRENEZREEELBEERS.

ERU TR SEIRRE LNERSHE

Capture capout interface outside match ip host 172.16.100.10 host 192.168.200.10

HEDE , EFRBBVPNEERE , YEERSHETREERRE,
{# Fshow cap capoutin TR EER THE,

firepower# show cap capout


https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

4 packets captured

1: 01:21:06.763983 172.16.100.10.500 > 192.168.200.10.500: udp 574
2: 01:21:06.769415 192.168.200.10.500 > 172.16.100.10.500: udp 619
3: 01:21:06.770666 172.16.100.10.500 > 192.168.200.10.500: udp 288
4: 01:21:06.773748 192.168.200.10.500 > 172.16.100.10.500: udp 256
R
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