FTD EHRFMCEE /Y UL R 2 ia B VPNELE
B 8%

REEHS

&

AERNBWAEHFMCEE K Firepower & B B & (FTD) L 52 E vk B E U5 B VPN,

BEARAF

IBRZHLT TEA —ERH

- HVPNEERRE
« fEfAFirepower® I /ORI EER
- EFAASATI TSR

BRA T
AP EARBRIRA T SRR AE IR :

- BRIFTD 6.5
- ASA 9.10(1)32
. IKEv2



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

HARE
RERAFirePowerg B R O WFTDE EBE .

SR 1. ERVPNAE,

1.5 EIDevices > VPN > Site To Site, 1£Add VPNF , #&— T Firepower Threat Defense
Device , M1 BT Ro

Firepower Devioe Firepower Threat Dolerse Dovios

2.1 H Create New VPN TopologyfE, AVPNIZH—EZ RS BINEE,
IKERRZAS : IKEV2

ELRFIH | BEERERGR , BIRARFTD , BIMBRASA, E—TixENRREAEKENEEHR
Ed TN EMR.



Create New VPN Topology ? ¥

Topalogy Name:* | BTEVRL-ASS |
Network Topalogy: w ¥ Hub and Spoke | < Full Hndl]
IKE Version:* = mEul
IKE IPsec Advanced
Mode A: ["'l-]

|

MHode B:

-
-

@ Ensure the protected networks are allowed by access control policy of each device.

3.HEFTDHTIE A % — s 2.
BERENZERANTE. PHitEREBRESBEER,
2hi#Protected Networks FEVAREINGE ( WNEFTR ) |, BIFLLVPNA FEMZR L 74,



Add Endpoint 7

Device: ¥ FTD w
Interface:* outside bl
IP Address: ¥ 172.16.100.20 b

| This IP i1s Pnivate

Connection Type: Bidirectional i

Certificate Map: RS @

Protected Networks: ¥

‘® Subnet / IP Address (Network) ' Access List (Extended)
[#]

oK || Cancel |

4 35— T#xkEplus , WWHKEIERER.



S5 MAEARM FRFEINEEMHMNFTDHR, H— TAJdBEEBE T Selected Networks, RTE , &
—T TOK, , A FEFfRo

FTDSubnet = 10.10.113.0/24

Metwork Objects ? X

Available Networks €& ] Selected Networks

| I, ftd | == FTDSubnet a
Ok Cancel

EIMA(FTDRBERHETR, B—TEHMBHZEME , M T BT,



Create New VPN Topology

Topalogy Name:™ |mwm¢.5.&
Metwork Topology: w*lﬁbmdﬁmhl +Fumuh]
IKE Version:™ O kEv: ™ kEV2
e e advance
HNode A; (]
FTD eutside/ 172,16.100.20 FTDSubnet FB =
HNaode B:

-
-

B Ensure the protected networks are allowed by access control policy of each device.
Save || Cancel |

EIRBRASA, TRFMCEENKERRA/NBBEERE.
6.FTEREABMIPH, RixBMFHEBZRBORE , WTEATR.



Edit Endpoint ? X

Device: ™ Extranet b
Device Name: ™ ASA
IP Address:* ®' Static Dynamic

192.168.200.10

Certificate Map: v | &

Protected Networks:*

® Subnet / IP Address (Network) Access List (Extended)

| Ok || Cancel |

7TNEFR , BEFEMENASATHE , ARG EIMNIEIREN M,



ASASubnet = 10.10.110.0/24

Network Objects ? X

Available Networks €& ) Selected Networks

ASAS =
| L, ASAS | == ASASubnet O

QK Cancel

SR 2 BEIKESI o
R, MEKFEEI , BBIKE/IPSECERE.

1.ZEIKEEEBT , EEARIKEV2HARBN S, R—THREIMFEUEILFNIKERR , WEFR

o



Create New VPN Topoclogy .

Topology Name: ™ RTPYPMN-ASA
MNetwork Topology: *= Paint to Point | % Hub and Spoke | “2* Full Mesh
IKE Version:* IKEvl # IKEvZ

Endpoints m IPsec Advanced

IKEv1 Settings
Policy:™ echared sha_aes236 dh3_: R

Authenbicabtion Type: Pre Automatic s

IKEvZ Settings

Policy: ™ BES-GCM-MULL-SHA hdl (%]
Authenbicabion Type: Pre-shared Automatic Key ™
Pre-shared Key Length:* 24 Characters (Range 1-127)

Save Cancel

2EHMIKERKEYF , BEERNEBEIEFHHEMNER1NERFS, A EENRRBPFERLUT 5
B - =R (SHA256). MIBR(AES-256). PRF(SHA256)FDiffie-Hellmanil ( 814 )

N pE . mRTRERDsPELE | £E LN EKEERBSELIERESRE, K5
VPNERREFERERHFHCAENE —EIKERK, F£RETIEFREREE SEENRRK.
BEIEF1EE REIE.



New IKEv2 Policy

Mame;™ ASH
Description:
Priority: 1
Lifetime: 26400
Integrity Algorithms Available Algonthms
Encryption Algorithms :
rypHon A 45 MD5
PRF Algorithms ]
oon SHA
Diffie-Hellman Group ’“"E
o8 SHAS512
5 SHA384
8 NULL

(1-55535)

seconds (120-2147483647)

Selected Algonthms

5 SHA256 |

?

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Friority:

Lifetime:

Integrity Algorithms

|Encryption Algorithms |
PRF Algorithms
Diffie-Hellman Group

ASA

1

36400

Available Algonthms
5 AES

4 DES

4 3DES

4 AES-192
8 AES-GCM
i AES-GCM-152
8 AES-GCM-256

4 NULL

?

(1-65535)

seconds (120-2147483647)

Selected Algonthms

b AES-256 G

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

ASA

1

26400

Available Algonthms
& MD5

,?rg SHA

5 SHAS12

]
oy

. SHAZB4

(1-65535)

ceconds (120-2147483647)

Selected Algonthms

48 sHA256 &

Save | | Cancel




New IKEvZ Policy

Mame:*

Description:

Priority:

Lifetime:

Integrity Algorithms

Encryption Algorithms

PRF Algorithms

Diffie-Hellman Group

ASA

1

26400

Available Groups

Cia
-

. 1
gk o
Fa s

%

]

%)
=
Ln

3 3

w (S
[ I S R T
= O

g}

o 4

et

IFWEIE | BIFURR , RBBERIRA,
4 ##Epre-shared-keyFfit, AIEFEAPSKER23,

?
(1-65535)
ceconds (120-2147483647)
Selected Groups
& 14 &
Save | | Cancel




Create New VPN Topology

Topology Mame:* RTPYPH-ASS
Metwork Topology: *— Point to Point | ¥ Hub and Spoke | %= Full Mesh
IKE Version:* IKEv1 0 IKEw2

Endpoints m IPsec Advanced

IKEv1 Settings
F‘l:I|iC'|-':“ préesnared '-':-._r.—ﬂ-?'_l_._! 5 & w

Authentication Type: Pre-shared Automatic Key w

o] i - e - - B

IKEVZ Settings

Palicy:™ £ @

Authentication Type: IPre-shared Maryal Keg.rl ¥
Key:™ ey
Confirm K.E"f.l':* [TITETETY

|| Enforce hex-based pre-shared key only

Save

$ B2 3.8 EIPsecs| #.
1.7 IPsec , B— T EmEBEREW R TN IPseciE2i®d , M TNEFTR.

Cancel



Create New VPN Topology ? ¥

Topology Mame:™ RTPYFM-ASA
Network Topology: = Point to Point ¥ Hub and Spoke | % Full Mesh
1KE Version:™ IKEvl ¥ [KEv2

Endpoints IKE m Advanced

Crypto Map Type: * Static Dymarmic

IKEvZ Mode: Tunmel "

Transfarm Sets: IKEwv1 IPsec Proposals, |IKEv2 IPsec Proposals™ 7|

AES-GCM

Enable Securty Assocation (SA) Strength Enforcement
#| Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Lifetime Duration™: | 28800 Secands (Range 120-2147483647)
Lifetime Size: 4508000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

2. EEVFMWIKEV2 IPsecZE , B — TR i A PEER25| 8,

i#IZESP Encryption > AES-GCM-256, FAGCMEE XMZE , FTEEMEERE L, FHGCMEF
, MEEXRREN,



Edit IKEv2 IPsec Proposal ?
Mame:™ ASL
Description:
ESP Hash Available Algorithms Selected Algorithms
ESP Encryption :
; - was AES-GCM-2536 |
b AES-256
b AES-GCM-182
oh AES-192
- add |
Lo AES-GCM
&b AES
5 3DES
4k DES
4k AES-GMAC-25  _
Save | | Cancel
JEIUFMIPsecHRR |, iSHEHMEBIBENEBRE,
IKEv2 IPsec Proposal ?
Available Transform Sets & (%] Selected Transform Sets
| 4}, Search | ﬁ. ASA &
8 2Es-GCM
8 AES-SHA
.-l'.i
{8 DES_SHA-1
O | | Cancel



EEMNIPsecH RIBIESITEIKEV2 IPsecHF R T,
MREFE | AHEUERERB2EEFEHMNPFS, EAMIH , £ EHSBREBTERE , PFSSMHE

o

Create New VPN Topology G
Topalogy Mame:™ RTPYPN-ASA
Metwork Topology: = Point to Point | ¥ Hub and Spoke | %" Full Mesh
IKE Version:™ IKEvL ™ [KEv2
Endpoints IKE m Advanced
Crypto Map Type: *! Static Dymamic
IKEv2 Mode: Tunnel B
Transform Sets: IKEv1 IPsec Proposals, IKEv2 IPsec Proposals®™ .7
ASH
Enable Security Assacation (SA) Strength Enforcement
¥| Enable Reverse Route Injection
Enable Perfect Forward Secrecy
Lifetime Duration™: 28800 Seconds (Range 120-2147483
Lifetime Size: 4603000 kbytes (Range 10-2147483647
- | ESPv3 Settings
Save Cancel

AR — SRR AR GIR AR T SRR SR,
SR A EBIERE,

;& , A LAEAdvanced > Tunnel T BX A sysopt permit-vpn,

‘Eil‘i HERT ERAGEEH R REREERENREN M. VPNBRBERZH T THACLTATAR
BREAERE, ER—EsEMGT , MREPLENAR , XS THEERAREVPN,



Create New VPN Topology ? X

Tepolagy Mame:™ RTPVPN-ASA
Nebtwork Topology: = pgint to Point ¥ Hub and Spoke & Full Mesh
IKE Version:® IKEvl 1 IKEw2
R [ e
IKE
IPsec NAT Settings
¥ Keepalive Messages Traversal

L
(3]
[ =)
=

Interval: |20 Seconds {Range 10

Access Contral for VPN Traffic

o E-l.-'pass u\.cess C-:mtr:-l |:h:| |c-.-' Fclr -:Ie'rfpte::l traf'f c ts'.'sclpt |:|errn|t '.p-n:l

traffic iz Jeched bo Accass Contly Fralrey «._. derauiy FoUON DYRIEEEE DRE INEPRCIren,

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
#| Use the certificate OU field to determine the tunnel
¥| Lise the IKE identity to determine the tunnel

¥ Usge the peer [P address to debermine the tunnel

Save Cancel

R KRB Asysopt permit-vpn , Bl A EE T FHRIRFIREE , LAFFVPNREBIBFTDEE, MREK
Fsysopt permit-vpn , 55 BkiB 22 37 55 B 4% & SR BE o

HER 5.8 ML R FI R

T£Access Control Policies T~ , EE Z Policies > Access Control > Access Control , A& IZE s+
FTD&REMN R, EMER A , FFEAID Rule , I BT R,

WA SLRTIR B AR AR RS B S ERAE B LU RESN SR R B E B A R AR R . B3 — B R SR R BAT
EMERE , REZUMERULGEE DR, FELRHIF |, B —FA AR RAITEMERE,



Editing Rule - VPN_Traffic i

Namie | WVPH_Trafhe B Erlbiled Hove
Action & Allgw - I e
Zones VLAN Tags .= Users  Applications  Ports  URLs  SGT/ISE Attributes Inspection  Legging  Comments
Available Networks & ] Sowrce Natworks (2] Diestination MNetworks (2)
[ 4 submoet ® | Source Original Client ASASubmet &
Geglocation a FTDSubrat &
ASASubner § FTOSbnat | &
= FTDSubngt :ﬁ.—x
Hitwiorks
534 te
Destination
Exiter an 1P address | l Add | | Enter an TP address | | add ]

sve || canes |

m Secwity Tnceligance  HTTP Resperses  Logging  Advanced
i Filter by Deice | Ghoss Rule Conficts 480 b Add Catmgory | (D Add bl == SeerchRulka

w Mandalory - FID-Acoess-Conbrol-Polcy {1-1)

& Insde & Insige 5 asusehost & ssasuboes . . ) . . . P o il

VFN_Traff
! et i Gutaide i Gutaide B FTOSubee B FToSubnet

w DeEfault - FTD-Access-Control-Polioy (-)

There are no nades v Bhis sechion, Ads Rule o Add' Crlepeny

o

HER 6. BLENATR R,

AVPNRE
EHVPNIR

L

BLENATRRFE A, NATHRELESMY , BABFLEVPNREE A S —ENATE G §RR 1
E

o

1.EfiZ|Devices > NAT , IBIEUFTDA B BHINATERIE, % —TAdd RuleiRREE N HR A,

Dvon Higemwied | HAT | wewie oot Padlorm Selbess  Pawiely  Cetifins

VirtualFTONAT Ly b Wt | |1 Gt

¥ *eics Apgrrmeta i)

W e by Doneecn | T

2QBUFHNBEFBNATRR, SRABMINIENE,



Edit NAT Rule * ®
MNAT Fuile: Manual MAT P W Insaft: fn Category w | AT ar: Flafors w
Typea: Etatic r ¥ Enable

Drescriptson:

Tanstoton_pAT pou_ Advanc

available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)
- 8 5
i Inside

san Dutside

Ok Cancel

3. TranslationEE T , BERFHENEEFHE. AAEENATERAD  RItFEFERBR EZEE
HRRNR/BZEMERE , M TEMR :

Add NAT Rule T X
MAT Rule: Manual NAT Rule > Ingert: In Category | MAT Bules Before |~
Type: Static e | Enakle
Description:

Interface Objects WIcTERUM  PAT Pool  Advanced

Original Packet Translated Packet

Original Source:™ ¥ 3 Translated Source: Address "

FTDSubnet v | i
Onginal Destination: Address e
Rl | Translated Destination: |3
Onginal Source Port: ~ 2 Translated Source Port: L]
Original Destination Port: ¥ | Translated Destination Port: v g
QK Canzel

4 FZEEFAdvancedR 5|28 , YA ERBarpMEHEM,



Add MNAT Rule 7T X

MAT Rule: Manusl AT Rule W Insert: Ir Category v || MAT Rules Befare | v
Type: Static ¥ | # Enable
Degeniption:

Interface Objects  Translation  PAT Pool Advanced |

IPveE

Met o Mek Mapping

| Do not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

Urndirectional

0K Cancel

5.MFURA , RBENATEEF BB RKER,

Overview  Analysis  Policies RIS Ofjects AMP  Intalligence System  MHep »  admin

Drevioe Management NAT VN v Qos Platform Settings FlexConfig Ceatificates

VirtualFTDMAT . Shaw Wamiogs 0 Carcal

M Pobcy Agmpnmaents |

84 Fiter by Dewics

£ Add Rue
= 0riginal Packzt ~ Translated Packet 2y
2 Dicetion  Type Seurce Destination  Original Driginal Driginal Traslated Trasslated Tramslated = Options
Interface.. IMerfate.. Sources Destinations Services SouPCes Destinations Serdices
= NAT Rules Before
- eabic = Inside iza Outside g FTDGubnet &= L505ubeat 8 FTosubnet = ARLSubnet o} Drsifal P

ol route-i
& no-pres

¥ Aube MAT Aules

- ™ Eyramic i Insadn itn Daside i eey-oby o Intecface i Ormifal 7§

6.55FiARETS | ISIRREREE R EIFTD,
SER 7. B EASA,

1. EASAR AN ER T H BB IKEV2:

Crypto ikev2 enable outside

2BV EREFTD LEEMNMEE S| BAYIKEV2ERHE

Crypto ikev2 policy 1



Encryption aes-256
Integrity sha256

Group 14

Prf sha256

Lifetime seconds 86400

3. B RFikev2 B EM A REE -

Group-poTlicy FTD_GP internal
Group-policy FTD_GP attributes
Vpn-tunnel-protocol 1ikev2

ARYEEFTDR RPN EVEEHE. sIHERKEEERLRAER

Tunnel-group 172.16.100.20 type ipsec-121
Tunnel-group 172.16.100.20 general-attributes
Default-group-policy FTD_GP
Tunnel-group 172.16.100.20 ipsec-attributes
ikev2 local-authentication pre-shared-key ciscol23
ikev2 remote-authentication pre-shared-key ciscol23

5EVESENBNFEMNEEE | (FTDSubnet 10.10.113.0/24)(ASASubnet 10.10.110.0/24)

Object network FTDSubnet
Subnet 10.10.113.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6.2 —{E5|FAFTD LIEEMEE LM ikev2 ipseciEi® :

Crypto ipsec ikev2 ipsec-proposal FTD
Protocol esp encryption aes-gcm-256

7 BN SEERBE R INEHRIKE

Crypto map outside_map 10 set peer 172.16.100.20
Crypto map outside_map 10 match address ASAtoFTD
Crypto map outside_map 10 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 10 interface outside



8. I PH Lk By X AENATHINAT SR RFE A

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FTDSubnet FTDSubnet no-

N REERFMCRIEVPNESEIREE, I ThaEA — BRI RCSCVhT7603,

EXBEBVPNRRERCRE, BIBHRASARFTDHN G , ATLAE A packet tracerin & ST R LR
{E, R packet Tracerin TRAEIVPNRZER , X BEBITRAUREBEREME., F—RZLZS®
+h , VPNB2ERIRA , HkPacket Tracerfs B #§E VPN encrypt DROPTI kB, 78 7045 Bh K &Y A
EBIP b1t F ¥EPacket Tracer R EYRIPHitE |, KA BLIREAS IR KB

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 10

Type: VPN

Subtype: encrypt
ResuTlt: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.113.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

NAT divert to egress interface outside

Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tlog

Result: ALLOW

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced permit ip ifc Inside object-group FMC_INLINE_src_rule_268436483 ifc ou


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvh77603

access-1list CSM_FW_ACL_ remark rule-id 268436483: ACCESS POLICY: FTD-Access-Control-Policy - Mandatory
access-1list CSM_FW_ACL_ remark rule-id 268436483: L7 RULE: VPN_Traffic

object-group network FMC_INLINE_src_rule_268436483

description: Auto Generated by FMC from src of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

object-group network FMC_INLINE_dst_rule_268436483

description: Auto Generated by FMC from dst of UnifiedNGFWRule# 1 (FTD-Access-Control-Policy/mandatory)
network-object object ASASubnet

network-object object FTDSubnet

Additional Information:

This packet will be sent to snort for additional processing where a verdict will be reached

Phase: 5

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (Inside,outside) source static FTDSubnet FTDSubnet destination static ASASubnet ASASubnet no-proxy-
Additional Information:

Static translate 10.10.113.10/0 to 10.10.113.10/0

Phase: 10

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:

Result:

input-interface: Inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

s

EEERBEEMNE  BEBEEFTDHASAMCLI,

FEFTDCLIR |, FAUTHTREE1PBEERFE2REER

4

Show crypto ikev2 sa

<#root>

> show crypto ikev2 sa
IKEv2 SAs:

Session-id:4, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
9528731 172.16.100.20/500 192.168.200.10/500
READY

INITIATOR



Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/118 sec
Child sa: Tocal selector

10. 10. 113.0/0 - 10. 10. 113. 255/ 65535

remote selector

10. 10. 110.0/0 - 10. 10. 110. 255/ 65535

ESP spi in/out:

0x66be357d/ 0xb74c8753

SERFAE N R

N 9aE 4R B =R

BEVPNE  ZH2HEBE, it , EEEREAEBINEEHER K RIFEUHRESHSEE
R, BRENMFARIKEV2PRERNFHIErR AT EER T T IKEV2 VPN

BEHENRF RREZEREE, BEE-—MNRENEIRERELHEERE, ERAUTHS

EHEE FNENTRHE

Capture capout interface outside match ip host 172.16.100.20 host 192.168.200.10

BmEIUE K ERBRBVPNEERE Y EENCTHETREEORE.
SEF LA T 85 T AR S S HRER

show cap capout

firepower# show cap capout

4 packets captured

1: 11:51:12.059628 172.16.100.20.500 > 192.168.200.10.500: udp 690
2: 11:51:12.065243 192.168.200.10.500 > 172.16.100.20.500: udp 619
3: 11:51:12.066692 172.16.100.20.500 > 192.168.200.10.500: udp 288
4: 11:51:12.069835 192.168.200.10.500 > 172.16.100.20.500: udp 240
7= Bk o
MBS ENREE

EINERREMEIRE


https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/zh_tw/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

- FIDEAMNKHABE — ASERELEH AR RO IPA U MVPNEE B E iR,
- SFEEHEEERILERE,
 VPNREFTSEBFHE thuEi,

BAEFMCEEMNFTD EWVPNIWFMES , IR MERIIZENE EER : EMCEENFTDE B
]



/content/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/firepower_threat_defense_site_to_site_vpns.html
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