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. #1TCisco IOS®EL# MR A12.2(6)# Cisco 17208& 8%
ANFHEARBBREECEREREANKEMEYL.,. XNHEAINMEREERREER (AR
) MAEREREE, MREVAREEZER  FRAREEEBTMESTRERNEE,
B5
ESEERRIRE MBI UREE S BB EHINER.

BEBRPIX
3 2%

192.168.4.3
192.168.4.50 172.16.172.34 172.16.172.39 10.10.10.1
Internet 4@
' Router
PIX Firewall
Hast 171.69.89.120
WPHN Client

EMEN RHIERE

PIX 520

pi x520- 1#write terminal
Bui | di ng configuration..
. Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 2KFQnbNI dl . 2KYQOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encr ypt ed
host nane pi x520-1

domai n- nane vpn. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol smp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

nanes

!-—-—- Access-List "140” defines interesting traffic to
bypass NAT for VPN !--- and defines VPN interesting
traffic. This is incorrect. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0 255.255.255.0
access-list 140 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

!--- IP addresses on the outside and inside interfaces.
ip address outside 172.16.172.34 255.255.255.240

ip address inside 192.168.4.50 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the |Psec tunnel.

Nat (inside) 0 access-list 140

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip

0: 30: 00 si p_nedia 0:02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

!--- The sysopt command bypasses conduits or ACLs that
check to be applied !--- on the inbound VPN packets
after decryption.

sysopt connection permit-ipsec

no sysopt route dnat

!--- The crypto ipsec command defines | Psec encryption
and aut hen al go.




crypto ipsec transform-set myset esp-des esp-md5-hmac
crypto dynami c-map dynmap 10 set transform set nyset
!--- The ecrypto map conmands define the |Psec !---
Security Assocation (SA) (Phase Il SA) paraneters

crypto map nmymap 5 ipsec-isaknp

crypto map mymap 5 match address 140

crypto map nymap 5 set peer 172.16.172.39

crypto map nymap 5 set transformset mnyset

crypto map nynmap 10 i psec-i saknp dynami ¢ dynmap

crypto map nymap i nterface outside

i saknmp enabl e outsi de

!--- The isakmp key command defines the pre-shared key
for the peer address.

isakmp key ******** address 172.16.172.39 netmask
255.255.255.255 no-xauth

no- conf i g- node

i saknmp identity address

!--- The isakmp policy defines the Phase 1 SA

par anmeters

sakmp policy 10 authentication pre-share
sakmp policy 10 encryption des

sakmp policy 10 hash sha

saknmp policy 10 group 2

saknmp policy 10 lifetime 86400

sakmp policy 20 authentication pre-share
sakmp policy 20 encryption Des

sakmp policy 20 hash sha

saknmp policy 20 group 1

saknmp policy 20 lifetime 86400

vpngroup vpn3000 address-pool i ppool
vpngroup vpn3000 idle-tinme 1800

vpngroup vpn3000 password ******xx

tel net 192.168.4.0 255.255.255.0 inside
telnet 171.69.89.82 255.255. 255. 255 i nsi de
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255.255. 255. 0 outside

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal width 80

Crypt ochecksum 55948dc706cc700e9c10eld24a8b125¢c

HEEEBENEES , ACL 1407EE T LANFLANBSENHERENENZRNRE, ZEEEMHEnat
0 ACL#ERYACL.

R A% 25 B — AR IR

BIPERSIEPIXNRENEE , SEREEBHUEIRNAT), 2%  EREFEHFZHEN
ACL,

. In{AIfEAnat 0, nat 0 ACLEZ TNATH A EBENRAR, nat 0 S HFHACLES T FEPIX L2
ANATHR IR Rt F B At , Rk |, Rt EH E it Bnat 0 S P EHZMWACLITE Y
IPEX G KEBPIX LWFTANATR A, ERFHEMMBUEPIXMSE —EVPNEREZHER
LANE|LANBSIE , 554 finat O S HBNAT. PIXBH A B £ #93% BIBE 1 FAE b it B S FENAT

, B RIS L3R B BB IPsechE HE AR IHLAN,
. EAMBACLAER. NATRES , PXREIEX AN ENSEPENSHENEE , HUE



BEEMNBENRHRPEENACL, WRPIXBRREACLIE , BIPIXEHITU T EAL R
MR EFIRECREAHE IPsecEBEARERENIPsecZ I (SA) , RIPIXZEE
IPsect#®, BIUSA%R , SMRHESI G HIEBIPsecBEBETIPsecHEHRHT, MRERK
FHEHEBEE - EEENIPsec SA , AIPIXEMHRIPERS , Y MZNERNIEZZEHER
IPsec& &,

. HREACL, —BVPNEFimiEiBIPseciEERIPIX , PIXMEEY —ESREACL , EEANRERLL
IPseciEARHV M B E VIR B ZEhbit,

BRARPIX L i B RS 4 R 5

FRNEEHBREYnat OMFREMZHIREFAMEEMACL, AT HEFNREATESEBIRUK
AT IE R R

PIX BB~ , BIPER SR 192.168.4.0/24FA T #8535 10.10.10.0/24 F1 #8588 10.1.2.0/24 ( 1£
|P$ﬂi’,/&¢£§ﬂ’9ffﬁ%ﬂi’,ﬂt ) B, nat 0 ACL 140E#&1BNAT, BtH , ACL140IEEER T H R
172.16.172.39V IR RE IN B2 ¥ IRV MEBE R 2

EIPERTEAPIXATNEE , NATRETR , RAERPIXBREMNZEHMRFANACL, PIXHAIERRE
RN MFZREMEAR, ERRALGIPFHNBENFHMESRK/DWHIERE , R SWEACL
140, TR , SREBENFHRAWEIREACL, FEHEESF , ACL 14OE’JE§2’%1JM1£{-:W%
192.168.4.0 /24 FI#B%10.10.10.0/24 0K110.1.2.0 /248 Fi B, B2 , HRALANZILANBSE |, RRE
EhNZHEEE192.168.4.0 /24F110.10.0 /24 2 EHIRE., ERIPsecHERHARFESZEMBRACLH F X

o

BREEPIX LY MBS 4 25

ERFimEVEPIXAIPsecBiRE , SRIPAMF AR DEIPHIL. FLHHEF , AEFinSE
710.1.2.1, PIXIEE4REREACL , f12L Fshow crypto mapds S #tH AT

Crypto Map "nymap" 20 ipsec-isaknp

Peer = 171.69.89.120

access-list dynacl2 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)
dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N

Transform sets={ nyset, }

Crypto Map "nymap" 30 ipsec-isaknp

Peer = 171.69.89.120

access-list dynacl3 permit ip any host 10.1.2.1 (hitcnt=0)
dynami c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds
PFS (Y/N): N

Transform sets={ nyset, }

pi x520- 1(confi g) #

show crypto mapis © t & B R iR B I 22 ¥T AR

Crypto Map: "nymap" interfaces: { outside }

Crypto Map "nymap" 5 ipsec-isaknp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=45)



access-list 140 permit ip 192.168.4.0 255.255.255.0 10.1.2.0 255.255.255.0
(hitcnt=84)

Current peer: 172.16.172.39

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (Y N): N

Transform sets={ nyset,}

—BEEFIHMPIXZEEILIPsech3iE , EFmMEH E#£192.168.4.3% Epingti ©. EEHUKE
O] fESE KA |, F1#192.168.4.32 Bdebug icmp tracef HHI L& AT R E A E ER B ETEE,

27: Inbound ICMP echo request (len 32 id 2 seq 7680)
10.1.2.1 > 192.168.4.3> 192.168.4.3

28: Outbound ICMP echo reply (Len 32 id 2 seq 7680)
192.168.4.3 >192.168.4.3 > 10.1.2.1

29: Inbound ICMP echo request (Len 32 id 2 seq 7936)
10.1.2.1 > 192.168.4.3> 192.168.4.3

30: Outbound ICMP echo reply (Len 32 id 2 seq 7936)
192.168.4.3 >192.168.4.3 > 10.1.2.1

BR A6 EERZERIEIZEVPNEFI ( £#10.1.2.1) , EHitkpingk B, BRI LAEPIX L E HAshow
crypto ipsec satn TV EBIFEFEIE— %, HRAEETR K PIXEZERBVPNEFIKN120{8E R
, ERMBEAERNTREMBZERNTEELIEFiK. Bt , HENERTEEARS,

pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |local addr. 172.16.172.34

I ocal ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote i dent (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current _peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest 0

!-——- No packets encrypted and sent to client. #pkts decaps: 120, #pkts decrypt: 120, #pkts
verify 120

I-—— 120 packets received from client. #pkts compressed: 0, #pkts decompressed: 0
#pkts not conpressed: 0, #pkts conpr. failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renote crypto endpt.: 171.69.89.120
path ntu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 33a45029

i nbound esp sas:

spi: 0x279f c5e9(664782313)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 5, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607985/27809)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

out bound ESP sas:

spi: 0x33a45029(866406441)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 6, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4608000/27809)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:



out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin_is_acl,}

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10

#ipkts decaps: 23, #pkts decrypt: 23, #pkts verify 23

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: O
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 172.16.172.39
path nmu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: f264e92c

i nbound ESP sas:

spi: 0x2772b869(661829737)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607997/2420)

1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: Oxf264e92c(4066699564)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/2420)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

X EX1#102.168.4 3EZEEREKRE | IPEREAEEPIXHARINEH.

38: Qutbound I CWP echo reply (Len 32 id 2 seq 8960)
192.168.4.3 >192.168.4.3 > 10.1. 2.1

IPERAZZERBNEE , PIXEHZEnat 0 ACL 140 FEEIPE R AR R b1k F1 B #9 1 it EEACL T
B, ALt , LIPERSTEBPIX EWFIENATHREA, TR, ERMEMBACL, HRBEMZFERH
BlEfRIR R/ , DB EMEHACL, HRLERAIFEACL 140)%)5’*%%11[1&%1% Rt PIXE M2 It
ACL., B , |P§ﬂ’aﬂﬁlﬁi&i¢2§z192 168.4.3 , B 510.1.2.1, EE)FAJtI:iFEthEEACL 140PC

lﬂﬁtplxwkﬁtlpﬁﬂ’amJMT%HEH72 16.172.39M9LANZEILAN IPsecB&iE ( EEF& I8 B 248
Ji ). At , CERESAERE  UEEREAFELRENE EM172.16.72.39W EHISA, U
show crypto |psec sanan’Jiﬁ?tﬂFﬁT\, HREFFESA. PXTNEZEERTHESHBEILEIVPNEF
W, R , R EEY%E172.16.172.390 % — @ IPsect# & | &ULxTiﬁthFﬁ/T\ :

crypto_i saknp_process_bl ock: src 172.16.172. 39, dest 172.16.172.34

return status is | KMP_NO ERR NO TRANS02303: sa_request, (key eng. nsg.)
src= 172.16.172. 34, dest= 172.16.172. 39,

src_proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transfornmnr
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

702303: sa_request, (key Eng. msg.) src= 172.16.172. 34, dest=
172.16.172. 39, src_proxy= 192.168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

dest _proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), protocol = ESP, transfornmnr
ESP- Des esp-nmd5-hmac , |ifedur= 28800s and 4608000kb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4004

I SAKMP (0): sending NOTI FY nmessage 36137 protocol 1



return status is | KMP_NO ERR NO TRANSI PSEC( key_engi ne): request timer
fired: count = 2,

(identity) local= 172.16.172.34, renmote= 172.16.172. 39

| ocal _proxy= 192. 168. 4. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

remot e_proxy= 10. 1. 2. 0/ 255. 255. 255. 0/ 0/ 0 (type=4)

IPsectim kXA ER T -

- BER172.16.172.39F 84818 10.10.10.0/24F1192.168.4.0/24 FE 2 & E ACL A £ 3 hn 275 ¥ AR ¥
£R8172.16.172.34 R E

- EMEE SR BN IPsecthm il , REBEZEBRTTE,

- IR EREN 5 B A B & 18 E £ £ M 8 4R 2 (perfect forward secrecy , PFS) , BI¥i% 8
DEHITPFSRMS B AN, MEAEERIEEH , BMRERRE Agroup! , W HES
group1Zigroup2fVi2fit, MR AR#El B Egroup2 , RIZMENBRYSBIZHN -2 , BE
k. WRAEETFIEEPFS , AEEIZIREBERNEIMPFSIRZE. 102411Diffie-
HellmanE4& &5 group2tbgroup 1Rt E SN L2 |, BEFENREERB Lgroup1ER., &

: crypto map set pfsii S IPsecRXE R E RILINE B MR B M RMSARERPFS, FMAno
crypto map set pfsis 18 EIPsecT 78 KRPFS, Ltan S EHE AR IPsec-ISAKMP Nz %8R %k B 1
BB MEKE, FARBERT , TFERPFS., FAPFSH , SRIGEHFASAR , B ER
HDiffie-Hellman3Z#t, EEREHNNVEERFE, PFSEMT 5 —EZLE5  RANR—EE
WBEREERR  AREFEAZEREINENTEZRRE, EFEBREY , TS
IPsectt BN MR B 55 R¥TSARERPFS, R set pfsiBAARIEEM , BIEXTER
(group1). XX : BEPIXPHABERIRBPIXP A& EEERREFE LK IENZERRER
, BRRHESENKER S TESHE. EPFSABA , YAAHERBERFZRAFNENE
REWMFERE , SEHBFNEE, WRBENREE , IKE SATEBEZ M Aclear [crypto] isakmp
san S FHBERZATENE. BEEZEABRERZHSERITSHAR—BENEFimD
PIXBhABERETSZILEENTE, IRREZIFE , 5% Acrypto map mapname
seqnum set pfsin 5 BXAPFS,

PIXELHIPERIRKRERER,

R 8 AR R 0 3R

A IE M ERERAY IEFE T AR Anat OMBREMNZHREZMEERHACL, At , ZRPlHnat 08 T E
EACL 190X B MMACL 140 AR ERREMZHMR | WL T8 H AR o

PIX 520-1

pi x520-1(config) #

pi x520- 1(confi g) #write terminal
Bui | di ng configuration..

: Saved

Pl X Version 6.0(1)

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 2KFQnbNI dl . 2KYQOU encr ypt ed
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
host nane pi x520-1

domai n- nane vpn. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25




fixup protocol sqglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

!--- Access 1list 140 defines interesting traffic in
order to bypass NAT for VPN. access-list 140 permit ip
192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
!--- Defines VPN interesting traffic. access-list 190
permit ip 192.168.4.0 255.255.255.0
10.10.10.0255.255.255.0

access-list 190 permit ip 192.168.4.0 255.255.255.0
10.1.2.0 255.255.255.0

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng noni tor debuggi ng

| oggi ng buffered debuggi ng

| oggi ng trap debuggi ng

| oggi ng hi story debuggi ng

| oggi ng host outside 192.168.2.6

interface ethernet0 auto

interface ethernetl auto

ntu outside 1500

ntu inside 1500

i p address outside 172.16.172. 34 255. 255. 255. 240
i p address inside 192.168.4.50 255.255. 255.0

ip audit info action alarm

ip audit attack action alarm

ip local pool ippool 10.1.2.1-10.1.2.254

no fail over

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

pdm hi story enabl e

arp timeout 14400

gl obal (outside) 1 172.16.172.57 netnmask 255.255. 255. 255
!--- The nat 0 conmand bypasses NAT for the packets
destined over the | Psec tunnel.

Nat (inside) 0 access-1list 190

Nat (inside) 1 0.0.0.0 0.0.0.00 0

route outside 0.0.0.0 0.0.0.0 172.16.172.33 1

ti meout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

AAA- server TACACS+ protocol tacacs+

AAA- server RADIUS protocol radius

AAA-server mytest protocol tacacs+

AAA- server nasir protocol radius

snnp- server host outside 192.168.2.6

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enable traps

fl oodguard enabl e

sysopt connection permnit-ipsec

no sysopt route dnat

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
crypto dynam c-map dynmap 10 set transform set nyset
!--- The crypto map conmmands define the | Psec SA (Phase




Il SA) paraneters.

crypto map nmymap 5 ipsec-isaknmp

crypto map mymap 5 match address 140

crypto map nymap 5 set peer 172.16.172.39
crypto map nymap 5 set transformset nyset
crypto map nynmap 10 i psec-i saknp dynami ¢ dynmap
crypto map nmymap i nterface outside

i saknmp enabl e outsi de

i saknp key ******** gddress 172.16.172. 39 net mask
255. 255. 255. 255 no-xaut h

no- conf i g- node

i saknp identity address

saknp policy 10 authentication pre-share

saknmp policy 10 encryption Des

saknmp policy 10 hash sha

saknp policy 10 group 2

saknp policy 10 lifetime 86400

saknp policy 20 authentication pre-share

saknmp policy 20 encryption Des

saknmp policy 20 hash sha

saknmp policy 20 group 1

saknp policy 20 lifetime 86400

vpngroup vpn3000 address-pool i ppool

vpngroup vpn3000 idle-tine 1800

vpngroup vpn3000 password ******x*

tel net 192.168.4.0 255.255.255.0 inside

tel net 171.69.89.82 255.255. 255. 255 inside
telnet tineout 5

ssh 172.0.0.0 255.0.0.0 outside

ssh 171.0.0.0 255. 255. 255. 0 outsi de

ssh 171.0.0.0 255.0.0.0 outside

ssh timeout 60

terminal wdth 80

Crypt ochecksum e2cb98b30d3899597b3af 484f ae4f 9ae
: end

[XK]

pi x520- 1(confi g)# pi x520-1(confi g) #show crypto map

ETERY BEFimER PIXE_LIPsecFS_J_é % Hishow crypto map@i < Jtl: wrET , HRE
REINZER | ACL 140EEMEEREER192.168.4.0/24F110.10.10.0/24 , ER R E ﬁ 1%\
, Eﬁ,wmf"ﬂ;%ﬁi:, BN T EEATFIK(0.1.2.1)FPIX(172.16.172. 34)E’J*ﬁ§§um§o

pi x520- 1( confi g) #show crypto map

Crypto Map: "nymap" interfaces: { outside }

Crypto Map "nymap" 5 ipsec-isaknp

Peer = 172.16.172.39

access-list 140 permit ip 192.168.4.0 255.255.255.0 10.10.10.0255.255.255.0
(hitcnt=57)

Current peer: 172.16.172.39

Security association lifetime: 4608000 kilobytes/28800 seconds

PFS (Y/N): N

Transform sets={ nyset, }

Crypto Map "nymap" 10 ipsec-isaknmp

Dynamic map tenplate tag: dynnap

Crypto Map "nymap" 20 ipsec-isaknmp

Peer = 171.69.89.120

access-list dynacl4 permit ip host 172.16.172.34 host 10.1.2.1 (hitcnt=0)

dynamic (created from dynamic map dynmap/10)

Current peer: 171.69.89.120

Security association lifetime: 4608000 kilobytes/28800 seconds



PFS (Y/N): N

Transform sets={ myset, }

Crypto Map "nymap" 30 ipsec-isakmp

Peer = 171.69.89.120

access-list dynacl5 permit ip any host 10.1.2.1 (hitcnt=13)

dynam c (created from dynam c map dynmap/ 10)

Current peer: 171.69.89.120

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

Transform sets={ myset, }

EVPNEF#10.1.2.1/8 £ #192.168.4. 3% pingh , EIEEREIPIXMAZNE. PIXHZEnat 0
ACL 1903t FEEIPE R EERACLICE, Fitt , ERITERBPIX LHNATREA, ETR , PIXRER
HE AV BRACL 140 EH ILEE, 5E—K , IPER/DHIRH B EEACL 140F IR, FEit , PIXHE
BREHEACLYEHCAE, REPIXREHSAERE K EREEREEFIHKEY TIPsec SA, H
REFih ERREPIXE I T IPsecE#R , HILFEIPsec SA. AEBPIXE &R DHEST NI AG HEix
FIVPNE Fif, #HPIX#show crypto ipsec samn i H R EHTEBEMBNBER, £ERE
BRT , PIXINZE T 16EER I HBEEIEFik, PIXERVPNEFREZERNZENSHNEERT
16{EE ¥

pi x520- 1( confi g) #show crypto ipsec sa

interface: outside

Crypto map tag: nymap, |local addr. 172.16.172.34

I ocal ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote i dent (addr/mask/prot/port): (10.1.2.1/255.255.255.255/0/0)
current _peer: 171.69.89.120

dynamic allocated peer ip: 10.1.2.1

PERM T, flags={}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest 16

#pkts decaps: 16, #pkts decrypt: 16, #pkts verify 16

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: 0
#send errors 0, #recv errors O

local crypto endpt.: 172.16.172.34, renote crypto endpt.: 171.69.89.120
path ntu 1500, ipsec overhead 56, nedia mtu 1500

current outbound spi: 613d083d

i nbound ESP sas:

spi: Ox6adf 97df (1793038303)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 4, crypto map: nymap

sa timng: remaining key lifetine (k/sec): (4607998/27420)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x613d083d(1631389757)

transform ESP-Des esp-nd5-hnac

in use settings ={Tunnel, }

slot: 0, conn id: 3, crypto map: nymap

sa timng: remaining key lifetine (k/sec): (4607999/27420)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

| ocal ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
renote i dent (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current_peer: 172.16.172.39

PERMIT, flags={origin is_acl,}

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest 9

#ipkts decaps: 9, #pkts decrypt: 9, #pkts verify 9



#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. Failed: 0, #pkts deconpress failed: O
#send errors 1, #recv errors O

local crypto endpt.: 172.16.172.34, renpte crypto endpt.: 172.16.172.39
path mu 1500, ipsec overhead 56, nedia mu 1500

current outbound spi: 58009c01

i nbound ESP sas:

spi: 0x2d408709(759203593)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607998/3319)
1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound PCP sas: outbound ESP sas:

spi: 0x58009c01(1476434945)

transform ESP-Des esp-nd5-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nymap

sa timng: remaining key lifetime (k/sec): (4607999/3319)
1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound PCP sas:

pi x520-1(config)# sh cr isa sa

Total : 2

Enbryonic : 0

dst src state pending created

172.16.172.39 172.16.172.34 QM IDLE 0 1

172.16.172.34 171.69.89.120 QM .IDLE 0 2

pi x520-1(config)# sh cr ipsec sa

B8 F 25 Bl B Mshowds £

Cisco 1720-1

1720- 1#show run

Bui | di ng configuration..

Current configuration : 1592 bytes

|

I Last configuration change at 21:08:49 PST Mon Jan 7
2002

I NVRAM config | ast updated at 18:18:17 PST Mon Jan 7
2002

!

version 12.2

no parser cache

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

|

host nane 1720-1

!

no | oggi ng buffered

enabl e secret 5 $1$6j As$t Nx| 1a/ 2DYFAt PLyCDXj o/
enabl e password ww

!

usernane cisco password O cisco

menory-si ze i onem 15

clock tinezone PST -8

i p subnet-zero




no i p domai n-1 ookup

i p donmi n-nanme ci sco. com
!
ip ssh time-out 120

ip ssh authentication-retries 3
!
!
!--- The crypto isakmp policy conmand defi nes the Phase
1 SA paraneters

crypto isakmp policy 15

aut hentication pre-share

crypto isaknmp key ciscol23 address 172.16.172. 34
|
1
!--- The crypto ipsec transform-set comuand defi nes

| Psec encryption !--- and authentication algorithins.

crypto ipsec transformset nyset ESP-Des esp-nd5-hmac
!
!
!--- The crypto map conmmand defines the | Psec SA (Phase
Il SA) paraneters..

crypto map vpn 10 ipsec-isaknp
set peer 172.16.172.34

set transformset nyset

match address 150

interface FastEthernetO

i p address 172.16.172. 39 255. 255. 255. 240

speed auto

!--- The crypto map applied to the outbound interface.
crypto map vpn

interface EthernetO

i p address 10. 10.10.1 255. 255. 255. 240

speed auto

no i p route-cache

no i p nroute-cache

|
1
ip classless

iproute 0.0.0.0 0.0.0.0 172.16.172. 33
no ip http server

ip pimbidir-enable

|
!--- Access-list defines interesting VPN traffic.
access-list 150 permit ip 10.10.10.0 0.0.0.255
192.168.4.0 0.0.0.255

|
line con O

line aux O

line vty 0 4
exec-tinmeout 0 O
password cisco
no | ogin

line vty 5 15

| ogi n

!
no schedul er allocate




end
1720- 1#

1720- 1#show crypto isa sa

DST src state conn-id sl ot

172.16.172. 39 172.16.172. 34 QM _IDLE 132 O

1720- 1#show crypto ipsec sa

interface: FastEthernetO

Crypto map tag: vpn, local addr. 172.16.172. 39

local ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.4.0/255.255.255.0/0/0)
current_peer: 172.16.172.34

PERM T, flags={origin_is_acl,}

#pkts encaps: 9 #pkts encrypt: 9 #pkts digest 9

#pkts decaps: 9, #pkts decrypt: 9, #pkts verify 9

#pkts conpressed: 0, #pkts deconpressed: O

#pkts not compressed: 0, #pkts conmpr. Failed: O, #pkts deconpress failed: 0
#send errors 7, #recv errors O

local crypto endpt.: 172.16.172.39, remote crypto endpt.: 172.16.172.34
path mtu 1500, media mtu 1500

current outbound spi: 2D408709

inbound ESP sas:

spi: 0x58009C01(1476434945)

transform: ESP-Des esp- md5- hmac

in use settings ={Tunnel, }

!-—— IPsec SA 200 as seen in the show crypto engine connection active conmand

slot: 0, conn id: 200, flow.id: 1, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
1V size: 8 bytes

replay detection support: Y

i nbound ah sas:

i nbound PCP sas:

out bound ESP sas:

spi: 0x2D408709(759203593)

transform: ESP-Des esp- md5- hmac

in use settings ={Tunnel, }

!-—— IPsec SA 201 as seen in the show crypto engine connection active conmand

slot: 0, conn id: 201, flow.id: 2, crypto map: vpn

sa timing: remaining key lifetime (k/sec): (4607998/3144)
1V size: 8 bytes

replay detection support: Y

out bound ah sas:

out bound PCP sas:

1720- 1#

1720- 1#show crypto map

Interfaces using crypto map nymap

Crypto Map "vpn" 10 ipsec-isaknmp

Peer = 172.16.172. 34

Extended | P access |ist 150

access-list 150 pernmit ip 10.10.10.0 0.0.0.255 192.168.4.0 0.0.0. 255
Current peer: 172.16.172.34

Security association lifetine: 4608000 kil obytes/ 3600 seconds
PFS (Y N: N

Transform set s={ myset, }

Interfaces using crypto map vpn: FastEthernet0

HHEE A
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