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Current configuration:
1

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname RTCisco

!

enable password hjwwkj

1

!

ip subnet-zero

ip domain-name cisco.com

ip name-server 203.71.57.242

!

!

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key mysecretkey address 0.0.0.0 0.0.0.0
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1
!
crypto ipsec transform-set mypolicy esp-des esp-md5-hmac
1
crypto dynamic-map dyna 10
set transform-set mypolicy
1
crypto map test 10 ipsec-isakmp dynamic dyna
1
!
interface Serial0
ip address 203.71.90.182 255.255.255.252
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
crypto map test
1
interface Ethernet0
ip address 88.88.88.1 255.255.255.0
1
!
ip classless
ip route 0.0.0.0 0.0.0.0 203.71.90.181
1
!
line con 0
transport input none
line aux 0
transport input all
line vty 0 4
password cscscs
login
1

end
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Network Security policy:

1- Myconn
My Identity

Connection security: Secure
Remote Party Identity and addressing
ID Type: IP subnet
88.88.88.0
255.255.255.0
Port all Protocol all

Connect using secure tunnel
ID Type: IP address
203.71.90.182

Authentication (Phase 1)
Proposal 1

Authentication method: Preshared key
Encryp Alg: DES

Hash Alg: MD5

SA life: TUnspecified

Key Group: DH 1




Key exchange (Phase 2)
Proposal 1
Encapsulation ESP
Encrypt Alg: DES
Hash Alg: MD5
Encap: tunnel
SA life: Unspecified
no AH

2- Other Connections
Connection security: Non-secure
Local Network Interface
Name: Any
IP Addr: Any
Port: All
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. show crypto isakmp sa — B R 1 EREZ LB,
- show crypto ipsec sa — B~ 1 B‘é‘ﬁﬁi’zé%ﬁﬂﬁ%ﬂﬁﬁ HE, m=E, BRIZENBZEA.
- show crypto engine connections active — '~ & & Eﬁk&&ﬁ@ﬁﬂﬂ& MFRERBNER,
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- debug crypto isakmp — FERBEER 1 iRV §5 35,

- debug crypto ipsec — /TF §ER2HA I Ay #5638

. debug crypto engine — B R H 1% %Iiﬂ’]ﬁ%ﬂo
. clear crypto isakmp — JBRREE 1PE ER 2 £ BAB

. clear crypto sa — R 20 B R £ BB
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