ZIOSKEHB L FEANATHIPSec/GRER B Rl

SE AR
SRHBMEED
BERE £ EABI(SA)
HHEAE
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It A8 RE & | B8 R AN 3% E GRE/IPSeciBIE S TR M ut EFENAT)MBF B EEAIPEZ &M LR E
FA % 1 £ 2 (GRE)(IPSec).

BA %82 Bl

Bl
MEXAEAGHEET , BB GHETES,
RE R

LEAETAREEETSEB ABGIMIPX ( ARFIFTR ) REEHEFHREETEECF N
#, EREGH , AERLANER LWRBELERE (MR RRIPSeck BIZRETEMIP/IPX
Ping ) B , 26217136602 BHBIES REEM . EHE2513AM2513B 2B FEAIP/IPX ping@lEd T
IP/IPXE R

ER ;IS DTE A REARR N L I (PAT),
2 3ii b
ARRPWEARRBATRBNEERA,
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. Cisco IOS® 12.4
- Cisco PIXPh A f#535
- Cisco PIXFr X AEER BB AR A7 .x &2 B @ hiR A<
ANHHNEARBRBREEREREANNEREMEL, XPEAZNMERERRSER (R
) BAHAEZR N E), MNREEARPERP T  FRAEEAT AT 2 BRRLBTEE,

RUIE
REFR AR EREAR M PR I RER B f A
AR EEHABAXESTEANS THEMES  FEADTERATEEREMEF).

IOSEC R : EEMCisco 10S 12.2(13) THEMH AW (MEESNTRIMCET. 12.3MEHNREE
) , BIEEMIPSEC "INHHBM,, AFEARYENE , mMAFTEBEANRGREBETH. F£H
122.(13)THEHAER , EVENENRENE LES "TNEHE, HAER. BR , EIESR
EXHERAAYENE,

18 I %
ARSTAEGEA T TR BB RE.

10.1.1.2 FaEO/1
r 10.2.2.1 FaEOI0  (P|X NATS t010.99.99.12)

PIX| 1099991

2513A
10.2.2.2 Router 2621
— 10.1.1.1 {inside) (outside)
10.2.2.x (IP)
AA(IPX
Netfﬁm,ﬂ T 10.3.3.1 10.89.99.2
(inside) EQ/1 | (outside) EOIO

o g1

Device Router 3660
2513B
10.33.2 L
10.3.3.x {IP)
CC {IPX)
Network

X MEETFEANIPHU FEEEInternet L& KA, ELMIERFC 1918 , EHEBRERIE
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REER
WEE W 2R R A

. #£10.2.2.1%10.3.3. 1/ GREPR&& ( IPX#43%BB )
- $£10.1.1.2(10.99.99.12)%110.99.99.2#9 IPSechg &

K

8¢l 2513A

i px routing 00e0. b064. 20c1l
!
interface EthernetO

ip address 10.2.2.2 255.255.255.0
no ip directed-broadcast

ipx network AA
|

iproute 0.0.0.0 0.0.0.0 10.2.2.1
! -—-- Output Suppressed

2621

version 12.4

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
1

host nane 2621

!
i p subnet-zero
1
ip audit notify |log

ip audit po max-events 100
i px routing 0030.1977. 8f 80
i sdn voice-call-failure O
cns event-service server

!
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 10.99.99.2

1

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/1

crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.2

set transform-set myset

match address 101

1

controller T1 1/0

1
interface Tunnel O

ip address 192.168.100.1 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/0

tunnel destination 10.3.3.1

crypto map mymap




interface FastEthernet0/0

i p address 10.2.2.1 255.255.255.0

no ip directed-broadcast

dupl ex auto

speed auto

ipx network AA

|

interface FastEthernet0/1

ip address 10.1.1.2 255.255.255.0

no ip directed-broadcast

dupl ex auto

speed auto

crypto map mymap

|

ip classless

ip route 10.3.3.0 255.255.255.0 Tunnel O

ip route 10.3.3.1 255.255.255.255 10.1.1.1
ip route 10.99.99.0 255.255.255.0 10.1.1.1
no ip http server

|
access-list 101 permit gre host 10.2.2.1 host 10.3.3.1
|
line con O

transport input none
line aux O

line vty 0 4

|
no schedul er allocate
end

I -—-- Output Suppressed

PIX

pi xfirewal | # sh run
Saved

PI X Version 7.0
!
host nane pi xfirewal |
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
names

!
interface EthernetO

narei f outsi de

security-level 0O

i p address 10.99.99.1 255. 255.255.0

!

interface Ethernetl

namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!

gl obal (outside) 1 10.99.99.50-10.99.99.60
nat (inside) 1 0.0.0.0 0.0.0.000

static (inside,outside) 10.99.99.12 10.1.1.2 netmask
255.255.255.255 0 0

access-list 102 permit esp host 10.99.99.12 host
10.99.99.2

access-list 102 permit udp host 10.99.99.12 host
10.99.99.2 eq isakmp




route outside 0.0.0.0 0.0.0.0 10.99.99.2 1
route inside 10.2.2.0 255.255.255.0 10.1.1.2 1

I -—-- Output Suppressed

3660

version 12.4

servi ce tinmestanps debug datetine
service tinestanps |og uptine

no service password-encryption

|

host nane 3660

|
menory-si ze i onem 30
i p subnet-zero

no i p domai n-1ookup
|
i px routing 0030.80f 2. 2950
chs event-service server

!
crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 10.99.99.12

.

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/0
crypto map mymap 10 ipsec-isakmp

set peer 10.99.99.12

set transform-set myset

match address 101

1
nterface Tunnel O
ip address 192.168.100.2 255.255.255.0
no i p directed-broadcast
ipx network BB

tunnel source FastEthernet0/1
tunnel destination 10.2.2.1
crypto map mymap

nterface FastEthernet0/0

i p address 10.99.99.2 255. 255.255.0
no ip directed-broadcast

ip nat outside

dupl ex auto

speed auto

crypto map mymap

nterface FastEthernet0/1

i p address 10.3.3.1 255.255.255.0
no i p directed-broadcast

ip nat inside

dupl ex auto

speed auto

ipx network CC
1

i p nat pool 3660-nat 10.99.99.70 10.99.99. 80 net mask
255. 255.255. 0
ip nat inside source list 1 pool 3660-nat




ip classless

iproute 0.0.0.0 0.0.0.0 Tunnel 0

ip route 10.2.2.1 255.255.255.255 10.99.99.1

ip route 10.99.99.12 255. 255. 255. 255 10.99.99.1

no ip http server

]

access-list 1 permt 10.3.3.0 0.0.0.255

access-list 101 permit gre host 10.3.3.1 host 10.2.2.1
]

line con O

transport input none

line aux O

line vty 0 4

| ogin

!
end

I -—-- Output Suppressed

8E2513B

i px routing 00e0. b063. e811
!
interface EthernetO

ip address 10.3.3.2 255.255.255.0
no ip directed-broadcast

ipx network CC
!

ip route 0.0.0.0 0.0.0.0 10.3.3.1

I --- Output Suppressed

B

AEHRHENEATRARERENEERE EEER.

WHERFTIS(EHERTFER)XEE Eshowin T , It TEAREMR showds T8 HHY 5 4.

. show crypto ipsec sa — F RS2 ER T 2 B

. show crypto isakmp sa — BRI E & 5| B E R E B MBS 5EER.

. ( Wi# ) : show interfaces tunnel number — B RPEE N EE M-

. show ip route — BERFIERFREIPIEHE , EAAAA ( BHRE. REMNIR ) BRATHDESL
EWEHB.

. show ipx route — FRIPXEHKHAR,

4323,
AER AR AT AR R TR R
BRERET

WHEZESRT S (EHIMEFFERA)XERE Lshowsn & , It TEAEEHREshowdn S HK 2 47,
EE : ¥iidebugiE v 2Hl , MESMEEDebugiE T EEE A,
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. debug crypto engine — FEERINZRHI R E

- debug crypto ipsec — #7R 5 2F& ERAYIPSect &,

. debug crypto isakmp — F 7~ 5 1 P& ER AV MR PR 5% 2 = B B M £ 8 B 1 175 £ (ISAKMP) 15 76

- ( 7# ) : debug ip routing — 8RB B3 B & F 5 E (RIP)#% H 2= 2 T M 2% B IREUE # Y & &

. debug ipx routing {activity |B#F} -debug ipx routing {activity | events} — F R E& FH 25 5% M #52
WEIPXEERERTHWIHEEER,
HBREZ 2 BBI(SA)

. clear crytpo ipsec sa — BRI EIPSeck = A
. clear crypto isakmp — JERIKEZ £ 8
. ( @# ) : clearipx route * — f*IPXE &P MBRATE A,

HEEA

. IPE£(IPSec) EmFZEEHR
- GREXZEEHHE
. B {fi ¥ - Cisco Systems



//www.cisco.com/en/US/partner/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/partner/tech/tk827/tk369/tk287/tsd_technology_support_sub-protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/customer/support/index.html?referring_site=bodynav

	在IOS路由器上使用NAT的IPSec/GRE配置示例
	目錄
	簡介
	開始之前
	慣例
	必要條件
	採用元件

	設定
	網路圖表
	組態

	驗證
	疑難排解
	疑難排解指令
	清除安全關聯(SA)

	相關資訊


