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Current configuration

]

version 12.2

service tinmestanps debug uptinme

service tinmestanps | og uptine

no service password-encryption

]

host nane dr_whoovi e

]

enabl e secret 5 $1$KxKv$cbgKsZt QTLILGPN. t Er FZ1
enabl e password ww

]

i p subnet-zero

!

cns event-service server

!

!--- Internet Key Exchange (IKE) Policies: crypto isakmp
policy 1

authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.3
crypto isakmp key ciscol23 address 150.150.150.2
]

!--- IPSec Policies: crypto ipsec transform-set 170cisco
esp-des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
]

crypto map ETHO 17 ipsec-isakmp

set peer 150.150.150.2

set transform-set 170cisco

!'--- Include the 160.160.160.x to 170.170.170.x network
!--- in the encryption process. match address 170
crypto map ETHO 18 ipsec-isakmp

set peer 150.150.150.3

set transform-set 180cisco

!'--- Include the 160.160.160.x to 180.180.180.x network
!--- 1in the encryption process. match address 180
]

interface Ethernet0

ip address 150.150.150.1 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

]

interface Ethernetl

no i p address

no i p directed-broadcast

shut down

!

interface SerialO

i p address 160.160. 160. 1 255. 255. 255.0

no i p directed-broadcast

no i p nroute-cache




no fair-queue

]

interface Seriall

no i p address

no i p directed-broadcast

cl ockrate 4000000

]

ip classless

ip route 170.170.170.0 255.255.255.0 150.150. 150.2

ip route 180.180.180.0 255.255.255.0 150.150. 150. 3

no ip http server

]

!-——- Include the 160.160.160.x to 170.170.170.x network
!--- in the encryption process. access-list 170 permit
ip 160.160.160.0 0.0.0.255 170.170.170.0 0.0.0.255
!-——- Include the 160.160.160.x to 180.180.180.x network
!--- in the encryption process. access-list 180 permit
ip 160.160.160.0 0.0.0.255 180.180.180.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

]

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogi n

!

end

Yertlefid B

Current configuration

!

version 12.2

service tinmestanps debug uptinme

service timestanps | og uptine

no service password-encryption

!

host nane yertle

!

enabl e secret 5 $1$ne5Q@2kF5zKI PPTVHEBdG EZ9nT

enabl e password ww

!

i p subnet-zero

!

chs event-service server

!

!--- IKE Policies: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.3

crypto isakmp key ciscol23 address 150.150.150.1

!

!--- IPSec Policies: crypto ipsec transform-set 160cisco
esp-des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
!
crypto map ETHO 16 ipsec-isakmp

set peer 150.150.150.1

set transform-set 160cisco

!-—- Include the 170.170.170.x to 160.160.160.x network
!--- 1in the encryption process. match address 160
crypto map ETHO 18 ipsec-isakmp




set peer 150.150.150.3

set transform-set 180cisco

!--- Include the 170.170.170.x to 180.180.180.x network
!--- 1in the encryption process. match address 180

!
interface Ethernet0

ip address 150.150.150.2 255.255.255.0
no ip directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

!
interface SerialO

no i p address

no ip directed-broadcast
no i p nroute-cache

shut down

no fair-queue

!
interface Seriall

i p address 170.170.170.1 255. 255. 255.0
no ip directed-broadcast

!
ip classless

ip route 160. 160.160. 0 255. 255. 255. 0 150. 150. 150. 1
ip route 180.180.180.0 255.255.255. 0 150. 150. 150. 3
no ip http server

!
!--- Include the 170.170.170.x to 160.160.160.x network
!--- 1in the encryption process. access-list 160 permit
ip 170.170.170.0 0.0.0.255 160.160.160.0 0.0.0.255

!--- Include the 170.170.170.x to 180.180.180.x network
!--- in the encryption process. access-list 180 permit
ip 170.170.170.0 0.0.0.255 180.180.180.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

!
line con O

transport input none
line aux O

line vty 0 4
password ww

| ogin

!
end

Thidwick it B

Current configuration
!
version 12.2

service timestanps debug uptime
service timestanps | og uptine
no service password-encryption
!
host nane t hi dwi ck

!

enabl e secret 5 $1$Pcpo$fj 4FNS1dEDY9l Gg3Ne6FK1
enabl e password ww

!

i p subnet-zero
!




i sdn swi tch-type basic-5ess

i sdn voice-call-failure O

cns event-service server

1

!--- IKE Policies: crypto isakmp policy 1

authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.1

crypto isakmp key ciscol23 address 150.150.150.2

1

!--- IPSec Policies: crypto ipsec transform-set 160cisco
esp-des esp-md5-hmac

crypto ipsec transform-set 170cisco esp-des esp-md5-hmac
1

crypto map ETHO 16 ipsec-isakmp

set peer 150.150.150.1

set transform-set 160cisco

!-—— Include the 180.180.180.x to 160.160.160.x network
!--- 1in the encryption process. match address 160

crypto map ETHO 17 ipsec-isakmp

set peer 150.150.150.2

set transform-set 170cisco

!--——- Include the 180.180.180.x to 170.170.170.x network
!--- in the encryption process. match address 170

1

interface Ethernet0

ip address 150.150.150.3 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

1
interface SerialO

no i p address

no i p directed-broadcast
no i p nroute-cache

no fair-queue

cl ockrate 4000000

1
interface Seriall

i p address 180.180.180.1 255.255.255.0
no i p directed-broadcast

cl ockrate 4000000

1
interface BRIO

no i p address

no i p directed-broadcast
shut down

i sdn switch-type basic-5ess
1
ip classless

ip route 160.160. 160. 0 255. 255. 255. 0 150. 150. 150. 1
ip route 170.170.170.0 255.255.255.0 150. 150. 150. 2
no ip http server

1
!-——- Include the 180.180.180.x to 160.160.160.x network
!--- in the encryption process. access-list 160 permit
ip 180.180.180.0 0.0.0.255 160.160.160.0 0.0.0.255

!--- Include the 180.180.180.x to 170.170.170.x network
!--- in the encryption process. access-list 170 permit
ip 180.180.180.0 0.0.0.255 170.170.170.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt
!




line con O

transport input none
line aux O

line vty 0 4
password ww

| ogi n

|

end
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- show crypto ipsec sa — /R E Ri[IPSec] X £ BB E AN E.
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- debug crypto ipsec — #7R 5 2F& ERAYIPSect &,
- debug crypto isakmp — F 7~ 26 1 P& B Y R PR 1R B% 2 & B B A £ 88 B 22 175 7E (ISAKMP) 15 7.6

. debug crypto engine — BRI R E
- clear crypto isakmp — JEBREE 55 1P ER MEEA Y R £ BA B4
- clear crypto sa — B BREZSE 2P EX #H EA MY T 2 BAHA

HEE

. |IPSecZ EEM

- BLBIPSeci@iRE L

- B BInternet & MR 2 1 F
- H{fi%1® - Cisco Systems



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/cgi-bin/Support/browse/psp_view.pl?p=Internetworking:IPSec&referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdipsec.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	配置IPSec路由器到路由器的全網狀
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	設定
	網路圖表
	組態

	驗證
	疑難排解
	疑難排解指令

	相關資訊


