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ERER

EBZREHHRESEES(CERMER | HERNESREE AR (ISR) R T M8 61T 2 EH 1
PR&IPR &, EHECERMEZ , EInternetif EZX £ (IPsec)/TLSFRERE < Bl , ©FRKCERMRZBEE,
2%, IPsecB8BEMZ/MENMTHABIEASIBEE , MRALEEMNZ/HEE | JIEHCERM,

CERVMERERIEANIEE |, Wi lyesnoE BEEERE/EEZER T, IPseciBRAKRREHEE, BREBR
BHEE  URESEERSE , CERVEHEREREEEREEEHNA,

PH
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EIPsecA B ILFRER , XEBHBRENREFRE , MECERMA K CMIMIBRIZRM, BE
HSEC-KOFF Al % , LLRZE&ER HI5% E A225fEP2E. show platform cerm-informationfy & i AP & 88 'R
HER -

rout er# show platform cerm-information
Crypto Export Restrictions Manager (CERM | nfornation:
CERM functionality: ENABLED

Tx Bandwi dt h(i n kbps) 85000 85000
Rx Bandwi dt h(i n kbps) 85000 85000
Nurmber of tunnels 225 221

Nurmber of TLS sessions 1000 1000



FEE : E#1TCisco 10S-XE®HISR 4400/ISR 4300% 5 HEs £ , CERMRRHItLEH |, R
B R B2 (ASR)1000R 5B HERF TR, AJLAEiBshow platform software cerm-
information Y & 2R 4R E 1.

MR RER & 2

ky?ﬁ?ﬁﬁﬂﬂﬂﬁ‘l‘ﬁﬁijﬂ%ﬂ , BNABBRESHRMAE, NMRECHEHERESH , ATLRET

o REHHBREIPsec L TXRERMNMEE , ANIEEZIPsecEZ £ FHBI(SA)RENRE. 10
ﬂﬁ\ﬁﬂﬂ}%ﬁtﬂﬁmﬁ ’?Eﬁi{tﬂ% T BR—H—-HWERK (AXRKED)., flm, EERERFAOT
E&RAVINE BB ER

permit ip 10.0.0.0 0.0.0.255 10.0.1.0 0.0.0.255
permit ip 10.0.0.0 0.0.0.255 10.10.10.0 0.0.0. 255

EEFERAMENREID, BlPsecBERNEADRER , BELF —HERBEHIHENSA, R
FRZEER , HSALUEM=%IPsec SA ( —HESP. —HAHM—¥PCP ), &AL HE
AEs H P EF —EEHl. BT Zshow crypto ipsec sad

protected vrf: (none)
I ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/6/0)
renote ident (addr/mask/prot/port): (192.168.78.0/255.255.255.0/6/0) | =>
the proxy id: pernit tcp any 192.168.78.0 0.0.255
current _peer 10.254.98.78 port 500
PERM T, flags={origin_is_acl,}
#pkts encaps: 153557, #pkts encrypt: 153557, #pkts digest: 153557
#pkts decaps: 135959, #pkts decrypt: 135959, #pkts verify: 135959
#pkts conpressed: 55197, #pkts deconpressed: 50575
#pkts not conpressed: 94681, #pkts conpr. failed: 3691
#pkts not deconpressed: 85384, #pkts deconpress failed: O
#send errors 5, #recv errors 62

local crypto endpt.: 10.254.98.2, renote crypto endpt.: 10.254.98.78
path ntu 1500, ip mu 1500, ip ntu idb G gabitEthernet0/0.1398
current outbound spi: OXEEO9AEA3(3993611939) <====== see bel ow

for explanation.

PFS (Y/N): Y, DH group: group2

AT 2IPsec SAY (EA —&WH)

i nbound esp sas:
spi: 0x12C37AFB(314800891)
transform esp-aes ,
in use settings ={Tunnel, }
conn id: 2803, flow_.id: Onboard VPN: 803, sibling_flags 80000046, crypto
nmap: beograd
sa timng: remaining key lifetime (k/sec): (4561094/935)
1V size: 16 bytes
replay detection support: N
Status: ACTI VE

i nbound ah sas:

i nbound pcp sas:

spi: Ox8F6F(36719)

transform conp-Ilzs ,

in use settings ={Tunnel, }

conn id: 2803, flow_.id: Onboard VPN: 803, sibling_flags 80000046, crypto



map: beograd

sa timng: remaining key lifetime (k/sec): (4561094/935)
replay detection support: N

Status: ACTI VE

out bound esp sas:

spi: OxEEO9AEA3(3993611939)

transform esp-aes ,

in use settings ={Tunnel, }

conn id: 2804, flow_id: Onboard VPN: 804, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4547825/935)

1V size: 16 bytes

replay detection support: N

Status: ACTI VE

out bound ah sas:

out bound pcp sas:

spi: 0x9A12(39442)

transform conp-Izs ,

in use settings ={Tunnel, }

conn id: 2804, flow_id: Onboard VPN: 804, sibling_flags 80000046, crypto
map: beograd

sa timng: remaining key lifetime (k/sec): (4547825/935)

replay detection support: N

Status: ACTI VE

EEEBRT , AEMESA, EREIEHEHAEIDMEANMBFIEER  RELNEEEWEL
o *HEEIQ{%IilDTFH%THEﬁ%T% Eo

MiEE - E&84Eshow cry ipsec safVli i |, B2 EFZ B IFEHERNEH L2 5|8 ER5]
(SP)A0x0 , B BEMEFE —EHEHSPI,

FECERMHRIER , BHBEFEEATREIDHERENEE, EXRTHNREE10ELEE (&
BEMEFREEFERIBAFNER ) , EFEHEMEELEFIEEMMNRE , EREKEEL
3001EREEID/E &S 2% , MiBCERMATRREM225MEMR #l, STECERMZE BHBEE N —EiRESE
2 ¥ Fishow crypto ipsec sa countin I & #IPsec SAETE , T :

rout er #show crypto ipsec sa count
I Psec SAtotal: 6, active: 6, rekeying: 0, unused: 0, invalid: O

RREBRAZTE AMIPsec SABBREL =,

Lh |

R
EREEHRERVRME , REAFPIEERUATAL

YCERM 4- RX_ BWLIM T : Maxi num Rx Bandwi dth limt of [dec] Kbps reached for Crypto
functionality with tenporary license for securityk9 technol ogy package.

YCERM 4- TLS _SESSION_LIM T @ Maxi mum TLS session limt of [dec] reached for Crypto
functionality with tenporary license for securityk9 technol ogy package.



YCERME 4- TUNNEL_LIM T : Maximumtunnel limt of [dec] reached for Crypto functionality
with tenporary license for securityk9 technol ogy package

YCERM 4- TX BWLIMT : Maxi num Tx Bandwi dth limt of [dec] Kbps reached for Crypto
functionality with tenporary license for securityk9 technol ogy package

BERE

RHEFEBRTRKNEERNERERDR |, WEIFHR , EREIZEZRISS5 Mbps AvhER HkEF | B2
RBRERRE, Eﬂﬁ?ﬁbﬁﬁ*ﬁ?ﬂjﬁ$iﬂﬁ%ﬂﬁﬂ$EE§E1EEJ5AE|:I3E$U EEREth A IR
BER. ERREEY , W 2UABRBENMBEERS, €8 ‘tb'f%/ﬁ','l' #BiB85MbpsHiES
WEZE , Wit Ashow platform cerm-information i :

rout er #show platform cerm-information | include pkt
Fai |l ed encrypt pkts: 42159817

Fai | ed decrypt pkts: O

Fai |l ed encrypt pkt bytes: 62733807696

Fai | ed decrypt pkt bytes: O

Passed encrypt pkts: 506123671

Passed decrypt pkts: 2452439

Passed encrypt pkt bytes: 744753142576

Passed decrypt pkt bytes: 1402795108

Bl , WRFEBIPseck KEIE /T E(VTI)#Cisco 291117 FICisco 2951 , W EAHTEERFIT
#5169 mpsHY i E(H P RE 500 MbpsH@)ﬁﬁlMGOOOﬂﬁi@l"ﬂH’gﬁﬁH NEw) , AISERKAF
REFUATER :

router#

Apr 2 11:52:30.028: %CERM 4-TX_BWLIMT: Maxi num Tx Bandwi dth Iinit of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |icense
rout er #show platform cerm-information | include pkt

Fai l ed encrypt pkt bytes: 62930990016

Fai | ed decrypt pkt bytes: O

Passed encrypt pkt bytes: 747197374528

Passed decrypt pkt bytes: 1402795108

rout er #show platform cerm-information | include pkt

Fai |l ed encrypt pkt bytes: 62931497424

Fai | ed decrypt pkt bytes: O

Passed encrypt pkt bytes: 747203749120

Passed decrypt pkt bytes: 1402795108

router#

BULEE , MESBTH EERERE, BEE%CERM-4-TX_BW_LIMIT syslog messageis rate-
limited to one message per minute,

Rout er #

Apr 2 11:53:30.396: %CERM4-TX BWLIMT: Maxi rum Tx Bandwi dth limt of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |license

Bl CS#

Apr 2 11:54:30.768: %UCERM 4- TX BWLIM T: Maxi num Tx Bandwi dth linmit of 85000 Kbps
reached for Crypto functionality with securityk9 technol ogy package |license
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1. MREEBFER B EHRE,
2. A Wireshark2 R o MRV IRME | H R REBRNERA2ZI10ER,
PrzREE KA85MbpsI R E BT H1T B,

H 7438 B B K iEE CERMPR I 49 B &
EHWELSE  UNBRENT=EERE —

- BEEEEIBCERMREH,
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. FECERMETEUR R ( CERMARFTEAmEMWCERMPREF T BBHEIBEMFZES ) .
DNTREFHANGS :

show crypto eli detail

show crypto isa sa count

show crypto ipsec sa count
show platform cerm-information
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