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RiIFZAKAR LT AMEISAKMPE EEZNVPNRRERE TMEL R, BEARKEERERFTHE
METRR  YEERTHARNIPHELY, ELSRET  ARNEERREREMRE , ReEERN—
IR EVPNBRE

AXENT—B2ER T BB ESBIIRIKE)RESNIKEEEFNERREEERNIREZEE
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F&E -

Cisco CLI Analyzer (EHEFMESEH ) TEFE L show ER. /A Cisco CLI Analyzer
1% show ERBHMN 2.

£/ debug EHZH , MESBEEI Debug IETHEEEH.

hk

Router1(R1)#Router2(R2)E A ELBEN E(VTI) ( BABBIFE[GRE] ) M HEREMHEEIE,
VTIZ Internetifh € & £ (IPSec)fR&.

lo0: 192.168.100.1/24 lo0: 192,168.200.1/24

E0/0: 192.168.0.1/24 ECQ/D: 192.168.0.2/24

Tun(: 10.0.0.1/24 Tun0: 10.0.0.2/24

R1 R2

RIFR2BEMEISAKMPEEER , SEREEREFTEANEZRER. MAEERREFHEENER

o

R1#EFVPN

RIMBEMVPNHEE A :

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco
1

crypto i saknmp policy 10

encr 3des

hash nd5

aut henti cation pre-share

group 2

crypto isakmp profile profilel
keyring keyringil
match identity address 192.168.0.102 255. 255. 255. 255 ! non exi sting host
crypto isakmp profile profile2
keyri ng keyring2
match identity address 192.168. 0.2 255.255. 255. 255 | R2
1
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
1
crypto ipsec profile profilel
set transformset TS
set isakmp-profile profile2


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

1
interface LoopbackO

description Simulate LAN

i p address 192.168.100.1 255. 255. 255.0
1
interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
1
interface Ethernet0/0

i p address 192.168.0.1 255. 255. 255.

ip route 192.168.200.0 255.255.255.0 10.0.0.2

R2#3& VPN
R2HIE VPN ELE A

crypto keyring keyringl

pre-shared-key address 192.168.0.1 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.1 key cisco
1

crypto i saknmp policy 10

encr 3des

hash nd5

aut henti cation pre-share

group 2

crypto isakmp profile profilel
keyring keyringl
match identity address 192.168. 0.1 255.255.255.255 IRl
crypto isakmp profile profile2
keyring keyring2
match identity address 192.168. 0. 100 255. 255. 255. 255 I non exi sting host
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profilel
set transformset TS
set isakmp-profile profilel
!
interface LoopbackO
i p address 192.168.200.1 255. 255.255.0
!
interface Tunnel 1
i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profilel
!
interface Ethernet0/0
i p address 192.168. 0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0.1

FrESBREAHRNEZ P FHZE ciscou
ER1L |, profile2 AAVPNERR, Profile2RBBEHNNE—ARBERE  cERETEASE_ELH



R, EMEGKEIN , SRRIEFFEEE,

RHIRHI

HEE—ES =P , R1ZISAKMPEBI2R, BEILERIEH#GE , RERABEIRE
F_BARERAMRNGRE  BEFIERBEARUE , BR2EKISAKMPRE 2R,

R AR SBRTIRTI(KEV ) ZEZERARASHRUSETSRHE K ASBARBE/ MEEEXH
A5(MM5)MEBHIKEVIE S, Z£#®RADiffie-hellman(DH)FTEMELA LR, TREIMMS (€
S ) IMM4 (BiES ) 2R FEREXELASR , SMETUGTEMMS/MMeRERN £,

HAMM3IFHISAKMPEE S | MABESENISAKMPEERER , IAKEMMSFEZKIKEIDEE
BEEEER. Mk, Hﬁ%wﬁﬁﬁﬁai—uﬁﬂﬁ L&, jtﬁtéﬂmﬁa%ﬂl:ﬁé%% B &E
TR LIBR, SRRANTEMMSHBZNMMEHN MBZFIEAN SIS, EMMSHNBR 2% | BT
ISAKMPELERERFNMEEERIREZ , NREBEFETHRNEIBIR | AISAKMPEESHTRE ; R
RIZEMEINSRR  AERSHERE,

it , WRISAKMPEERR | ERTiEA—EaS2EEENSRE.,
R1YERIKERKENES ( IETE)

I RPIFRER1RIKERMBIREFSRENER
1. BRIFMR2EA U TR

R1# debug crypto isaknp
R1# debug crypto ipsec
R1# debug crypto isaknp aaa

2. RIBREE , B8 RBKEZNIMMIERE , YRKRMM2EREE, REERMMS:

Rl#ping 192.168.200.1 source lo0 repeat 1

Type escape sequence to abort.

Sending 1, 100-byte |ICWP Echos to 192.168.200.1, tineout is 2 seconds:
Packet sent with a source address of 192.168.100.1

*Jun 19 10: 04: 24. 826: | PSEC(sa_request): ,
(key eng. nmsg.) OUTBOUND | ocal = 192. 168. 0. 1: 500, renpte= 192. 168. 0. 2: 500,
| ocal _proxy= 192.168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
renot e_proxy= 192. 168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transforme esp-aes esp-sha256-hnmac (Tunnel),
I'i fedur= 3600s and 4608000kb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Jun 19 10: 04: 24.826: | SAKMP: (0): SA request profile is profile2
*Jun 19 10: 04: 24.826: | SAKMP: Found a peer struct for 192.168.0.2, peer
port 500
*Jun 19 10: 04: 24.826: | SAKMP: Locki ng peer struct OxF483A970, refcount 1
for isaknp_initiator
*Jun 19 10: 04: 24.826: | SAKMP: |ocal port 500, renpte port 500
*Jun 19 10: 04: 24. 826: | SAKMP: set new node 0 to QM I DLE
*Jun 19 10: 04:24.826: | SAKMP: (0):insert sa successfully sa = F474C2E8
*Jun 19 10: 04: 24.826: | SAKMP: (0): Can not start Aggressive node, trying
Mai n node.



*Jun 19 10: 04: 24.826: | SAKMP: (0): Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-rfc3947 |ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-07 ID

*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-03 ID

*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-02 ID

*Jun 19 10: 04: 24.826: | SAKMP: (0): I nput = | KE_MESG FROM | PSEC,

| KE_SA REQ MM

*Jun 19 10: 04:24.826: | SAKMP: (0): A d State = | KE_READY New State =

| KE_I _vML

*Jun 19 10: 04: 24.826: | SAKMP: (0): begi nning Main Mode exchange

*Jun 19 10: 04: 24.826: | SAKMP: (0): sendi ng packet to 192.168.0.2 mny_port
500 peer_port 500 (1) MV .NO_STATE

*Jun 19 10: 04: 24.826: | SAKMP: (0): Sendi ng an | KE | Pv4 Packet .

*Jun 19 10: 04:24.827: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MV.NO STATE

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10: 04:24.827: |SAKMP: (0): A d State = IKE_I_MML New State =
| KE_I _Mw2

*Jun 19 10: 04: 24.827: | SAKMP: (0): processing SA payl oad. nmessage ID =0
*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04: 24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0) : Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.827: | SAKMP: (0): local preshared key found

*Jun 19 10: 04:24.827: | SAKMP : Looking for xauth in profile profile2
*Jun 19 10: 04: 24.827: | SAKMP: (0): Checki ng | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 10: 04: 24. 827: | SAKVP: encrypti on 3DES- CBC

*Jun 19 10: 04: 24. 827: | SAKVP: hash MD5

*Jun 19 10: 04: 24.827: | SAKMP: default group 2

*Jun 19 10: 04: 24.827: | SAKMP: aut h pre-share

*Jun 19 10: 04: 24.827: | SAKMP: life type in seconds

*Jun 19 10: 04: 24.827: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Jun 19 10: 04:24.827: | SAKMP: (0):atts are acceptable. Next payload is O
*Jun 19 10: 04: 24.827: | SAKMWP: (0): Acceptable atts:actual life: O

*Jun 19 10: 04:24.827: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 10: 04:24.827: | SAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 10: 04:24.827: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 10: 04:24.827: | SAKMP: (0): Returning Actual lifetinme: 86400

*Jun 19 10: 04:24.827: | SAKMP: (0)::Started lifetine timer: 86400.

*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04: 24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.827: |ISAKMP: (0): A d State = IKE_I_MW New State =

| KE_I _Mw2

*Jun 19 10: 04:24.828: | SAKMP: (0): sendi ng packet to 192.168.0.2 ny_port
500 peer_port 500 (1) MV _SA SETUP

#—F% , RIFMAEEMEHAISAKMP profile2 , RATCBEEARKVTINIPSecElERERZ T

o

Hit , EBEFETERNSRIIR (SWIR2 ) . EXEBVMIEE , RESRIR2OFALBSRAE
DHEFER SE|M .



3. ER2BIZMMIE R B , BT HEEFERAMHEISAKMPEEER BECEERLAELE
LLERDH, Eitt , RZESMESRIRUETHZUSENTELE SR -

*Jun 19 10:04: 24.828: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 Q obal (R) MM SA SETUP

*Jun 19 10: 04: 24.828: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_MM EXCH
*Jun 19 10:04:24.828: ISAKMP: (0): O d State = IKE R M2 New State =

| KE.R_ M\B

*Jun 19 10: 04: 24.828: | SAKWP: (0): processing KE payl oad. nmessage ID =0
*Jun 19 10: 04: 24.831: | SAKWP: (0): processi ng NONCE payl oad. nessage ID =0
*Jun 19 10: 04:24.831: | SAKMP: (0): found peer pre-shared key matching
192.168.0.1

EEFE—EERZN MR (keyring?) PR EI AR 192.168.0. 109 £ 8,

4. SR#ER2MF Fkeyring18Y Tciscos £#|FDHFTEEBEMM4ER A :

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.831: | SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.831: | SAKMP: (1011): speaking to another |OS box!

*Jun 19 10: 04: 24.831: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.831: | SAKMP: (1011): vendor |D seens Unity/DPD but major
32 mismatch

*Jun 19 10: 04: 24.831: | SAKMP: (1011): vendor IDis XAUTH

*Jun 19 10: 04: 24.831: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04:24.831: | SAKWMP (1011): Hi s hash no match - this node
out si de NAT

*Jun 19 10: 04: 24.831: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04:24.831: | SAKMP (1011): No NAT Found for self or peer
*Jun 19 10: 04: 24.831: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04: 24.831: | SAKWMP: (1011): O d State = |KE. R MMB New State =
IKE R_MM3

*Jun 19 10: 04: 24.831: | SAKMP: (1011): sending packet to 192.168.0.1 my_port
500 peer_port 500 (R) MM _KEY_EXCH
*Jun 19 10: 04:24.831: | SAKMP: (1011): Sending an | KE | Pv4 Packet .

5. ER1EIMM4AE , SEAIKEIDR 2 aZ2EN ERESR ( RESRIR2 ) ERMMSERA :

*Jun 19 10: 04: 24.831: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MV _SA SETUP

*Jun 19 10: 04: 24.831: | SAKMP: (0): I nput = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10:04:24.831: |ISAKMP: (0): A d State = IKE_I_MVB New State =
| KE_I _Mwv4

*Jun 19 10: 04:24.831: | SAKMP: (0): processing KE payl oad. nmessage ID =0
*Jun 19 10: 04:24.837: | SAKMP: (0): processing NONCE payl oad. message ID =0
*Jun 19 10: 04: 24.837: | SAKMP: (0) : Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.837: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.837: | SAKMP: (1011): vendor IDis Unity

*Jun 19 10: 04: 24.837: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.837: | SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.837: | SAKMP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.837: | SAKMP: (1011): speaking to another |OS box!

*Jun 19 10: 04: 24.837: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04:24.838: | SAKWMP (1011): Hi s hash no match - this node



out si de NAT

*Jun 19 10: 04: 24.838: | SAKMP: recei ved payl oad type 20

*Jun 19 10: 04: 24.838: | SAKMP (1011): No NAT Found for self or peer
*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKE_|_MW New State =
I KE_I _Mwv4

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Send initial contact
*Jun 19 10: 04: 24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10: 04: 24.838: | SAKMP (1011): ID payl oad
next - payl oad : 8

type 1

address : 192.168.0.1
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Total payl oad length: 12
*Jun 19 10: 04: 24.838: | SAKMP: (1011): sending packet to 192.168.0.2 my_port
500 peer_port 500 (1) MV _KEY_EXCH

.R2EBWEEIKEID 192.168.0. 1-IMM5E R B, BLEF , R2ANE FEAS TR 2 B4 2 HEISAKMPE
iE 1% %= (match identity 3t 11t 85 ):

*Jun 19 10: 04: 24.838: | SAKWP (1011): received packet from 192.168.0.1 dport
500 sport 500 @ obal (R) MM KEY_EXCH

*Jun 19 10: 04: 24. 838: | SAKMP: (1011): I nput = | KE_MESG FROM PEER, | KE_MM EXCH
*Jun 19 10: 04: 24.838: | SAKMP: (1011): O d State = IKE R M4 New State =

| KE_.R_MVB

*Jun 19 10: 04: 24.838: | SAKWP: (1011): processing | D payload. nessage ID =0
*Jun 19 10: 04: 24.838: | SAKWMP (1011): |D payl oad
next - payl oad : 8

type o1

addr ess : 192.168.0.1
pr ot ocol 17

port : 500

| ength 112

*Jun 19 10: 04:24.838: | SAKMP: (0):: peer matches profilel profile
*Jun 19 10: 04:24.838: | SAKMP: (1011) : Found ADDRESS key in keyring keyringl
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processi ng HASH payl oad. nessage ID = 0
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processi ng NOTIFY | NI TI AL_CONTACT
protocol 1

spi 0, nmessage ID = 0, sa = OxF46295E8
*Jun 19 10: 04:24.838: | SAKMP: (1011): SA aut hentication status:

aut henti cat ed
*Jun 19 10: 04:24.838: | SAKMP: (1011): SA has been authenticated with
192.168.0.1
*Jun 19 10: 04:24.838: | SAKMP: (1011): SA aut hentication status:

aut henti cat ed

CBRE RREVITRRE  UREAMMAEH ST ENBRRERTEAISAKMPE BERE EM
BRIIRMEE, RAkeyringI REEEFHNE—E , ARAEUTHES , REBKED. BREXD
, AT MEIEMMEE RIS :

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type |D_| PV4_ADDR
*Jun 19 10: 04:24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type o1



addr ess : 192.168.0.2

pr ot ocol 117
port : 500
| engt h 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Total payload |length: 12

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sending packet to 192.168.0.1
ny_port 500 peer_port 500 (R) MV KEY_EXCH

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Sendi ng an | KE | Pv4 Packet .

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKEER MVb New State =
IKE P1_COMPLETE

8. RIKEIMME , FTREEHTTRREE  RACTRE—EAENSTHEAN ; HEHHRKRANEERE
FMISAKMPELERERUAR BB EEREBRN SRR, SHRFEMIY , Phase1 ERTAK :

*Jun 19 10: 04:24.838: | SAKMP (1011): received packet from 192.168.0.2
dport 500 sport 500 dobal (1) MV KEY_EXCH
*Jun 19 10: 04: 24.838: | SAKWP: (1011): processing | D payload. nessage ID =0
*Jun 19 10: 04: 24.838: | SAKWMP (1011): |D payl oad

next - payl oad : 8

type o1

addr ess : 192.168.0.2
pr ot ocol 17

port : 500

| ength 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): processi ng HASH payl oad. nessage ID = 0
*Jun 19 10: 04:24.838: | SAKMP: (1011): sA authentication status:
authenticated
*Jun 19 10: 04:24.838: | SAKMP: (1011): SA has been authenticated with
192.168.0. 2
*Jun 19 10: 04: 24.838: | SAKMP AAA: Accounting is not enabl ed
*Jun 19 10: 04: 24.838: | SAKMP: (1011): 1 nput = | KE_MESG FROM PEER,
| KE_MM_EXCH
*Jun 19 10: 04: 24.839: | SAKMP; (1011): O d State = IKE | _Mv6 New State =
| KE_| _MVB

*Jun 19 10:04: 24.839: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10:04:24.839: | SAKMP: (1011): O d State = IKE.|_MVb New State =
| KE_| _MVB

*Jun 19 10:04: 24.843: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COMVPLETE

*Jun 19 10:04:24.843: | SAKMP: (1011): O d State = IKE.|_MVb New State =
IKE Pl COMPLETE

*Jun 19 10: 04: 24.843: | SAKMP: (1011): begi nni ng Qui ck Mode exchange, M ID
of 2816227709

9. BEER2IE ¥ RUE) I B Zh SE R
AR ERET , ARRARZLEZNERRIEFER, EZARVPNEENEEERME
REEFHE - EZRER,

R2/ERIKER B8R ( FIEH )

L RGIERR2EEN E] —FREREENIER , WRAK/MTETERIUMBE, /KTEERHIRAIHEL
—ERFIZENZR , SMBR—LHBFE :

1. R2BAEIPRIE :



R2#pi ng 192. 168. 100.1 source |00 repeat 1
. BRR2R R B , HIISAKMPEEERMSRIRRE AN, KBkeyring NFEAHAEBAR
DHET®E , SWHEMM3FREIE, R2EFEWMM2 , A RIREZ S I|MERMMS:

*Jun 19 12:28:44.256: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 G obal (1) MV NO STATE

*Jun 19 12:28:44.256: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_MV EXCH
*Jun 19 12:28:44.256: |SAKMP: (0): O d State = IKE I_MML New State =

| KE_| _MVR

*Jun 19 12:28:44.256: | SAKWP: (0): processing SA payl oad. nmessage ID =0
*Jun 19 12:28:44.256: | SAKWP: (0): processing vendor id payl oad

*Jun 19 12:28:44.256: | SAKMP: (0): vendor |ID seens Unity/DPD but mmjor
69 m smat ch

*Jun 19 12:28:44.256: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.256: | SAKMP: (0) : Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.256: | SAKMP: (0): local preshared key found

*Jun 19 12:28:44.256: | SAKWP : Looking for xauth in profile profilel
*Jun 19 12:28:44.256: | SAKMP: (0): Checking | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 12:28: 44.256: | SAKVP: encrypti on 3DES- CBC

*Jun 19 12:28: 44.256: | SAKVP: hash MD5

*Jun 19 12:28: 44.256: | SAKVP: default group 2

*Jun 19 12:28: 44.256: | SAKVP: auth pre-share

*Jun 19 12:28: 44.256: | SAKVP: life type in seconds

*Jun 19 12:28:44. 256: | SAKMP: life duration (VPI) of 0Ox0 Ox1
0x51 0x80

*Jun 19 12:28:44.256: | SAKWP: (0):atts are acceptable. Next payload is O
*Jun 19 12:28:44.256: | SAKWP: (0): Acceptable atts:actual life: O

*Jun 19 12:28:44.257: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 12:28:44.257: |SAKWP: (0):Fill atts in sa vpi_length:4

*Jun 19 12:28:44.257: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 12:28:44.257: | SAKMP: (0): Returning Actual lifetinme: 86400

*Jun 19 12:28:44.257: |SAKMP: (0)::Started lifetine tinmer: 86400.

*Jun 19 12:28:44.257: | SAKWP: (0): processing vendor id payl oad

*Jun 19 12:28:44.257: | SAKMP: (0): vendor ID seens Unity/DPD but mmjor
69 m smat ch

*Jun 19 12:28:44.257: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.257: | SAKVP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS MAI N_MODE

*Jun 19 12:28:44.257: ISAKMP: (0): O d State = IKE I_MW New State =

| KE_| _MWR

*Jun 19 12:28:44.257: | SAKVP: (0): sending packet to 192.168.0.1 ny_port
500 peer_port 500 (1) MM SA SETUP

. R1KZIZRBR2HIMM3, TELLFEER , RITAE S A BHEISAKMPEERER , At e FAEFEHA
BES®IR, RURIEASEHMEEEFNE—ELRIR , Blkeyringl,. RIEZFELAEHBA
FADHEE |, W E*EMM4:

*Jun 19 12:28:44.263: | SAKMP: (0): found peer pre-shared key matching
192.168.0.2

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad



*Jun 19 12:28:44.263: | SAKMP: (1012): speaking to another | OS box!

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.263: | SAKMP: (1012): vendor |D seens Unity/DPD but major
151 mi smat ch

*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis XAUTH

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): No NAT Found for self or peer

*Jun 19 12:28:44.263: | SAKMP: (1012): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 12:28:44.263: | SAKMP: (1012): O d State = |KE R MMB New State =
IKE R_MM3

*Jun 19 12:28:44.263: | SAKMP: (1012): sending packet to 192.168.0.2 my_port
500 peer_port 500 (R} MM KEY_EXC

. R2{ER1#ZEMMMA | EA R Bkeyring1 I AHL A SW|FTEDH , IXERMMSE R EMIKEID:

*Jun 19 12:28:44.269: | SAKMP: (0): Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.269: | SAKMP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis Unity

*Jun 19 12:28:44.269: | SAKMP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.269: | SAKMP: (1012): processing vendor id payl oad

*Jun 19 12:28:44.269: | SAKMP: (1012): speaking to another | OS box!

*Jun 19 12:28:44.269: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.269: | SAKMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.269: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.269: | SAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.269: | SAKMP: (1012): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 12:28:44.269: | SAKMP: (1012): O d State = IKE | _MW New State =
IKE_I_MM4

*Jun 19 12:28:44.270: | SAKMP: (1012): SA is doing pre-shared key
authentication using id type |D_| PV4_ADDR
*Jun 19 12:28:44.270: | SAKMP (1012): ID payl oad

next - payl oad : 8

type 1

addr ess © 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 12:28:44.270: | SAKMP: (1012): Total payload length: 12
*Jun 19 12:28:44.270: | SAKMP: (1012): sending packet to 192.168.0.1
ny_port 500 peer_port 500 (1) MV KEY_EXCH

RIBEIRERIMMSE, BRAIKEIDZA192.168.0 , Fiit BiZBprofile2, BiEprofile2E E
keyring2 , FEILIEIE T keyring2, AT , $RAMMARWDHHE K RIBETE—FEEEN S8
IR , Blkeyring1, BIEZIBELEE , HeRRVWBBEEAY , RASLELRREKTE

*Jun 19 12:28:44.270: | SAKMP (1012): received packet from 192.168.0.2
dport 500 sport 500 d obal (R) MV KEY_EXCH

*Jun 19 12:28:44.270: | SAKMP; (1012): 1 nput = | KE_MESG FROM PEER,

| KE_MM_EXCH

*Jun 19 12:28:44.270: |SAKMP: (1012): O d State = IKE R MV New State =
| KE_R_MVB

*Jun 19 12:28:44.270: | SAKMP: (1012): processing | D payload. nessage ID =0



*Jun 19 12:28:44.270: | SAKMP (1012): ID payl oad
next - payl oad : 8

type 1

addr ess : 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 12:28:44.270: | SAKMP: (0):: peer matches profile2 profile

*Jun 19 12:28:44.270: | SAKMP: (1012) : Found ADDRESS key in keyring keyring2
*Jun 19 12:28:44.270: | SAKMP: (1012): Key not found in keyrings of profile ,
aborting exchange

*Jun 19 12:28:44.270: | SAKMP (1012): FSM action returned error: 2

TRALASNNRER

ZAIN S REAMBNEI|( Tciscos )o Eitt , BIEEATAERNESRIR  HRSWRBIF RN
, MMSE R E A AIEHERRE | WHIRMESR.

EEATESHOBERLT , MMSEERER , YR RUATHBRER

*Jul 16 20:21:25.317: | SAKMP (1004): received packet from 192.168.0.2 dport
500 sport 500 d obal (R) MV KEY_EXCH

*Jul 16 20:21:25.317: | SAKMP: reserved not zero on | D payl oad!

*Jul 16 20:21:25.317: %CRYPTO-4-IKMP_BAD_ MESSAGE: | KE nessage from 192. 168.0. 2
failed its sanity check or is malformed

EMBLR B RG

LTRERREERENHE, F2REZBEEHURBESFHEEN.

BB 3
B ETEIPHb it H ZEE IR Configured IR R EREETARELERERHN RE

Configured IR R EXE E EERBSTFIRALBFTERE. THRA

§51E|Pﬂﬁﬂt$ﬁﬁﬂﬂgféﬂ%5% ﬁﬂ__ﬂ@lpﬂgﬂtuaﬂ[ﬁiﬂﬂgtﬂlo

REENME T ATEREFERARERE (2OMEE ) MBESRRUTESHHE  YHETA
1 BEfE A IKE V215 1 T b 5238 £ B

IKERB A LN SMILERIEF

HREAVTINEE , MEBHEERAEOREIPSecE EERN I ERENH, HAIPSecHiEfERAE
BRECRRNVBEKEEE , FIUATZREECAN SRR

Crypto-maptZ 5 EB R ESRIRNIFEIKER ERER , HIhsEthHER,

BR 6 YFAREARBEERCEFANSRIR, fln , ERENBEKEEEESREEEER
— BNIPSecfE g RELE A A IKERSHE :

crypto keyring keyringl

pre-shared-key address 192.168. 0.0 255.255.255.0 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

crypto i psec transformset TS esp-aes esp-sha256-hnac



node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

WMREIKERRBSFRERFEEMMT , EREEZERN TR

5

*Qct 7 08:13:58.413: | SAKMP: Locki ng peer struct 0xF4803B88, refcount 1 for
isakmp_initiator

*Cct 08: 13: 58.413: | SAKMP: (0): Can not start Aggressive node, trying Main node
*Oct 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 not available in default
*Cct 08: 13: 58.413: | SAKMP: (0): key for 192.168.0.2 found in keyringl

as ke

*Cct 08: 13: 58.413: | SAKMP: (0): key for 192.168.0.2 found in keyring2

*Qct 7 08:13:58.413: | SAKMP: (0): | SAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

*Qct 7 08:13:58.413: | SAKMP: (0): found peer pre-shared key matching 192.168.0.2

7
7
7

*Qct 7 08:13:58.413: | SAKMP: (0): | SAKMP: Sel ecting 192.168. 0.0, 255. 255. 255. 0
y
7

HREMERZURMMEF AR EKERBESR , RiterganPEERERILE BRI 5158

PRIEE L (QM) TR :

Cct 7 08:13:58.428: | SAKMP: (0):: peer matches *none* of the profiles
*QOct 7 08:13:58.428: | SAKMP: (1005): processing HASH payl oad. nessage ID =0
*CQct 7 08:13:58.428: | SAKMP: (1005): SA authentication status:

authenticated
*CQct 7 08:13:58.432: | SAKWP: (1005): I nput = | KE_VESG | NTERNAL,
IKE_PROCESS_COMPLETE

IKEEfE38 LAY @GR BT — FRIP#EAL

ERREENHETEEER L, ESRREATENIPHELE  REIRFIFEHE

BRRIKEERRERFUTEE

crypto keyring keyringl

pre-shared-key address 192.168. 0.0 255.255.0.0 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco2

ELERES {EIPii4192.168.0.2MIKERE T IREIMM1 BRI B | ©RRERE (

, BMEBEFHIEF TR,
BEEFNRER

1. BZEERIPHit N &R,
2. REE AN I E B HMEE(VRF) ( BIIVRF [fVRF] ) o

=E

8 ) PuEp

3. MREMBENERVRFH , IEARELHM SRR, EESFENTR (NRERRE

) o
4. MRERRESV/RRVEPRFIER |, AICKRUVRFIFTE SRR SR8,

5. LR RFHRNER (HRMAEKRER ). flu, BEER/32MmIE24,



A ol PR IR

Rl#debug crypto isakmp detail
Crypto | SAKMP internal s debugging is on

*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 not available in default
*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyringl

*Qct 2 11:57:13.301: | SAKMP: (0): | SAKMP: Selecting 192.168.0.0, 255. 255. 255.0
as key

*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyring2

*Qct 2 11:57:13.301: | SAKMP: (0): | SAKWMP: Selecting 192.168.0.2,255.255.255.255
as final key

IKEE FE88 £ Ry IR@IRERIEF — M REIPA 4t

ETRREAERNIPHIUE K SHRABE, RRKEEEREFUTEE

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

HERESSTAFALEFAZXE, TEAR-IPHURERMESR  BTAKEER2DEHIRE
|KERX Bh 25 (T [E78) i RE.

MR R
LEMEEFEENISAKMPERBRER SRR -

crypto keyring keyringl

pr e-shar ed-key address 192.168.0.0 255.255.0.0 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco2
crypto i saknp key cisco3 address 0.0.0.0

BIEISAKMPE R EREFRHEE —E , ENBEEEAKEEER LNE—EER .

Rl#show crypto isakmp key

Keyri ng Host nane/ Addr ess Preshared Key
default 0.0.0.0 [0.0.0.0] ci sco3
keyringl 192.168.0.0 [ 255. 255. 0. 0] ci sco
keyring2 192.168.0.2 ci sco2

Hit , B EASSEEEENSESRIRIFERR , W TREHHE,

IKEV2EHN MR — kRHBEEE
HAIKEV2IHESFAEIKEVIELHES K E€RREBEFTSERHELUNBE,

EEERAT , EXBRUEERSE, RERTEES LEEHEKEVEEERNIKEIDAE=EE
BB M, B=EENaEmE,

EMEBENRAERERIKEV2EFADHERETERETE, STEARNNZ/BRENERIBERE



HAHAEER,

IKEv2 RFC ( 5996 , 5£2.1487 ) 5R8A :

HASWOFTET RN T SIKE_SA_INITI R H#AY 7T BOH SR HA 3 MY Diffie-Hellman £
REMETE —EBRSKEYEDHHE.

R —8+ , RFCtBigH :
SKEYSEED = prf(N | Nr, g”ir)
FEXEEAEMEENIHEE , YA ESKEYEDKREZFEAFRLA SR,

G HEAIKE RFC (2409 , 383.260 ) k& , HPEH .

SKEY DR — ¥ & , e RERERZHHEETIRT MENWEM K.

EESEESRAMENUREME, RELLANSR, E5E58+ , RFCEES !
HNFEHL A £48 . SKYID = prf(pre-shared-key, Ni_b | Nr_b)
Eﬁﬁﬁéﬁ%mﬁﬁﬁﬂ’glmmnx.fr%‘&z:mtt%ﬁwﬁﬂ’ﬁlﬂ EXREANSORER  IKEVIFAEFE
ELRE,

IKEBC il 15 5B # R4+

ERIKEEERREZRENRE., F2RREEHUBRBESFHEEN.

B3R
7 0 A e 4 FERE HETEE ( EIPSecBl EERMEHMPRTE ) . WRRARE , FETRERE
BRSRER Ry me R — E5E0ISAKMPE B RIE | iR mEISAKMPE B %%

AEEMEREFET LMK EERGRENHRBER

IKERBER EHYIKER B RERIEF

VTIJ Eﬁ%?a B EEREKEREERNEEIPSecREER, A% , HKARAEREABEKERE
oES

Ef  MEHRECFENKEREBESR , YARHFSRAEE M HEEHABEREESR,

BRERLEEAT , TRAEERERER  YARZEENEEREECANEKERER ;| EATH
B, REIPSecE EERTEZFIKERERER :

crypto i saknp profile profilel

keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto i saknp profile profile2

keyring keyring

match identity address 192.168.0.2 255. 255. 255. 255

crypto i psec transformset TS esp-aes esp-sha256-hmac


http://tools.ietf.org/html/rfc5996
http://tools.ietf.org/html/rfc2409

node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

B EREABMMIER TEXE192.168.0.2H , BEESERNEERESR

*Qct 7 07:53:46.474: | SAKMP: (0): SA request profile is profile2

IKESE S F WIKER R R RIZIEF

IKEEES LNEERRZERIRFRSBRBEIEFEL , EPHERBNIEFEL.

BERATERE :

crypto i saknmp profile profilel

keyring keyring

match identity address 192.168.0.0 255. 255. 255.0
crypto i saknp profile profile2

keyring keyring

match identity address 192.168.0.1 255. 255. 255. 255

WEIRE192.168.0. 10V EAREF |, #§1&1Fprofile2,
ERERNIEFIETEE, show running-configir P ERESEFHEENEERRENBTENKRE,

B EEASUREACAMESRRNIMEKEREER, IREEERLBETAERNEE
BR ERENESRRER  NSORISERTK

*Qct 7 06:46:39.893: | SAKMP: (1003): processing | D payl oad. nmessage ID =0
*Qct 7 06:46:39.893: | SAKMP (1003): ID payl oad

next - payl oad : 8

type 1

address 192.168.0.1

pr ot ocol 17

port 500

l ength 112
*QOct 7 06:46:39.893: | SAKMP: (0):: peer matches profile2 profile
*QOct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 not available in default
*QOct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 found in keyring
*QOct 7 06:46:39.893: | SAKMP: (0): | SAKMP: Selecting 192.168.0.1,255.255.255.255

as final key

*Qct 7 06:46:39.893: | SAKMP: (1003): SA aut henti cation status:
aut henti cat ed
*Qct 7 06:46:39.893: | SAKMP: (1003): SA has been authenticated with 192.168.0.1

*Oct

*Oct

7 06:46: 39. 893

aut henti cat ed

7 06:46: 39. 893

IKE_P1_COMPLETE

BRAEBIEZQVEBRIL EREKIPSecE £ 5| B&K5I(SPI),

BT HEFH -

| SAKMP: (1003) : SA aut hentication status:

| SAKMP: (1003): A d State = IKE.R MVb New State =

EHEHP K RTEREER , M



*Qct 7 06:46:39.898: | SAKMP: (1003): Checki ng | PSec proposal 1
*Qct 7 06:46:39.898: | SAKMP: (1003): atts are acceptable.
*Qct 7 06:46:39.898: | PSEC(val i date_proposal _request): proposal part #1

Iey , EREN KN , WHE EENISAKMPE ERERTIE !

(key eng. nmsg.) I NBOUND | ocal = 192.168.0.2:0, renote= 192.168.0.1:0
| ocal _proxy= 192. 168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
renot e_proxy= 192.168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transform= NONE (Tunnel),
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*Qct 7 06:46:39.898: Crypto napdb : proxy_nmatch

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port .0

*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*Qct 7 06:46:39.898: Crypto mapdb : proxy_match

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port .0

*Qct 7 06:46:39.898: map_db_check isakmp profile profile did not match
*Qct 7 06:46:39.898: nmap_db_find_best did not find matching map

*Qct 7 06:46:39.898: | PSEC(i psec_process_proposal ): proxy identities not
supported

*Qct 7 06:46:39.898: | SAKMP: (1003): IPSec policy invalidated proposal with
error 32

*Qct 7 06:46:39.898: | SAKMP: (1003): phase 2 SA policy not acceptable!
(local 192.168.0.2 renpte 192.168.0.1)

*Qct 7 06:46:39.898: | SAKMP: set new node 1993778370 to QMW I DLE

R2#

*Qct 7 06:46:39.898: | SAKMP: (1003): Sendi ng NOTIFY PROPOSAL_NOT_ CHOSEN
protocol 3

HRKEREERBETER , RILREIHR32 , ERGKEEXES
PROPOSAL_NOT_CHOSEN,

HE

HRIKEVT , SEABELASWMNDHE R ELMMSBI B MEF RN 2R, EEBRMMIE
. ISAKMPHEI 75 14 45 F T 6 1 DR BISAKMPEE B AS 3R ( MR BIBI S 3878 ) | HAIKEIDETE
MMS5FIMMGH 3% 1,

BREISAKMPEREXNEXRESHTAELEMESN SRR  LETHREHSFENER, BRNT
BRIP#y | BESECETRER (RER)  HRE— Pt , FAKEFNE —BETESR,
EWMRANTERNBEZMMEN IR,

EWEIMM5#% | ISAKMPRIEIZS S EISAKMPE ERERMNEESBIR, NMRZESWBIREAMM4
DH?r%‘i%EH’\Jﬁiﬁi— ,BIBRAHTERE B8, EELH.

E2ENRETFRENESRRNVIEFIIEER. At , BRISAKMPEREN , BEAREAZS
ZERE NE/SRIR,



AN REEEX TEENALASREN S AdefaultIAER SRR, FERNRAEER,

REBEFEZEKERERESR , SExERNEEER. BB  CRAREPHNEERESR ; O
RETEEZLERESR , AERAZETE,

¥THATHE’JISAKMPEE%1’;§EFHTH%EE’J BREEFEELUEE, EXETRNESE , SOR
AREE M "ca trust-point, BLEEREBRMAR, LWEAEKEERUESTRA,

ANFHERNEETRERRFENEE , MEBRIKEVI B ERTNRREEE, AREENIKEVIR
BELRSE , AREH Jﬁ%iﬁ%ﬂ%iE’JIKEvzﬁﬁL‘tbﬁﬂﬁﬂ

P

. Cisco 10S/g2=15M&TH Internet Key Exchange for IPsec VPN B 1 I #Y 5& & B ISAKMPE B
B RY M E 5

. Cisco 10S Security Command Reference(B8LO0SZ £ i+ 8% ) ca trust-point through clear
eouifs : HHAZIC

- Fffi T W H - Cisco Systems
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