PIX 6.x:fEFAANATERREE U IOSE HERREIRETE
HEPIXBG Ak 2 B B REIPseclt i /R

AXREERET —ERGIRE , RPNFTEIOSCH 1S R HPIXE X B AEIPsecB iR, MEFL
B#BE%10.0.0 xah B MEFRAAES | IR imER B 2548 FIT AR 1t 1k EHR(NAT), ££10.0.0.xEIPIXER S EH
#EE10.1.0.xHRETBRNATIBE, PIXBrXiE AT LARE 2158 2R AYIEARR |, (BB EEAREE
PIXHYELR

I B & i F Cisco |OSHE 88 2 2 1 B AEIPsec LANZILAN(L2L)BRE , ZBSEHREEEAHN T (4
HNAE ) LR EREIPHUEFIPIXBE A, BIREFHEREBAWEDHCP)IRME T —E#S , LUER
MR IR FERR (ISP) BV RE D B IPfiztit, B4k , EXMTBEEER , RUERERIPL,

EZEPIX 6.x:FREEE U PIXBE K A% F15 FANATEY ) B8 TE 1 IOS B HH 85 2 B BV B REIPseciL i& 7= 5 LA B
RAERBPIXIES R EKHINEREIPsecEEN H ZMNFMAET.

HZ2EPIX/ASA 7xEE SR . fFANATIERRRETE 4t PIX A B RETFE 4 IOS K FH 85 2 i Y B B8 IPsecfit
BRP , LAEPIX/ASAZ £ H BREMIEZ KRB IOSK AN BN REIPseciE#R

B2EPIX/IASA 7XRESRA  FRANATEREENIOSE HEFMBEIREENPIXZ BH EREIPsecH
B, EREEREPIX/ASAZ £ H B ETHRERA7 xR ESHRANMEE S RWEFHEER.

A E R

&R
AKX RAREER.
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FATH
AR B FFAR R T SRR -

. Cisco 10S®# B A 12.4
. Cisco PIXPs X &R B M 4~6.3.4
. CiscoZ£PIXB5 X #&515E
. BRI2811K 88
AXNFHEFNRBRBIEECERTREANEEFEY, XHEFERENMERXEERCERR ( 8%
) BAEREZRE S, MREMFERIEEER B BRARZECEBIMIES UTREERNWTE,

i 5
MEBXHEGINFRER |

ERTE
AEIREARREAR XM FATRIhEERN E R
& : A Command Lookup Tool(EREMEF)EHERANEFFRANTSHNESZEN.

A2 H BB RATRRMEH

hed B
ARERE AN TARRE :
() Dynamic L2L IPSec Tunnel i)
10.1.00 /24 10.0.0.0/24

DHCP Qutside

172.16.1.0/24
Inside
‘3 9

ISF [ Intermnet
Cloud

10.85.49.0/ 24

2

FE

- .
0/0

N

FE 01

— PIX515E Router —R2
#ELAE
FERSEAUTERE :

- PIX515E

- R2 (BB128113% 2T )

PIX 515E

Pl X Version 6.3(4)
interface ethernet0 100full
interface ethernetl 100full
interface ethernet2 shut
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nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
nanei f ethernet2 intf2 security4
enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane Pl X515E

fixup protocol dns maxi num|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

nanes

!--- The access control 1list (ACL) to avoid NAT on the
IPsec packets. access-list NO-NAT permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

!--- The ACL to apply on crypto map. !--- Include the
private-network-to-private-network traffic !--- in the
encryption process. access-list 101 permit ip 10.1.0.0
255.255.255.0 10.0.0.0 255.255.255.0

pager lines 24

| oggi ng on

ntu outside 1500

ntu inside 1500

mu intf2 1500

!--- ISP will providthe the Outside IP address.

ip address outside dhcp

ip address inside 10.1.0.3 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

no failover ip address intf2

pdm hi story enabl e

arp timeout 14400

global (outside) 1 interface

nat (inside) 0 access-list NO-NAT

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 10.0.0.0 255.255.255.0 172.16.1.5 1
ti meout x|l ate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server TACACS+ nax-failed-attenpts 3

aaa- server TACACS+ deadtine 10

aaa-server RADI US protocol radius

aaa-server RADI US rmex-failed-attenpts 3
aaa-server RADI US deadtinme 10

aaa-server LOCAL protocol |oca




no snnp-server |ocation

no snnp-server contact
snnp-server community public
no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

!--- IPsec configuration, Phase 2. crypto ipsec
transform-set DYN-TS esp-des esp-md5-hmac

crypto map IPSEC 10 ipsec-isakmp

crypto map IPSEC 10 match address 101

crypto map IPSEC 10 set peer 10.95.49.1

crypto map IPSEC 10 set transform-set DYN-TS

crypto map IPSEC interface outside

!--- Internet Security Association and Key Management
Protocol (ISAKMP) !--- policy, Phase 1. !--- Note: In
real show run output, the pre-shared key appears as

*kkkkkk*k

isakmp enable outside

isakmp key ciscol23 address 10.95.49.1 netmask
255.255.255.255

isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 86400

telnet tinmeout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum f 0294298e214a947f c2e03f 173e4a405
: end

R2 ( BPl281188HI%% )

R2#show running-configuration
Bui | di ng configuration...

Current configuration : 1916 bytes
!

version 12.4

service tinmestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
servi ce password-encryption

!

host nane r 1800

!

boot - st art - mar ker

boot - end- mar ker

!

!

no aaa new nodel

!

resource policy

!

nmi  pol l'ing-interval 60

no nm auto-configure

no mm pvce

nm  snnp-ti meout 180

i p subnet-zero

ip cef




]
!

no i p dhcp use vrf connected
]
!

no ip ips deny-action ips-interface
]
no ftp-server wite-enable
!
!
!--- ISAKMP policy, Phase 1. crypto isakmp policy 10
hash md5

authentication pre-share

crypto isakmp key 6 ciscol23 address 0.0.0.0 0.0.0.0
]
]
!--- IPsec policy, Phase 2. crypto ipsec transform-set
DYN-TS esp-des esp-md5-hmac

crypto dynamic-map DYN 10
set transform-set DYN-TS
match address 101

1
!
crypto map IPSEC 10 ipsec-isakmp dynamic DYN
1
1
!
interface FastEthernet0/0

i p address 10.95.49.1 255. 255.255.0

ip nat outside

ip virtual -reassenbly

| oad-interval 30

dupl ex auto

speed auto

crypto map IPSEC

1

interface FastEthernet0/1

i p address 10.0.0.1 255.255.255.0

ip nat inside

ip virtual -reassenbly

dupl ex auto

speed auto

!

ip classless

ip route 10.1.0.0 255.255.255.0 10.95.49.2

1

ip http server

no ip http secure-server

!--- Except the private network from the NAT process. ip
nat inside source list 102 interface FastEthernet0/0
overload

!

!--- Include the private-network-to-private-network !---
traffic in the encryption process. access-list 101
permit ip 10.0.0.0 0.0.0.255 10.1.0.0 0.0.0.255

! --- Except the private network from the NAT process.
access-list 102 deny ip 10.0.0.0 0.0.0.255 10.1.0.0
0.0.0.255

access-list 102 permit ip 10.0.0.0 0.0.0.255 any

1

1

control -pl ane




line con O
exec-tinmeout 0 O
line aux O

line vty 0 4
exec-tinmeout 0 O
| ogi n

!

end

B

ERAXEHAR , BEEENEERE EEER.
WHEZFIES(EHEERETFER)OIT)XERE Eshowin . EAOITHEshowds T & H#Y 25 #

- show crypto isakmp sa — B RE &8 EWAE ERIKERZ £ (SA).

=1 —]

. show crypto ipsec sa — # /=~ & B (IPsec)SAE AR E-
- show crypto engine connections active — R EBEMRURBEEAMNEZENBRZRERNTNEN (&
PREEEAER ) o
B EERMERZR ERISA,

HEEEN THTELPIXG T

. clear crypto isakmp sa — B FR 5 1B ERSA,
. clear crypto ipsec sa — B BRE 2P ERSA,
ERAEX THTELKASITD.

- clear crypto isakmp — JEBREE 1B EXSA,
. clear crypto sa — EBREE2PE ERSA,

REREGE A

ERAAEAS  BERETEED R,

SRR T
WHEFERT E(EHEEREFER)OIT)XERE Eshowtn T, f£RAOITHRRshowds & i th 4 75 #

BEE : £/ debug fE S 2 Hl , FEL2E AR Debug ETHEEE,

- show crypto isakmp sa — BT EZEH A ATE EBIIKE SA.

- show crypto ipsec sa — &~ E B (IPsec)SAE ARIEXE-

. show crypto engine connections active — B R EBIEMRUARBEEAMNZENBRZER TN ER (E
PREGEAZR ) o

HHEE A
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- BERBNL2L MRS EIPSec VPN HEER AR IR 5 &
- Cisco PIXBh A ik Ex i8

. Cisco Secure PIXBs X jlidp p & &

. EXRE¥& (RFC)

- IPSec 1 &/IKE EAGE
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