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AR IEF N EFRAERIETTI.20.189Cisco ASA,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,
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AREFERNIRBLZERBEERTEANERR , BEREALXRNBZNRRE. BEFEMANUES
R RLERE AU EBREMRRIIFFRBNBREED . B, AMFTEEOFNEFRMES
%, HEARETFRBN(PQC)ERE R, BNRERERZETRTIRAKE EIPsecEBANRE M,
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ASA-Local | I ASA-Remote

- Internet .
A ' 4 \ \ Y
b -/
192.168.0.10/24
192.168.0.1/24 10.10.10.10 10.20,20.20
ASARLE
B EASANH

MBREEBEASANE , FEAZSLEE P, NEHEBHNREEKG

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0

t i

172.16.10.20/24

172.16.10.1/24
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BEERZESBRMAIKEV2RIE I EINSNE LRAIKEV2

EACLHEERBIKEV2ER A FaAUTHS

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400

A] LAFE crypto ikev2 policy T 4 F additional-key-exchangeth S L B H b £ 48 xR0, 0 T LR B LB/ Wexchangelif, 7E7



Rl BRET ZAMERRER (EHADHE21M31 ) .

additional-key-exchange 1 key-exchange-method 21 additional -key-exchange 2 key-exchange-method 31

BREHIKEV2RBE I TR :

crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31



R NREREREHSENRERERTSHRN S ORI, ME, ¥E, DifieHdimans| BME M B RREIEE
, BIfFEIKEV2ER IS TEL,

HBERIEVPNEESEMN N E ERAIKEV2, BE , ERNE ( BERHEK ) NHE. ERFAIKEV2,

AELBEBE#EN TH Acrypto
ikev2 enable outsidefi 55 o

HRAMEFIEERE | R ERERERBIAIPSc-12, EREIKEV2ERLASE  FMAUTHS



tunnel-group 10.20.20.20 type ipsec-12|
tunnel-group 10.20.20.20 ipsec-attributes
ikev2 remote-authentication pre-shared-key cisco
ikev2 local-authentication pre-shared-key cisco

B EABRE R E M MBFEACL

ASAEAFARIEHIBEEACL)RES XAFEAIPSecNBRENRENTEERENRE, THREEpermit Application Control Engine
(ACE)CE M HusERE , WHEREEpermit ACELE M AL ERTEERE.

object-group network local-network
network-object 192.168.0.0 255.255.255.0
object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-list asa-vpn extended permit ip object-group local-network object-group remote-network



AR VPNEERVEEEMKERMNWE —ACL,.

BB 5 NAT ( 7liZ )

BEEECASHONATRLABREIEDENAT, EEERFRT A KEENEENATR :



nat (inside,outside) source static local-network |ocal-network destination static remote-network remote-network no-proxy-arp route-lookup

Fl B IKEV2 |PSeci2 i

IKEV2 IPSeciR B AN ER —MAMZENTRBIEER L , MREERRE, LEBLACEMBEVPNE SR | FERIIBREIPSec SA, &
PR ERN ST 2LE

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

Be B 27 $ BRI AS KBRS R E

MEHRES THRELRNEE  YEXEIE

. [EEXAEMZFNRE (BEBAMBFACL ) WHEEE

o B —{HAIKEV2 IPSeciR i

HEERNEEMNT :

crypto map outside_map 1 match address asa-vpn crypto map outside_map 1 set peer 10.20.20.20 crypto map outside_map 1 set ikev2 ipsec-proposal |IKE'

B % —&B % 21F Acrypto map outside_map interface outside®s S #§ It I 22 H AR FE A A SAER ( A& ) NE.

ARib ASAR KB B

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 192.168.0.1 255.255.255.0
|



crypto ikev2 policy 10
encryption aes-256
integrity sha256

group 20

prf sha256

lifetime seconds 86400
additional-key-exchange 1
key-exchange-method 21
additional-key-exchange 2
key-exchange-method 31

|

crypto ikev2 enable outside
!
tunnel-group 10.20.20.20 type ipsec-12
tunnel-group 10.20.20.20 ipsec-attributes

ikev2 remote-authentication pre-shared-key cisco

ikev2 local-authentication pre-shared-key cisco

!
object-group network local-network

network-object 192.168.0.0 255.255.255.0

!

object-group network remote-network

network-object 172.16.10.0 255.255.255.0

!

access-list asa-vpn extended permit ip object-group local-network object-group remote-network
!

nat (inside,outside) source static local-network local-network destination static remote-network remote-network no-proxy-arp route-lookup
!

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET

protocol esp encryption aes-256

protocol esp integrity sha-256

!

crypto map outside_map 1 match address asa-vpn

crypto map outside_map 1 set peer 10.20.20.20

crypto map outside_map 1 set ikev2 ipsec-proposal IKEV2_TSET
!

crypto map outside_map interface outside

interface GigabitEthernet0/0 nameif outside security-level 0 ip address 10.20.20.20 255.255.255.0 ! interface GigabitEthernet0/1 nameif inside security-lev
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% : Packet Tracer ARIEEE R TR, T A Packet Tracerin 5 SERBLES ; packet-tracer input inside icmp 192.168.0.11 8 0
172.16.10.11 , FRAHASA,

ERFHMSMTHR , B LUEAshow crypto ikev2 safi . MEHFTR , BU B EAKES| BUARFBFNEIER X,

<#froot>

Local-ASA# show crypto ikev2 salKEv2 SAs: Session-id:2, Status:UP-ACTIVE, IKE count:1, CHILD count:1 Tunnel-id Local Remote fvrf/ivrf Status R

AKEl: 21 AKE2: 31

Life/Active Time: 86400/7 sec Child sa: Tocal selector 192.168.0.0/0 - 192.168.0.255/65535 remote sele



bad 3710

FRARTAREIKEV2RREEITHEHER

debug crypto ikev2 protocol 127
debug crypto ikev2 platform 127




AR NREHFEEY —EREETHEDR (NMREBRREEME , AERSEWM ) |, BIXZEAdebug crypto
condition peer X X X X&5 S B R4t AHAR.
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